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Introduction

Proponents of the Internet have experienced an exciting ride over the past
few years, often with unpredictable results. Is there a reasonable explana-
tion for the unprecedented success and downturn of this medium? In some
ways, the Internet took on the fervor of rock stardom. Previous IT trends
such as client/server architecture, ERP, CASE Technology, and Object Ori-
entation were popular within the industry. What made the Internet differ-
ent from anything that came before it was the medium’s popularity with the
mainstream media and the public-at-large. Some of this might have been
due to an after effect of the Y2K bug. The millennium bug caught the atten-
tion of the public and made IT popular everywhere — albeit out of fear.
After the millennium bug virtually became a nonevent, the public may have
been ready to accept another situation that potentially brought an over-
whelming IT impact on society. The Internet, too, was thought to be all
reaching, and although it promised a lot, it also threatened the way things
were done by brick-and-mortar companies.

Before too long, it became clear that the panic around the Internet was
unfounded. It did not fundamentally change the way business was con-
ducted. Making money was as important as ever, and giving things away for
free clearly had its limitations. This has led to a period of extreme detach-
ment from this technology space. As dot.com companies are grappling
with rigid market conditions and we keep hearing how the big technology
players are being punished on Wall Street, it becomes very easy to think
that the Internet was perhaps only a fad.

The Internet has transformed many things over the years, including how
consumers and businesses interact. e-mail has become a killer application
that is used everyday. Some surveys suggest that an average knowledge
based business worker sends/receives up to 100 e-mail messages a day.
Similarly, Web portals and news organizations dispense up-to-the-minute
instant news over the Internet with access to background stories and infor-
mation. Business hubs are used by groups of businesses to automate sets
of recurring transactions that include office supply purchases, service
requests, and other routine requisitions. These offer the benefits of simpli-
fication, fewer errors, and reduced costs. These and other common uses of
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the Internet demonstrate its ability to last. The expectations of the Internet
were too great a few years ago, but this does not change the possibilities it
offers for the future.

The Internet will continue to impact individuals and organizations — in
how they conduct business and how they manage themselves. With the con-
tinued proliferation of Personal Device Assistants (PDAs) and other comput-
ing devices, the Internet is going to emerge as a more comprehensive and dis-
tributed technology than ever before. The Internet’s influence will continue to
grow as we learn how to leverage it effectively and properly.

PURPOSE OF THIS BOOK

The purpose of this book is to focus on E-enabled business solutions.
These are emerging in the industry as convenient ways to package Web
services. The future of the Internet could be determined by who pays for it
going forward. In the last expansion, venture capitalists paid a significant
portion of the capital for the Internet. In the next iteration, business users
will be asked to pay for services based on business value. Business solu-
tions are perhaps the strongest way to articulate this value.

SCOPE OF THIS BOOK

This book focuses on building business solutions for the Internet. This
includes strategy and planning, E-enabled business solutions, wireless and
mobile business solutions, project development approaches, E-enabled
architecture and design, toolkits, testing, performance, and security.

INTENDED AUDIENCE

This book is intended for IT practitioners and technically inclined business
users, including executives, managers, business analysts, data analysts,
architects, developers, consultants, methodologists, Web masters, and
testers.

GETTING THE MOST FROM THIS BOOK

Section I, “Strategy and Planning,” explores defining strategy and plans in
the current Internet environment to build an infrastructure that will sup-
port organizations into the next IT phase. This includes a review of busi-
ness-to-business integration, the ASP model, and legal issues. This section
also focuses on how revenue can be generated from Web-based services.

Section II, “E-Enabled Business Solutions,” examines a cross section of
business solutions that are being leveraged in the marketplace. This
includes e-CRM, electronic bill presentment, E-HR, and call management.

Section III, “Wireless and Mobile Business Solutions” examines what
could be the next major hot area in the IT industry. This section looks at

Xvi
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the business opportunities that are available in the wireless world and at
the underlying technology infrastructure and standards. This section also
discusses programming, design, and hardware considerations in this
space.

Section IV, “Project Approaches and Life Cycle” identifies some of the
primary methodology and management considerations for building
E-enabled Business Solutions. This includes a review of prototyping meth-
ods, component based development, and how to reuse legacy investments.

Section V, “E-Enabled Architecture and Design” explains how to archi-
tect and design business solutions for the Internet. This includes a review
of usability concepts, Web design, and how components can be selected.
Middleware, such as CORBA, COM, and SOAP, are also discussed in this
section.

Section VI, “The E-Enabled Toolkit” examines some of the dominant
tools for building business solutions. This includes a review of XML, JAVA,
C++, and Linux.

Section VII, “Solution Testing” reviews testing considerations in the
Internet space. This includes automated testing, Web-based testing, fire-
wall testing, object-based testing, and penetration testing.

Section VIII, “Solution Performance and Security” focuses on two con-
cepts that are critical to the ongoing success of business solutions over the
Internet. This includes defining a framework for security planning and iden-
tifying opportunities to improve application performance.

Section IX, “Advanced Topics” examines a set of advanced concepts,
such as development standards and knowledge classification technology.

SANJIV PURBA
October 2001
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In the last few years, it was really the Business-to-Consumer (B-to-C) side of
the Internet that caught the attention of the public and quickly created a
near-panic in individuals and businesses to claim a portion of the Internet
sweepstakes. Was the Internet just a fad? If we define fads as temporary
events or situations that attract an enthusiastic following, which is tempo-
rary, fleeting, and easily forgotton, the answer is a clear “no.” Despite all
the ups and downs, the Internet is still here. Business transactions are con-
ducted over it. In fact, the Internet is a part of most business solutions
being deployed today.

While the fervor and unrealistic expectations may have disappeared,
there is a lot of Internet strategy and planning being done in organizations
around the world. This is the Business-to-Business (B-to-B) side of Internet
architecture, which is quietly being implemented and expanded on a global
basis. While the B-to-C side of the architecture did not live up to the unre-
alistic hype of the last few years, the fact that B-to-B solutions are being
implemented implies that Internet architecture has entered the main-
stream of the Information Technology industry and is expected to be
around for a long time.

This section considers several strategic initiatives that focus on busi-
ness exchanges, making money on the Internet, application service provid-
ers, Web services, and legal issues. All of these areas should be considered
in building an Internet strategy and plan for your organization. The chap-
ters in this section cover the following material:

“Business-to-Business Integration Using E-Commerce” (Chapter 1) ex-
plains how to create an integrated and seamless supply chain by in-
tegrating business-to-business processes. This is accomplished by
leveraging various E-commerce applications and the Internet to in-
tegrate supplier and manufacturer’s back office systems.

“Business-to-Business Exchanges” (Chapter 2) discusses the types of
business exchanges that have evolved since 1999 along with the
costs and benefits. The chapter focuses on providing managers re-
garding the selection and effective use of exchanges.

“The ASP Model: Evolution and Future Challenges” (Chapter 3) shows
how the application server provider model is evolving with the In-
ternet, in addition to some of the tools and techniques (e.g.,
Microsoft.Net) that are available to leverage it in an effective manner.

“Enclaves: The Enterprise as an Extranet” (Chapter 4) examines strat-
egies that organizations can leverage to create highly secure subor-
ganizations that can benefit from Internet-based technology without
suffering from the security problems and occasional unavailability
experienced by full Internet business applications.
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“The Legal and Regulatory Environment of the Internet” (Chapter 5)
explores the critical areas of the law and legal liabilities for organi-
zations doing business over the Internet. The chapter also presents
some relevant business cases.

“Writing and Implementing Internet Acceptable Use Policies”
(Chapter 6) discusses policies for effective and acceptable Internet
use in order to protect organizations from illegal usage and acts.
This chapter explains how such policies should be designed, to
whom they should be applied, and how they can be managed.

“Designing Equitable Chargeback Systems” (Chapter 7) examines
how Internet and other IT services can be charged out to their users.
This is a fundamental building block for the future success of the In-
ternet as the advertising model is being challenged.



Chapter 1
Business-to-Business
Integration Using
E-Commerce

Ido Gileadi

Now that many of the Fortune 1000 manufacturing companies have imple-
mented ERP systems to streamline their planning and resource allocation
as well as integrate their business processes across the enterprise, there
is still a need to be integrated with the supply chain.

To reduce inventory levels and lead-times, companies must optimize
the process of procurement of raw materials and finished goods. Optimi-
zation of business processes across multiple organizations includes rede-
fining the way business is conducted, as well as putting in place the
systems that will support communication between multiple organizations
each having its own separate systems infrastructure and requirements.

This type of business-to-business electronic integration has been
around for some time, in the form of EDI (electronic document inter-
change). EDI allows organizations to exchange documents (e.g., purchase
orders, sales orders, etc.) using standards such as X.12 or EDIFACT and
VANs (value-added networks) for communication. The standards are used
to achieve universal agreement on the content and format of docu-
ments/messages being exchanged. EDI standards allow software vendors
to include functionality in their software that will support EDI and com-
municate with other applications. The VAN is used as a medium for trans-
ferring messages from one organization to the other. It is a global propri-
etary network that is designed to carry and monitor EDI messages.

The EDI solution has caught on in several market segments but has
never presented a complete solution for the following reasons:

0-8493-1161-6/02/$0.00+$1.50 5
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¢ High cost for setup and transactions: smaller organizations cannot
afford the cost associated with setup and maintenance of an EDI
solution using a VAN.

¢ EDI messages are a subset of all the types of data that organizations
may want to exchange.

¢ EDI does not facilitate online access to information, which may be
required for applications such as self-service.

With the advance of the Internet both in reliability and security and the
proliferation of Internet-based E-commerce applications, E-commerce has
become an obvious place to look for solutions to a better and more flexible
way of integrating business-to-business processes.

The remainder of this chapter discusses a real-life example of how
internet and E-commerce technologies have been implemented to address
the business-to-business integration challenge.

BUSINESS REQUIREMENTS

The business requirements presented to the E-commerce development
team can be divided into three general functional area categories:

1. General requirements
2. Communicating demand to the supply chain
3. Providing self-service application to suppliers

General requirements include:

¢ 100 percent participation by suppliers: the current EDI system was
adapted by only 10 percent of suppliers

e Minimize cost of operation to suppliers and self

e Maintain high level of security both for enterprise systems and for
data communicated to external organizations

e Utilize industry standards and off-the-shelf applications wherever
possible; minimize custom development

e Supplier access to all systems through a browser interface

Demand requirements include:

¢ Send EDI standard messages to suppliers
— 830: Purchase Schedule
— 850: Purchase Order
— 860: Purchase Order Change
¢ Provide advance notice of exceptions to demand through exception
reports

Exhibit 1 describes the flow of demand messages (830, 850, 860, excep-
tions) between the manufacturer and supplier organization. The demand
is generated from the manufacturer ERP system (Baan, SAP, etc.). It is then

6
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Manufacturer
« EDI format ® E-mail to planner
¢ Send via Internet  Print / view reports
¢ Generate eLoad ¢ Create ¢ Review
demand *View/ print exception exception
(830,850, the demand] report report
860)

4L il 1

o Load into supplier s system or ®Non-EDI format

o Print and handle manually * Send via Internet

Supplier

Exhibit 1. Demand Flow

delivered to the supplier through one of several methods (discussed later).
The supplier can load the demand directly into its system or use the
supplied software to view and print the demand on a PC. The supplier can
then produce an exception report, indicating any exception to the
excepted delivery of goods. The exception report is sent back to the
manufacturer and routed to the appropriate planner. The planner can view
the report and make the necessary adjustments.

Self-service application requirements include:

¢ Ability for suppliers to update product pricing electronically, there-
by ensuring price consistency between manufacturer and supplier
¢ Provide online access with drill-down capabilities for suppliers to
view the following information:
— Payment details
— Registered invoices
— Receipt of goods details
— Product quality information

TECHNICAL REQUIREMENTS
The technical solution had to address the following:

¢ Transport EDI messages to suppliers of various levels of computer-
ization

¢ Provide complete solution for suppliers that have no scheduling ap-
plication

e Support small and large supplier organizations seamlessly
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* Provide batch message processing and online access to data
¢ Provide security for enterprise systems as well as data transmission
e Utilize industry standards and off-the-shelf products

Once again, the technical requirements are divided into three categories:

1. General requirements
a. Low cost
b. Low maintenance
c. High level of security
d. Industry standards
2. Batch message management
3. Online access to enterprise information

In reviewing the three main categories of technical requirements it is
apparent that one needs a product to support message management (EDI
and non-EDI), and the same or another product to provide online access.
The selected products will have to possess all the characteristics listed
under general requirements.

E-COMMERCE PRODUCT SELECTION

Selection of E-commerce products to construct a complete solution should
take the following into consideration:

e What type of functionality does the product cover (online, batch,
etc.)?

¢ [s the product based on industry standards or is it proprietary?

¢ Does the product provide a stable and extensible platform to develop
future applications?

¢ How does the product integrate with other product selections?

e What security is available as part of the product?

e What are the skills required to develop using the product, and are
these skills readily available?

¢ Product cost (server, user licenses, maintenance)?

¢ Product innovation and further development?

¢ Product base of installation?

¢ Product architecture?

The E-commerce team selected the following products.

WebSuite and Gentran Server from Sterling Commerce. This product was
selected for handling EDI messages and communication EDI and non-EDI
messages through various communication mediums. This product pro-
vides the following features:

e Secure and encrypted file transfer mechanism
e Support for EDI through VANs, Internet, and FTP
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¢ Browser operation platform using ActiveX technology

¢ Simple integration and extendibility through ActiveX forms integration
e Simple and open architecture

¢ Fasy integration with other products

¢ EDI translation engine

Baan Data Navigator Plus (BDNP) from TopTier. This product was
selected for online access to the ERP and other enterprise applications.
The product has the following main features:

¢ Direct online access to the Baan ERP database through the applica-
tion layer

¢ Direct online access to other enterprise applications

¢ [ntegration of data from various applications into one integrated view

¢ Hyper Relational data technology, allowing the user to drag and relate
each item data onto a component thereby creating a new more de-
tailed query providing drill-down capabilities

e Access to application through a browser interface

¢ Easy-to-use development environment

Both products had just been released when the project started using
them (summer 1998). This is typically not a desirable situation because
it can extend the project due to unexpected bugs and gaps in functionality.
The products were chosen for their features, the reputation of the com-
panies developing the products, and the level of integration the products
provided with the ERP system already in place.

E-COMMERCE SOLUTION

Taking into account the business and technical requirements, a systems
architecture that provided a business and technical solution was put
together. On the left side of the diagram are the client PCs located in the
supplier’s environment. These are standard Win NT/95/98 running a
browser capable of running ActiveX components. Both the applications
(WebSuite and TopTier) are accessed through a browser using HTML and
ActiveX technologies. As can be seen in Exhibit 2, some suppliers (typically
the larger organizations) have integrated the messages sent by the appli-
cation into their scheduling system. Their systems load the data and
present it within their integrated environments. Other suppliers (typically
smaller organizations) are using the browser-based interface to view and
print the data as well as manipulate and create exception reports to be
sent back to the server.

Communication is achieved using the following protocols on the Internet:

e HTTP, HTTPS: for delivery of online data
® Sockets (SL), Secure Sockets (SSL): for message transfer
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Exhibit 2. Firewall

All traffic enters the enterprise systems through a firewall for security.
Security is discussed in the following section.

On the enterprise side, the client applications first access a Web server.
The Web Server handles the HTTP/HTTPS communication and invokes the
server-side controls through an ASP page.

The online application (TopTier) intercepts the HTTP/HTTPS commu-
nication address to it and interprets the query. It then provides a result
set and integrates the result set with an HTML template to be sent back
to the client PC as an HTML page. The online access application commu-
nicates with the ERP application through the application API or through
ODBC.

The message management application (WebSuite) communicates to the
message queue using server-side ActiveX controls and FTP to send and
receive files between systems. The message management application com-
municates with the ERP and other enterprise applications using a set of
processes that can read and write messages to a shared mounted disk area.

The above system architecture supports a mechanism for transferring
messages in a secure and reliable fashion as well as providing online
access to data residing in the enterprise systems — all through a browser
interface with minimal requirements from the supplier and minimal sup-
port requirements.

10
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SECURITY
The are two categories of security that must be handled:

1. Enterprise systems security from outside intrusion
2. Data security for data communicated over the Web

Security for the enterprise is intended to prevent unauthorized users from
accessing data and potentially damaging enterprise systems and data. This
is handled by various methods that are far too numerous to discuss
meaningfully in this chapter. One can review the steps taken to secure the
system on this project; these are by no means the only or the complete
set of measures to be taken. In addition, each organization may have
different security requirements. For this project the following steps were
taken:

¢ Use a firewall that provided the following:
— Limitation on IP and PORT addresses
— Limitation on protocols allowed (HTTP, HTTPS, IP)
— User Authentication at the firewall level
— Abstraction of Server IP address
e Authentication:
— Front-office application layer
— Back-office application layer
— Operating system layer
— Firewall layer
® Domain settings:
— The Web server machine is not part of the enterprise domain
— The Web server machine has IP access to other servers

Data security is required to protect the information that is transferred
between supplier and manufacturer over the public domain of the Internet.
The intent is to secure the data from unauthorized eavesdropping. There
are many methods to protect the data; these methods can be grouped into
two main categories:

¢ Transferring data through a secure communication channel (SSL,
HTTPS). This method utilizes:
— Authentication
— Certificates
— Encryption

e Encryption of data. This method is typically used in conjunction with
the previous method, but can be used on its own. There are various
encryption algorithms available. The encryption strength (cipher
strength), which can be defined as how difficult it would be to decrypt
encrypted data without the keys, can vary and is designated in terms
of number of bits (40 bit, 128 bit, etc.). This project employed

11
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Microsoft Crypto API, supported both by the Web server (IIS 4) and
by the client browser (IE 4). The cipher strength selected was 40 bits
to allow non-United States and Canada access to the application; 128-
bit cipher strength is not available for browsers used outside of the
United States and Canada.

CONCLUSION

Manufacturing organizations striving to reduce inventory levels and lead-
times must integrate business processes and systems with their supply
chain organization. E-commerce applications utilizing the Internet can be
used to achieve integration across the supply chain with minimal cost and
standard interfaces.

When implementing E-commerce applications, it is recommended to
select application that can be used as an infrastructure to develop future
business solutions to address new requirements. Selecting applications
that provide technology solutions with a development platform, rather
than applications that provide an integrated business solution, will pro-
vide a platform for development of future business applications as the use
of E-commerce proliferates through the organization.
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Chapter 2
Business-to-Business
Exchanges

Marie Tumolo

Business-to-business (B2B) exchanges are central, electronic market-
places in which multiple buyers and multiple suppliers come together to
exchange goods and services. Exchanges are a significant component of
the business-to-business electronic commerce market, estimated to reach
$600 billion to $3 trillion in U.S. revenues by 2003.

Exhibit 1 outlines the three major aspects of exchanges. Exchanges are
used to match buyers and suppliers and facilitate transactions between
the two. They also maintain a technical, institutional, and compliance
infrastructure that supports their offerings. Exchanges are typically run
by independent, third-party intermediaries rather than by individual buy-
ers (e.g., General Motors Corp. or General Electric Co.) or suppliers. In
the single-firm case, a buyer opens an electronic market on its own server
and invites suppliers to bid on specified parts or services needed, or a
supplier sells its products or services only to approved customers. Third-
party exchanges, on the other hand, do not take title or physical posses-
sion of goods but facilitate the matching of buyers and suppliers. The
terms “exchange” and “marketplace” are used interchangeably in discus-
sions of electronic commerce. Exchanges serve a variety of industries
including aerospace, agriculture, automobiles, banking, chemicals, educa-
tion, employment, energy, food, hospitality, insurance, paper, and steel.

Exchanges are a form of outsourcing, enabling a company to shift much
of the work performed by the purchasing function to a third party. The
exchange searches for suppliers matching the buyer’s request, compares
prices and product features, and provides recommendations. All of these
services replace ones now usually performed by employees in the pur-
chasing department. For suppliers, exchanges provide another channel of
distribution, one that does not require support by sales personnel.
Exhibits 2 and 3 illustrate the differences between using an exchange for
transactions and using it for conventional means.

0-8493-1161-6/02/$0.00+$1.50 13
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Exhibit 1. How Exchanges Work

Matching Buyers and Suppliers

¢ Establishing product offerings

e Aggregating and posting different products for sale

¢ Providing price and product information, including recommendations
e Organizing bids and bartering

e Matching supplier offerings with buyer preferences

¢ Enabling price and product comparisons

e Supporting negotiation and agreement between buyers and suppliers

Facilitating Transactions
e Logistics: delivery of information, goods or services to buyers, identification of
company administrator to:
— Provide billing and payment information including addresses
— Define terms and other transaction values
— Input searchable information
— Grant exchange access to users and identify company users eligible to use exchange
¢ Settlement of transaction payments to suppliers, collecting transaction fees
¢ Establishing credibility: registering and qualifying buyers and suppliers,
communicating exchange transaction and other fees, maintaining appropriate security
over information and transactions

Maintaining Institutional Infrastructure

e Ascertaining compliance with commercial code, contract law, export and import laws,
intellectual property law, rules and regulations of appropriate agencies

¢ Maintaining technological infrastructure to support volume and complexity of
transactions

¢ Providing interface capability to standard systems of buyers and suppliers

¢ Obtaining appropriate site advertisers and collecting advertising and other fees

Exchanges operate throughout the supply chain, facilitating everything
from the acquisition of raw materials to the sale of finished goods. When
exchanges are integrated with automated procurement processes and
customer requirements management systems, the supply chain is stream-
lined within and across organizations and industries. A typical supply
chain includes the components shown in Exhibit 4.

Estimates of the number of exchanges in existence vary from 600 to
1000. Announcements of the formation of new exchanges continue to
appear in the press, despite the announcements of exchanges closing
down or scaling back. Many of the exchanges are unlikely to last beyond
the initial press release or survive beyond the first year. AMR Research
predicts that only 50 to 100 of the current exchanges will survive through
2001.
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Request for

Buyer ] Proposal

—>| Supplier k > Bid

Bidding Sequence Repeated for k=1 to n

Selected

Buyer P> Accept > Supplier

Proposal Acceptance

Goods || Selected
Payment Supplier

|

Buyer |«

Transaction Completion

Exhibit 2. Conventional Process

Buyer 1: RFP —> <«— Supplier A Bid
<— Supplier B Bid

<«— Supplier C Bid
Buyer 3: RFP —> <«— Supplier D Bid

Buyer 2: RFP—>| Exchange

a. RFPs Submitted and Bids Made

Buyer 1: Best Bid <«—| Supplier C:
Exchange [—> Payment less
Buyer 1: Payment —>| Commission

b. Best Bid Accepted

Exhibit 3. Exchange Process

Raw | || Primary Product

Materials Manufacturing —>| Fabrication > Producer —>| Distributor>| Retailer

Source: J. R. Galbraith, "Strategy and Organization Planning," in The Strategy Process: Concepts, Contexts,
Cases, 2nd ed., edited by H. Mintzberg and J. B. Quinn (Englewood Cliffs, NJ: Prentice Hall, 1991), p. 316.

Exhibit 4. Typical Supply Chain
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How Exchanges Evolved

Since the 1980s, IT experts have predicted that information technology
would reduce many of the coordination costs incurred by businesses, such
as the costs of gathering information, negotiating contracts, or protecting
against opportunistic behavior. Coordination costs, along with other fac-
tors such as the degree of complexity of a particular product and the level
of specificity of assets used in a particular business, influence the decision
whether to use markets for economic activity or to directly control more
aspects of business through ownership and hierarchical management. The
reduction of coordination costs along with lower asset specificity leads to
higher use of market mechanisms. Exchanges are market mechanisms that
use information technology and the Internet to reduce the cost of gather-
ing information and negotiating contracts for products that are fairly stan-
dard either across or within industries.

B2B E-commerce has its roots in electronic data interchange (EDI) net-
works established between large buyers and suppliers within a specific
industry. The automobile, aerospace, and chemical industries used EDI
extensively to reduce costs and improve operational efficiency. EDI con-
sists of private networks between companies that facilitate communica-
tion of orders, status, invoicing, and payment. Expensive to build and
maintain, EDI networks were often limited to the largest companies within
that industry. Many of the buyer- and supplier-oriented marketplaces
evolved from ED], facilitated by the online automation of the procurement
process made possible by the Internet.

Exchanges came about when several companies (predominantly Ariba,
Inc., Commerce One, Inc, and W. W. Grainger, Inc.) took their E-procure-
ment software and used it to establish open markets on their own servers.
Many of the initial exchanges were online catalogs. However, continued
technological development is increasing the scope of services provided
by the exchanges. A number of exchanges are beginning to provide addi-
tional functions. For example, Messmer!! points to such functions as:

¢ Sharing of synchronized, real-time updates on prices and shipment
information

¢ Pushing and pulling data directly from corporate back-end enterprise
resource planning and database systems

* Flagging errors before problems multiply on the production and ship-
ping end

In addition, Trombly (15) describes the following functionality:

¢ Generating Extensible Markup Language (XML) forms, which can be
viewed with a Web browser

16



Business-to-Business Exchanges

¢ Evaluating product availability, by linking into a supplier’s inventory
application

¢ Pacing orders from a buyer’s procurement application, then following
through with a supplier’s order-fulfillment package

e Supporting different contract terms or purchasing agreements for
different buyers

¢ Fulfilling orders electronically, which requires real-time order valida-
tion and downloads for applications such as software or content sales

¢ Electronic invoicing and payments including automated clearing-
house payments

¢ Credit checks and financing

¢ Security and authentication

Types of Exchanges

Most exchanges can be categorized as either horizontal or vertical. Horizontal
exchanges provide many commodity products that can be used across most
industries. Typical horizontal exchanges involve the purchase and sale of

¢ Office supplies

e Uniforms

¢ Furniture and equipment

e Maintenance services

¢ Electronic components

¢ Repair and operating supplies

The primary benefits of horizontal exchanges are the variety of products
offered and lower prices.

Vertical exchanges focus on a specific industry, providing participants with

e Specialized products
¢ In-depth industry knowledge
¢ Greater opportunities for collaboration

There are also meta-exchanges that combine aspects of both vertical and
horizontal markets and support a full range of market-connecting mecha-
nisms, including bid/ask exchanges, auctions, and reverse auctions.

Horizontal and vertical exchanges can take various forms. Specifically,
the major forms of exchanges are

e Aggregate catalogs (Chemdex)

® Trading (TradeOut)

¢ Online exchange of goods (FreeMarkets)

¢ Labor exchange (Guru.com)

¢ Online auctions and reverse auctions (PlasticsNet)

¢ Fully automated with order matching such as stock exchanges (Altra
Energy Technologies).
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Exhibit 5. Major Forms of Exchanges

Exchange

Name Type Form Functions

Chemdex Vertical Catalog Academics, scientists, pharmaceutical
firms buy and sell science research
products

OrderZone Horizontal Catalog Merged with Works.com. Sells uniforms,
office supplies, maintenance, repair,
laboratory and safety equipment, and
electronic components

TradeOut Horizontal Trading Virtual storefront posting surplus assets
representing over 100 product categories

FreeMarkets Horizontal Online Purchase and sale of industrial parts, raw
materials, and commodities and services

Guru.com Horizontal Labor Posting of projects requiring contract
workers

PlasticsNet Vertical Online Auctions and reverse auctions for used and

Auction excess products in the plastics industry;

materials and news for buyers and
suppliers

Altra Energy Vertical Fully Trades natural gas and other energy;

Technologies Automated  traded $4 billion in 1999
e-STEEL Vertical Automated  Entire steel industry; supports prime and

non-prime steel products
PaperExchange Vertical Automated Buys and sells all grades of paper
Covisint Vertical Catalog, Formed by auto industry manufacturers
auction,
and
automated

Examples of these forms are shown in Exhibit 5.

Exchange Technology

Exchanges are basically Web sites that use a standard language, XML, to
facilitate application-to-application data exchange, similar to EDI. XML
allows information regarding orders, purchases, payments, and products
to be easily understood by other computers. XML, in effect, makes the
benefits of EDI accessible to organizations of all sizes.

Three software companies, Ariba, Commerce One, and Oracle, dominate
the exchange software market by providing packages, installation help,
and consulting. These software packages evolved from buy-side software
developed to help purchasing departments.

Although XML is a standard language, different versions exist, hamper-
ing the ability for exchanges to communicate with one another. In
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response, a number of software companies such as i2 Technologies, Extric-
ity, Mercator, and IBM are developing software to help buyers and suppli-
ers use multiple exchanges to transcend the barriers erected by using
different versions of XML.

Full automation of the supply chain is one of the primary benefits often
claimed for B2B E-commerce. That is, the software covers all functions
from sales force and materials buying to billing. However, only 10 of 600
exchanges tracked by AMR Research as of April 2000 actually provide
integration from the exchange to a supplier’s or buyer’s back end systems.

Sell-side electronic commerce systems enable the exchange to tap into
the suppliers’ systems to determine available quantities and price for
quotations. Software companies dominating the supply side include Cal-
ico, Ironside, and SAP. On the buy side, E-procurement systems such as
those developed by Oracle, Ariba, and Commerce One allow buyers to
streamline the processes of requisitioning parts and services, retrieving
necessary documentation, obtaining and evaluating bids, and receiving
the items.

BENEFITS OF EXCHANGES
Exchanges promise significant benefits including

¢ Cost savings
¢ Increased operational efficiency
¢ Improved information.

Most of these benefits have yet to be realized, although some participants
predict annual cost savings of anywhere from 7 percent to 30 percent.
Benefits vary among buyers and suppliers, but both parties achieve the
benefit of better information. Exchanges are information tools, providing
buyers and suppliers with the ability to screen and compare products,
prices, sources, terms, availability and potential substitute products. In
addition, some exchanges provide product recommendations, often one
of the most valued features for participants. In addition, both buyers and
suppliers have the added benefit of reduced negotiation costs because
the exchange enables both parties to a transaction to meet electronically
and come to agreement rapidly.

Buyer Benefits

Because exchanges bring together multiple buyers and suppliers, buyers
can expect to pay lower prices when purchasing through an exchange.
Smaller orders can be aggregated by the exchange so that each individual
buyer receives the high-volume discount. Buyers have more suppliers to
choose among and gain greater price transparency. It is much easier in an
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exchange to see how prices for the same product may vary based on
geographic region, size of the order, or customer relationship. In addition,
customers may compare the price they typically pay with the current
exchange price and ask why any difference exists. Using an exchange also
enables buyers to obtain information about product availability and poten-
tial substitute products more quickly than before and at a lower search
cost.

Even more significant are the cost savings that can be achieved by
automation of the procurement process and integration of a company’s
systems with those of the exchange. Lower administrative costs result
from reductions in the number of employees required to support the
purchasing function, streamlining the approval process for purchases and
enabling managers to make purchasing decisions directly by using the
exchanges. Integration of a company’s back-office systems with those of
the exchanges also facilitates improved inventory management.

Supplier Benefits

Suppliers that participate in exchanges are able to expand their markets,
acquire new customers at a very low cost, aggregate smaller orders into
larger bundles, and service customers at a lower cost. Suppliers reduce
their dependence on their sales forces and eliminate the expensive costs
of continually producing expensive catalogs. In addition, suppliers can
often eliminate traditional market intermediaries because the exchange
acts as an automated intermediary. It may be possible for suppliers to
appropriate and retain a portion of the discount previously given to the
middleman. Integration of exchange information with customer relation-
ship management information already under development by the major
software companies will allow suppliers to obtain customer information
such as purchasing history and to automate sales and services.

COSTS

Fees vary by exchange: some exchanges charge a fee per transaction;
others charge a percentage of the revenue on the transaction or a percent
of the cost savings achieved. Some exchanges also charge membership
fees, but competition for participants is reducing the number of exchanges
charging such fees. Recent trends indicate that exchanges are increasingly
favoring open (non-fee) membership to qualified participants. Downward
pressure continues to be exerted on all types of fees. Additional informa-
tion on the example exchanges and their fees is shown in Exhibit 6.

Suppliers often are required to pay a fee to post items for sale or for
sales transactions that occur. Suppliers, however, are critical to the suc-
cess of exchanges. For an exchange to be successful, it must provide
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buyers with a large number of suppliers from which to choose products
and services. To attract suppliers, exchanges must keep fees charged to
suppliers reasonable. With so many exchanges being developed and as
yet few clear dominant players, most exchanges are more concerned with
attracting suppliers than making money from high fees.

Buyers’ costs can include membership fees as well as transaction fees,
depending on the exchange. The actual cost of the goods to the buyer
includes the amount paid to the supplier, the commission paid to the
exchange (if any), and the freight costs. In particular, if a buyer selects a
supplier located further away, the savings from lower costs of goods may
be eaten up by the additional freight charges.

DISADVANTAGES OF EXCHANGES

To achieve the benefits of the exchange in terms of a more efficient pro-
cess, buyers must make a large number of transactions over this channel.
In effect, the exchange becomes the buyer’s single (or major) source for
supplies or vital inputs. Although cost savings are associated with using
the exchange, the buyer assumes the risk of exchange failure or deterio-
ration. Buyers also still run the risk that changing suppliers when buying
through the exchange may result in poor product performance, particu-
larly when buying critical parts and components. Exchange recommenda-
tions and comparisons may provide insufficient information regarding
input specifications unique to an individual buying company.

From a supplier’s standpoint, the primary disadvantage is that
exchanges may dominate over all other selling channels, leaving those
companies that do not join the right exchange out of the bulk of the
business. Mediocre suppliers (in terms of quality and price) face particular
disadvantages because the widespread use of exchanges will most likely
force out of business those suppliers that cannot meet the exchange’s
standards.

CRITICAL SUCCESS AND FAILURE FACTORS FOR EXCHANGES
AND PARTICIPANTS

Critical Success Factors

e Mass. Exchanges require sufficient mass, that is, enough buyers and
suppliers to make participation worth it for both. Mass also increas-
es liquidity of the exchange and enables the exchange to improve
services offered. Because exchanges are so new, it is difficult to
determine what sufficient mass is for each market. Dollar volume of
transactions and the stability of transaction fees are considered to
be important criteria of exchange liquidity.
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¢ Seamless integration. Increasingly, exchange members want to inte-
grate their company’s back-office systems seamlessly with the ex-
change as well as clearing the financial transactions with each party’s
bank. As a result of this integration, exchanges can be expected to
evolve from marketplaces to full supply chain automation. Exchange
members also want to use information generated by the exchange to
forecast demand for their products better as well as to compare
prices, product characteristics, availability, terms, and sources.

¢ Income. The problem for exchanges is how to balance the need for
revenues to keep going against the need for participants to realize
the cost-saving benefits of participation. Having a sufficient number
of suppliers is critical to the survival of an exchange because it
increases the willingness of buyers to participate. Yet many suppliers
are increasingly concerned about participating in exchanges that are
too focused on price as the only determinant of the purchasing deci-
sion. Suppliers have little incentive to encourage deterioration of their
own profits.

Critical Failure Factors

Many of the exchanges that closed recently — for example, IndustrialVor-
tex, a marketplace for industrial automation products; M-xchange, a hor-
izontal exchange for minority-owned suppliers; and Fleetscape.com, a mar-
ketplace for commercial truck aftermarket parts and service — were
unable to obtain additional funding. Venture capitalists are becoming more
reluctant to invest in exchanges with heavy reliance on transaction fees.
So many exchanges have been formed that one analyst at Keenan Vision
estimates that some 4,200 exchanges will exist by 2003. The numbers are
driving down transaction fee revenues in many markets. Originally,
exchanges anticipated charging 1 percent to 3 percent of each transaction
amount. Downward pressure led many exchanges to reduce their fees to
1/4 percent to retain sufficient membership and liquidity. For this reason,
exchanges that are backed by significant players in an industry are con-
sidered most likely to survive.

IMPLICATIONS OF B2B EXCHANGES

Business Issues

Exchanges need to ensure that suppliers listed on the exchange are able to
supply the quality and quantity of goods demanded by buyers and have the
integrity to be participants to a contract. Buyers will quickly stop using an
exchange if the products and services offered by the supplier do not meet
expected standards. Exchanges that will survive are those that exert an effort
to prequalify both buyers and suppliers in terms of conventional business
factors such as reputation, creditworthiness, size, and experience.
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Distribution logistics are also an important consideration when using
an exchange. Although exchanges bring together multiple buyers and
suppliers, enabling each to expand its scope of operations, basic logistics
require the ability to actually deliver products, limiting the transactions
to those companies best able to deliver where and when the buyer needs
it.

As with any intermediary function, exchanges are subject to concerns
by participants that the exchange is reputable, complies with all relevant
laws and regulations governing transactions, and has adequate procedures
in place to qualify participants, secure private information, and safeguard
financial assets.

Antitrust Considerations

Both the FTC and the European Commission are examining exchanges and
their potential impact on the competitiveness of various industries. The
exchanges attracting the most regulatory attention are those that strive
for full supply chain automation within a specific industry and that evolved
from industry consortiums. For this reason, the FTC continues to look
closely at Covisint, the automakers’ exchange, after granting it guarded
approval on September 11, 2000. The European Commission is looking at
MyAircraft.com, a joint venture for the sale of aircraft spare parts and
engines set up by Honeywell International, Inc., United Technologies Corp.,
and i2 Technologies, Inc. One potential violation of competition rules
concerning the EU is the ability of the exchange to compare price and
other sensitive information — in effect, forming a cartel. Both regulatory
agencies are concerned with the ability of exchange members to share
information about prices and the potential for that to lead to price fixing.
They are also concerned that exchanges may so dominate an industry
that nonmember firms are forced out of business and that price sharing
may lead to downward price pressure, squeezing out smaller players and
creating oligopolistic situations.

Exchanges are carefully constructing firewalls and other security meas-
ures designed to alleviate potential antitrust concerns. Many exchanges,
such as eSTEEL, do not allow individuals from other companies to see
final agreed-on prices between buyers and suppliers. Automated
exchanges are concentrating on commodities and using existing commod-
ity exchange markets as guides.

Relationship Management

One of the potentially most interesting effects of exchanges is their impact
on supplier relations, customer loyalty, and customer retention. During
the past ten years, academics and the popular business press advocated
the formation of deep relationships between buyers and suppliers,
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partially facilitated by EDI and customer relationship software. Strengthen-
ing relationships with key suppliers enabled companies to reduce costs and
defects of parts and raw materials. Customer intimacy enabled companies
to respond to the evolving needs of their targeted customers with tailored
products and services. Flexible customer response often depended on speed
to market, increasing the importance of strong supplier relationships.

The exchanges have the potential to fundamentally change the nature of
those relationships as buyers become aware of new suppliers and increase
their ability to compare prices and service across a broader range of busi-
nesses. Yet at the same time, customer/supplier intimacy is increasingly
critical to a company’s ability to differentiate itself from the competition.

The depth and criticality of customer/supplier relationships will drive
the type of exchange used by a company. For noncritical supplies and
equipment, a third-party horizontal exchange is appropriate. Companies
would use vertical exchanges to purchase industry-specific and commod-
ity items and to monitor changes and evolutions in the industry that may
affect future customer/supplier relationships.

LESSONS FOR MANAGERS

e Determine what role exchanges should play in your business. Although
exchanges are considered most effective for commodity products
and services, the development of industry-specific exchanges with
full supply chain integration may lead to the use of exchanges for
acquisitions of strategic materials and services as well. Many ex-
changes are working diligently to improve security around requisi-
tions, bids, negotiations, and transactions. Strategic functions,
products, and services need to be carefully identified, and the pro-
cess of developing and acquiring strategic components needs to be
carefully examined to determine how best to take advantage of
developing opportunities. Fragmented industries are particularly
able to benefit from the use of exchanges.

¢ [dentify all potential exchanges. Look at exchanges being used by other
companies in the same industry. Determine whether companies of
similar size with similar business models are using certain exchanges
more than others. Closely examine geographic dispersion of suppliers
and buyers in a particular exchange in light of the unique logistic
issues specific to the company’s product or service.

¢ Evaluate the exchanges based on how the company will use them. Look
for focus and participants that are appropriate for the company’s
buying or selling needs. Review content carefully to determine wheth-
er products offered are of acceptable quality and quantity, include
name brands, and are priced competitively. Examine exchange investors
and partners. Most of the exchanges that have closed are independent
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third-party exchanges with no equity participation by any significant
players in the industry. Look at the history of the exchange and fee
structure to determine how sustainable the exchange is.

o Select the right exchanges to join. Realistically, companies will probably
need to join more than one exchange. The most successful exchanges
to date focus on a particular industry or type of product but have
sufficient breadth to attract many buyers and suppliers. Liquidity is
key as well as integration and the ability of the exchange to facilitate
linkage to other exchanges, enabling a buyer or supplier to participate
seamlessly in the most appropriate exchanges. Although many ex-
perts define liquidity as sufficient buyers and suppliers, it also is
important to look at the nature of transactions — whether buyers and
suppliers will find sufficient products and services to keep using the
exchange over the long term.

e Extract value from the exchanges. Closely monitor cost savings
achieved compared with those anticipated. Use the exchanges’ infor-
mation-gathering and reporting capabilities to improve planning and
forecasting of product demand. Monitor enhancements offered by the
exchanges and carefully consider how they may help you improve
your business.

¢ Evaluate results. Calculate your return on investment, cycle time im-
provements, and impact on the business. Look at cost savings over
time. Periodically review trends over time in prices. Keep a close eye
out for process savings. Determine what information gained from
participating in the exchange means in terms of improving business
performance or avoiding costly mistakes.

CONCLUSIONS

Peter F. Drucker tells us that the best way to determine what will happen
in the future is to look at what has already happened. For example, a
number of independent exchanges closed down or merged into other
exchanges because they had liquidity problems. Consortium-led
exchanges, such as Covisint and MyAircraft.com, are experiencing regula-
tory scrutiny as well as delays due to the need for consensus among
industry members. These instances do not mean that exchanges will dis-
appear, rather that only the best will survive, resulting in easier decisions
for managers trying to determine which to join. The number of enhance-
ments being developed to improve exchange functionality and service is
another indication of which exchanges may ultimately deliver the greatest
value to participants.
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Chapter 3

The ASP Model:
Evolution and Future
Challenges

John Davies

The increasingly competitive global marketplace requires organizations to
be extremely agile, i.e., to be able to quickly and efficiently respond to
changes, such as a merger, competitive threat, necessity to deliver new
products with rapid development cycles, or driving costs down.

The role of information technology (IT) has become important in achiev-
ing this agility. Business via the Internet has grown exponentially.' Technol-
ogy is enabling companies to become more efficient, to achieve a broader
and more effective market reach. It is becoming the lifeblood of many orga-
nizations from both a revenue generation and cost-control perspective. No
longer behind the scenes where system failures were considered an
inconvenience, IT has achieved very high profile. Unavailability, for any
reason, can severely impact an organization, and have direct impact on
revenue and in some cases stock prices.” The pressure on IT departments
to deliver ever-higher levels of performance and reliability has increased
significantly.

The application service provider (ASP) model’ has emerged as a way to
deliver software applications to organizations over the Internet efficiently,
reliably, and at low cost to the end user. These applications range from
office suites to enterprise resource management (ERP) and eprocurement
systems. This provides a promising role for the ASP model to allow corpo-
rate IT departments to successfully outsource components of their IT
application and technology infrastructure and to enhance organizational
agility and cost-effectiveness. This chapter briefly describes the ASP model
and its evolution and future, and suggests that there remain some chal-
lenges to overcome before it can claim to be a successfully mature and
mainstream paradigm.
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WHAT IS THE ASP MODEL? WHY HAS IT EMERGED?

Outsourcing IT data processing is an old concept, dating back to the main-
frame “service bureaus.” The ASP model clearly has its roots here,
although it has extended the concept. As the ubiquity of PC with browser
and Internet connectivity has increased, and internal IT resources (often
scarce) are getting more expensive, companies are reconsidering out-
sourcing IT tasks that fall outside the business’ core competencies. The
Internet, high-speed networks and “thin-client” computing that allow soft-
ware applications to be provided over the Internet have been the enabling
technologies behind the growth in ASPs. But more than being just a tech-
nology-driven shift, current management thinking about the extended
enterprise, reduction in capital investments, and focus on core competen-
cies has also been an important factor in the reinvigorated interest in this
form of outsourcing.

ASPs develop and deliver a service shared by multiple customers, pro-
vide these services for a usage-based fee, and supply these services from
a central location, over the public Internet or a virtual private network
(VPN). These providers often emerge as spin-offs from IT services organi-
zations, enterprise software providers, and Internet hosting companies.

Businesses that use the services of ASPs can realize a number of bene-
fits. A monthly fee based on usage increases predictability of cash outflows
and reduces the risk of high up-front investments in application licenses or
the technical environment (and its high rate of obsolescence) to run it. It
also reduces the internal costs and difficulties in recruiting and retaining
short-supply labor skills. Organizations can focus their labor pool, their
capital investments, and their management attention to the heart of their
business — what they do best. Because the ASP has already deployed the
technology, implementation timeframes are typically much shorter than
from-scratch internal projects and hence benefits can be realized sooner.

ASP Solution Providers — Playing Various Roles

There are a number of roles played by companies delivering ASP solutions:

® Application Service Managers (aka Aggregators) — sell, manage, cus-
tomize, and provide support for packaged application solutions
(those they develop as a solution developer, if any, plus those from
other application service developers; a company that does not devel-
op, but just aggregates third party solutions, is often referred to as a
“Pure Play”).

e Application Service Developers — focus on the development of thin-cli-
ent application software, or application components that can be ac-
cessed as services over the Internet.
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e Application Aggregators Platform Enablers — own and operate com-
mercial data centers; offer managed hosting platforms for their appli-
cations or that third-party ASPs can use.

e Agents — provide consulting and systems integration.

Telcos also play a key role in delivering ASP solutions. Some research orga-
nizations have included this group in the ASP model.

As will be discussed later, while ASPs often play multiple roles, it is
increasingly likely that the end-to-end application service will be provided
by more than one player, each being an ASP in its own right. From the cli-
ent’s perspective, however, single point of contact and responsibility for
the application service is preferred. This is, or should be, the role of the
application service manager.

THE ASP MARKET

In 1999 the worldwide ASP market’ was forecast to grow from $1 billion in
1999 to $3.6 billion in 2000, to $14.7 billion® by 2003, and to more than $25.3
billion by 2004. The U.S. market had revenue® of $1.4 billion in 2000, with no
vendor able to claim market dominance.

Small and mid-sized companies’ currently represent the majority of ASP
users, since they are less likely to have a substantial IT staff, but by 2004,
larger companies with more than 2500 employees are expected to account
for 56 percent of the ASP market.

Larger businesses are recognizing the value of selectively adopting the
ASP model and applying it to their existing legacy applications. 19 percent
of large enterprises (500 to 100,000 employees) currently use ASPs for
internal applications, while 7 percent use ASPs for E-commerce applica-
tions. By 2004, 65 percent of large corporations are expected to use ASPs
for internal applications, and 72 percent for E-commerce.

North America has led the worldwide ASP market (65 percent of revenue
in 1999), but the market will become much more global. In 2004, the North
America region is forecast to represent 45 percent of ASP revenue. Europe
accounted for 20 percent of the ASP market in 1999 and is projected to
have 32 percent in 2004.

INDUSTRY SUPPORT OF THE ASP MODEL

Many major software and hardware companies are building the infrastruc-
ture and applications to support the evolving ASP model. Sun, IBM, Oracle,
Novell, Intel, SAP, Hewlett-Packard, Microsoft, and a host of others have
embraced the ASP model. Microsoft, with its strategy to evolve its DNA
architecture to an XML-based .NET architecture, described below, is cer-
tainly a major proponent of the applications as services approach what is
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the cornerstone of the ASP model. Microsoft announced its Complete Com-
merce program (1999) as the result of an ASP pilot project. Microsoft is
seeding ASP hosting of Microsoft Exchange Server messaging, Microsoft
Office 2000 collaboration tools, corporate purchasing, media streaming,
and LOB application services on Windows 2000 Server. They have recently®
launched the Web Developers Community to lead the independent soft-
ware vendors (ISVs) through transition to software as a service in .NET
Environment. Microsoft ASP Certification will provide market recognition
for industry partners who demonstrate a consistent, high quality delivery
of specific hosted or outsourcing services built on Microsoft technology.
Sun is also offering a similar certification program. In each case, the pur-
pose is to foster confidence in the ASP model.

Microsoft’s ASP Vision: Web Services and the .NET Architecture

Microsoft’s recently announced .Net Strategy is based on the vision that
applications should be provided as Web services, available anywhere, any-
time, and on any device (PC, cell phone, or PDA). Based on the Web serv-
ices model, the .NET platform will enable corporate applications to be
managed locally, while the services to support them (user authentication,
file storage, user preference management, calendaring, mail, etc.) can be
seamlessly accessed. The ability to seamlessly combine internal and exter-
nal services will enable simplified creation of applications that bring
together corporate data with associated data from vendors and partners,
resulting in an unprecedented level of functionality and a much improved
user experience. IT professionals will be able to focus more on delivering
value to their businesses without being burdened with nonvalue-added
tasks.

The .NET Architecture. The Microsoft .NET architecture provides the key
components needed to create and leverage Web services. All the software
components are built from the ground up for interoperability, supporting
XML and SOAP as the glue enabling applications to communicate.

The main elements in the .NET architecture are:

e The .NET Framework and Visual Studio.NET — will facilitate compo-
nent development and integration of these Web services into applica-
tions by calling APIs.

e NET Servers — are infrastructure services that most applications will
need: Windows 2000, SQL Server 2000, BizTalk Server 2000, and others.

¢ Building Block Services — will provide a range of basic service compo-
nents that will be available to facilitate the Web experience. For exam-
ple, Microsoft Passport.NET will enable users to access Web services
by providing a common broker that authenticates the user and de-
cides what information they can access.
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e NET Device Software — client devices from PCs to cellular phones and
pagers will have the functionality of full use of a device’s capabilities.

Microsoft has been investing in making its own products more reliable,
scalable, and easy to integrate. At the same time, Microsoft is working to
enable partners in the ASP industry to connect with one another, and to
work together in reaching out to customers.

Many new applications are now created as true Web services. Microsoft
has stated it is “betting the business” on the strategy of interconnected and
interchangeable Web services, and if this model is to be successful, solu-
tion providers will have to start building their point solutions based on this
technology.

Microsoft’s strategy and .NET server and development products will pos-
sibly take a dominant role in ASP solutions development marketplace.
Microsoft’s .NET application development platform will turn “the world’s larg-
est software vendor into the Internet’s biggest application service provider.”

EXAMPLES OF ASP SERVICES APPLICATIONS

There are many examples of applications that are being offered as out-
sourced ASP services, available over the Internet. Many vendors of cli-
ent/server “fat client” software that is traditionally licensed and installed
at user premises are beginning to offer their software as services via the
ASP subscription or pay-per-use model. This includes everything from ERP
(financial, manufacturing) software from SAP, Oracle, PeopleSoft, and oth-
ers to CRM systems from Siebel and Pivotal, to Supply Chain Management
software from such companies as Descartes and QLogitek, to office suites
and other desktop applications from Microsoft and others. Example ASP
solutions are described below.

E-Procurement/Supply Chain Management

Supply Chain Management is perhaps the best example of a B2B service
offered over the Web. The ASP hosts a trading exchange through a portal
that is developed by an application service developer. This essentially
brings major buyers (hubs) and their suppliers (spokes) to a common por-
tal. Browser-based functionality offered to the trading partner varies, but
at its heart consists of establishing electronic trading profiles, sourcing of
goods, issuing purchase orders, delivery fulfillment (e.g., advanced ship
notice, logistics) and payment through invoices, evaluated receipt settle-
ment, or EFT. EDI or non-EDI documents and data are securely exchanged
over the public Internet (SSL, certificates) or Virtual Private Network (VPN-
[Psec). Trading partners typically pay a subscription or transaction fee for
use of the portal.
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The ASP builds and hosts the trading exchange using such products as
Microsoft Windows 2000/Active Directory, Commerce Server 2000 (profiling
and catalog management), SQLServer 2000 (DBMS, data mining), and BizTalk
Server 2000. BizTalk Server is a key product in Microsoft’s .NET arsenal,
advancing enterprise application to facilitate the seamless connectivity of
both buyer and suppliers’ back-end systems to the ASP’s exchange portal.

Bringing Host Applications to Web Services

Not all ASP solutions are new stand-alone applications. Existing invest-
ments in mainframe and other legacy systems can be maintained by an
enterprise while using an externally hosted ASP to bring a back-office leg-
acy application to a portal as a value-added B2B Web service. This is
accomplished by having an Application Service Developer design a Web
interface with specific new functional workflow and database that then
resides with the ASP. The browser application accesses the enterprise host
data, maintaining transactional consistency across the platforms, without
changes or disruption to the existing host application or its environment.

Microsoft’s Host Integration Server (HIS), with its built-in XML support, is
one product that provides the infrastructure for host communication and
data-level access to common host databases (e.g., DB2). Other Microsoft
.NET server products would be deployed by the ASP as well (such as Win-
dows 2000, SQL Server 2000, Exchange 2000) depending upon the application,
but HIS would be the key technology facilitating host-to-Web integration. The
result is an extended Web service application hosted by the ASP, which pro-
vides a B2B service at a fraction of the cost of rewriting the entire application
or having the enterprise invest in the new technology platforms.

Web Services Components: Hailstorm

Developing Web services which can be used by others as part of a larger
application involves creating programmable components that are accessi-
ble and can be activated over the Web with a simple XML/SOAP-based mes-
sage. An HTTP request is made of the component and it responds via XML.
SOAP is the dialect used to transact the service. WSDL (Web Services
Description Language) is used to describe the service in terms of formats
and ordering of messages. UDDI (Universal Description, Design, and Inte-
gration) is the emerging industry standard directory for finding Web serv-
ices. Collectively, this is the infrastructure for true Web services.

Hailstorm (code name) is Microsoft’s core set of user-centric XML Web
services, which will become building block services for other applications.
Microsoft will provide this infrastructure and a standard set of “identity-
based” services, such as address, profile, calendar, inbox, contacts, location,
favorites, and will work with other business and industry groups to create
new services to add to this .NET infrastructure. An ASP (developer) can
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create an application in less time by leveraging the hailstorm identity-
based services, when permitted by the individual (for example, federating
security services into an application by using Passport authentication
services). In this way, various Web services effectively collaborate to pro-
duce an efficient Web application that provides a richer user experience.

THE FUTURE: ASP CHALLENGES

The ASP model is evolving and maturing. Some rationalization will take
place. This is natural and from a customer perspective, the only issue that
should be of concern is whether the ASP you select will stick (while there
have been a few high profile ASP failures, these have been relatively few
and, in most cases, the customer has managed to switch to another ASP
without more than modest financial inconvenience). To a lesser extent, the
stickiness of the overall ASP industry is no slam-dunk, but if the ASP com-
munity contains its irrational exuberance and addresses the challenges
logically it is more a question of the sharpness of the “hockey stick” growth
curve rather than whether the growth will be there at all.

So what are these challenges? They differ somewhat between the United
States and Canada, but here is a partial list that generally applies and
should be illustrative.

¢ Many companies remain unaware of the ASP model. Others are gener-
ally skeptical that the ASP model makes sense and is viable. Education
and evangelism will be required for some time. This requires patience.
This requires cash, particularly for the high quality of service infra-
structure providers. The dot.com fallout has made cash more scarce.
Have a well-defined market-segmented business plan (am I going to be
an ASP developer, aggregator, infrastructure provider, or all the
above) and be prepared to commit to flawless execution. Be prepared
to be flexible and reinvent yourself (things are evolving, after all). The
softening economy will likely have a negative impact on the ASP adop-
tion rate forecasts cited earlier (references typically pre-January
2001); however, the ASP model is intended to reduce risky upfront cap-
ital investments and generally reduce costs. It is an approach that has
appeal where a focus on costs is increasing in importance.
Note: There has been some heavy investing into the construction of
hosting facilities and infrastructure. The big players have targeted the
high-end market where quality of service is critical and pockets are
relatively deep. The mission-critical LOB applications will rely on
these big players. Since many firms cannot justify or afford the high
costs of 5-9’s service and need a more economical solution, a niche for
smaller ASPs providing a more basic level of hosting service definitely
exists. Big and small players will try to establish their respective
beachheads, then likely battle for the mid-market.

35



STRATEGY AND PLANNING

¢ Many companies do not trust running their business applications and
storing their data outside their premises. If your solution is not secure,
you will not be successful. But more than that, you have to convince
those who are paid to fret about this sort of thing that all that security
you have invested in is as good as (normally much better than) what
they can provide themselves. In addition, aside from the obvious re-
quirement to have a secure and fully redundant architecture, achiev-
ing extremely high levels of availability requires state-of-art
processes, such as change and configuration management. ASPs
would do well to invest in process management as well as infrastruc-
ture, and consider a certification program to reassure customers that
they have focused on both. Sun, Microsoft, and others have recently
initiated ASP certification programs to help establish credibility for
those ASPs that have achieved best practices in managing all facets of
their services.

* Many IT departments have no interest whatsoever in a model that is
perceived to move the good stuff out of their domain. If it smells like
outsourcing, and of course a goodly part of the ASP model is outsourc-
ing, then many IT departments will resist. The economics, security, re-
liability, and other factors need to be very compelling, given this
natural resistance. The role of IT departments is slowly evolving to fo-
cusing on being good IT strategists, good IT services shoppers, and
good IT program managers, as opposed to trying to be completely
self-sufficient. But this evolution is slow.

¢ To date, the ASP model has not completely adopted a single point-of-
responsibility approach; it remains fragmented. Customers must often
manage multiple relationships for delivery of services. Managing mul-
tiple relationships sounds like a lot of work. It is. Customers are going
to want (or should want) someone to assume complete responsibility
for the service. If you are an ASP providing a service that you want cus-
tomers to use, figure out how to ensure that someone (you or some-
one else) will assume complete responsibility for the solution on
behalf of the customer. Someone needs to be the Application Service
Manager and the buck stops there. This is a lesson that smart IT shops
have learned regarding their internal customers. ASPs that learn from
this lesson will satisfy their customers. Service Level Agreements
(SLAs) are important and ASPs must develop solid metrics around
availability, reliability, security, performance, and customer service
response.

CONCLUSION

On balance, the ASP model will be an exciting evolution in the advance-
ment of the overall delivery of IT solutions, based on a maturing model of out-
sourcing which recognizes the value of sticking to one’s core competencies
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and shopping for expertise that economies of scale will allow to be pro-
vided better outside your organization. At the same time ASP outsourcing
will reduce dependence on capital expenditures and getting solutions
implemented faster and more reliably. The phenomenal advancements in
Internet and other enabling technologies such as XML and SOAP and the
relatively unanimous support of the ASP model provided by the major
industry players to promote software as Web services are all factors that
favor this model becoming mainstream. ASPs have some challenges if they
collectively want this model to advance faster rather than slower and of
course it will be fiercely competitive so they also have challenges to sus-
tain themselves as profitable entities. All in all, success is predicted and
early adopters will reap benefits sooner than their competition.
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Chapter 4
Enclaves:

The Enterprise
as an Extranet

Bryan T. Koch

Even in the most secure organizations, information security threats and
vulnerabilities are increasing over time. Vulnerabilities are increasing with
the complexity of internal infrastructures; complex structures have more
single points of failure, and this in turn increases the risk of multiple
simultaneous failures. Organizations are adopting new, untried, and par-
tially tested products at ever-increasing rates. Vendors and internal devel-
opers alike are relearning the security lessons of the past — one at a time,
painful lesson by painful lesson.

Given the rapid rate of change in organizations, minor or incremental
improvements in security can be offset or undermined by “organizational
entropy.” The introduction of local area networks (LANs) and personal
computers (PCs) years ago changed the security landscape, but many
security organizations continued to function using centralized control
models that have little relationship to the current organizational or tech-
nical infrastructures. The Internet has brought new threats to the tradi-
tional set of organizational security controls. The success of the Internet
model has created a push for electronic commerce (E-commerce) and
electronic business (E-business) initiatives involving both the Internet
itself and the more widespread use of Internet Protocol (IP)-based extra-
nets (private business-to-business networks).

Sophisticated, effective, and easy-to-use attack tools are widely avail-
able on the Internet. The Internet has implicitly linked competing organi-
zations with one another, and linked these organizations to communities
that are opposed to security controls of any kind. There is no reason to
assume that attack tools developed in the Internet cannot or will not be
used within an organization.
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External threats are more easily perceived than internal threats, while
surveys and studies continue to show that the majority of security prob-
lems are internal. With all of this as context, the need for a new security
paradigm is clear.

The time has come to apply the lessons learned in Internet and extranet
environments to one’s own organization. This chapter proposes to apply
Internet/extranet security architectural concepts to internal networks by
creating protected enclaves within organizations. Access between
enclaves and the enterprise is managed by network guardians. Within
enclaves, the security objective is to apply traditional controls consis-
tently and well. Outside of enclaves, current practice (i.e., security con-
trols at variance with formal security policies) is tolerated (one has no
choice). This restructuring can reduce some types of network security
threats by orders of magnitude. Other threats remain and these must be
addressed through traditional security analysis and controls, or accepted
as part of normal risk/reward trade-offs.

SECURITY CONTEXT

Security policies, procedures, and technologies are supposed to combine
to yield acceptable risk levels for enterprise systems. However, the nature
of security threats, and the probability that they can be successfully
deployed against enterprise systems, have changed. This is partly a result
of the diffusion of computer technology and computer networking into
enterprises, and partly a result of the Internet.

For larger and older organizations, security policies were developed to
address security vulnerabilities and threats in legacy mainframe environ-
ments. Legacy policies have been supplemented to address newer threats
such as computer viruses, remote access, and e-mail. In this author’s
experience, it is rare for current policy frameworks to effectively address
network-based threats. LANs and PCs were the first steps in what has
become a marathon of increasing complexity and inter-relatedness; intra-
net (internal networks and applications based on IP), extranet, and Inter-
net initiatives are the most common examples of this.

The Internet has brought network technology to millions. It is an
enabling infrastructure for emerging E-business and E-commerce environ-
ments. It has a darker side, however, because it also:

e Serves as a “proving ground” for tools and procedures that test for
and exploit security vulnerabilities in systems

e Serves as a distribution medium for these tools and procedures

e Links potential users of these tools with anonymously available
repositories
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Partly because it began as an “open” network, and partly due to the
explosion of commercial use, the Internet has also been the proving
ground for security architectures, tools, and procedures to protect infor-
mation in the Internet’s high-threat environment. Examples of the tools
that have emerged from this environment include firewalls, virtual private
networks, and layered physical architectures. These tools have been
extended from the Internet into extranets.

In many sectors — most recently telecommunications, finance, and
health care — organizations are growing primarily through mergers and
acquisitions. Integration of many new organizations per year is challenging
enough on its own. It is made more complicated by external network
connectivity (dial-in for customers and employees, outbound Internet
services, electronic commerce applications, and the like) within acquired
organizations. It is further complicated by the need to integrate dissimilar
infrastructure components (e-mail, calendaring, and scheduling; enter-
prise resource planning (ERP); and human resources (HR) tools). The
easiest solution — to wait for the dust to settle and perform long-term
planning — is simply not possible in today’s “at the speed of business”
climate.

An alternative solution, the one discussed here, is to accept the realities
of the business and technical contexts, and to create a “network security
master plan” based on the new realities of the internal threat environment.
One must begin to treat enterprise networks as if they were an extranet
or the Internet and secure them accordingly.

THE ONE BIG NETWORK PARADIGM

Network architects today are being tasked with the creation of an inte-
grated network environment. One network architect described this as a
mandate to “connect everything to everything else, with complete trans-
parency.” The author refers to this as the One Big Network paradigm. In
this author’s experience, some network architects aim to keep security at
arm’s length — "we build it, you secure it, and we don’t have to talk to
each other.” This is untenable in the current security context of rapid
growth from mergers and acquisitions.

One Big Network is a seductive vision to network designers, network
users, and business executives alike. One Big Network will — in theory —
allow new and better business interactions with suppliers, with business
customers, and with end-consumers. Everyone connected to One Big Net-
work can — in theory — reap great benefits at minimal infrastructure cost.
Electronic business-to-business and electronic-commerce will be — in
theory — ubiquitous.
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However, one critical element has been left out of this brave new world:
security. Despite more than a decade of networking and personal comput-
ers, many organizational security policies continue to target the legacy
environment, not the network as a whole. These policies assume that it
is possible to secure stand-alone “systems” or “applications” as if they
have an existence independent of the rest of the enterprise. They assume
that attackers will target applications rather than the network infrastruc-
ture that links the various parts of the distributed application together.
Today’s automated attack tools target the network as a whole to identify
and attack weak applications and systems, and then use these systems
for further attacks.

One Big Network changes another aspect of the enterprise risk/reward
equation: it globalizes risks that had previously been local. In the past, a
business unit could elect to enter into an outsource agreement for its
applications, secure in the knowledge that the risks related to the agree-
ment affected it alone. With One Big Network, the risk paradigm changes.
It is difficult, indeed inappropriate, for business unit management to make
decisions about risk/reward trade-offs when the risks are global while the
benefits are local.

Finally, One Big Network assumes consistent controls and the loyalty
of employees and others who are given access. Study after study, and
survey after survey, confirm that neither assumption is viable.

NETWORK SECURITY AND THE ONE BIG NETWORK PARADIGM

It is possible that there was a time when One Big Network could be
adequately secured. If it ever existed, that day is long past. Today’s net-
works are dramatically bigger, much more diverse, run many more appli-
cations, connect more divergent organizations, in a more hostile environ-
ment where the “bad guys” have better tools than ever before. The author
believes that it is not possible to secure, to any reasonable level of confi-
dence, any enterprise network for any large organization where the net-
work is managed as a single “flat” network with “any-to-any” connectivity.

In an environment with no effective internal network security controls,
each network node creates a threat against every other node. (In mathe-
matical terms, where there are n network nodes, the number of threats is
approximately n?.) Where the organization is also on the Internet without
a firewall, the effective number of threats becomes essentially infinite (see
Exhibit 1).

Effective enterprise security architecture must augment its traditional,
applications-based toolkit with network-based tools aimed at addressing
network-based threats.
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Exhibit 1. Network Threats (log scale)

INTERNET SECURITY ARCHITECTURE ELEMENTS

How does one design differently for Internet and extranet than one did for
enterprises? What are Internet/extranet security engineering principles?

e Simplicity. Complexity is the enemy of security. Complex systems
have more components, more single points of failure, more points
at which failures can cascade upon one another, and are more dif-
ficult to certify as “known good” (even when built from known good
components, which is rare in and of itself).

¢ Prioritization and valuation. Internet security systems know what they
aim to protect. The sensitivity and vulnerability of each element is
understood, both on its own and in combination with other elements
of the design.

¢ Deny by default, allow by policy. Internet security architectures begin
with the premise that all traffic is to be denied. Only traffic that is
explicitly required to perform the mission is enabled, and this through
defined, documented, and analyzed pathways and mechanisms.

e Defense in depth, layered protection. Mistakes happen. New flaws are
discovered. Flaws previously believed to be insignificant become im-
portant when exploits are published. The Internet security architec-
ture must, to areasonable degree of confidence, fail in ways that result
in continued security of the overall system; the failure (or misconfig-
uration) of a single component should not result in security exposures
for the entire site.
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e End-to-end, path-by-path analysis. Internet security engineering looks
at all components, both on the enterprise side and on the remote side
of every transaction. Failure or compromise of any component can
undermine the security of the entire system. Potential weak points
must be understood and, if possible, managed. Residual risks must
be understood, both by the enterprise and by its business partners
and customers.

e Encryption. In all Internet models, and most extranet models, the
security of the underlying network is not assumed. As a result, some
mechanism — encryption — is needed to preserve the confidentiality
of data sent between the remote users and enterprise servers.

e Conscious choice, not organic growth. Internet security architectures
are formally created through software and security engineering activ-
ities; they do not “just happen.”

THE ENCLAVE APPROACH

This chapter proposes to treat the enterprise as an extranet. The extranet
model invokes an architecture that has security as its first objective. It
means identifying what an enterprise genuinely cares about: what it lives
or dies by. It identifies critical and securable components and isolates
them into protected enclaves. Access between enclaves and the enterprise
is managed by nefwork guardians. Within enclaves, the security objective
is to apply traditional controls consistently and well. Outside of enclaves,
current practice (i.e., security controls at variance with formal security
policies), while not encouraged, is acknowledged as reality. This restruc-
turing can reduce some types of network security threats by orders of
magnitude. Taken to the extreme, all business-unit-to-business-unit inter-
actions pass through enclaves (see Exhibit 2).

ENCLAVES

The enclaves proposed here are designed to contain high-value securable
elements. Securable elements are systems for which security controls
consistent with organizational security objectives can be successfully
designed, deployed, operated, and maintained at any desired level of
confidence. By contrast, nonsecurable elements might be semi-autono-
mous business units, new acquisitions, test labs, and desktops (as used
by telecommuters, developers, and business partners) — elements for
which the cost, time, or effort required to secure them exceeds their value
to the enterprise.

Within a secure enclave, every system and network component will
have security arrangements that comply with the enterprise security pol-
icy and industry standards of due care. At enclave boundaries, security
assurance will be provided by network guardians whose rule sets and
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Exhibit 2. Relationship of an Enclave to the Enterprise

operational characteristics can be enforced and audited. In other words,
there is some level of assurance that comes from being part of an enclave.
This greatly simplifies the security requirements that are imposed on
client/server architectures and their supporting applications program-
ming interfaces (APIs). Between enclaves, security assurance will be pro-
vided by the application of cryptographic technology and protocols.

Enclave membership is earned, not inherited. Enclave networks may need
to be created from the ground up, with existing systems shifted onto enclave
networks when their security arrangements have been adequately examined.

Enclaves could potentially contain the elements listed below:

—

Mainframes

Application servers

Database servers

Network gateways

PKI certificate authority and registration authorities
Network infrastructure components (domain name and time servers)
Directories

Windows “domain controllers”

Approved intranet web servers

Managed network components

Internet proxy servers

PO NS U WN

—_

All these are shared and securable to a high degree of confidence.

NETWORK GUARDIANS

Network guardians mediate and control traffic flow into and out of
enclaves. Network guardians can be implemented initially using network
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routers. The routers will isolate enclave local area network traffic from
LANs used for other purposes (development systems, for example, and
user desktops) within the same physical space. This restricts the ability
of user desktops and other low-assurance systems to monitor traffic
between remote enclave users and the enclave. (Users will still have the
ability to intercept traffic on their own LAN segment, although the use of
switching network hubs can reduce the opportunity for this exposure as
well.)

The next step in the deployment of network guardians is the addition
of access control lists (ACLs) to guardian routers. The purpose of the ACLs
is similar to the functionality of “border routers” in Internet firewalls —
screening incoming traffic for validity (anti-spoofing), screening the desti-
nation addresses of traffic within the enclave, and to the extent possible,
restricting enclave services visible to the remainder of the enterprise to
the set of intended services.

Decisions to implement higher levels of assurance for specific enclaves
or specific enclave-to-enclave or enclave-to-user communications can be
made based on later risk assessments. Today and for the near future,
simple subnet isolation will suffice.

ENCLAVE BENEFITS

Adopting an enclave approach reduces network-based security risks by
orders of magnitude. The basic reason is that in the modern enterprise,
the number of nodes (n) is very large, growing, and highly volatile. The
number of enclaves (e) will be a small, stable number. With enclaves,
overall risk is on the order of n x e, compared with n x n without enclaves.
For large n, n x e is much smaller than n x n.

Business units can operate with greater degrees of autonomy than they
might otherwise be allowed, because the only data they will be placing at
risk is their own data on their own networks. Enclaves allow the realign-
ment of risk with reward. This gives business units greater internal design
freedom.

Because they require documentation and formalization of network data
flows, the presence of enclaves can lead to improved network efficiency
and scalability. Enclaves enforce an organization’s existing security poli-
cies, at a network level, so by their nature they tend to reduce question-
able, dubious, and erroneous network traffic and provide better account-
ing for allowed traffic flows. This aids capacity planning and disaster
planning functions.

By formalizing relationships between protected systems and the
remainder of the enterprise, enclaves can allow faster connections to
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business partners. (One of the significant sources of delay this author has
seen in setting up extranets to potential business partners is collecting
information about the exact nature of network traffic, required to configure
network routers and firewalls. The same delay is often seen in setting up
connectivity to newly acquired business units.)

Finally, enclaves allow for easier allocation of scarce security resources
where they can do the most good. It is far easier to improve the security
of enclave-based systems by, say, 50 percent, than it is to improve the
overall security of all desktop systems in the enterprise by a similar
amount, given a fixed resource allocation.

LIMITATIONS OF ENCLAVES

Enclaves protect only the systems in them; and by definition, they exclude
the vast majority of the systems on the enterprise network and all external
systems. Some other mechanism is needed to protect data in transit
between low-assurance (desktops, external business partner) systems and
the high-assurance systems within the enclaves. The solution is a set of
confidentiality and authentication services provided by encryption. Pro-
viding an overall umbrella for encryption and authentication services is
one role of public key infrastructures (PKIs).

From a practical perspective, management is difficult enough for exter-
nally focused network guardians (those protecting Internet and extranet
connectivity). Products allowing support of an enterprisewide set of fire-
walls are just beginning to emerge. Recent publicity regarding Internet
security events has increased executive awareness of security issues,
without increasing the pool of trained network security professionals, so
staffing for an enclave migration may be difficult.

Risks remain, and there are limitations. Many new applications are not
“firewall friendly” (e.g., Java, CORBA, video, network management).
Enclaves may not be compatible with legacy systems. Application security
is just as important — perhaps more important than previously — because
people connect to the application. Applications, therefore, should be
designed securely. Misuse by authorized individuals is still possible in this
paradigm, but the enclave system controls the path they use. Enclave
architecture is aimed at network-based attacks, and it can be strengthened
by integrating virtual private networks (VPNs) and switching network
hubs.

IMPLEMENTATION OF ENCLAVES

Enclaves represent a fundamental shift in enterprise network architecture.
Stated differently, they re-apply the lessons of the Internet to the enter-
prise. Re-architecting cannot happen overnight. It cannot be done on a
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cookie-cutter, by-the-book basis. The author’s often-stated belief is that
“security architecture” is a verb; it describes a process, rather than a
destination. How can an organization apply the enclave approach to its
network security problems? In a word, planning. In a few more words,
information gathering, planning, prototyping, deployment, and refinement.
These stages are described more fully below.

Information Gathering

Information is the core of any enclave implementation project. The out-
come of the information-gathering phase is essentially an inventory of
critical systems with a reasonably good idea of the sensitivity and criti-
cality of these systems. Some readers will be fortunate enough to work
for organizations that already have information systems inventories from
the business continuity planning process, or from Year 2000 activities. A
few will actually have accurate and complete information. The rest will
have to continue on with their research activities.

The enterprise must identify candidate systems for enclave member-
ship and the security objectives for candidates. A starting rule-of-thumb
would be that no desktop systems, and no external systems, are candi-
dates for enclave membership; all other systems are initially candidates.
Systems containing business-critical, business-sensitive, legally protected,
or highly visible information are candidates for enclave membership. Sys-
tems managed by demonstrably competent administration groups, to
defined security standards, are candidates.

External connections and relationships, via dial-up, dedicated, or Inter-
net paths, must be discovered, documented, and inventoried.

The existing enterprise network infrastructure is often poorly under-
stood and even less well documented. Part of the information-gathering
process is to improve this situation and provide a firm foundation for
realistic enclave planning.

Planning

The planning process begins with the selection of an enclave planning
group. Suggested membership includes senior staff from the following
organizations: information security (with an emphasis on network security
and business continuity specialists), network engineering, firewall man-
agement, mainframe network operations, distributed systems or cli-
ent/server operations, E-commerce planning, and any outsource partners
from these organizations. Supplementing this group would be technically
well-informed representative from enterprise business units.

The planning group’s next objective is to determine the scope of its
activity, answering a set of questions including at least:
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¢ Is one enclave sufficient, or is more than one a better fit with the
organization?

e Where will the enclaves be located?

¢ Who will manage them?

e What level of protection is needed within each enclave?

e What is the simplest representative sample of an enclave that could
be created within the current organization?

The purpose of these questions is to apply standard engineering prac-
tices to the challenge of carving out a secure enclave from the broader
enterprise, and to use the outcome of these practices to make a case to
enterprise management for the deployment of enclaves.

Depending on organizational readiness, the planning phase can last as
little as a month or as long as a year, involving anywhere from days to
years of effort.

Prototyping

Enclaves are not new; they have been a feature of classified government
environments since the beginning of computer technology (although
typically within a single classification level or compartment). They are
the basis of essentially all secure Internet E-commerce work. However,
the application of enclave architectures to network security needs of
large organizations is, if not new, at least not widely discussed in the
professional literature. Further, as seen in Internet and extranet environ-
ments generally, significant misunderstandings can often delay deploy-
ment efforts, and efforts to avoid these delays lead either to downward
functionality adjustments, or acceptance of additional security risks, or
both.

As a result, prudence dictates that any attempt to deploy enclaves
within an enterprise be done in a stepwise fashion, compatible with the
organization’s current configuration and change control processes. The
author recommends that organizations considering the deployment of the
enclave architecture first evaluate this architecture in a prototype or lab-
oratory environment. One option for doing this is an organizational test
environment. Another option is the selection of a single business unit,
district, or regional office.

Along with the selection of a locale and systems under evaluation, the
enterprise must develop evaluation criteria: what does the organization
expect to learn from the prototype environment, and how can the organi-
zation capture and capitalize on learning experiences?
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Deployment

After the successful completion of a prototype comes general deployment.
The actual deployment architecture and schedule depends on factors too
numerous to mention in any detail here. The list includes:

® The number of enclaves. (The author has worked in environments
with as few as one and as many as a hundred potential enclaves.)

¢ Organizational readiness. Some parts of the enterprise will be more
accepting of the enclave architecture than others. Early adopters exist
in every enterprise, as do more conservative elements. The deploy-
ment plan should make use of early adopters and apply the lessons
learned in these early deployments to sway or encourage more
change-resistant organizations.

e Targets of opportunity. The acquisition of new business units through
mergers and acquisitions may well present targets of opportunity for
early deployment of the enclave architecture.

Refinement

The enclave architecture is a concept and a process. Both will change
over time: partly through organizational experience and partly through
the changing technical and organizational infrastructure within which they
are deployed.

One major opportunity for refinement is the composition and nature of
the network guardians. Initially, this author expects network guardians to
consist simply of already-existing network routers, supplemented with
network monitoring or intrusion detection systems. The router will initially
be configured with a minimal set of controls, perhaps just anti-spoofing
filtering and as much source and destination filtering as can be reasonably
considered. The network monitoring system will allow the implementers
to quickly learn about “typical” traffic patterns, which can then be config-
ured into the router. The intrusion detection system looks for known attack
patterns and alerts network administrators when they are found (see
Exhibit 3).

In a later refinement, the router may well be supplemented with a
firewall, with configuration rules derived from the network monitoring
results, constrained by emerging organizational policies regarding autho-
rized traffic (see Exhibit 4).

Still later, where the organization has more than one enclave, encrypted
tunnels might be established between enclaves, with selective encryption
of traffic from other sources (desktops, for example, or selected business
partners) into enclaves. This is illustrated in Exhibit 5.
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CONCLUSION

The enterprise-as-extranet methodology gives business units greater inter-
nal design freedom without a negative security impact on the rest of the
corporation. It can allow greater network efficiency and better network
disaster planning because it identifies critical elements and the pathways
to them. It establishes security triage. The net results are global threat
reduction by orders of magnitude and improved, effective real-world security.
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Chapter 5

The Legal and
Regulatory
Environment
of the Internet

Lawrence D. Dietz

The legal environment of the Internet has often been compared with the
Wild West in the days of the American frontier. This analogy is used to
convey the wide open and freewheeling atmosphere that pervades this
area of the law. The Internet, like many other technological phenomena,
is developing along several parallel directions. The main line is the tech-
nology direction — those facets of networking, computing, software, and
databases, which, when combined, add up to the ability to access the
array of interconnected computers known as the Internet.

The second area of development is the nature of business on the Inter-
net. How can information be exchanged? How can goods or services be
bought or sold? What aspects of today’s business rules can be employed
effectively as rules for tomorrow’s net-based business?

It is only after business transactions are in process or, more properly,
when business transactions do not turn out according to the expectations
of the participants, that the law enters into the picture. Astute managers
do not resort to the law to correct a problem; rather, the law is supposed
to be used as a guideline to avoid problems or to minimize the conse-
quences if things go wrong.

Therefore, it follows that the law of the Internet is an emerging and
evolving beast. Large end-user organizations are turning to technology
first and then are immersed in the process of figuring out how to use that
technology. Once the technology is employed, the true nature of its influ-
ence on business relationships can be determined. The deeper and more
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mission-critical the use of technology is, the more severe the effects are
if something goes awry. When it is clear that a simple business solution
will not work to resolve a problem, lawyers are called.

DEFINING THE SITUATION

To understand the sheer magnitude of the dilemma of law on the Internet,
it is useful to look at the Internet through an analogy. John Anderson, the
former Presidential candidate, speaking at the annual RSA Conference in
Redwood City, California in January 1995, compared the Internet with
interstate highways. He pointed out how, back in 1955, no one could have
foreseen the economic fallout of the interstate highway network. Originally
set up during the Eisenhower administration as a key part of its Civil
Defense strategy, the interstate highway network not only spawned a
multibillion dollar auto and truck industry, but also had a profound effect
on shipping and population concentration. No one could have predicted the
way highways would either spur or destroy commerce and communities.

At present, the Internet and its subsequent progeny are similarly
unknown and unpredictable. From a legal perspective, this situation
becomes particularly perplexing. When stripped to its core, the purpose
of a legal system is to form a bulwark upon which a set of governing
behaviors can be determined. The split of law into civil and criminal areas
historically has been used to divide the legal world into two segments: a
part that deals with interaction among parties (i.e., civil law) and a part
that governs an individual’s (or organization’s) behavior with respect to
society (i.e., criminal law).

From a U.S. perspective, civil law may be divided further into multiple
areas: areas of legal specialty and jurisdictions. As law relates to the
Internet, areas of consequence are:

¢ Contract law
e [ntellectual property
¢ Torts and negligence
e Criminal law

Before addressing each one of these areas in turn, it is important to
point out that laws are not enforced in a vacuum. A critical aspect of the
law is jurisdiction. Jurisdiction has two dimensions: the party and the law.
The first jurisdictional issue is: does the court have the power to control
an individual or entity? In the United States, a court’s jurisdiction may be
a city, county, state, several states, or the entire country.

The second question is one of subject matter or rules. Plaintiffs (i.e.,
the parties bringing a suit) determine where they will bring the action;
that is, the legal forum. If the plaintiffs and defendants (i.e., those charged
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by the action) are from different locations and if the matter at hand
occurred in yet another location, various procedures are set in motion by
both sides to decide which set of rules (i.e., body of law) will be applied
by the court. This is especially true in a federal court that, although located
in one state, will often be compelled to follow the law of another. This
jurisdictional issue is called diversity of citizenship, whereby the law of
one state may be applied to adjudicate a dispute in a court of another state.

There is no greater challenge to jurisdiction than that of an indefinable
web of computers and the various media that link them. The Internet is
conceptually stateless and countryless so jurisdictional issues are wide
open. Some of the key aspects of litigation, such as forum shopping (i.e.,
picking the best place to bring the action), is discussed in a later section.
Moreover, courts need two kinds of jurisdiction to try a case: personal
jurisdiction over the parties and subject matter jurisdiction over the mat-
ter. One is not enough; both are necessary.

The next sections highlight significant areas of the law and how they
relate to the Internet and its security and integrity.

Contract Law

The Internet may become not only a transportation medium for business
transactions, but the subject matter as well. Existing rules of law and terms
and conditions that govern business transactions, such as the Uniform
Commercial Code (UCC), must be modified to bend to the Internet’s way
of doing business.

A number of reforms have been under way for several years on different
fronts. A key area of contract law that is evolving is electronic data inter-
change (EDI). Organizations can employ EDI to replace paper transactions.
If so, clear terms and conditions must be extended to encompass new
concepts of contractual relationships. Key terms, such as acceptance,
rejection, and remedies for breach of contract, must be couched in terms
appropriate for the Internet world. Potential failures or compromises of
Internet-based transactions, failure to perform by Internet service provid-
ers, as well as action or inaction by suppliers and customers must be
considered in developing contracts between organizations using EDI.

Areas of particular interest to Internet security practitioners include
the use and acceptance of digital signatures in lieu of written signatures.
A digital signature is the use of an algorithm as a substitute for an indi-
vidual’s authorized, holographic signature. The purpose of the signature
is to commit the signer. It is an authentication of the signer’s intent and
proof of his or her acceptance or authoring of the document at hand.
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The main reason behind the push for digital signatures is the UCC. Used
by 49 states (the exception being Louisiana), the UCC requires both parties
to sign a writing for transactions in excess of $500. As a side note, there
are other branches of the law, such as real estate, where a signed writing
is also required for the transaction to be valid. Digital signatures could be
employed in a number of other areas in which the legitimization of docu-
ments is important.

Intellectual Property

Intellectual property is made up of several key components: patents, trade-
marks, copyrights, and trade secrets. For the most part, intellectual prop-
erty is a part of state craft; that is, federal law controls its validity and
use. Only trade secrets are governed by state law. From the perspective
of the Internet security practitioner, a fair number of rules are already in
place. Violations or, more commonly, infringement of intellectual property
rights can occur throughout large end user organizations. The availability
and convenience of e-mail and the Internet as a transportation medium
increase the reach of a potential infringer. The literally unlimited horizons
of the Internet raise the stakes for intellectual property problems.

The astute practitioner will bolster him or herself through aggressive
policies and extensive education. Employees and others with access to an
organization’s intellectual property should be placed under contractual
control not to use that property improperly. As with other aspects of
employee-related legal issues, notice and consent are critical. Organiza-
tions must be obligors on notice as to what information is a trade secret,
and they must place conspicuous notice on copyright or trademarked
items.

Organizations must remember that the Internet is another way in which
employees can transport protected property to unauthorized parties.
They must guard against the possibility of this occurring as they would
with more traditional vulnerabilities.

Torts and Negligence

In cases involving the Internet and in others involving negligence, courts
will apply (and will instruct jurors to apply) classic test factors. The
common law test applied in this situations has the following elements:

¢ Gravity of the harm: How extensive was the damage?

¢ Likelihood to occur: Given the surrounding circumstances, how likely
was the event to happen?

¢ Cost to prevent: Given the size of the potential harm and its likelihood,
what would have been the cost to prevent the harm, and how reason-
able would it have been to expend those funds?
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¢ Duty of care: What responsibility did the defendant have to the plain-
tiff? For example, because banks hold their depositors’ money and
are considered fiduciaries, they are held to a higher standard of care
than a simple vendor of stationary goods would be.

¢ Standard of care: What do other similar persons or organizations do
under the same circumstances? Do 95% or more of similar victims of
a crime perpetuated over the Internet employ firewalls? How sophis-
ticated is the victim as an Internet user or provider?

These factors will continue to be the yardsticks by which negligent
actions will be measured.

Product liability is an area within tort law in which products used in
Internet applications are included. By way of analogy, the New Jersey
Supreme Court in Roberts v. Rich Foods, Inc., 139 N.J. 365 (1995) found that
a computer used in a motor vehicle was defective. This computer was
used by truck drivers to record mileage and fuel data. The court judged
it as defective because the device could be operated while the vehicle was
in motion. It was reasoned that operating the computer would divert the
driver’s attention from operating the vehicle so that if there was an acci-
dent, the design of the computer would be a factor in that accident, and
liability of the computer manufacturer for improper design had to be
considered.

Criminal Law

Criminal law is a creature of the government. The plaintiff is the govern-
ment or the people. To be guilty of a crime, one must have broken the law
or violated a particular statute. Typical criminal law statutes require a
voluntary or involuntary action (i.e., actus reus) in legal jargon and an
intent (i.e., mens rea). Usually, Internet and other computer crime laws
require voluntary acts (as opposed to involuntary or unconscious acts)
and purposeful intent. Therefore, government prosecutors must be able
to prove both. This proof must be to the higher standard known as beyond
a reasonable doubt, which contrasts with civil law, where the standard is
preponderance (i.e., majority) of the evidence.

Often, as with other laws, computer crime laws are shaped out of well-
known past rules. For example, criminal harassment activity, stalking, and
similar behavior have been a part of the legal landscape for some time.
In June 1995, the state of Connecticut joined the ranks of computer crime
pioneers by amending its existing harassment law to include a computer
network as a means by which a defendant could employ with the intent
to harass, annoy, alarm, or terrorize. Details can be found in the Connect-
icut General Statutes, sections 53A to 182b, and 183.
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Another important aspect of Internet criminal law that is currently being
addressed is the issue of sentencing guidelines. Sentencing guidelines are
issued by various jurisdictions and are used by judges in dealing with the
post-trial punishment of defendants who have been found guilty. Among the
aspects of sentencing guidelines is sexual abuse or exploitation. (For refer-
ence, look at the United States Sentencing Guidelines, section 2G2.2[b][4].)
The First Circuit Court, based in Boston, MA, felt that the transmission of
child pornography over the Internet (in this case, America Online, or AOL)
did not constitute sexual abuse or exploitation under the guidelines. The
case in question was United States v. Chapman, 60 F.3d 894 (1st Cir. 1995).

In this case, according to the court, there was considerable evidence
that the defendant used AOL to transmit child pornography on a number
of occasions. The court concluded that these transmissions were not
abuse or exploitation under the guidelines; therefore, these transmissions
should not be considered a factor in deciding an appropriate sentence.

The Computer Fraud and Abuse Act of 1986 serves to protect computer
systems, particularly federal computers. United States Code Section 1030
(@)(5)(A) states that its penalty provisions apply to “anyone who inten-
tionally accesses a Federal interest computer without authorization, and
by means of one or more instances of such conduct, alters, damages, or
destroys information in any such Federal interest computer or prevents
authorized use of any such computer or information ...” and thereby
causes loss of $1,000 or more.

It is important to note that the term Federal interest computer broadens
the scope of the law to more than just federal government computers. It
logically would include contractors to the federal government and perhaps
computers privately owned by U.S. federal government employees that
are being used for the benefit of the federal government. It is also inter-
esting to note that loss of use receives protection under the statute as
well as damage or alteration.

The most well-known conviction under this statute, upheld on appeal,
was the case of the Cornell graduate student, Robert Morris (son of the
NSA cryptographer), who was convicted for releasing the worm, a com-
puter virus that replicated itself over the Internet, causing multiple
crashes. Among those computers affected were a significant number of
Federal interest computers. The appeals court’s opinion may be read at
United States v. Morris, 928 F.2d 504 (2d Cir.), certiorari denied by the
Supreme Court in 502 US 817 (1991).

Export Control and International Traffic in Arms Regulations
(22 CFR Parts, 120 through 128 & 130)

These regulations are used to control export of anything that could harm
the security of the United States, including weapons, weapons systems,
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and cryptography. Vendors seeking to export must secure an export
license. The approval process weaves a circuitous route among the Depart-
ments of Commerce, Defense, and State. Although the process has been
a thorn in the side of U.S. software exporters, it has spawned a specialized
consulting niche. This niche has been addressed by a number of indepen-
dents, most recently by RSA Data Security, in Redwood City, CA. RSA
recently announced a new division in the company, which will be headed
by a former employee of the National Security Agency (NSA), to assist
companies in obtaining export licenses. There are also a number of inde-
pendent consultants, such as Cecil Shure, president of CSI Associates, in
Washington, D.C., who specialize in exporting.

In fairness, the Clinton administration sent a number of signals that it
was willing to relax the draconian regulations under certain circum-
stances. Among these was the vendor’s willingness to give the government
access to key-breaking information when the government asks for it or as
a part of the approval cycle. This was both good news and bad news for
vendors. On the positive side, the approval process appeared at last to
be getting more export friendly. On the negative side, non-U.S. customers
will perhaps be unwilling to employ a product knowing that the U.S.
government is able to read their mail.

LIABILITY ISSUES

Anyone can be named in a lawsuit or charged with a crime. The defendant
can be an individual or an organization. Ancillary potential plaintiffs and
defendants in Internet matters can include suppliers, customers, govern-
ment agencies, and trade associations, to name a few possible candidates.

An International Perspective

In an unusually frank spirit of cooperation, the forum for suit was broad-
ened in Europe to allow defamation plaintiffs domiciled in a Brussels
Convention country to pursue remedies either where the publication orig-
inated or where the harm occurred. The choice of litigation therefore could
be based on a greater likelihood of success under that country’s laws or
the reputation for plaintiff sympathy. (Plaintiffs choose where to bring
actions; defendants merely respond.) Reference for the European Court
of Justice is C-68.93, and the United Kingdom (UK) reference is Sheuvill v.
Presse Alliance CA (1992) a AlIER. The defendant was a French publisher,
and the action was brought in the United Kingdom because the plaintiff
felt that it was a more sympathetic jurisdiction. The court noted that
circulation was greater in France than in the United Kingdom, but that was
not material to the selection of forums.
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A Role in the Events

In general, a party cannot be found liable unless it had some part in the
problematic acts. For purposes of the law, the party just as easily can be
an organization (government or private) as well as an individual. Of par-
ticular interest to the Internet community is the issue of publisher liability.
If there is a liability issue, an entity who creates or edits the news is far
more likely to be found culpable than one who merely distributes or
transmits the news.

A New York case, Stratton Oakmont Inc. v. Prodigy Services Co., No.
31063/94, 1995 WL 323710, 23 Media Law report 1794 (N.Y. Supreme Court
1995), was decided against the online service. The facts involved com-
ments posted by an unidentified bulletin board user in October 1994.
These comments on Money Talk contained allegedly libelous statements
about Statton, an investment banking firm. Stratton sued both the poster
and Prodigy.

The rationale behind this decision covered a number of relevant points.
Prodigy employed moderators for the panels. These board leaders had a
number of responsibilities over the bulletin board. They were charged
with enforcing the content guidelines set up by Prodigy (the guidelines
themselves were considered another reason why Prodigy had control over
content) and could use a special delete function to remove offending
material. The court also noted that Prodigy employed software to screen
postings for offensive language. Another critical aspect of this case was
that the board leader of Money Talk was found to be an agent of Prodigy
and that agent liability attached.

The opposite ruling (that is, finding that the service provider was not a
publisher) was the 1991 case in the Southern District of New York, Cubby Inc.
v. CompuServe Inc., 776 F. Supp. 135 (S.D.N.Y. 1991). In this case, the court
felt that CompuServe did not post any guidelines, take any role in controlling
content, or promote itself as a family-oriented service, as Prodigy had.

Organizations can be found liable for the actions of their employees or
agents under the legal doctrine of respondeat superior. Simply stated,
employers can be liable for the acts of their employees acting within the
scope of their employment. Therefore, software developers who acciden-
tally unleash a virus or worm, as Morris did, may bring liability upon their
employers. In addition, plaintiffs will continue to search for defendants
with money. Often, employers have more financial wherewithal than their
employees and become the targets of legal action.

Some areas of the law look to what management actually knew or should
have known given due diligence of the reasonable person under similar
circumstances. Intentional acts by employees that can or should have
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been prevented by more direct action by management may also result in
liability applying to the organization, even for intentional acts.

Another rule of law, that intentional criminal acts are a bar to liability,
may also be applied in Internet security cases; however, there are no
guarantees. Juries often have gone against facts that appear to be over-
whelming and appellate jurisdictions have often labored to reach a deci-
sion based on abstract theories of society goodness. The absence of
historical precedent makes legal actions by and about the Internet per-
fectly positioned for inconsistent decisions. Security practitioners who go
down this uncharted road do so at their peril.

Product Liability

Anyone in the stream of commerce can be included as a party in a product
liability matter. Included in the stream of commerce are designers, devel-
opers, manufacturers, distributors, representatives, and retailers. An
aggressive plaintiff and competent counsel will seek to embroil any poten-
tial defendant in litigation. This is especially true if the defendant has
significant financial resources or a track record of trying to settle rather
than litigate matters. This undoubtedly will be an important aspect of
future Internet legal activity.

LIABILITIES AND AVAILABLE REMEDIES

The ultimate purpose of remedies is to put the aggrieved party back into
the position that he or she would have been in if the wrongdoer had not
acted in the way that he or she did. Remedies also can be used to deter
future negative behavior and compensate the plaintiff for wrongs against
society committed by the defendant.

Money Damages

A court can award substantial sums of money to the aggrieved parties.
The court’s rationale can be real or imagined, and amounts can be rational
or irrational. Experts are often used to prove up damages. The role of the
expert witness is to clarify facts for the court. As shown in a recent
celebrated criminal trial in Los Angeles, CA, scientific, expert testimony
does not necessarily ensure victory for the presenter. In addition to dam-
ages as a result of the defendant’s act or failure to act, damages can be
awarded based on a bad intent on the part of the offender. These punitive
damages often can be twice or three times the amount of actual damages.

Injunctions

An injunction is simply a court order prohibiting a party (or parties) from
doing a specific action. To get an injunction during the pretrial phase,
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plaintiffs have to demonstrate (among other things) that they will suffer
irreparable harm if the injunction is not invoked, that the plaintiff is likely
to win on the merits of the case (which will result in a permanent court
ruling), and that the court will be able to enforce the injunction.

Criminal Liability

In criminal cases, remedies are spelled out by the statute that was violated
and the sentencing guidelines that jurisdictions often issue to accompany
the laws. The most common punishments include fines, community serv-
ice, and incarceration. Incarceration can take many forms: county, state,
or federal prisons, and a growing number of other more innovative pro-
grams such as confinement to one’s home.

Courts sometimes have gone to great lengths in computer-related
crimes to remove a convicted defendant’s access to the tools of the com-
puter trade. The incorrigible nature of some defendants and the magnitude
of the harm they caused, combined with their lack of remorse, have often
induced judges to impose heavier and more creative sentences than in
comparable cases of noncomputer-related crimes.

Lawyer Liability

Lawyer liability is a phrase that the author uses to describe other harm.
Time spent with attorneys and money spent on attorney’s fees are not
trivial. In the days of downsizing and rightsizing, employee productivity
is guarded zealously. Time spent that does not either increase revenue or
decrease costs is wasted time. The effort and resources needed to pursue
and win a legal action should be considered before the action is under-
taken. Fees for attorneys, as well as other expenses, such as court costs
and expert fees, are substantial. Often plaintiffs have to spend an inordi-
nate amount of time educating their counsel about the nature of their
businesses and the nature of the action. Combine this time investment
with the uncertain nature of law as related to the Internet and the general
lack of computer literacy in the legal profession and there are the makings
of a true disaster in terms of the expenditure of resources versus the
likelihood of benefit or gain.

This approach could be applied to computers as well. Given the seem-
ingly pro-conservative bent of the American electorate and the desire to
win the family vote of leading politicians, a strong push to repeal such
infringements is not likely to come from elected officials. Rather, it will be
up to pioneering plaintiffs, perhaps aided by the Electronic Freedom Foun-
dation (EFF) or Computer Professionals for Social Responsibility (CPSR)
or other similar rights advocates to step up to employ legal action to block
enforcement.
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Such activity is not unprecedented. The California proposition 187,
limiting educational and other entitlements of immigrants, which, although
passed by the electorate, was blocked due to potential constitutionality
problems, could be a model for such protestations. However, computer
and information freedom does not have a readily identifiable homogenous
group of affected persons who will take direct, immediate, and costly
action, at least not at this time. Furthermore, championing of pornography
is not a popular view that will capture the hearts and minds of the elec-
torate or the media.

AVOIDING PROBLEMS

System administrators must be mindful of the need for notice and disclo-
sure. They must ensure that users or subscribers are fully aware of who
has access to the system. They must indicate clearly how monitoring and
control may be or is exercised on the system. Employee handbooks should
spell out exactly what employees are expected to do in terms of use of
the company’s information resources. All employees should sign an
acknowledgment that they have read the rules, understand them, and
agree to be bound by them.

Prosecution of Hackers

It is important to remember that a criminal prosecution is run by the office
of the local District Attorney (DA), not by the victim. The goal of the DA
is to get a conviction, not to ensure that the victim is compensated nor
to prevent similar occurrences in the future. A decision to proceed with
prosecution is also a decision to cooperate fully with law enforcement
authorities. Cooperation may require a significant amount of time, money,
and resources from the company. This commitment may not fit with the
company’s goals of minimizing bad publicity, fixing the leak, and control-
ling the course of legal events.

Should the decision be made to proceed, it is important to be mindful
of the rules of evidence and the critical need to keep a pure chain of
custody. One person’s opinion that a piece of evidence is damning does
not mean that it is. More importantly, it does not mean that it will be
admissible and, if it is, that it will be understood by the trier of fact,
whether judge or jury.

It is important to recognize that experts may be needed and that they
may come from the ranks of the company or the company’s suppliers.
Victims may not be in a position to recommend, to supply, or to compen-
sate needed experts, and the DA’s budget may not permit hiring the right
kind of talent.
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History has shown that a defendant with financial muscle is not to be
taken lightly. Should the defendant be well funded, he or she might not
get convicted and might turn around and sue the plaintiff for defamation
or malicious prosecution.

Before opting for a criminal prosecution, a lot of pertinent information
can be found in a Government Printing Office document: the Criminal
Justice Resource Manual, prepared by the Department of Justice. It contains
excellent advice concerning the types of computer crimes, evidence, likely
perpetrators, and other related material.

Companies contemplating this type of prosecution also should be sen-
sitive to the track record of the local DA with respect to this type of white-
collar crime case. Obviously, some jurisdictions (such as Austin, TX; Bos-
ton, MA; and Santa Clara, CA) are better venues for technology-related
cases due to the high population of computer literate potential jurors and
high-tech companies.

It is critical to remember that when the lawyer is called, whether a civil
counsel, corporate counsel, or the local DA, someone loses time,
resources, and money.

CONCLUSION

An organization should determine its goals early in the process and bal-
ance the practical results that it wants to achieve against the legal hurdles
that will have to be navigated to get them. Often, compromise is a faster,
cheaper, and better alternative than pursuing legal remedies. Simple
themes are always better than complex ones.
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Chapter 6

Writing and
Implementing
Internet Acceptable
Use Policies

James E. Gaskin

Because more companies are now using the Internet as a means of com-
munication and research, IS executives are writing and implementing an
acceptable usage policy for corporate use of the Internet. Such a document
may be called an Internet use policy, the networking portion of the com-
puter use policy, or the Internet addition to the personnel manual. The
goal of this policy is to list the rules and standards for employees using
computers, networks, and, particularly, the Internet. Although the accept-
able use policy can be incorporated into other existing documents, it
generally provides more company protection if it is a separate document.

Why is the acceptable use policy so important today? Legal liability for
Internet actions can quickly shift from the employee to the employer. If
management allows access to inappropriate Internet sites without either
warning users or blocking access, management can become liable, along
with the employee performing illegal actions.

WRITING AN ACCEPTABLE USE POLICY

IS managers, or a department employee, must write the acceptable use
policy. It is better to have the fewest number of people — preferably one
person — writing the acceptable use policy. Although this suggestion may
conflict with many corporate cultures, the acceptable use policy is differ-
ent from a product manual or marketing white paper. The acceptable use
policy is a legal document that binds the behavior of employees within
certain boundaries.
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With fewer authors the number of viewpoints within the acceptable use
policy is limited. Your employees must be clear about the purpose of the
acceptable use policy, their Internet and computer use responsibilities,
and the penalties for misuse of company resources, including time. More
authors, or up-the-line editorial changes, will muddy the acceptable use
policy. Internal contradictions within the acceptable use policy will leave
loopholes for employee lawyers to exploit.

After the policy is written, a committee that oversees employee com-
pliance with the terms of the agreement should meet and approve the
acceptable use policy before distributing the document. This is the time
for any comments, suggestions, additions, or deletions. While the commit-
tee is welcome to offer changes, only the author should implement them.
Again, the consistency of viewpoint is important.

Legal review comes after the committee has approved the acceptable
use policy. Here a philosophical decision must be made. Often, lawyers
want long, complicated documents that spell out every possible infraction
and associated punishment, while business managers want short docu-
ments that can be interpreted in the company’s favor. The length and
level of detail should reflect the corporate culture and views of upper
management.

The document should be a part of the employee handbook. In some
states, these handbooks are regarded as a legal contract. Corporate coun-
sel will be able to anser that question for the states where the company
operates.

Be aware that the longer the policy, the fewer the number of employees
who will read it to the end. In most states, employees are bound by the
conditions of the policy. However, holding employees liable for a document
they have not read will be seen as a cold, heartless corporate maneuver.
Employees who feel betrayed contact lawyers far more often than those
who feel they were treated fairly. Although it is legal in some states for
companies to ignore the promises they make in employee handbooks, the
antagonism employees may feel as a result guarantees lawsuits.

POLICY SCOPE AND OVERVIEW

Does your company already have computer-use policies? How about com-
pany telephone, fax, and mail use? Is there a security policy in place?

Some companies, remiss in providing policies in the past, try to incor-
porate all these into the acceptable use policy. Although this is legal, it is
confusing to employees. The acceptable use policy will be more valuable
if targeted strictly to Internet and other computer networking concerns.
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E-Mail

Because e-mail is the most popular Internet application, control over its
use is important. The good part of e-mail is that an appropriate analogy
can be made to traditional mail.

One company includes this statement: “Remember that e-mail sent from
the company travels on the company’s electronic stationary. Your e-mail
appears to the recipient as if it were sent on company letterhead.”

Your security policy, if separate, should cover information about e-mail
accounts, such as forging identities. Instructions concerning appropriate
e-mail use can also be included in the acceptable use policy.

Other e-mail guidelines that some schools and companies prohibit:

¢ Sending harassing, obscene or other threatening e-mail

¢ Sending junk mail, for-profit messages, or chain letters

¢ Sending or receiving sexually oriented messages or images

¢ Transmittal of confidential company information

¢ Divulging employee medical, personal, or financial information
¢ Personal messages

Also often included is a request that reasonable precautionary means
be taken against importation of computer viruses.

Employees may also be reminded of the importance of e-mail to com-
munications within a company. Whether an employee must be told when
the company monitors communications is advisable according to some
lawyers, but not others. Either way, if every employee signs the acceptable
use policy accepting e-mail monitoring on a random basis, they may pay
more attention to the following the rules.

Employees should have no expectation that e-mail messages are private
and protected by a privacy law. Make sure each user understands that
some messages will be read by management, even if messages are only
spot-checked.

Do not keep e-mail message for longer than 90 days. Lawyers are now
routinely demanding e-mail archives during lawsuit discovery. If your com-
pany is sued for any reason, the opposing lawyers will try to read all
internal and external e-mail messages for the time in question. No e-mail
archives means no embarrassing quotes and off-the-cuff remarks that will
cost you in court. Some large companies refuse to back up e-mail files for
this reason.

World Wide Web Resources and Newsgroups

The Web is often criticized as a giant productivity sink hole. Corporate
managers rank employee time wasted on the Internet as their number two
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concern right behind security. Management often wonders how many
employees are frittering away hours on company time perusing the Web
on company equipment.

While newsgroups full of equivalent professionals in other companies
provide great benefit to your company employees, the nontechnical press
focuses on the “alt.sex.*” hierarchy of newsgroups. Someone in your man-
agement will be determined to limit access to all newsgroups, just to keep
the alt.sex. groups out of the company.

Newsgroups are where the majority of defamation happens; “flame
wars” are when people become angry and make unprofessional state-
ments, which result in legal action against the employee and the company
represented by the employee. Often, other readers of the newsgroup will
send copies of messages to the postmasters of the flame war participants.
Management should counsel employees accused of involvement and if this
does not work, unplug them from the newsgroup access list. There is no
sense risking a lawsuit when there may be a good chance of statements
being made that have no positive value to the company.

Be upfront with management about the existence of inappropriate Web
servers and newsgroups. But also note that some Web servers and news-
groups are valuable. Also be sure to mention that each user can be mon-
itored and the name, date, time online, and amount of material downloaded
from any inappropriate network source can be obtained.

This will allow the actions of each and every corporate user during
each and every network communication to be logged. If the proper firewall
or proxy server to monitor users is not in place, make this a priority.

Realize that some time will be wasted on the Web, just as time is wasted
reading through trade magazines looking for articles that apply to your
company. Every profession has trade magazines that offer articles and
information in exchange for presenting advertising to the reader. The Web,
to some people, is becoming nothing more than a huge trade magazine,
offering helpful information interspersed with advertising. Some employ-
ees research information more than others and will use their Web client
more. Know which employees should be using the Web.

Web guidelines may be mentioned in the acceptable use policy. Sample
restrictions may include:

¢ Viewing, downloading, displaying, or distributing obscene images
¢ Limiting Web browsing during work hours to business-related
searching
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Remind your employees regularly that obscenity in the workplace will
not be allowed. Modify the second bullet point to match the company’s
comfort level regarding employee use of the Web.

Other restrictions may include:

¢ Downloading or uploading of nonbusiness images or files

¢ F-mailing of harassing, obscene and/or other threatening messages
¢ E-mailing of junk posts or “for-profit” messages

¢ Posting of articles to groups unrelated to the article’s subject matter
¢ Posting of company advertisements in any newsgroup

¢ Posting of messages without an employee’s real name

¢ Copying of newsgroup information to any other forum

Several acceptable use policies address defamation obliquely. Some
examples of the language included in those policies include statements
restricting “comments based on race, national origin, sex, sexual orienta-
tion, age, disability, religion, or political beliefs” or “send[ing]/receiv[ing]
messages that are racist, inflammatory, sexist, or contain obscenities.”

Whether these are politically correct or good business sense depends
on the individual company. These same courtesy restrictions apply to
e-mail, but e-mail lacks that extra edge brought when thousands of readers
see your company name attached to the ranting of one overwrought
employee.

IRC (Internet Relay Chat) and MUDs (Multi-User Domain) have not been
mentioned because they have no redeeming professional use. Employee
use should not be tolerated.

In case employees are confused about the company’s rights to monitor
employee computer use, include a line such as: “All computer communi-
cations are logged and randomly reviewed to verify appropriate use.”

The term “appropriate use” is carefully chosen. If the acceptable use
policy says the words “dirty pictures” or “indecent,” employees (and their
lawyers) can argue that “dirty” and “indecent” is in the eye of the beholder.
“Inappropriate” covers more activities than any other term. Another
option is “obscene,” which is a legal term that applies just as well to
computers as to magazines, books, and videos.

Penalty for misuse should range up to and include termination. If an
employee must be terminated, do so for work-related causes, rather than
Internet causes. Free speech advocates can get involved when an
employee is fired for inappropriate use of the Internet, but not when an
employee is terminated for wasting too much time on the job and disobey-
ing orders.
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Netiquette Addendum

Some companies spell out appropriate e-mail, newsgroup, and Web com-
munication guidelines within their acceptable use policy. This is a noble
endeavor, but slightly misguided. Company guidelines on Internet commu-
nications are likely to change more often than your restrictions on inap-
propriate Internet use and discipline for infractions.

Because an acceptable use policy should be signed by each employee,
any changes to netiquette embedded in the acceptable use policy will
require a new signature. The logistics of this process can quickly become
overwhelming.

Put the rules of Internet behavior in a separate addendum. Changes to
e-mail rules, for instance, will not negate the acceptable use policy, nor
will a new signature be necessary.

ACTIVATING THE POLICY

Getting employees to sign an acceptable use policy can be tricky. Small-
to medium-sized companies can handle the logistics of gathering signed
copies of the acceptable use policy, although there will still be consider-
able time expended on that effort. Large companies may find it impossible
to ship paper policies all over the world for signatures and get them signed,
no matter how much time and effort they devote.

The best case is to get a signed acceptable use policy from each
employee before that person is connected to the Internet. Training classes
offer an excellent chance to gather signatures. If software must be installed
on client computers, the policy should be presented, explained, and signed
during software loading.

Unfortunately, many companies already have granted Internet access
before developing an acceptable use policy. This is not the wisest course,
but is common. Other companies do not offer training or cannot gather
signed copies.

It is important to send copies of the policy to each employee with
Internet access. Copies should also be posted in public places, such as
break rooms and department bulletin boards. The policy should also be
added to the existing personnel manual or employee handbook. An e-mail
should also be sent to users every quarter reminding them of the accept-
able use policy and where they can read a copy. These efforts should stop
any employee contentions concerning Internet restrictions.

THE ACCEPTABLE USE POLICY COMMITTEE

An Acceptable Use Policy Committee should be formed from employees
from each department. Each member should be notified in advance of the
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first meeting and have adequate and timely background information on
the task of the committee.

The following list contains the requisite committee positions and their
expected contributions:

e Computer systems manager. Provides technical details of Internet
access and monitoring.

¢ Company lawyer or human resources official. Provides legal aspects
of workplace rules.

¢ Executive management representative. Guarantees your committee
will not be ignored.

¢ Union representative. Has knowledge of laws for union employees.

¢ Employee representative. Represents employee concerns and interests.

This committee will discuss all Internet concerns, and should probably
meet every two weeks. Once the Internet connection is old news, once a
month may be enough. The interval is dictated by the number of security
incidents and employee discipline actions to be resolved.

In extreme cases, such as an employee action that could result in
company liability or criminal prosecution for someone, the committee
must meet immediately. The grievance policy in cases of Internet abuse
should be clear and well known to all employees. It also is important that
employees know who is on the committee. Secret committees are repres-
sive, but open committees can encourage good will within the company.
Strongly consider setting up an internal e-mail address for your committee,
and use it for questions and as an electronic suggestion box.

The most effective deterrent to misdeed is not the severity of discipline
but the inevitability of discovery. Remember, the goal is to make the
Internet serve the company, not to find excuses to discipline or fire
employees. At the first committee meeting, the following questions should
be answered:

¢ Will employees be fired for Internet misuse?

e What is the penalty for the first offense? The third? The fifth?

e Will the police be called for stolen software or obviously obscene
images?

¢ Should other employee policies be modified to support the Internet
connection?

e Are any insurance policies in place to protect against hackers or
employee misdeed? Should some be added?

e How often will employees be reminded of company Internet guide-
lines? How will this be done?

Discipline is particularly tough. After all, if an employee is wasting hours
per day on the Internet, the department manager also should be disciplined
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for improper management. Waste of time on the Internet is not a technol-
ogy issue, but a management issue.

Outsiders with an executive mandate to punish miscreants are never
popular and often are sabotaged by the very employees they oversee.
Keep department managers in the loop as long as possible. Exceptions
include security violations and illegal acts: department managers must be
informed in these instances, but company security or local police will
handle the situation.

RECOMMENDED COURSE OF ACTION

The job of the acceptable use policy is to outline acceptable Internet
and/or computer use and behavior. The committee dedicated to enforcing
the provisions of the policy must publicize the policy and monitor
employee compliance. Infractions must be handled quickly, or employees
will assume the Acceptable Use Policy is not important, and compliance
levels will shrink. Proactive Internet management will drastically lower the
chances of Internet-related lawsuits, arguments, and misunderstandings.
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Chapter 7
Designing Equitable
Chargeback Systems

Christine B. Tayntor

The concept of charging for computing services is not a new one. It has
been in existence for as long as computers have played a key role in the
business world. Because the initial use of large-scale computers in most
companies was to automate accounting functions, and because the IS
department often reported to the chief financial officer, it is easy to under-
stand why cost-accounting techniques were used in allocating the
expenses associated with computing.

In the early days of computing, when computers were expensive and the
support staff (i.e., programmers and operators) relatively inexpensive,
most chargeback systems focused on allocating the costs of the main-
frame. Later, some companies incorporated operational costs and added
charges for programming. As the costs of mainframes fell in relation to the
rising costs of programmers, people-related costs became part of the
chargeback equation, although the focus was still on the mainframe. With
the current emphasis on downsizing and the movement to even less expen-
sive computing resources, it is important to consider all computing plat-
forms when designing a chargeback system.

PROS AND CONS OF CHARGEBACKS

For companies that do not currently have chargeback systems, the first
step is to recognize the arguments for and against instituting one. Although
the CFO may believe that full recovery of costs is essential for a fiscally
responsible organization, the IS department’s customers may have a differ-
ent view.

When to Use a Chargeback System

There are three primary reasons why companies institute a chargeback
system.
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Chargeback Systems Increase the Customer’s Accountability. When the IS
department does not charge for its services, or when the costs are allo-
cated to departments according to factors other than use, there is no
incentive for a customer to perform a cost/benefit analysis before authoriz-
ing a systems project. Nonessential projects may be undertaken and less
expensive solutions may not be investigated. When the customer depart-
ment’s bottom line is affected, requests for additional services are more
likely to be evaluated like any other goods or service purchased, based on
their value to the department.

Chargeback Systems Encourage Conservation of Expensive Resources.
When online systems were first developed, many IS departments faced a
dilemma. Their computers were overloaded during prime shift, when cus-
tomers used the new online systems, but they were underutilized during
second and third shifts. By instituting variable rates for central processing
unit (CPU) cycles and charging a premium for first shift, IS managers could
persuade customers to move batch reporting and less time-critical pro-
cesses from prime shift, thereby eliminating or at least deferring the pur-
chase of a larger mainframe. A similar approach has helped many compa-
nies wean their customers from dependency on tapes, which requires
operator intervention, to disk storage. In both cases, without a differential
charge for the resource there would have been no incentive for the cus-
tomer to conserve the resource.

Chargeback Systems Increase the Customer’s Perception of the IS Function’s
Value. “You get what you pay for” may be a trite saying, but many people
believe that it is also a true one. If there is no charge for IS staff and com-
puting resources, many customers perceive those services to be of little
value. Forcing customers to pay for IS services frequently has the effect of
making the customer departments regard more highly the IS services they
actually use and rely on.

When Not to Charge Back

Although there are reasons why a company would implement a chargeback
system, there are also three primary reasons why it might not.

Chargebacks Can Lead to a Short-Term Focus. Although a chargeback sys-
tem encourages accountability by affecting the customer department’s
bottom line, it can also result in tactical rather than strategic decisions.
Because most companies evaluate financial performance quarterly or
annually rather than over a period of years, a system with long-term bene-
fits to the department may not be approved because of the high one-time
cost of developing and implementing it. This is particularly true when pro-
gramming costs are charged back, because they cannot be amortized over
multiple years as hardware expenses can.
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Chargebacks Require Overhead to Administer. In addition to the costs
involved in developing a chargeback system, there are ongoing operational
costs. These include the computer resources required to run the system as
well as the administrative time required to oversee it and explain charges
to customers. It can be argued that this increased cost has a negative
impact on the company’s overall bottom line.

Chargebacks Can Create Adversarial Relationships between IS and Customers.
During the initial stages of implementing a chargeback system, customers
may resent paying for what were previously free services. They may seek
alternative sources for these services, such as using outside contractors
for programming, and they may try to replace mainframe processing with
spreadsheets and other programs on their microcomputers. In addition,
they may not consult IS on key new initiatives because of the internal
chargeback. For an IS department that is seeking to establish a partnership
with its customers, this may be a serious deterrent to instituting a charge-
back system.

CHARGEBACK METHODS AND RELATED ISSUES

The decision to implement a chargeback system is one that should be made
only after considering all factors and consulting major customers. After a
company has decided to charge for its services, the next issue is identifying
which services should be included and how they should be charged.

Many companies have implemented complex chargeback schemes,
using a different method for each of the services the IS department pro-
vides. The most commonly used methods and the issues that each raises
are discussed throughout the rest of this chapter.

MAINFRAME OPERATIONS

Because the mainframe was the first computing component to be charged,
it is also the one with the most clearly defined chargeback methods and
associated systems to automate the charging. There are two primary meth-
ods used to bill for mainframe services: one is based on the specific
resources consumed and the other is a flat charge per CPU hour (with pre-
miums for prime shift). Each approach has its advantages.

Specific Resources. This is the most precise method of charging because
it prices each service individually. CPU cycles are charged at a different
rate than tape mounts; the cost of disk storage differs from a line of print.
Although it is also the most complex method of charging, there is a variety
of packaged software available to calculate usage of each component. The
true complexity lies in determining the correct rate for each of the
resources to be charged.
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CPU Hour. The primary appeal of this approach is its simplicity, because
it requires measuring only one usage component: CPU cycles. It is, how-
ever, less accurate than the specific-resources charge because it makes no
distinction between people-intensive tasks, such as tending printers, and
fully automated ones, such as disk access. It also undercharges customers
who use extensive disk storage but process data infrequently.

LAN HARDWARE AND NETWORK OPERATING SYSTEM

With the almost ubiquitous use of local area networks (LANs), companies
must charge for both the hardware and the operating system software.
Unfortunately, there is little automated software available to assist in the
chargeback process.

Determining What to Charge

Before a chargeback scheme can be implemented, IS should ask a series of
questions designed to determine which components to include in the cost-
ing algorithm.

¢ What comprises the LAN?
e Who paid for the LAN components?
¢ What services will be included in the charge?

Determining What Comprises the LAN. Although most companies would
agree that the servers, network operating software, and wiring are the pri-
mary LAN components, others would include PCs and workstations. Still
other companies would include peripheral devices such as async servers
and fax gateways and standard applications software, including word pro-
cessing, e-mail, presentation graphics, and spreadsheets.

Determining Who Paid for the LAN Components. When initiating charge-
backs, it is important to know whether IS or the individual customer
departments purchased the equipment. If the LAN was acquired by the
customer departments, IS will probably want to transfer the assets to its
own books and give prorated charges to the departments until their initial
investment is recovered.

Determining Which Services to Include in the Charge. Before a chargeback
algorithm can be developed, it is necessary to determine the components
of the costs to be recovered. There are three categories of costs to con-
sider: hardware, software, and services.

Hardware. The cost of the LAN hardware (identified by answering ques-
tion one) is the most typical component charged back to customers. The cur-
rent year’s depreciation is used for hardware whose costs are amortized over
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Exhibit 1. Components of Personnel-Related Costs

* Primary costs (costs most companies include)

e Salaries

¢ Benefits

* Rent or occupancy charge

e Training

¢ Travel and entertainment

e General expenses (e.g., stationery and other supplies)

e Secondary costs (costs that should be included if total chargeback is desired)
e Software purchases

e Hardware purchases and depreciation

Note: As a rule, the salaries, benefits, and other expenses of the employees who
actually perform the service should be part of the costing equation; some
companies also include prorated costs of supervisors and managers.

several years. Purchases that are considered expense items are fully
charged in the year in which they are made.

Software. In addition to the initial purchase price of network operating
software, the cost of annual maintenance or periodic upgrades should be
factored into the costing equation. The same expense components should
be considered for all other types of software that were determined to be
part of the LAN.

Services. A LAN does not run itself, and any chargeback scheme that
seeks to bill out the total cost of running the LAN must include the people-
related operating expenses. Before these can be calculated, however, IS
must determine which services should be included in the total LAN charge.
These may include administration (e.g., adding new user IDs or changing
passwords), regular data backup and offsite storage, software upgrade
installations, network monitoring, and scanning for viruses. Initial installa-
tion of LAN workstations may be included in the total cost or may be billed
as a separate one-time charge.

When charging for services, all related costs must be considered before
developing a charge, particularly if IS wishes to achieve full chargeback. If,
for example, LAN services require two full-time employees, all the costs
associated with those employees should be included in the chargeback
equation. Exhibit 1 lists typical components of the personnel-related costs.

Billing for LANs

Once IS has determined which costs will be included in its chargebacks, it
must determine how to implement the charges. There are three primary
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approaches to billing for LANs: a per-user charge, one that is based on use,
and a hybrid approach.

Per-User Charges. The primary advantage of this approach is simplicity.
To determine the charge, IS calculates its total annual LAN costs, then
divides them by the number of users. If the cost calculations were accu-
rate, full chargeback is guaranteed.

This approach is not only simple, but it also can be easily explained to
the customers. It does, however, have several drawbacks, the most impor-
tant of which is that it penalizes occasional users of the LAN by charging
them the same amount as the power users. (For companies that seek to
encourage LAN use, this may be considered an advantage rather than a dis-
advantage, because it does not discourage extensive use.)

The second potential problem using the per-user charge is that during a
period of rapid growth, when many new users are being added to the net-
work, IS may actually over-recover its costs if the pricing scheme is based
on the number of users at the beginning of the year. To avoid the percep-
tion that IS is becoming a profit center, costing can be done by projecting
the number of new users and the dates when they will be added to the net-
work, then including those usage months in the per-user charge.

Usage-Based Charges. Similar to the mainframe billing scheme that
charges for specific resources, this is the most precise method of charging
for LAN services. It is predicated, however, on identifying the costs of each
component of the LAN as well as each customer’s use of that component.
Because of the scarcity of automated tools to measure LAN use at this level
of detail, few companies employ the approach.

Hybrid Systems. Some companies have adopted a hybrid chargeback
that consists of a base charge (for connection to the LAN and use of the
Network Operating System) and additional flat charges for specific LAN
components (applications software or FAX servers). The charge-by-com-
ponent approach is discussed in the following section on LAN software.

LAN Software. Some companies prefer to group LAN software with the
LAN hardware when charging customers. Many other companies consider
these as two separate components and charge for them separately.
Although LAN software can consist of either purchased packages or in-
house-developed systems, for this discussion only packages purchased
from a third party will be considered. (Charges for custom in-house devel-
opment, whether for a LAN, a client/server platform, or a mainframe, are
reviewed in a subsequent section on programming.)

Generic LAN software, such as word processing, spreadsheets, e-mail, and
presentation graphics, may be charged separately from a package purchased
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for a single department. In both cases, IS must consider several of the ques-
tions that were applied to LAN hardware, specifically: who purchased the
software initially and what services should be included in the charge? Soft-
ware-related services may extend to purchasing and applying upgrades as
well as responding to customer questions.

Two of the most common ways of charging for LAN software are a flat
charge per application and a charge that is based on use. Once again, the
lack of precise monitoring tools keeps many companies from instituting a
usage charge. Although software exists that can track the length of time a
user has access to a specific program, it is rudimentary in its monitoring
capabilities and requires additional administrative effort by IS if it is to be
used in a chargeback program.

In determining a flat charge for an application, IS should consider the fol-
lowing factors:

e Purchase price and payback period. Assuming that IS has purchased
the software, it must determine the period over which it wishes to re-
cover costs. Many companies adopt a payback period of two to three
years and, in effect, amortize the cost of the software to customers
over that period. (This approach, however, will not result in complete
chargeback during the year that software was acquired.)

® Maintenance or upgrade costs. Usually this is an annual charge that can
be fully recovered during the year in which it is paid.

¢ Related services. Like LAN hardware, software requires support includ-
ing installation, monitoring, and problem resolution. The cost of pro-
viding these services should be included in the total cost of LAN
software.

When the costs to be recovered within a year have been determined, IS
can calculate the flat charge by dividing that cost by the number of custom-
ers. This approach is effective for both generic and department-specific
applications.

CLIENT/SERVER APPLICATIONS

Although client/server applications differ from LAN-based ones, they
involve chargeback issues similar to those for LANs. As in the case of LANSs,
few tools are available to assist in formulating usage-specific chargebacks
for client/server computing.

Here again, companies must determine which components to include in
the charge. These typically include hardware, operating systems, database
software, and applications software. The issues for client/server hardware
and applications software are similar to those used for the equivalent LAN
components. Client/server operating systems and database software
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involve issues more analogous to those involving mainframes, and they
raise two questions that need to be answered before the costing method is
determined:

1. What are the corporate standards? Although many companies have a
list of approved operating systems and database managers, they
may allow for acquisition of others.

2. Should a premium be charged for nonstandard packages? Because the
more powerful operating systems and database managers associat-
ed with many client/server applications require active monitoring
and support, some companies have established a two-tiered charg-
ing scheme. Like the mainframe surcharge for peak shift processing,
the two-tiered approach is designed to encourage compliance with
the corporate standards.

Here again, once IS has determined the cost components of the charge-
backs, it must decide how to recover them. There are three approaches to
billing for client/server applications: a per-user charge, a charge that is
based on percentages, and a hybrid approach.

Per-User Charges. Although this approach is simple, it can result in
charging less for an application with a few active users, high disk storage,
and high CPU usage than for one with many occasional users and little
resource consumption.

Percentage-Based Charges. Under this approach, each application is
charged a percentage of the overall cost. Unless the application’s owners
are involved in the establishment of the percentages, IS is likely to be per-
ceived as arbitrary for implementing this type of chargeback.

The Hybrid Approach. A combination of per-user and per-MB of storage
charges can help to mitigate the disadvantage of pure per-user costing
without requiring excessive administrative overhead.

THE INTERNET

The growth of the Internet as a business tool has led companies to begin
developing chargeback methods for Internet use. Three methods are cur-
rently in use:

1. Flat charge per month
2. Per-hour charge
3. Hybrid approach

Flat Charge per Month. This method is the simplest. Like all per-user
charges, however, the advantage of being easy to implement is accompa-
nied by the drawback of penalizing low usage.
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Per-Hour Charge. A charge based on per-hour usage is highly equitable
but requires more effort to administer. It may also result in the IS function
under- or over-recovering its costs because — at least initially — there is a
limited baseline of hours used to factor into the cost equation.

The Hybrid Approach. The third chargeback algorithm is a combination
of the first two. A flat monthly charge is used for up to a specified number
of hours, then a per-hour charge is used. Although this approach gives IS a
constant base of revenue and reduces the penalty for low usage, it is the
most difficult of the three to administer.

PROGRAMMING: NEW SYSTEMS

Many companies that have implemented full chargeback schemes for their
mainframe computers do not charge for programming services. In most
cases these decisions reflect concerns over the potentially negative effects
of chargebacks (as outlined earlier in this chapter). Recognizing the need
for establishing system priorities when there is no charge for services,
many of these companies have developed executive-level steering commit-
tees to review major projects and determine which should be funded. For
those IS departments that choose to charge individual customers directly
for the programming services provided, there are three primary charge-
back methods: an hourly rate, fixed price, and an hourly rate with a not-to-
exceed clause.

Hourly Rates

This approach is the safest for IS because it ensures that the department is
paid for all work it performs. One disadvantage is that it makes budgeting
difficult for customer departments unless IS is able to provide an accurate
estimate of the amount of work it will provide to each department. For
companies whose customer departments’ performance is measured by the
bottom line, including internal charges, this approach may result in some
work being curtailed or deferred to improve the customer department’s
profits.

When implementing an hourly-rate charging scheme, IS must determine
how many rates to use. Companies employ four types of hourly rates: a sin-
gle rate for the entire department, one that varies according to the individ-
ual and is based on salary, one which is fixed by job grade, and one based
on the type of work being performed.

Single Rate. This is the simplest approach because it involves only one
calculation. Implementing this approach is also relatively simple because
once the rate has been determined, the department need only record time
and generate bills. Although most IS departments use automated tools for
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time recording and billing, this approach can be manual in small- to
medium-sized departments.

The major disadvantage to having a single rate for the entire department
is that it makes no distinction between the value of work provided by
entry-level programmers and the most senior staff. Customers may balk at
paying what appears to be an inflated rate for a junior person or may
request only the highly experienced staff for their projects.

Individual Rate. From the IS view, this is the most complex rate scheme
to develop and administer because it requires calculating a separate rate
for each staff member. It has the added disadvantage of making salary vari-
ances, which are usually confidential, easy to determine. It does, however,
allow IS to distinguish between junior and senior staff and to establish a
direct correlation between actual cost and the charge.

Rate by Job Grade. A variation of the individual rate method, this approach
boasts the advantages of individual rates without the major disadvantages,
because it reduces the number of calculations required and removes the
ability to determine which employees are more highly compensated.

Rate by Type of Work. Some companies have established variable rates
that are based not on the person performing the work, but on the type of
work being performed. Using this philosophy, senior employees who are
temporarily performing an entry-level function (e.g., coding from detailed
specifications) will bill out at a lower rate than when they are doing higher-
level work, such as designing the system or writing specifications. This
approach recognizes that some types of work are inherently more valuable
than others; from an IS view, however, this charging scheme is the most
complex to administer. Not only does it require all work to be type coded,
but IS must be able to estimate how much of each function will be per-
formed during the year in order to properly cost them.

Fixed Charges

The second approach companies use to charge for the development of new
systems is fixed price. In essence, IS estimates the number of hours a
project will require and multiplies that by the hourly rate to calculate a
fixed price. A fudge factor may also be added.

The primary advantage to this method of chargeback is that it reduces
friction between IS and the customer department; there are no surprises,
no cost overruns, and no need for monthly variance explanations. This
approach also aids customer budgeting. There are, of course, drawbacks.
Unless IS is accurate in its estimates, full chargeout may not occur. To
reduce this risk, most IS shops with fixed-price billing bid on only one
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phase of a project at a time, rather than provide a single price for the entire
project. Accurate records of the time spent are important in estimating
future projects.

Hourly Not-to-Exceed Pricing

The hourly not-to-exceed pricing scheme is a combination of hourly and
fixed-price rates. IS charges an hourly rate for the work it performs but
places a cap on the charge. This approach is often used as a selling tool
with customers because it removes both the customers’ fear of giving IS a
blank check and their concern that a fixed price includes padding. The dis-
advantages are to the IS department. Not only does this method require
slightly more overhead in billing, but it introduces the possibility of under-
recovering expenses if the estimate was too low.

PROGRAMMING: MAINTENANCE AND SUPPORT

When charging for maintenance and support of existing systems, most IS
departments use either an hourly rate or a maintenance contract. As
expected, each has its advantages and drawbacks.

Hourly Rate. This is the classic method of charging for maintenance, and
many of the issues and concerns that apply to charging hourly rates for
new systems development are equally applicable here. The primary disad-
vantage to IS is that customers may decide not to have some maintenance
performed, leaving IS with idle resources and expenses that are not fully
recovered.

Maintenance Contract. Like its fixed-price equivalent in new systems
development, the maintenance contract provides a guaranteed revenue
stream to IS and permits customers to accurately budget their IS expendi-
tures. The IS department’s primary concerns in establishing maintenance
contracts should be twofold:

1. Ensuring that customers understand what is included. A contract
should include fixed-price support of the system (e.g., fixing bugs
and responding to customers’ questions about the system’s opera-
tion). It may also include mandatory system changes (e.g., upgrades
from a vendor or regulatory changes) but usually does not include en-
hancements. The services to be provided (and those not provided)
should be clearly outlined and agreed to by both IS and the customer.

2. Accurately estimating the amount of work required. Without reliable
records of how much time has been spent on system maintenance in
the past, IS will be unable to develop a fair price for a contract and
may under- or over-recover its expenses.
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GAINING CUSTOMER ACCEPTANCE

After a company has decided to implement a chargeback program and
determined the methods it will use to charge for each of its IS services, the
next step is to introduce the concept to customers and obtain their buy-in.
A three-step plan is helpful in gaining customers’ understanding.

Meeting with the Customers

If chargebacks are being implemented for the first time, it is essential to
explain to customers why they are being asked to pay for services that
were previously free. Customers need to understand how costs will be cal-
culated and should receive an estimate of their department’s charges. IS
should meet with each customer department individually and review the
answers to three key questions: why, when, and how much?

Comparing Internal Rates to Contractor Charges. IS should also be pre-
pared for questions comparing its internal rates to those of outside con-
tractors. Customers may complain that outside contractors are less expen-
sive. To determine if this is true, IS should obtain rates for comparable
work from contracting firms. Because most contract programmers work on
their customers’ premises and use customer computers, the rates must be
adjusted to include that overhead. The specific costs to be included are:

¢ Rent or occupancy charge

¢ General expenses (stationery and other supplies)
* Hardware depreciation

¢ Software purchases (if applicable)

¢ Management

These costs are a subset of the costs included in the calculation of an in-
house hourly rate. The contract rate substitutes for salaries, benefits, train-
ing, and travel-and-entertainment expenses in the in-house calculation.

When contract programming costs are fully loaded, they are frequently
higher than in-house programming because they are designed to generate
a profit for the contracting firm. Most IS departments seek only to recover
their costs.

Establishing Formal Contracts

Although contracts are not mandatory, they help to reduce ambiguity and
the interdepartmental conflicts that can result from misunderstandings
about services and when they are to be provided and at what cost. Even if
IS proposes a single hourly rate for all services, it should give its customers
written confirmation.
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Instituting a Memo-Only Period

Although this step is not possible for all companies, a memo-only period —
in which charges are calculated and reported to the departments but not
charged against their budgets — is useful in gaining customer buy-in. It
gives customers a chance to see the size of charges they are incurring
before they affect their budgets and also familiarizes customers with the
billing process. Benefits accrue to IS as well. The memo-only period allows
IS to fine-tune and work out any bugs in its billing system without affecting
customers.

SUCCESSFUL CHARGEBACK SYSTEM DESIGN

A successful chargeback system is marked by two primary characteristics.
The first, and most important, is simplicity. An effective chargeback system
is easy to understand and to explain to customers. Not only are arcane
algorithms and complex formulas difficult to explain, but they make cus-
tomer departments wary of the IS department’s motives. A chargeback sys-
tem should also be easy to administer. If it requires substantial overhead to
record resource consumption and to bill customers, no one benefits, least
of all the customers, because their charges will have to be increased to pay
for the billing process.

The second desirable characteristic is a correlation between the charge
and the use of a resource. If a charge appears to be arbitrary, such as a flat
allocation of costs to a department based solely on the department’s cen-
sus and not on its actual use of IS services, the basic goals of a chargeback
system cannot be accomplished. Specifically, there will be no incentive to
conserve resources, and customers will not be held accountable for their
use of resources. An effective chargeback system charges customers fairly
for their use of all computing resources and rewards them for reduced con-
sumption.

RECOMMENDED COURSE OF ACTION

Although it is unlikely that customers will fully welcome chargebacks, a
program that is simple, equitable, and clearly communicated has a high
chance of success. A company planning to implement a chargeback system
should take these five actions.

Determine Goals. Identifying the forces that are driving the need for a
chargeback system is the first step to determine the methods to be used.
For example, if IS needs to recover all of its costs, it must charge for all ser-
vices. If it only seeks to reduce use of prime-time CPU cycles, it may imple-
ment a charge for only computer-related costs. Goals should be clearly
understood and outlined in writing before the program is defined.
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Define the Simplest Way to Meet Those Goals. Not only should the billing
algorithm be easy to understand, it should also be easy to administer. For
most companies, this means buying or developing an automated time
recording and billing system.

Keep Channels of Communication Open. Both the IS staff and customer
departments will have concerns about the new system. These concerns
can be diffused by having clear, open communications with both groups
starting as soon as the chargeback plan has been developed.

Establish a Trial Period. By starting the program in midyear and imple-
menting chargebacks on a memo-only basis for six months, IS can gain cus-
tomer acceptance of the system at the same time that it streamlines its own
procedures.

Be Prepared to Change. It is possible that the initial approach to charge-
backs may not work. It may be too complex; it may not meet customers’
needs; it may not result in full recovery of the IS department’s costs. IS
should carefully monitor the program and be prepared to modify its
approach.
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Aside from the technical challenges of running businesses over the Inter-
net, the main challenge faced by Internet suppliers (e.g., anyone involved
in building, deploying, and maintaining an application on the Internet) and
users (e.g., anyone using an Internet application) is to determine how to
make the Internet profitable — or at least self-sustaining. Perhaps for this
reason, more than any other, the IT industry is focusing on defining and
constructing business solutions over the Internet. In some cases, this
means migrating an existing application to the Internet — E-enabling it, in
fact. In other instances, it means constructing a business solution from the
ground up with the Internet as a core component of the application archi-
tecture. On the whole, it is easier to justify a price on a business solution
that provides a quantifiable business benefit to the end user — the person
generally paying the bills — than individual system components that pro-
vide no easily quantified end value in themselves.

This chapter examines some of the more popular E-enabled business
solutions in the industry through the following chapters:

“Building an E-Business Solution” (Chapter 8) discusses some tool
suites for building competitive Web sites that are user-friendly, effi-
cient, and effective. These solutions employ Internet standards that
are popular in the IT industry.

“Customer Relationship Management: New Technology, Same Rules”
(Chapter 9) examines technology that allows businesses to build so-
lutions to improve their customer relationships and continue to
bring customers back into their store, whether the operation is a to-
tal E-commerce entity or primarily a bricks-and-mortar shop.

“e-CRM Is Not eASY” (Chapter 10) details approaches for utilizing In-
ternet-based technologies for building effective e-CRM business so-
lutions. At the heart of effective e-CRM are the old-fashioned virtues
of knowing your customers and making them feel they are the most
important people to your company.

“Electronic Bill Presentment and Payment” (Chapter 11) discusses
the emergence of this business solution and how it enables the
goods/service provider to present the invoice details electronically
to the consumer, who can access the information from any geo-
graphic location and authorize payment. Using EBPP, this entire pro-
cess can be completed without generating even a single piece of
papetr.

“Are Human Resource Departments Ready for E-HR?” (Chapter 12)
explores the human resource function as one of the latest functions
undergoing Web enablement and changing the way HR professionals
do their jobs and database managers hire their staffs.
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“Call Management and the Internet” (Chapter 13) demonstrates how
corporations can merge call centers and call distributors with the
Internet to reduce equipment and personnel costs. This is examined
in the context of telephony solutions.
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Chapter 8
Building an
E-Business Solution

Michael Simonyi

E-business, the newbuzz word for the next millennium, is forcing the
corporate world to rethink its computing strategies. How can we reach
our customer? How can we provide our customers with what they need
when they need it? Perhaps a more important question is who are your
customers, and what categories of customers are there? Most E-commerce
solutions have typically catered to the retail consumer. In the corporate
world that consumer could be brokers, subdivisions, subsidiaries, depart-
ments, suppliers, or perhaps even the board of directors.

E-business is not just about selling a product over the Internet anymore —
it is about providing secured information to one’s customer(s) so that they
can make informed decisions that will ultimately impact the bottom line.
Whether a company is selling widgets to the public, feeding new product
information into a brokerage channel, or providing senior management
with production statistics, E-business is about dissemination of informa-
tion to the customer in a manner that allows them to use it effectively.

THE ROUTE TO E-BUSINESS

Delivering an E-business solution can be as simple as buying a package
and plugging it in, using a service organization to build it, or using indi-
vidual tools to handcraft the solution. The determination of needs and
requirements are paramount before embarking on E-business develop-
ment. Jumping into the game without knowing what one’s needs are and
what one’s customers needs are can have disastrous effects on perception
and unwanted publicity.

Determining the desired E-business requirements is the key to deliver-
ing an effective long-term solution. Figuring out what, when, who, where,
and why will be the building blocks that form the foundation of any
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Technology

Requirements

Exhibit 1. Requirements for E-business

E-business strategy. Exhibit 1 depicts the typical interdependencies that
requirements can pose during needs and requirements definition stages.
Exhibit 1 allows one to begin answering some fundamental questions about
E-business strategy. For example:

NSk W~

What is the implementation timeframe?

What information is one going to disseminate?

What does one need to disseminate?

Who does one need to disseminate this information to and when?
What technology is available to make it happen?

Will it work within the existing environment?

What is startup cost going to be?

Conversely, one can also begin looking at questions from the customer’s
point of view. For example:

1.
. What information does the customer want?

What information does the customer need?

How much time will it take for does the customer to get the needed
information?

How difficult will it be to get the information?

What technology does the customer require to get at the needed
information?

The basic rule to follow here is to remember that it is not just what one
thinks needs to be available to the customer. It is about what the customer
is expecting to be available.
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THE PRESENTATION

Perhaps one of the most important aspects of delivering an E-business
site will be its presentation. The presentation layer is the one area that
fully exposes the corporate presence to the customer. The design of the
site motif will be critical to its acceptance by the customer base. However,
this does not mean there should be an excessive use of “eye candy” to
sell the site. An overabundance of graphics, video, audio, or text will make
the site unusable and prone to failure in the long term.

The presentation layer is composed of two separate functional compo-
nents: (1) the client layer, which is typically the browser, and (2) the server
layer, which is the Web server. Together, these two layers comprise the
full range of client functionality exhibited on the browser.

With proper use of the presentation tools, it is possible to craft efficient
page download characteristics, design uniformity, and pattern future main-
tenance cycles. Because the lowest common denominator for all Web pre-
sentation layers is HTML, the most practical design approach should be
solely based upon its use. As the introduction of forthcoming standards such
as XML and XSL become available on the horizon, emphasis should be placed
on where these technologies can be inserted for future maintenance release
cycles. During the design phase of the project, areas of improvement should
be identified where these new technologies can be utilized.

The general approach used today to architect Web presentation layers
is modeled after the thin-client approach. HTML lends its self quite well
to this type of implementation. The use of Java, ActiveX, or other down-
loadable components or support controls should be avoided. These types
of technologies will impact initial page access times, affect future mainte-
nance releases, increase testing cycles, and limit browser compatibility.
The nature of these components allows for distributed processing. This
type of process unloading at the client will, over time, become a mainte-
nance burden and support nightmare. The most unwanted feature of this
type of technology, however, is browser compatibility. Limiting the site’s
access to a specific browser will limit one’s customer base.

In addition to HTML, JavaScript can be used to complement the design
of the presentation layer. More robust and functional tools such as Java,
CGl, Perl, or VB Script can be used on the server-side presentation layer
to augment complexities necessary for the application that would not be
suitable for processing on the client browser. These tool sets can be
designed to provide transactional components for the middle layer. Trans-
action servers can use Java Beans or other high-level languages such as
C, C++, or Visual Basic to form the foundation of the business tier. The
types of tools that can be used will, of course, be limited by the Web server
platform of choice. For example, Apache is best-suited for Java development;
Lotus Domino can support both Java, and Lotus Script, and can interface
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with Microsoft’s IIS platform to extend the capabilities of Domino with
COM (Component Object Model) technology. For the purposes of this
article, the Microsoft Internet deployment strategy is referenced.

Considerations for Web Interface Design

Planning for the interface design is one of the most important aspects of
the overall site design process. The interface design process can be
divided into four primary sections: screen layout, page content, technol-
ogy requirements, and corporate requirements.

Screen Layout. The site layout or screen layout (see Exhibit 2) should
be based on display regions. Regions are used to define areas of the screen
that pertain to specific content and functionality. These regions are typi-
cally broken down into six regions, Header region, Title region, Access
region, Navigation region, Body region, and Status region. Exhibit 2 depicts
a typical region layout scenario; multiple combinations can be arranged,
and finding the desired design layout will take time and should ideally be
designed by a graphics artist. Knowing the presentation real estate will
also contribute to the overall layout. The greater the layout area, the more
creatively the content can be assembled and presented.

Page Content. The page content covers many factors — from the actual
information content that is to be presented to items such as terminology
of proprietary data, date, and currency formatting. It also deals with meth-
ods of content linking, linking to support material or external systems.
Page content should be designed to stand on its own. Content should also
take into consideration the dating of the material. Information content
should be as accurate as possible as of a specified date.

Technology Requirements. The minimum technology requirements are
the defined absolute minimum requirements necessary to view, access,
and interact with the site. This area deals with technical issues such as
screen resolution size requirements, (640x480 VGA, 800x600 SVGA, or
1024x768), color depth requirements for each of the resolution sizes,
minimum connection speed such as 28.8 bps, 64 Kbps ISDN, ADSL, cable
or T1 connections. Browser support for Microsoft Internet Explorer or
Netscape Navigator and base-supported versions, that is, 4.x and up. It
also defines printing requirements for portrait, landscape, or A4 sizes. It
defines page download timeframes. For example:

e Static content should be available in two to five seconds at peak loading.

¢ Graphical content should be available in five to fifteen seconds at
peak loading.

¢ Dynamic content should be available in five to twenty seconds at peak
loading.
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Screen Layout Regions

Header Region
Title Region
Access
Region
Navigation Region
Navigation
Region
Body Region
Status Region
Screen Resolution
640 x 480 (VGA Mode)
800 x 600 (SVGA Mode)
1024 x 768 (Hi Res Mode)
Region Description
Header Corporate identification and application name
Title Page or form identification
Access User role and access level information
Navigation Site navigation, hyperlinks etc.
Body Site interaction area
Status Site status information for user requests

Exhibit 2. Screen Layout

Working with defined download timeframes should provide for optimal
page loading even as site load characteristics increase above regulated
traffic patterns.

Corporate Requirements. Corporate requirements revolve around known
entities and standards. These standards are based on corporate logo
requirements, color schemes, fonts, font sizes, and type display require-
ments. It should be determined up front if these will be extended to the
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HTML
Java
Script

ASP
VB Script

Microsoft Windows NT
Server

Internet Information Server

Microsoft Transaction Server

Microsoft SQL Server (RDBMS)

Microsoft Windows NT Server

Exhibit 3. Technology for E-business

Web or if only a portion will be extended to the Web and how they will
be extended. These are important requirements and should not be dis-
torted just for the site.

MICROSOFT’S CORE TECHNOLOGY FOUNDATION

The core foundation technology of Microsoft’s Internet strategy is based
on the following components. These have been layered from lowest to
highest in order to display the technology dependency pattern (see
Exhibit 3). These components are defined in Exhibit 4.

The individual layers define the delivery mechanisms for the technol-
ogy. Each of these layers provides its own opportunities for development
and is feature-rich to allow for system scalability. The three major com-
ponents that define the Web solutions strategy are the Internet information
server, transaction server, and SQL server. These components are the
foundation for the construction of any Internet-based E-commerce solu-
tion. Pooled together properly, an effective, robust, and scalable solution
can be handcrafted to construct extremely complex and business-sensitive
sites.

Internet Information Server

Internet Information Server (IIS) is a Web server computing platform ide-
ally suited for developing, deploying, and managing high-performance,
scalable, and robust enterprise Internet server applications. Its ability to
tap into a vast array of development tools and business support products
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Exhibit 4. Microsoft's Core Technology Foundation Components

Layer Description

HTML, This layer is dedicated to the browser’s client presentation layer. HTML
JavaScript  and JavaScript are used for speed, flexibility, and effective uniform page

design. Both technologies provide for effective use between the major
browser vendors.

ASP, This layer provides highly specific functional application development

VB Script for pre-processing of data and presentation characteristics for that data.
This layer makes up the other half of the client presentation layer.

Site Server  This is a layer that has been shown for functional purposes only. This

Commerce layer is a generator layer. These products are used to create E-

Server commerce site swiftly, based on the above presentation layers. In
addition, these products use additional controls and add-ins to add
functionality to the site.

Internet This layer is the Web server platform. This constitutes the bulk of the
Information presentation services layer. All the above layers operate within the
Server confines of this component. It also provides the services for HTTP,

SMTP, FTP, and other Web-related services.
Microsoft This layer is the business services layer. The transaction server provides
Transaction  business-level services to the presentation layer to perform business-
Server related functions. The transaction server layer is typically broken down
into multiple layers in order to define specific business operations and
data access operation in the context of a business function.
Microsoft This layer formulates the data service layer. This is the relational
SQL Server database management system (RDBMS). The data is constructed in
accordance with the business-level requirements in order to facilitate
a strong bond between the business layer and the data layer.
Microsoft This is the operating system platform for the environment. Each of the

Windows major services defined above runs within the context of the operating
NT Server  system platform. Only the browser client can function outside of the
area.

makes it a prime candidate for E-business applications development. Other
Web server computing environments must rely on third-party application
development components to attempt to even come close to Microsoft’s
rich product offerings. Although other products such as Apache and Lotus
Domino provide avenues for construction of high-volume, scalable, and
robust E-business sites, their dependency on third-party products can
impact development timeframes.

The IIS runtime infrastructure makes application development, deploy-
ment, and management simple by providing a comprehensive and easy-
to-use set of subsystem services for application development and system
administration. Utilities and administrative support offerings make the IIS
platform easy to use, deploy, and troubleshoot.
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The integration of the Microsoft Management console allows for easy
configuration and support of the platform via an explorer-type interface.
Performance analysis tools such as Web Cat, Homer, Orville, and iNetMon-
itor aid in site development and performance optimization.

Transaction Server

Microsoft Transaction Server (MTS) is a transaction processor. It provides
a middle-tier deployment infrastructure that is designed to work with a
variety of technologies. The development technologies currently sup-
ported by MTS are Visual C++, Visual Basic, and Visual J++. Each of these
development languages can be used to develop and deploy robust trans-
actional components for a large-scale, mission-critical application.

Although MTS only runs on top of the Microsoft Windows NT operating
system, the environment does support access to other relational data-
bases such as Oracle and Sybase. This support provides an even further
reach to access data that may only be available via legacy systems.

As with IIS, MTS is also supported by the Microsoft Management con-
sole. This console interface allows for easy maintenance and support of
the environment, and also allows for the setup of security at both the role
and component levels.

The ability for MTS to pool both database connections and object
instances make it ideal for high volume transaction processing systems.
The integration of the development tools suite allows developers to take
advantage of MTS’s offerings without having to code complex transac-
tional or concurrency routines. These features alone provide latitude over
competing products by allowing developers to concentrate on business-
related issues as opposed to technical-related issues.

SQL Server

The data repository of choice is Microsoft SQL server. The power, stability
and manageability of MS SQL server round off the entire development and
deployment platform very nicely. The strong foundation of an enterprise
class RDBMS is paramount to beginning any E-business development and
MS SQL Server fits that role nicely.

In addition, Microsoft SQL Server also provides administration and
maintenance via the Microsoft Management Console.

CONSTRUCTION REQUIREMENTS OF THE APPLICATION TIERS
Presentation Tier

This tier refers to the browser. Any browser should be able to form the
presentation tier as long as the browser supports the minimum technology
requirements (i.e., HTML version support, etc.).
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Construction of this tier should primarily focus on HTML code and
JavaScript code to ensure low deployment overhead and maintenance,
and excellent response time. Although the browser cannot be adminis-
tered, checks can be put in place to make sure required options are set
by the browser prior to application entry. Any deviations in browser
technology should be handled via HTML or JavaScript as best as possible.
However, any major deviations should be highlighted or explained via a
simple site note such as, “This site is best viewed through Netscape 4.x.”

Client Tier

The client tier within the context of a multi-tiered application in this case
is Microsoft Internet Information Server (IIS). IIS is considered the client
tier in this context because it performs the physical interaction between
the business-level tier and the Active Server Pages (ASPs) to construct a
display request.

This tier acts as a buffer zone to preprocess any information prior to
its formatting in HTML to be sent to the presentation tier. The IIS server
also provides an additional layer of security shielding. The added layer of
security is accomplished by only allowing the viewing of HTML markup
content to the browser. This masks the ASP markup code and any server-
side scripting that would otherwise expose back-end systems to the Internet.

Construction of the client tier should take into account the centralized
nature of the application, and its low deployment overhead and maintenance
characteristics. The centralized nature of this tier can be safe-guarded
through the use of load balancing and clustering. The key benefit to this
approach is the centralized distribution of the pages that make up the site.

Business Tier

Microsoft Transaction Server (MTS) forms the basis of the business tier.
The role of the business tier is to encapsulate all business-level logic.
Business rules, processing, or other business-specific items operate within
this domain. This logic resides within the confines of the MTS.

The business layer is typically subdivided into two or more physical
layers. Each higher-level business layer pertains to actual processing
requirements or business-level logic. The lowest business-level layer per-
tains to data access. In most scenarios, there is a one-to-one relationship
between a business-layer process and a business layer data access object.
Each business-layer object interacts with at least one data access object.
These objects are dynamically bound at runtime only. The isolation of the
layers allows for future migration to alternate data models or even databases,
if so desired. For example, if the database currently being referenced is an

99



E-ENABLED BUSINESS SOLUTIONS

Oracle database that will be migrated to an SQL server database, only the
business data access layer needs to be rewritten.

The ability to break down the business components provides the capa-
bility to load-balance objects across multiple servers to achieve higher
levels of scalability. In addition, the object pooling! characteristics of MTS
allows for a single object instance to be used by multiple clients, which
provides lower memory utilization that in turn reduces server loading
during peak access intervals.

Data Tier

The relational database itself forms the data tier. The physical manifesta-
tion of the database can be accomplished by way of a variety of different
databases, including but not limited to Microsoft SQL server, Sybase SQL
server, or even Oracle.

The data tier forms the physical data store of the application. Each of
the major database vendors noted above supports the critical features
necessary. These features, such as stored procedures, triggers, and other
techniques, are utilized for increasing performance throughput. Stored
procedures are primarily used to enhance data retrieval times for the
business layer’s data access functions. It is critical to maintain a database
structure that closely follows the business data access objects to prevent
the use of dynamically generated SQL statements.

If the database model is well designed, the need for dynamic SQL
statements will be negligible. However, should dynamically generated SQL
statements become the desired method of accessing the database, the
data model should be redressed immediately. Use of dynamic SQL leads
to extremely complex SQL scripts that eventually become unmaintainable.
It also points to an inherent weakness in the data model, which will
eventually become a serious problem.

Great care should be given to the design of the data model. Without
a well-conceived data model, the foundation of the application will be
weak and lead to a maintenance nightmare. The development of a strong
data model ultimately leads to enhanced performance, scalability, and
manageability.

Conceptual Application Model

The conceptual application model (see Exhibit 5) depicts the graphical
representation of an entire infrastructure and separation between layers.

DEPLOYMENT TECHNIQUES

There are a number of deployment techniques available for this platform.
Primary consideration should be given to security — for obvious reasons.
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Presentation Tier
(Browser)
X

Communication Medium:
Internet, Dialup, WAN, or LAN

A 4
Client Tier (IIS Web Server)

ASP VB Script

Java Script
7y

DCOM Communication Layer:
Microsoft RPC

y
Business Tier (MTS)
Business Layer Logic

Business Data Access Layer
Y

Administration
(MMC)

Database Communication Layer:
ADO, ODBC, or OLE DB

v
Data Tier (MS SQL Server)
Stored Procedures
[ Data Store |

A 4

Exhibit 5. Conceptual Application Model

The security mechanisms for the presentation layer and client layer data
transport requires encryption for all confidential transactions.

Confidential transactions are carried out over Secured Sockets Layer
(SLL — port 443). To support this level of encryption, a server-side cer-
tificate is necessary. These certificates can be acquired from Versign,
Entrust, or other security vendors. Additional requirements will be nec-
essary for consumer-related sites that require credit card transactions.
The integration of credit card payment into an E-commerce site is actually
not that difficult when utilizing Microsoft’s Pipeline technology. There are
actually component object model (COM) components that can be inte-
grated into an E-business solution quite swiftly.

Additional security concerns should be addressed with the inclusion
of a firewall. The firewall will actually round off the overall security for the
site. If the site will service departmental offices within a corporation, a
proxy server can be used in place of a firewall. Exhibit 6 depicts a typical
firewall implementation for a site.

FUTURE DIRECTIONS IN E-COMMERCE

With the introduction of Windows 2000, Microsoft introduces a new tech-
nology platform for developing and deploying highly available E-commerce
systems. New generations of tool sets will allow developers to design and
construct even more powerful business solutions. Windows 2000 promises
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Presentation Layer

<+« 1]
Proxy 1
v
Fire Wall Client Layer IS
A
Proxy 2
OoDBC
Connection
over Port
<—|2.
1430
Data Layer Business Layer
Internal SQL Server \l_|/ Internal MTS Server

1. Internet Connectivity comes in on Port 80 (Standard HTTP traffic) and Port 443
(Secured HTTP traffic), IP Address aaa.bbb.ccc.ddd. Traffic is re-directed to IP
Address eee.fff.ggg.hhh over Ports 80 or 443. No other Ports are required to be open
form the Internet side for this application.

2. The Web Server takes requests from the 1IS Server and directs them to the MTS over
Port 135, the Microsoft RPC NT administration Port. It is not possible to use Network
Address Translation to map a logical IP address to a physical IP address due to
COM/DCOM limitations. This will be addressed with COM+ in Windows 2000.

Exhibit 6. Typical Firewall Implementation

to deliver higher levels of reliability and performance, but also maintain
its ease of use.

Windows DNA (Distributed interNet Architecture) will fulfill the require-
ments to design and build flexible, reliable, and highly scalable E-business
applications. The tool sets that will deliver the foundation of Windows
DNA will allow one to build on top of the previous generation of tools.
Most notable among these tools will be the ability to manage server farms
by way of windows load-balancing technology and cluster services.

The Windows DNA will consist of the components listed in Exhibit 7.
These tools build upon an already strong foundation of E-business devel-
opment tools. As the tool sets mature, developers will be able to focus
more on the business requirements of the commerce site model than with
the technical issues that surround the technology.
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Exhibit 7. Windows-Distributed interNet Architecture Components

Tool Application

Visual Studio Application development platform
AppCenter Server High Availability/Server farm management
Commerce Server Business-to-consumer E-commerce platform
BizTalk Server Business-to-business E-commerce platform
Host Integration Server Legacy system connectivity

SQL Server “Shiloh” next-generation RDBMS

Windows 2000 Application server platform
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Chapter 9

Customer
Relationship
Management:
New Technology,
Same Rules

Curtis Cook

Sam Walton, the legendary founder of Wal-Mart, was quoted as saying,
“There is only one boss — the customer. And he can fire everybody in the
company from the chairman on down, simply by spending his money
somewhere else.” Despite Mr. Walton’s exclusionary language regarding
women consumers, this is one marketing message that continues to ring
true, even in the new economy. The customer rules. The increased use of
technology in both brick-and-mortar operations, and “E-commerce-only”
firms has not changed the balance of power in the least. If anything,
technology has simply made it more apparent to companies that they must
find new and innovative ways to address customer needs through multiple
channels.

Ten years ago, customers came through the front door, called on the
phone, or mailed an order — maybe they even used a fax machine. Today,
the Internet, electronic mail, and the many faces of Web commerce have
dramatically altered the ways in which customers and potential customers
communicate with their vendors of choice. And businesses that under-
stand that the customer rules are exploring all avenues to ensure that
they can retain existing customers and attract new clients, whether by
phone, fax, e-mail, or in person. In most cases, these companies are turning
to one of the fastest growing and lucrative software areas in recent years
— that of customer relationship management.
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Customer relationship management (CRM) software is more than a
fancy name for e-mail and a personal digital assistant (PDA). It is an
automated adjunct to existing client service initiatives, designed to sup-
port all facets of business—customer interaction that traditionally were
handled (or mishandled) by sales managers, salespeople, customer sup-
port personnel, and all of their respective software tools. CRM integrates
the e-mail and PDA mentioned above with the day planner, the electronic
scheduler, the client database, and a number of other business manage-
ment tools, creating a single point from which to manage relationships
with customers. Simply put, if it has something to do with maintaining
existing clients and customers, a useful CRM system will have it. A more
useful CRM solution may offer tools to attract new clients as well. In either
case, the technology will put the customer at the center of the client
relationship — a task at which many businesses fail.

CRM system vendors are attempting to convince businesses to clean
up this critical element of operations. By all accounts, they have been
successful messengers. The META Group Inc. forecasts that global CRM
sales will reach $46 million by 2003, making the business of creating
profitable customer relationships very profitable indeed. And, while the
use of technology to manage customer accounts and related data is not
new, it has evolved at a blistering pace.

CRM TECHNOLOGY: IN THE BEGINNING

First-generation CRM software focused on technology that helped the
business owner determine who his or her most profitable customers were
by tracking numerous aspects of the customers’ interaction with the busi-
ness. A database of current valuable customer information, combined with
functions to manage sales leads, forecast potential future sales or new
clients, and contact management capabilities, often served as the founda-
tion for the “employee” component of the CRM solution. As for the cus-
tomer, basic features to follow up on orders and lodge complaints were
also integrated into the technology. Employees willing to use the technol-
ogy found that, at its best, CRM software was arranged around the contact
record, the customer. Every tool required to see the customer’s historical
relationship with the business, access the customer’s contact information,
and contact the client by various electronic means were seamlessly inte-
grated with the customer name (for example) as the focal point. This ease
of use took the focus off the application itself and placed the emphasis
on effectively meeting client needs.

Early CRM efforts were aimed at perfecting the type of application
described above. And while the software has evolved rapidly, it has only
been in the last couple of years that is has caught up with the scorching
pace of change in E-business. Two years ago, CRM insiders were predicting
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more seamless integration for remote use and that Web-based functionality
would lead the way in CRM development, and they were half-right. The
latest evolution has resulted in a migration of CRM solutions to the Inter-
net. It has also changed the face of CRM completely.

GETTING TO KNOW THE CUSTOMER

If a customer spends enough time shopping at the same store, it is quite
likely that the staff will get to know that customer. If a customer buys
enough cars at the local dealership, the salesperson will start addressing
that customer by first name and calling that customer when the new
arrivals hit the lot. These individuals begin to get an idea about a cos-
tomer’s preferences, budget, and other valuable nuggets of information
that they can use to their advantage to make a sale. Early CRM was no
different; the database of existing customers was managed effectively and
sales information was analyzed to ensure that the most effective contacts
were made with customers at the most opportune times.

Enter the Internet. It has been some time since the initial recognition
that the Web would be a great medium for selling products to people. It
took a little bit longer for all of these E-business pioneers to realize the
severe limitations of customer relationships through computers. Clearly,
most businesses underestimated the complexity of the Internet as a dis-
tribution channel, and those who recognized its complexity assumed that
technology could provide the answer. They were half-right.

Today, most E-businesses realize that they cannot simply display a
graphic of a consumer good with a competitive price and have their Web
site overrun with online shoppers. They are learning that they must know
more about their customers to compete because service matters — even
in cyberspace. Yet, when one cannot see, hear, or even use one’s own
intuition with a customer, technology becomes the tool of choice.

THE MORE THINGS CHANGE, THE MORE THEY STAY THE SAME

It is not uncommon to hear from CRM vendors that the Internet and new,
supporting technologies are critical factors influencing customer relation-
ships. This can be interpreted in more than one way and, depending on
one’s preference, can be a dangerous approach to customer relationships.
First, if one believes that widespread Internet use has changed the face of
consumer/business relationships by providing more opportunity to access
goods and services, not too many people will argue. This is a primary
reason to jump on the E-commerce bandwagon and implement a Web-
based customer strategy.

However, many CRM proponents believe that E-commerce is synony-
mous with a customer revolution — that somehow all this technology has
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created a major shift in the market forces that puts the power in the hands
of the purchaser rather than the buyer. Consequently, businesses must
now fight for customer loyalty and need the latest tools and applications
to do it. This philosophy is dangerous for a couple of reasons. First, it
presupposes that there is a power struggle between customers and busi-
nesses. That is not a healthy attitude upon which to build a business/cus-
tomer relationship. And, second, it suggests that in the past, the vendor
was in the driver’s seat when it came to relationships with customers. No
doubt many businesses may have believed this and may have instilled
this thinking in their corporate approach to clients. Quite likely, these
businesses have struggled with customer relationship issues.

Continued belief in this philosophy while adopting CRM solutions will
only compound an existing problem. Technology or not, the customer, the
customer’s needs, and the best ways to keep or acquire customers are
the driving forces on which businesses must focus. They always have
been, and they always will be. The successful business will learn how
technology can be integrated into the customer service strategy to
enhance its focus on these driving forces.

REMINDERS FOR SUCCESSFUL CRM

There is no single approach for implementing CRM applications into a
business. Every business is different — products and services are diverse,
target markets respond differently, strategies are often fluid, and budgets
vary. Yet, there are guidelines that will help any CRM effort stay on track
while all of these operational issues are blended into the solution. Do not
bother with the time and expense required to set up CRM applications for
a business if “No” is the response to any of the following questions.

e Are any of the “bosses” actively involved in the planning, design, and
implementation of the customer management relationship solution?
At the very least, the CIO and the marketing and sales executives
should be driving the CRM initiative. Additionally, involvement from
key individuals in the trenches — the salesforce, marketing, com-
munications, and others are all integral to developing the relation-
ship the company is trying to create with its customers and potential
customers. They are the people who realize, for example, that the
customer relationship is going to be different in an E-commerce-only
environment due to limited exposure to the customer. As such, it
may comprise the collection of all the information that is obtained
during an online transaction, as well as during a visit to the Web
site when the experience does not necessarily include a purchase.
This information is then used to develop improvements for future
customer interactions, increasing the likelihood of a purchase or
return visit. When CRM initiatives are thrust upon individuals who
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lack credibility, decision-making capacity, and resources, failure is
a likely outcome regardless of the individuals’ motivation.

e [s CRM a business process issue for the company? If CRM is regarded
as a technology issue — approved by the CEO or the president and
passed off to the IT department — it is going to fail. It does not matter
how well intentioned and brilliant the technology folks are, the com-
pany is negating its possibility for success. Most CRM implementa-
tions either fail outright or are delivering unsatisfactory results. Like
many “technology flavors of the month,” companies are jumping on
the CRM bandwagon with no idea about how it can work for them,
let alone how to implement it; and they are paying the price. This
leads to the next question.

e [s there a CRM strategy? While it seems obvious, so did enterprise
resource planning (ERP) applications that consumed huge sums of
corporate money with varying degrees of success. There are many
routes that a strategy can take, as mentioned above, but there is
always one great point of departure: keeping customers happy so that
they return to do more business. It costs much more to acquire a
customer than it does to keep a customer. That is why a sale to a
customer is good, but a relationship with a customer is great. Web-
based businesses are quickly learning that establishing such a rela-
tionship involves much more than bargain prices and gimmicky pro-
motions.

¢ Does the customer relationship initiative extend beyond the CRM appli-
cation? CRM is best used as a tool, not a company strategy to reach
and retain customers. It plays more of a support role to strengthen
existing efforts. As such, it will fail if it is used as a replacement or a
cure-all for a company’s weak approach to customers. At the end of
the day, CRM software is simply software. To make it work, there
must be commitment from the organization on two fronts: (1) com-
mitment to learn how to maximize the capabilities of the CRM tech-
nology, and more importantly, (2) commitment to the ideals of great
customer service.

¢ Pondering the former issue at the expense of the latter often pulls
the focus of CRM into the realm of technological capability. This can
be dangerous if one considers the objective: customer relationships.
Consequently, it is best to avoid a CRM solutions provider that focuses
too much, or completely, on the capabilities of the technology, while
ignoring the type of customer experience envisioned by the organi-
zation. Finding the balance between the technology, the process, and
the organization is a good objective.

e While CRM gravitates toward the Net, there is a potential downside
to an organization. Granted, there may be increased efficiency in many
types of dealings with customers and potential customers; however,
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there is also the risk that the reduced flexibility that can only exist
in human-to-human interaction will have a negative impact. After all,
it remains impossible to build a “relationship” between a human, a
server, and a Web site.

¢ Do you know what your customers want? It may take some effort to
figure this out, but it is worth it. Once you understand your customers’
preferences and your company’s objectives with regard to client serv-
ice and relationships, you have a solid foundation from which to build
your CRM system. And, once the CRM system is in place, it will be
collecting the data you require to spot future trends and keep abreast
of your customers’ ever-changing likes and dislikes.

¢ Are customer relationships paramount in the organization? Sam Walton
did not need wall-to-wall technology to keep customers happy; he just
needed to know that his livelihood — and that of his employees —
ultimately depended on retaining customers and attracting new ones.
Today, Wal-Mart’s global chain of retail stores uses advanced technol-
ogy to manage virtually all facets of its operations, including customer
management relationships. Still, they have not said goodbye to the
smiling face that greets each and every customer upon arrival. As
hokey as that may seem in this impersonal world, it can still make
the customer feel like a somebody.
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Chapter 10

e-CRM Is Not eASY

Alex Lee

Customer relationship management (CRM) is the process of developing
and reinforcing the relationships between customers and vendors. Based
on the concept that in the modern business environment customers would
rather purchase relationships than products, CRM promotes the cultiva-
tion and leverage of these relationships in order for companies to maxi-
mize their business potential. While its predecessor, sales force automa-
tion (SFA), focused more on the acquisition of customers and sales, CRM
affects all aspects of an organization including management, research and
development, finance, marketing, and support. It has been embraced by
practically every major industry as the methodology by which organiza-
tions will conduct business in the 21st century.

Too often though, CRM is associated directly with technology. Many
mistakenly believe that CRM hinges on its use of technology and that tech-
nology problems lead to its failure. While technology does significantly
increase the effectiveness of CRM initiatives, CRM is really about designing
business processes and methods to manage and analyze your business
relationships regardless of technology. The focus is in better understand-
ing your client’s needs and requirements. It also provides the necessary
framework to effectively solve problems with your customers when they
arise.

eCRM is the application of e-technology (or Internet-based technology)
to achieve CRM objectives. eCRM is to CRM what e-mail is to interpersonal
communication. The recent popularity of eCRM has been motivated by the
exploding popularity of Internet access through various devices (e.g.,
desktops, laptops, handhelds, mobile PCS, and television sets). Companies
are beginning to recognize the potential in acquiring and maintaining cus-
tomers through online means. eCRM applications can also offer organiza-
tions other benefits, like simplified remote access and management.

The challenges for CRM initiatives are well documented. The Gartner
Group Inc. recently estimated that 60 percent of all CRM software imple-
mentations fail. This can largely be attributed to three main causes. First,
most companies fail to make the necessary (and difficult) changes
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required to implement CRM successfully. Hence, acceptance of new CRM
methods is very low. Second, organizations fall to the temptation of contin-
ually customizing their CRM applications before they have been up and
running for a period of time. As such, systems remain in a constant state of
development, without any opportunity to mature. Third, many vendors
tend to exaggerate the capabilities of CRM software, and thus, inflate the
expectations of organizations. The shortfall results in a lack of commit-
ment by users to the solution because they feel misled.

In order to have any success with CRM, a company must first be dedi-
cated to the CRM concept. CRM can require changes in an organization and
can force shifts in responsibilities and personnel. A willingness to accept
change can be the key success factor in a CRM implementation. Organiza-
tions should also designate someone to champion or take ownership of the
CRM project. Having a prominent and dedicated advocate, with authority
over CRM initiatives, can greatly increase the chance of acceptance by the
core staff.

The technical issues with CRM are not unlike those of any software
development project. First, objectives and specifications must be well
defined and documented. Tools and technology must be selected based on
relevant criteria (e.g., features and costs). Implementation milestones are
then established according to business timelines and availability of
resources. A significant testing phase is recommended to ensure function-
ality so problems can be corrected on schedule. Final delivery of the appli-
cation should also be accompanied by a maintenance plan for regular
housekeeping issues (e.g., backups, synchronization with remote loca-
tions, and database maintenance).

Most organizations fail to leverage the value of their CRM data into their
management and marketing decisions. Companies, such as Hyperion that
develops CRM analysis software, emphasize the power of analyzing your
CRM data to better understand the behavior and needs of your clients.
They also promote using metrics from your CRM data to formulate vital
signs for your company.

Hyperion uses the term touch point to describe each potential customer
contact. Traditional touch points consist of things like phone calls, meet-
ings, seminars, and correspondence (see Exhibit 1). The use of Internet-
based technologies introduces many new additional touch points such as
e-mail, Web site visits, newsgroups, chat groups, and Webcasts. Hence, the
excitement over eCRM is driven by how many new touch points are poten-
tially created between an organization and its customers. The other major
advantage of eCRM is that many Internet touch points can be automated
and their usage can be recorded. This makes it even easier to produce sta-
tistics to contribute to the CRM effort.
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Exhibit 1. eCRM Model

Consider a scenario where a company is promoting a new product line
by inviting existing customers to a seminar. At the seminar, the presenter
lets everyone know that a promotional package will be sent to everyone
who submits a business card to the reception desk. Feedback forms are
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passed out to all attendees with the promise of a company-logo key chain
for all those who complete the form. After the seminar, data entry staff will
enter all the business card data and feedback forms into a database, which
may or may not be used to actually send out those promotional packages
to every single card contributor. More likely, an array of sales people will
start calling each attendee, hoping to generate a face-to-face meeting.

In the eCRM world, the presenter would let everyone know that the pro-
motional package can be downloaded from the corporate Web site in a PDF
(Adobe’s Portable Document Format) format. When customers access the
Web site, the site will ask them to enter their name, address, and e-mail
information. If the customer appears on the list of seminar attendees, then
the site will pop up the feedback form and ask the user to complete the
form prior to downloading the promotional package. Sales people can then
e-mail those people who downloaded the package for follow-up.

The foregoing scenarios illustrate the fundamentals of eCRM and, more
importantly, the subtle advantages of the eCRM situation. For example, the
eCRM solution avoids much of the data entry overhead. It also avoids
many costs, in particular, not having to mail out the promotional packages.
But the real potential comes from being able to answer some interesting
questions. For instance, how many attendees went to download the promo-
tional package? How many people completed the feedback form? How
many people requested the package but backed out once the feedback
form was presented? How many days after the seminar did people access
the Web site? How often did a customer revisit the site after the seminar?
Such statistics cannot be easily derived through traditional means.

Now let us reconsider the scenario above, but with a few additional
eCRM enhancements. When the customer accesses the Web site, he (or
she) will now be prompted to enter his name and company. Based on the
attendance list from the seminar, the customer is asked to confirm his iden-
tity and then enter his e-mail address if it is not already in the system. The
promotional package will come in the form of a Flash movie with back-
ground audio and commentary. After viewing the movie, the site offers to
connect the customer to a live sales associate via a Webcam. As soon as
the customer has left the site, the system also notifies the appropriate
sales representative who can follow up with the customer at a later date.

This scenario is undoubtedly more “slick” and it illustrates two design
elements of effective eCRM applications. First, it is sensitive to the fact
that customers are tired of constantly providing information that a com-
pany should already have. Having a customer provide his name and
address at every touch point is akin to forcing him to introduce himself
every time he meets with the same sales person. It is inefficient and, more
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importantly, it reflects to the customer the company’s inability to manage
its own information.

The second design element is not as obvious. In order to achieve the
“slick” eCRM scenario, the company has to evolve from the prior eCRM
scenario. It is extremely difficult and hazardous to go from no eCRM meth-
odology to a sophisticated eCRM scenario without taking some intermedi-
ary steps. The business processes and workflows have to be well designed
for CRM to work. Personnel at each stage also need to be sufficiently
trained as to how to handle each possible situation and contingency. These
processes and procedures do not happen overnight and are the kinds of chal-
lenges that organizations must overcome in order to make CRM a success.

One of the common misconceptions is that CRM starts with purchasing
a CRM software package. Many small businesses (without realizing it) prac-
tice CRM using nothing more sophisticated than a simple database. Tech-
nology is only the tool that is used to implement CRM. The quality of an
organization’s CRM project is no more reflected in the choice of CRM soft-
ware than is the quality of a house reflected by the choice of hammer used
to build it. With that said, many of the CRM packages on the market are
very good in assisting an organization with CRM initiatives. Also, it would
be very difficult to implement any type of large-scale CRM objectives with-
out using a significant amount of technology (just like it is tough to build a
house without a hammer).

Another idea that has been promoted, even by some CRM advocates, is
that an organization should avoid CRM packages that cannot conform to
its existing business processes. This is a little misleading. What is really
being suggested is organizations should avoid CRM packages that appear
overly rigid or inflexible as far as customization is concerned. If your cur-
rent business processes are working (and you have the statistics to prove
it), then it makes little sense to reorganize your company to accommodate
a particular piece of software. However, in most cases, a company is imple-
menting CRM (or eCRM) because it wants to overhaul its business pro-
cesses. In such cases, implementing CRM software might be the impetus
that a company needs to get started.

Designing an eCRM solution begins with identifying the aspects of your
business that can benefit from CRM. Typically, most organizations first
look to eCRM for client acquisition (which usually means a Web site). How-
ever, as previously suggested, one’s Web site can be useful in understand-
ing your potential and current customers and their behavior. It also helps
to reveal the portions of your site that work and those that do not. Organi-
zations are also only beginning to understand the power of e-mail in
attracting customers. While not promoting spam e-mail, a well-designed,
well-timed e-mail message can be very influential in attracting customers.
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Again, eCRM methods allow you to easily measure the response rates for
such campaigns.

As the name suggests, eCRM should be about managing relationships
with your customers. This is an aspect where eCRM is superior to tradi-
tional CRM because of the additional touch points introduced by the Inter-
net and the increasing ease with which people access the Internet. It is also
important to note that eCRM can also leverage internal touch points and
help an organization manage the relationships among departments.

E-commerce is another area where eCRM has huge potential. Besides
the apparent benefits of electronic client transactions, perhaps the most
compelling illustration of the potential of eCRM in e-commerce is seen in
sites like Amazon.com, which not only show you books of a similar nature
to the one you are selecting, but will also remember your past purchases
in order to make suggestions the next time you visit. The power of this fea-
ture is due to the site’s ability to personalize itself to each user automati-
cally. In essence, you are creating a unique sales person who knows every
client very well and offers tailored advice.

Information technology (IT) vendors understand better than most the
power of eCRM in providing after-sales support for customers. In providing
support, eCRM recognizes that 90 percent of customer issues are likely
repeat issues that will be shared by many customers. In that regard, eCRM
encourages automating responses to clients using facilities such as knowl-
edge bases and FAQs (frequently asked questions). Discussion forums also
provide an excellent electronic means for customers to gather and resolve
issues. In many cases, another customer will likely answer a customer’s
concern. These same mechanisms can easily be applied to other busi-
nesses, with similar effectiveness.

eCRM need not just benefit businesses, but any organization. For exam-
ple, some hospitals now allow doctors to monitor patients over the Inter-
net, even from mobile devices. Charity organizations can use eCRM meth-
ods to garner sponsors and bring awareness to their causes. Schools could
also use eCRM to build better relationships between parents and teachers.
Even government, which is constantly trying to balance policy with public
opinion, can benefit from the concepts that eCRM advocates.

In terms of specific solutions, it is difficult to declare an outright leader
among the CRM vendors. Certainly names like Pivotal and Siebel are well
recognized by most organizations. However, a significant number of lesser-
known vendors offer extremely powerful software that may be well suited
to your particular needs. Most vendors have also recognized the potential
of eCRM and have made great efforts in providing better integration with
the Internet. In fact, the Internet-based solutions are becoming so popular
that some organizations forgo the traditional CRM client software in favor
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of an entirely Web-based interface. An excellent resource at the time for
writing for comparing various CRM solutions is the popular CRM Guru Web
site (www.crmguru.com), which offers a CRM Solutions Guide.

eCRM is not about a specific software or methodology. It is an innovative
new approach in dealing with clients and customers, utilizing Internet-
based technologies. At the heart of effective eCRM are old-fashioned vir-
tues of knowing your customers and making them feel they are the most
important people to your company.
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Chapter 11
Electronic Bill
Presentment and
Payment

Rahul Kumar

The emergence of the Internet has deeply affected the way in which busi-
ness is conducted. It has simplified transactions between entities by con-
necting them “virtually.” It has enabled people to transact business online
(i.e., order goods and services) as well as pay for them. However, until
some time back, although the consumers used their credit cards to pay
online, they could not see their credit card invoice online and had to wait
for a paper copy of the credit card invoice. This situation was not
restricted to credit cards only. Many utility companies like telephone,
cable, and water used to send the monthly invoices in the form of a paper
copy. This meant that the consumers could know their balance only at the
end of the month, had to wait for the paper bill to arrive in the mail, and
only then send a check (another paper transaction) to pay for the service.
The entire process had a lot of delay designed into it and the information
being sent and received by the parties involved was never dynamic.

This scenario has changed with the emergence of electronic bill present-
ment and payment (EBPP). EBPP enables the goods/service provider to
present the invoice details electronically to the consumer who can access
the information from any geographic location (having access to the Inter-
net) and authorize the payment. This process can be completed without
transacting even one piece of paper. The impact is enormous in light of the
fact that in the United States alone, 1.5 billion invoices are sent to the con-
sumers every month. This translates to 18 billion invoices a year or $6 bil-
lion in processing fees (according to the research firm International Data
Corp.). The market opportunity for EBPP, and especially the firms who pro-
vide the systems to enable it, is huge.
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EMERGENCE OF EBPP

Remote banking and payment of invoices via telephone have been around
for two decades. However, they have not met with huge success because of
the cumbersome nature of the transactions and the primitive infrastruc-
ture (though they continue to be used by the people who are “laggards” in
the technology adoption curve).

The first electronic interactions between the bank and the consumers
took place in the 1980s with the emergence of personal computers (PCs).
Personal finance management (PFM) systems (like Meca’s Managing Your
Money, Intuit’s Quicken, and Microsoft’s Money) made it possible for users
to download their bank statements electronically and authorize payments.
This was done using a private network. The drawback in this process was
that the data resided on one’s own PC and could not be accessed from any
other location.

With the emergence of the Internet in the 1990s, it became possible to
connect all users to their banks, electronically, without the use of a propri-
etary link. The World Wide Web allowed the users to access the central
secure location where the banks could post the account details using a bill
payment software and enable the users to make payments by transferring
funds from their accounts to the biller’s. This marked the beginning of the
popularity of EBPP.

WHAT IS EBPP?

As has been stated earlier, EBPP is the process in which the goods/services
providers present invoices to its customers (either on their own or
through a third-party provider) in an electronic format, which the custom-
ers can access using the Internet, view the details, and authorize their pay-
ments through their banks. The entire process is electronic with minimal
manual intervention.

Here is how EBPP can work in real life: A telephone company, for exam-
ple, extracts the billing data from its databases and converts it into an
invoice in a format that can be hosted on the Web. This invoice is posted
on either the company’s own Web site or on the customer’s financial insti-
tution’s (bank) Web site. The customer accesses her account on the bank’s
Web site using her unique identification number and clicks on the icon rep-
resenting her bills from various providers. She brings up the details of her
telephone bill by clicking on the appropriate icon and verifies them. Upon
satisfaction, she clicks on the “Pay Bill” icon that results in an electronic
payment from her bank account to the telephone company.

The following sections describe the complete process of EBPP, the play-
ers, technology, and its drivers in details.
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PARTICIPANTS IN THE PROCESS OF EBPP

Different entities participate in the EBPP process at different stages. These
entities are:

e Customers (or Payers) — This is the entity that is responsible for mak-
ing the final payment for the goods and services rendered to them.
They could be individuals (e.g., buyers, consumers), other business-
es, and government organizations. The payers are the ones that re-
ceive the invoice for their purchases and it is the replacement of this
paper invoice by the electronic format that is the main objective of
Electronic Bill Presentment. Electronic Bill Payment takes the process
a bit further by enabling the payers to make the payment electronical-
ly, thereby eliminating the need for paper used for such things as
checks and money orders.

® Billers — These are the entities that provide the goods and services
that the payers desire. Billers can be individuals, businesses (e.g., tele-
communications service providers), or government agencies (e.g.,
Tax Authorities). Billers are responsible for producing the invoice to
be sent to the payers. Traditionally, this invoice has been a paper doc-
ument, but not anymore with EBPP.

® Banks (or Aggregators) — Most of the non-cash payment methods re-
quire banks to play a major role. The same is the case in EBPP where
banks, as representatives of the payers and billers (there may be two
different banks representing the payer and the biller), complete the
payment and posting functions on their behalf. They make sure that
the billers get the payment owed to them by the payers once it has
been authorized. The processing takes place behind the scenes
through entities like clearinghouses and lockboxes (where payments
are physically processed in financial institutions).

e Processors (or Consolidators) — Processors, as the name suggests, are
the entities that are responsible for invoice preparation, delivery, and
tracking of the invoice-related items. They are also known as consoli-
dators or aggregators as they are a central point for the above-men-
tioned activities. For the purposes of processing the data for the
billers, the processors charge them a fee. They are usually third-party
providers (different from banks and billers). Another set of players
that have joined the processors is the portals. Portals are like aggre-
gators that perform the function of aggregating invoices for a set of
customers that frequently access a network where all their billers
would like their invoices to be displayed. E.g., the Web sites of Internet
service providers (providing Internet access to their customers)
could serve as the home site for invoices of all its customers.

Although the roles of each of the entities mentioned above are different,
it does not exclude them from performing multiple roles. For example, a

121



E-ENABLED BUSINESS SOLUTIONS

Customer logs on °

ooo to biller's Web
ggg Bill Data (= | site to view bil
=3

Biller Biller's Customer
Web Site .S
P 2 !

Biller's Customer's
Bank Processor Bank

Exhibit 1. Direct Biller Model

bank can act as a biller (for its loans) as well as a processor for all its serv-
ices and loans to its customers.

EBPP MODELS

Almost all of the variations of EBPP process can be structured under two
models: direct biller and consolidator models.

Direct Biller Model

In the direct biller model, the biller presents the bill directly to the cus-
tomer. The biller has complete control of all the data. Customers access
their bills by logging onto the biller’'s Web site.

Billers create the electronic invoice by aggregating data from their own
billing systems. Since they host the details of the bills, they have full access
to monitor the customers’ activities when they log onto their Web sites to
view their bills. This provides the billers with a great opportunity to market
and sell more products and services to them. At the same time, they are
responsible for customer enrollment and authentication and thus also
have complete information on the customer profiles, which enables them
to perform targeted marketing as well. Exhibit 1 shows the transactions
that occur in a direct biller model.

Since individual billers present their own bills, a typical customer would
have to log onto multiple Web sites to access all their bills. This acts as a
roadblock to the success of this model. The direct biller model is useful for
billers who provide services for which the customers need to see a
detailed bill. For example, customers making substantial long distance
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calls need to verify the details before paying for them. Many of the tele-
phone companies host the long distance service bills for its customers and
make them accessible online thereby successfully implementing the direct
biller model.

The other area where this model is successful is for corporate custom-
ers (biller-to-business relationship) for whom one bill represents a large
percentage of their total spent, so that they require the capability to route
the bill through multiple departments for reconciliation purposes.

One of the other drawbacks of this model is that customers need to
make multiple payments (one each at all the biller Web sites) to clear their
dues. The model would work well for billers who use the direct debit mode
of payment extensively. E.g., Sympatico, the largest ISP in Canada, provides
detailed electronic bills to its customers who pay via direct debit of their
checking account or credit card. The direct biller model also represents
huge investments in technology by the biller. Billers need to set up systems
that can handle the conversion of raw billing data into an Internet-compat-
ible presentation format as well as build capabilities to accept payment
online. The huge costs associated with setting up the infrastructure do not
always make a strong business case for the direct biller model execution.

Consolidator Model

For customers who have multiple service providers and need the conve-
nience of accessing all their bills from a single source, the direct biller
model is cumbersome. The consolidator model addresses these needs by
aggregating multiple bills and presenting them at a single location. In this
model, the customers need to log onto just one site to access summaries
and details of all their bills.

This model transfers control of data from the billers to the consolidators
who consolidate multiple customer bills and present them through an
aggregator (e.g., banks, financial institutions). The aggregators use online
applications to provide customers an interface to electronic bills. With the
consolidators acting as the central link in this model, it is their responsibil-
ity to invest in infrastructure and open systems that communicate with
numerous billers as well as financial institutions.

Consolidators perform the function of enrollment of customers thereby
eliminating the need for customers to enroll with multiple billers. By doing
so, the consolidators get access to key customer data that they can use to
drive traffic to their Web site. They also manage the payment-processing
functionality by providing debit information to consumer banks and send-
ing credit information to the biller banks.
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There are two basic variations to the consolidator model, namely, thick
consolidator and thin consolidator.

Thick Consolidator. In the thick consolidator arrangement, the biller has
the least control over the bill and customer ownership. They send the bill-
ing data to the thick consolidator who is responsible for both presentment
and payment. The thick consolidator hosts the bill summary and details
and presents the bills to the customer through an aggregator branded Web
site. The aggregator, in most cases, is the customer’s financial institution.
Thus, the consolidator has access to all customer data that it can use to its
own advantage. CheckFree and eroute Inc. are two primary vendors push-
ing the thick consolidator model. Exhibit 2 shows the transactions that
occur in a thick consolidator model.

Thin Consolidator. The thin consolidator model allows the biller to
retain some control over the bill. In this arrangement, the billers produce
the bill summary and details from raw billing data and send only the sum-
mary information to the consolidator or aggregator who aggregates multi-
ple bills and presents them on its Web site. This summary bill is enveloped
in the URL of the biller’s Web site so that the customer can easily access
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the details by clicking on the hotlink. The aggregators in this model include
personal financial managers and financial sites of portals such as Yahoo or
Netscape. The thin consolidator model allows only summary bills to be
hosted by the consolidator and requires the biller to communicate with
multiple aggregators, as its customers may use different institutions as the
aggregators. Exhibit 3 shows the transactions that occur in a thin consoli-
dator model.

STAGES THAT A BILL GOES THROUGH

Before a bill reaches a customer and is paid via the customer’s bank, there
are numerous stages that the data, which make up this bill, go through in
the complex process of EBPP. Each stage has its own importance and impli-
cations. The different stages are:

1. Extraction of Data — Data required for billing the customers needs
to be extracted from the biller’s systems before it can be sent to the
customers or consolidators and be presented and paid. This may
not always be easy because of the different formats in which it is
stored in the legacy systems. Multiple systems that house this data
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also complicate the extraction and affect the integrity of the data. At
the same time, from the perspective of customer care, this data (and
bills) also need to be stored in-house in order to assist the customer
care representative in answering queries from customers. They
need to look at the data in the same manner as it is presented to the
customers.

2. Profiling — One of the most difficult areas to tackle, “profiling,” re-

fers to any addition, change, or deletion of customer information to
or from the customer database. To perform activities that come un-
der the profiling banner, information in multiple files and databases
needs to be managed. One of the important considerations in profil-
ing is the decision on who performs the additions, deletions, or
changes to the file. It could be either the biller or the consolida-
tor/processor depending on the type of EBPP model being used. In
the case of the direct biller model, the biller is responsible for pro-
filing, whereas in the case of the consolidator model, the processor
has this responsibility. However, in all cases, it is the processor that
needs to authenticate the existence of the customer with the biller.

. Content Creation and Formatting — This is the stage where the con-

tent of what the customers see is decided. The content can be devel-
oped in-house or the raw data can be sent directly to the
consolidator who then works on the composition and format of the
content. Content development is not merely the formatting of the
raw data. It involves much more as the raw data itself may be resid-
ing in multiple systems in multiple formats. The task of formatting
involves converting the different formats into Internet-friendly
HTML and XML formats. Electronic bills also provide the opportuni-
ty of posting marketing messages that help in cross-selling and up-
selling the biller’s products and services. These events are also man-
aged through the process of content creation and formatting.

4. Audit and Tracking — This is a key part of the EBPP process and re-

fers to the task of keeping an audit trail of all the activities that the
data goes through until it reaches the customer in the form of an
electronic bill. This becomes important in cases when any errors in
the process need to be tracked. Customer habits and interactions
can also be tracked as they access the invoice on the Web (through
the use of cookies). However, who gets this data depends on the
type of EBPP model being executed. In the direct biller model, the
biller can make use of this information to enhance its customer care
and marketing approach, whereas in the consolidator model, the
consolidator/aggregator benefits from capturing this information.
Audit of the events also enables a better customer care process as
the billers/consolidators can better answer customer queries by
knowing exactly what has occurred in the process until then.
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5. Notification — Notification about the invoice can be sent to the cus-
tomer in a variety of ways. The most common way has been e-mails.
However, this method is very much limited in the graphic and dy-
namic content capabilities. A modified version of this method of no-
tification is sending the customer the URL of the Web site that hosts
the invoice. Customers can also access their bills by directly visiting
the Web sites of the biller, consolidator, portal, or the aggregator de-
pending on the model being used (e.g., banks like the Toronto Do-
minion Bank, that provide multiple services like loans and credit
cards to their customers and host invoices for these services). Now-
adays, with the boom in wireless services, customers can also
choose to get notified about their bills via their mobile phones and
wireless capable PDAs — the possibilities are immense.

6. Bill Presentment — This is the stage where the biller or the aggrega-
tor/consolidator presents a copy of the bill to the customer in an
electronic format. This is the “moment of truth” for the customers
as this activity can make or break their experience. The billers may
choose to present the customers with a summary or complete de-
tails of the invoice. This activity also provides an opportunity to the
billers and consolidators to interact with the customers, guide them
to their areas of interest, capture their preferences and other impor-
tant information (for future use), cross-sell and up-sell, and build
loyalty by providing them with an enhanced or compelling experi-
ence. The service providers (billers) include dynamic features
alongside the invoice like providing the customer any pending order
status, details of past payments, and cumulative usage of services
since the last bill (e.g., telecommunication service providers —
ISPs, Mobile Service Providers, ILECs, etc. can post details of the us-
age till date).

7. Customer Care — It has been observed that more than 70 percent of
the customer queries received by service providers concerns bill-
ing. This makes it imperative for the billers and consolidators to de-
sign the resolution of the most frequently posed inquiries into the
presentment system itself to resolve the issues in an efficient and ef-
fective way. Some of the ways of achieving this are providing self-
care features like querying present and past data, capability to chat
live with a care representative, ability to log trouble tickets online to
dispute charges, and posting quick and easy answers to FAQs that
help the customer self-diagnose and trouble shoot the problems.
Another important consideration to keep in mind is the fact that
both the biller and the consolidator (if used) should be able to han-
dle questions from the customers. This means that both the parties
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should have access to all the shared information required to com-
pletely answer customer queries on any issue.

8. Payment and Posting — The last stage in the process of EBPP is pay-
ment processing and posting. Billers and consolidators need to pro-
vide the customer with multiple payment options that include direct
debit, one-time payment, cheque payment, etc. Customers have a
choice of making multiple payments to individual providers or one
consolidated payment, for multiple services, to the consolidator/ag-
gregator (depending on the model being used). Posting refers to the
process of documenting information on when, how, and how much
the customer paid for the services he used, and updating the ac-
counts receivables systems. For this, the billers have to build the ca-
pability to interact well with the banks, remittance processors
(lockboxes), and credit card payment processors in order to process
payment and remittance information and facilitate reconciliation.

DRIVERS FOR EBPP

As is evident from the discussion of the EBPP process above, there are a
number of drivers for implementing EBPP — cost reduction, customer rela-
tionship management, improved customer service, customer demand, and
others. A survey of some of the leading billers by one of the Big 5 consult-

ing

firms found the following as the most important drivers for them to

implement an EBPP solution:
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Improved Customer Service — By presenting the bills in an electronic
format and providing access to varied levels of details about the bill,
the billers make it easier for their customers to manage their own ac-
counts and trouble shoot any problems. At the same time, billers can
provide them with the ability to interact with the customer service
representatives online and resolve their queries. And, of course, the
customers have 24 x 7 access to their account details, 365 days of the
year.

Greater Customer Loyalty and Retention — Once a customer signs up
for EBPP services, it makes it harder for them to leave, as it would
mean changing ten to fifteen billing accounts. At the same time, with
the control of the bills in their hands, the billers can track the custom-
er movement across their Web site and use this information to learn
about the customer preferences and demographics. Armed with these
data, the billers can further enhance the customer experience by pro-
viding them services and offers of their choice and cross-sell/up-sell in
the process. This directly measures up in the loyalty that customers
show toward the service providers, as they are all looking for targeted
offers rather than the “junk” ones that have become the norm over the
years. Given the fact that a bill may be the only medium through which
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some billers come in contact with the customers, an enhanced cus-
tomer experience in viewing the bill would go a long way in retaining
them as loyal customers.

e Competitive Necessity — "If you don’t do it, somebody else will.” This
is the dictum that guides the billers toward implementing an EBPP so-
lution. With so many players vying for this nascent market, the early
mover advantage would make the difference between the winners and
the losers in this race to keep the customers. Providing an enriching
customer experience in this “moment of truth” is the competitive ad-
vantage that will make the billers gain market share.

¢ Cost Reduction — Implementation of EBPP can save money for both
the billers and the customers. The areas in which these savings can be
realized are billing costs, processing costs, paper costs, envelope
costs, postage costs, exception handling costs, lockbox costs, and
customer service costs (owing to reduced volume of call traffic into
the call centers). With EBPP, the cost of producing a single bill can be
brought down to as much as $0.38 as compared to the regular costs of
anywhere between $0.65 and $1.50. McKinsey estimates the potential
savings for the billers to be as high as $2 billion (annually) by the year
2002. That is an amount lucrative enough for many players to intensify
the competition.

e Customer Demand — And last but definitely not the least, the custom-
er demand itself is a huge driver for embracing EBPP. The convenience
factor of being able to access the bills anywhere, at anytime, ability to
access the minute details, and the comfort of paying the dues by the
mere click of a button is incentive enough for the customers to shun
the traditional method of paper transactions and embrace the new
way of viewing bills. With technology advancing at an ever-increasing
pace, customers have already started demanding access to these capa-
bilities through their cellular phones, PDAs, and other mobile devices.

Though the above-mentioned factors make a strong business case for
embracing EBPP, its ultimate success would be determined by the ease and
perfection of its execution. Technology lies at the heart of execution.

TECHNOLOGY — THE BACKBONE OF EBPP

Given the fact that the raw billing data needs to go through so many stages
and different entities (based on the EBPP model being executed), data
integrity and communication among the different players in the process
pose a major issue. Seldom do the legacy systems used by the billers or
financial institutions have an open architecture. In order to make these dis-
parate systems (based on different platforms) “talk” to each other, some
kind of a standard/protocol needs to be followed. Open Financial Exchange
(OFX) and IFX are two bodies that have defined these standards.
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Open Financial Exchange (OFX)

OFX has defined two standards for EBPP: OFX-PRES for bill presentment
and OFX-PAY for bill payment. These define the industry format and proto-
col for exchanging financial information (like bill presentment) and manag-
ing financial transactions (like bill payment) over the Internet. OFX allows
communication between consolidators and billers in a standard way so
that biller systems can “talk” to the consolidator systems and pass infor-
mation between themselves.

OFX-PRES defines the standard for bill presentment by providing a com-
munications channel for transfer of (1) sign-up information from the con-
solidator to the biller and (2) bill summary or details from the biller to the
consolidator. This, however, does not imply that OFX also dictates the look of
the bill. It just provides the common channel for exchange of information.

IFX

IFX is a forum of independent organizations that has developed business-
level technical requirements to build an interoperable online bill present-
ment and payment solution — IFX 1.0. The participants in this develop-
ment includes financial institutions, billers, and technology providers. The
Data Interchange Standards Association (DISA) provides administrative
support for the IFX forum. IFX builds on the industry experience of OFX
and GOLD standards and covers the following areas:

¢ Funds transfers

¢ Consumer payments

¢ Business payments

e Bill presentment and payment

e Communication between banks, brokerages, insurance companies,
merchants, payment and bill processors, financial advisors, and gov-
ernment agencies

Although standards exist, it does not imply that all solutions make use
of them. In fact, some of the popular solutions like Transpoint’s (Tran-
spoint was acquired by CheckFree) Biller Integration System solution,
which supports the consolidator model, do not make use of OFX but utilize
the other popular technologies to enable the EBPP process.

Transpoint’s Biller Integration System (BIS). BIS is a system that is imple-
mented at the biller’s site and is based on Microsoft’s NT technology. The
BIS environment sends batches of statement data and associated tem-
plates to the transpoint data centre (that serves as the consolidator). This
environment uses MS Visual InterDev as a foundation for designing the
templates. Also used is MS Visual Studio that uses COM-based interface as
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a language to write translators to the legacy system in order to integrate
with third party products like customer support, reporting, etc.

Bill templates are designed using the Visual Basic Scripting edition that
supports active server pages. Visual Source Safe is used to manage code
and content documentation. The active server technology pulls data from
the billing databases and converts it into HTML format so that customers
can access the information over the Internet.

Transpoint also uses a Web-based integrated third party tool that
enables the customers to initiate requests in electronic form. The tool,
based on the request context, routes it to the appropriate party — biller in
case of billing query, bank if a payment inquiry. At all times, the communi-
cation is protected by 128-bit SSL.

CONCLUSION

In conclusion, EBPP, with its numerous benefits, has already built a strong
business case for its adoption. It promises benefits to all the participants in
the process — from the customers to the billers. The market for these ser-
vices is currently in the growth phase with consolidations and alliances
already starting to take place (CheckFree, the biggest EBPP player in the
United States, recently acquired a major rival transpoint to provide cus-
tomers a more complete and integrated offering). The race for capturing
the huge potential market is on. The winner would be the one who can
build a solution based on an open platform or the industry standards, to
integrate the disparate legacy systems of all the participants in the process
and deliver an enhanced customer experience.
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Chapter 12

Are Human Resource
Departments Ready
for E-HR?

Marie Karakanian

Watching the sweeping changes that the E-wave is throwing at the shores
of all business disciplines one cannot help but wonder if HR is ready for
E-business? The question for HR is whether to embrace and formally
describe the meaning of E-HR, or remain a spectator for competitor actions
and miss the boat dashing across the E-waves. Of course, these questions
raise a slew of others, like whether HR has finally managed the time to
reach the comfort zone in their HRMS systems or if HR is ready to declare
the addition of its client/server applications to the ranks of legacy systems.

Is this technology wave truly important for HR, considering that despite
all the hoopla surrounding the digital revolution shaping the new economy,
HR continues the struggle to align to the ever-dynamic business strategies,
to hunt rare talents, and to develop compensation strategies for high-tech
and high-touch people? How will this E-wave impact the HR agenda? Will
it facilitate HR’s attainment of its objectives, or will it eradicate HR? Should
HR jump on the E-procurement and supply chain bandwagon, clarify the
enterprise integration points, and wave the business case flag once again
and convince everyone of how the HR activity chain can add value and
strengthen the E-business promise?

All valid questions that have no definite, clear-cut answers. However,
as the promise of global network technology shapes the lives of all sizes
of businesses today and questions the very existence of so many of those
businesses, HR has no option but to go back to the drawing board and
pull together the blueprint of its E-existence.
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WHAT DOES E-BUSINESS MEAN?

E-business is the overall business strategy that redefines the old business
models and uses digital media and network technology to optimize cus-
tomer value delivery. It relies on Internet-based computing, which is the
platform that supports the open flow of information between systems. It
capitalizes on an existing technology backbone consisting of front-end and
back-end enterprise business systems, and it makes effective use of com-
ponent technology and interacts with customers via business portals
established over the Internet. Technology is used in this case both as the
actual cause and also driver of business strategy. It is used not only to
develop the product or the service, but also to provide better choices to
customers and enhanced delivery options.

E-business requires a complete replacement of the old business
designs — new outsourcing and partnership alliances that not only reduce
costs and speed solutions but also improve customer options. In one word,
it is the re-invention of the old ways of doing business and aligning busi-
ness strategies, partnerships, processes, applications, and people — truly
fast and right.

HOW TO DESCRIBE E-HR

When mapping the above description of E-business to the world of human
resources, one can say that E-HR is the overall HR strategy that lifts HR,
shifts it from the HR department and isolated HR activities, and redistrib-
utes it to the organization and its trusted business partners old and new.
E-HR ties and integrates HR activities to other corporate processes such
as finance, supply chain, and customer service. Its premise is that HR is
the owner of the strategy and, when required, it is the service broker as
opposed to the provider.

What this philosophy demands is dedicated HR homework; executive
participation; excellent appreciation of technology and utilization of tech-
nology, including a well-developed and integrated HRMS system; and wise
use of network technologies and various communication channels such
as Web, wireless, and perhaps kiosks. The HRMS system acts as the HR
data and business rules backbone; it interfaces to the enterprise intranet
and it connects to HR service suppliers and business partners via an
extranet and links to the Internet via HR portals.

Thus, a potential critical dimension of the HR role becomes that of a
services broker as opposed to a deliverer. Considering the proliferation of
the variety of HR-related services within the marketplace — including busi-
ness process, application services, candidate search, survey data, and a
variety of function-specific expert service providers — the concept of HR
service broker will probably soon turn into a larger reality than it is today.
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WHY WOULD INTERNET-ENABLED HR TECHNOLOGY BE IMPORTANT
FOR HR?

Here are some of the reasons why Internet-based technology is important
for HR business:

¢ Provides cost-effective universal access to HR data to all authorized
parties, including employees, managers, executives, HR service pro-
viders, relevant communities, corporate customers, and also the
public-at-large

¢ Offers more cost-effective options for HR information systems man-
agement, especially for small- and mid-sized organizations via Appli-
cation service providers (ASPs)

¢ Allows the capture of significant amounts of data truly at source, thus
almost eliminating data collection turnaround time and enhancing
data accuracy

¢ Reduces the uncomfortable distance between the HR department and
its internal customers by optimum integration between the corporate
processes, potentially covering purchasing to payables, new employ-
ee request to candidate identification, and compensation surveys to
performance increases

¢ Enables the globalization of corporate HR information and its acces-
sibility at significantly reduced costs

The next section focuses on some business scenarios to illustrate the
potentials currently available for E-HR.

Scenario A

A typical HR business scenario can explain the use of all the above links.
Say the Canadian headquarters of a multinational pharmaceutical com-
pany called B-Tec is looking for Biotechnologists and has outsourced this
process to a specialized global service provider, BPO.Com. BPO.Com posts
the vacancies on the Internet. Applicants e-mail their résumés to this
service provider, which shortlists three candidates for interviews and e-
mails their résumés to B-Tec. B-Tec stores these résumés on its HRMS
system, and selects and authorizes two candidates to create their profiles
using the HR portal on the company’s Web site. BPO.Com arranges elec-
tronic tickets to the candidates from two different countries using its own
travel business partner. At the completion of the interviews, B-Tec autho-
rizes the selected candidate to access and accept a job offer waiting for
her on its Web site. The candidate accepts the job and advises B-Tec of
the candidate’s preferred arrival date subject to an employment visa.
BPO.Com processes the employment visa for the selected candidate and
assists with accommodation arrangements.

135



E-ENABLED BUSINESS SOLUTIONS

B-Tec creates a temporary Employee ID upon candidate’s acceptance
of the offer and grants her access to the self-service portion of its Web
site. The potential employee listens to a welcome Webcast by the president
of the company, chats with her new manager, and familiarizes herself with
the company’s organizational chart. The candidate also selects her benefit
preferences and registers for a company orientation session based on her
arrival date. A B-Tec-assigned coach and the candidate chat on the Internet
regardering her questions. E-mail from BPO.Com notifies her of her
employment visa at the Canadian consulate.

Upon arrival to her country of employment, she presents herself to an
HR consultant, who transfers her temporary employee record from the
company’s Web site to its employee database to complete the hiring
process. The built-in business rules and edits ensure that the record has
complete data.

A computer is allocated to the new employee right away. B-Tec’s e-mail
system advises the new employee of her temporary password to the Web
site that has a to-do checklist waiting for her. One of the to-do items is
her expense claim from BPO.Com. BPO.Com deposits owed moneys to the
employee’s bank account.

Sound like a fairy tale? Examine the next scenario.

Scenario B

A small US. branch (1000 employees) of a Japanese giant automaker
H-Flyer finally decides to replace its existing Y2K-patched HRMS system.
One of the requirements is delivery to Japan, on a biweekly basis, of a
variety of HR information, including employee core data, head count,
training information and budgets, compensation changes, and employee
turnover and reasons. After a long analysis including multi-layer security
administration requirements, the U.S. branch decides to use the services
of an ASP as this turns out to be more cost-effective, less disruptive, and
more quickly implemented. This approach allows all employees of the
branch to update their personal and benefit information via self-serve; it
allows the HR department to access/maintain HR data in traditional ways;
and it also allows managers access to a variety of authorized employee
data. All data maintenance and access is enabled over the Internet, con-
sidering that H-Flyer’'s HRMS database resides on the ASP’s servers. The
ASP provides the application implementation, data conversion, and main-
tenance and post-implementation support services, some of which it sub-
contracts to expert partners such as Speedo Consulting Services and the
E-Infrastructure Gurus.

In addition to a variety of information outputs from the database, the
ASP provides three files in the format required by the Japanese parent
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and posts it on a dedicated Web site accessible by the Japanese headquar-
ters and the Canadian HR branch. These files are in a predefined format
required by the Japanese headquarters, who in turn download them via
its translation engine into Japanese and update its global HR data repos-
itory, which is maintained in Japanese.

The organizations in both scenarios A and B can be described as E-HR-
enabled, wherein all employees and managers can interact directly with
the supporting technologies, HR professionals can communicate directly
with HR service suppliers and vendors, and the public-at-large can access
company information to the extent the companies allow them. HR assumes
accountability for the coordination and delivery of the right service at the
right cost to the right party at the right time.

THE TRENDS SHAPING E-HR

Similar to E-business, there are certain market and business trends that
are shaping the world of E-Human Resources. These trends are driven by
users/clients, processes/services, organizational entities, and, of course,
technology. Exhibit 1 describes these trends and provides contextual
examples. However, risk and security management is perhaps more crucial
to HR-related information than any other because it involves private and
highly sensitive individual data. The disclosure and cross-border move-
ment of HR data is a critical issue that needs to be managed very carefully
based on country, organization-specific, as well as individual authoriza-
tions. Thus, data and multi-platform security aspects are perhaps the most
serious factors that need to be taken into consideration during the formu-
lation of an organization’s E-HR strategy.

The value of the HR chain of events is derived from the unique combi-
nation of business strategy, people and knowledge assets, technology
resources, and business processes within a given environment. This value
should be recognizable not only by the employees of an organization, but
also by its customers in the form of affordability, quality accessibility, and
usability of its products and services.

CONCLUSION

One can safely say that Web technology is here to stay and its muscle is
strengthening day-by-day and impacting business strategy in a way not
experienced heretofore. Therefore, as HR becomes more of a refined busi-
ness discipline, with processes more sophisticated than those of the tra-
ditional back office, it should optimize the use of all available technology
to support and help accomplish the business goals. The HR department,
however, needs to recognize some of the current limitations related to Web
technology and its integration into the HRMS backbone. These challenges

137



E-ENABLED BUSINESS SOLUTIONS

gupjoed} pue juswaSeuew Aypdoid Aueduio)

Q1oymAUe WOIJ SINOY g 10J UOIJeWLIOJUl [SUURYD-I}NW JO JUISSIIIY
saanpadoxd
pue ‘samijod ‘suoisuad ‘sjgausaq 0} paje[aa suonsanb dyroads uo paseq

UO[IeD[UNWIWOD [QUURYD-N}NW PIZIULSIO-[[9M ‘JU}SISuU0d ‘dqereadal Jo as()
"D19 ‘JJe1s Yo931-ySIy ‘SOAIINIIXD ‘Jjels sa[es se Yyons

sdnous saLo[dwd snotrea 0} pajasie} Jpuenul Auedwod 1940 sfeliod pajedipag
saInjonijseqjul A30[ouyd9} pue

si1033dwo)
s1op1aoid 3d1AT9G
s1oulted ssauisng
a8re[-ye-o11qnd

uoIsu9Ix? astdiajuy

9OUSIUSAUO))
Aduad3sISuo)
uoneydepy

saseqejep ajepIpued qol se yons ‘sadInos awes Jo sjyausaq pue s1sod Sulieys siofeue]y soduel[e/diysioulied
eIpawnu guisn saako[dwe mau SunejualIo pue ‘GulIy ‘Sunmidal-g soaKojdwry uone1gauf $S9201(
SpIed 2102s ddueuLio}iad ‘sisA[eue pual) ‘JUaWIOSeURW UOIJRWLIOJUI J1591e1]S
Sunoyiuow pue Sunespnq reuoneradp
so[yoad Aduajoduwiod pajepdn yim s g) po[qrUS-qaM SOAIINIIXH
uoed[UNWWod sIogeuey
9oKojdwia pajqeus-qap| SUIpN[OUl ‘S9SNUOQ PUE SISBIIIUI PISL(-9dURULIONMS] sookoldwry  suonnjos pajelsalu]
uonjeuriojut Aed  siouired ssauisng
Sururexy pue Suruued 19a1e) SOAIMDAXY
30e(pad) pue JuSWLSeUR 9DURULIOLID] sIogeuey AdusdyIns-jas
uorewiojul feuosiad jo aguey) EEEING) (el | pue 9D1AISS-J[9S
sojepipued qor
suonejuowe[dwl WalsAS MaN SOAIINDOXT
$955920.1d JUSWINIIDY sIofeuey paads
SJUDWIDSINqUIIY EEEING) (eliiia | AJOAI[Op 9DIAIRS  SIUDI[D/SIdS))
YH 01 paje[dy uonedrddy/sajdurexy spoedury puRIL JRALI(

ssaursng JYH Sunoedwy] S1}[edYy puUe SPUIL],

‘I NqIuxg

138



Are Human Resource Departments Ready for E-HR?

sa130[0uUyda) aremdnois pue Supjiomiau

ySnoay} 2qojS 9yl SSOIO SIIINOSAI dFPI[MOUY [RUIDIUI 0} AN[IISSIIDY
orqissod a1oym saryder50a3 ssoide sassadold

pue ‘@anynd ‘@few] Auedwod JuISISUOD dO[AIP 0} S2IS0[0UYId} SUIISIxa SuIs()
S3LIJUNOD JUSISJIP sso1de suoljerado

PUSIXa 01 S9150[0U D3} JOYJ0 pUe ‘YI0MISU ‘JoURIIUI SY} JO UOIIRUIqUIOD © SUls()
sojesodo Auedwod e a1oym

S9LIJUNOD [euojesado [[e SSOoJIde elep YH paleys 0} jul] 0} }JdUIdlU] 9y} Suis()
sqol yrewyouaq pue sAaAINs

uonjesuadwod se yons ‘siarjddns [eura1xa £q pap1aoid swolsAs 119dxd SUISSOIIY
so[qeAed pue ‘ss[qealsdal ‘Teltarewt Sururesy jo Addns se yons ‘sassadoid

[eUI9]Xd pue [euI9)ul 9)eI3alul 0) WlsAS ureyd Ajddns Auedwod 03 SNYH Sunjury
9DIAI9S 19WO0}SND

aaoxdwr 0] swalsAs Juswegeuew diysuolje@. Buwolsnd 0} SINYH Surur]
wo)SAS

[[o14ed 91} 0] SWAISAS JUSUWIdSeURW YIOM WO} UOIIRULIOJU QWILIOAO SUIPID]

1OUIRIU] Y} J9AO UOeuwliojul YH uUmo Sururejurew pue SuiSS9Idy
SMIIAJIS]UI SUINPIYIS PUe WIISAS
auiuo s aulred [DIedS SAIINIIXD UR WOI] SIJPIPURD JO ISI[1IOYS SUIMIIADY

soakoidwry
SJUSUIUIDAON)

sIopoyateys

SIOPUSA
A3orouyday,
a8re[-je-o211qng
SI9WI0}SN))
sIofeuey
soaKoidwry

SIOPUdA
ASorouyda],
sioulared ssouisng
(sqol) seakordwy

sjosse
ofpa[mouy| Surreys
yimoun)
Aypiqeiyoid  uorezieqorn
sreyrod
ssauISNq JPUIU]
uoreigalul
[PuUeYR-NMA
uoreigajul
uonedijdde
asrdiajuy
SuiSpliq sweisAs Yy  ASojouyoay,

uoljeaouuj

dsv S[epout
‘0dd :SuInosnQ  ssauisng maN

139



E-ENABLED BUSINESS SOLUTIONS

include multi-platform security, the inability to perform extensive trans-
action processing, and concurrent Web site and database updates. There
is no question about the complexity of a technology environment that
operates on the principle of ubiquitous availability, yet needs multi-layered
technologies to help slice and dice the unrestricted cyberspace. Similar to
most E-business ventures, the security of private HR information is a top
priority. Organizations looking seriously into Internet enabling of their HR
business should evaluate the authentication, security, access rules, and audit
trails related to service providers’ networks, servers, and applications.

Web technology is currently not capable of capturing employee time,
checking pay rates, and running transactions such as payroll processing
all at the same time. However, it allows the capture of employee time data
via self-serve that can be transported to a backbone HRMS system, and
get validated and calculated into employee pay dollars, thanks to payroll
engines — some of which still use good old COBOL programs. Data cap-
tured on a corporate intranet — such as benefit changes, overtime data,
or organizational change — that is using Web technology needs to be fed
somehow to the backbone HRMS database or the payroll system. HRMS
vendors have started exploring the potential for concurrent updates of
the Web sites as well as the HRMS database, regardless of which end is
accessed for updates.

ABOUT THE AUTHOR

Marie Karakanian is a senior manager with Deloitte Consulting and spe-
cializes in human resources issues.
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Chapter 13
Call Management
and the Internet

John Fiske

Web sites can be thought of as rich-media interactive voice response (IVR)
systems. Most people are familiar with [IVRs — those devices that play a
recorded menu of choices to telephone callers and prompt the callers to
press keypad numbers to access desired information. If the caller does
not get an option that helps to solve issues properly, the caller can “zero
out” to reach a live person. However, the same button-pressing offers a
much greater array of functions to the Internet user. Rather than accessing
only audio information with the push of a button, the Internet user can
access information-rich content with a click of the mouse. Although the
basic Web site may have a significant amount of information, it cannot
provide the degree of personalization that can be delivered by a live
person. An Internet-enabled commerce center allows the online customer
to receive a considerable degree of personalization by linking the customer
to a live person.

How does this work? If E-shoppers want to speak to a live customer
service or support agent, they simply click on a “Talk to Us” button
displayed in their browser. With a standard multimedia PC, the online
customer can connect with an agent to conduct an audio or video call.
The technology that enables such interaction resides at the Internet com-
merce center, and more specifically, in the corporate call center. Outfitted
with an Internet telephone switch and its accompanying automatic call
distributor (ACD), the commerce center can handle incoming calls sent
as packets of information transmitted via the Internet.

Combining Internet media with customer interaction provides custom-
ers with the benefit of optimal service in a convenient setting. In the old
days, if a customer had a problem with something that was purchased, or
wanted to find out about new products that the vendor was offering, he
would have to go back to the store where the product was purchased in
order to receive service. This method allowed for quality, personalized
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service, but it took too much of the customer’s time. Enter telephone-
based customer support, which saved time but took away much of the
personalization that comes from face-to-face contact with service repre-
sentatives. Next came the Internet, which saved even more time for the
customer but took away even more of the personalization as the service
representative’s voice was taken away. With the advent of live multimedia
customer interaction over the Internet, the convenience of home shopping
remains, while personalized service returns in the form of not only the
service agent’s voice but also the agent’s face.

The benefits to the company are also enormous. With International Data
Corporation predicting more than $250 billion in E-commerce transactions
by the year 2002, companies have a tremendous opportunity to grow their
businesses on the Internet. At the same time, companies face a great deal
of risk as they expand their electronic businesses. Poor customer service
or confusing Web sites drive both potential and current customers away
and onto the Web sites of competitors. The risk becomes greater when
one takes into account the ease with which customers can browse from
store to store simply by clicking a mouse button. Multimedia customer
interaction helps companies hold onto their customers and draw in new
customers. Using live customer interaction, a company can build customer
loyalty by putting a face on service agents and by offering service that is
simply not possible with old-school technology. The end result is that the
company can take advantage of the opportunities available from the E-
commerce explosion.

The benefits do not stop with the bottom line, however. Contact center
representatives can handle an Internet interaction as easily as they can
handle a traditional telephone call because the company can retain the
model of the old call center while increasing the effectiveness in the new
Internet contact center. They can place a caller on hold, consult with a
supervisor, transfer a call to another department, or conference in a third
party. But those are just the standard call features. Multimedia customer
interaction allows the agents to go further than the traditional call center
does. While the customer is on hold, the agent can run multimedia stream-
ing video to further explain the product or service of interest to the
customer. The agent can also direct the customer around the site and even
help complete any necessary forms through Web browser sharing, file
transfers, and data collaboration. Best of all, this is accomplished with
something most online customers already have sitting on their desks’
standard multimedia PC. The result is that the agent can explain things
easily, and the agent is better able to serve customers who would benefit
greatly from a visual presentation.

As the boundaries and definitions of E-commerce continue to evolve,
live Internet customer interaction will be instrumental in creating new
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ways for corporations to leverage their Web sites. For example, think of
the impact multimedia customer interaction will have on transactions
where face-to-face contact is crucial, such as online banking. Customers
nationwide are connecting to their banks online, making account transac-
tions, and even applying for loans and financing via the Web. However, to
complete the high-value transactions — to actually get a loan once a
customer is approved — most customers have to take a trip to the bank.
With an Internet-enabled commerce center, loan officers and loan appli-
cants can conduct face-to-face meetings from their homes and offices, thus
allowing them to complete transactions in a timely and convenient manner.

This technology also overlaps to benefit customer support and help
desk efforts in tandem with E-commerce strategy. By taking advantage of
data collaboration available with the various Internet media types, an
online customer support agent can help the caller fill out forms and view
related information, remotely download software applications and
upgrades directly to the caller’s machine, and assist with installs and
usability.

The end result is a more successful Web transaction for customers and
businesses alike. The technology allows customers to feel more comfort-
able with online transactions as they are able to glean the information
they need in realtime — the benefits of a face-to-face meeting without
leaving the home or office. Best of all, the enabling technology that makes
this possible boosts online sales, builds the customer loyalty that is imper-
ative in an online environment and, in the end, helps companies to take
advantage of a multi-billion-dollar industry.

ENTERPRISE DEPLOYMENT OF THE IP-ACD

Voice Is Data

Before long, voice will be considered another data type on the enterprise
network. Whether on a PBX or a call center, IP voice is coming. Look for
voice to occupy an increasingly large space on the data network.

The Internet is swiftly creating new ways to service customers, provid-
ing unprecedented access to rich, predefined media content. Advancing
technologies are enabling live interaction between the customer and the
Internet-based call center.

The Automatic Call Distributor

Call centers use an automatic call distributor (ACD) to maintain high-
productivity environments for the agents. The ACD in any call center
matches customer needs to agent capability (service, sales, etc.).
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Today’s call center evolved from an audio-only facility receiving and
routing voice calls, into one able to handle a variety of media types, such
as e-mail and fax. The call center must respect the demands of the caller,
including the timing and media type used for the connection.

Interactive Voice Response

In order to increase the efficiency of the audio-only call center, interactive
voice response (IVR), computer telephony integration (CTI), and other
technologies have emerged. [VR systems free call center agents from such
repetitive tasks as entering account information or providing responses
to frequently asked questions.

Voice on the Internet

Telephony communication over the Internet is defined by H.323, the Inter-
national Telecommunications Union (ITU) specification for audio, video,
and data telephony over IP. It is a packet-oriented protocol. An integral
component of H.323 is T.120, the ITU standard for audiographics (other-
wise known as data collaboration). The H.323 standard was approved and
implemented several years ago. Endpoints that are H.323-enabled have
been widely distributed. For example, the NetMeeting product from
Microsoft has been shipped with every Microsoft Windows 95 software
license since early 1997. The H.323 standards are important because they
facilitate peer-to-peer communications and peer-server-peer communica-
tions in a nonproprietary fashion, enabling audio (and optionally video
and data collaboration) communications, using the Internet.

The Web-Enabled Call Center

The Web gives people far greater access to information than any previous
medium or resource. Information is presented in both an audio and graphic
fashion, and customers make accurate choices and can complete transac-
tions. Users of well-designed IVR phone systems know they can almost
always “press zero to reach the operator” when they need additional
information, or if their transaction does not follow the preconceived and
preprogrammed call flow. E-business customers are beginning to demand
this same ability, either by clicking a Web page button or by calling on
Internet phones. This is a major shift.

Connection Methods

There are three general techniques to connect caller and agent together for
audio, audio/data, and audio/video/data calls using the Internet. The tech-
niques are call-back, call-through, and switched connection. Call-back places
an audio call back to the customer. Call-through places a point-to-point H.323
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call, calling around any switch. An H.323 call in the switched connection
configuration calls through the H.323 switch.

Call-Back. By clicking the CALL ME BACK button, the browser sends a
HyperText Transfer Protocol (HTTP) message to the Web server, which
typically reacts by directing the browser to point to a URL containing a
form requesting the customer’s name and telephone number, and asking,
“What’s the best time to call?” Next, the Web server creates an e-mail to
send to an agent, or invokes an outbound dialer, generating an outbound
call from the call center’s ACD. From this point, the call-back follows one
of two scenarios.

If the customer has two phone lines (one for an ISP connection plus a
line for regular audio calls that can be reached by direct dial), the call
center may call on the second line, while the customer is still on the Web
site. Some companies have developed technologies that enable the cus-
tomer and agent to view the same Web page, even permitting the agent
to change the Web page the caller is viewing. This is called browser
sharing.

To share browsers, an applet must be downloaded onto the customer’s
PC. Browser-sharing technologies typically perform a bit image copy. Peri-
odically (once a second), the Web server application that provides the
browser sharing function “reads” the image on the agent’s screen (or the
customer’s screen) and then paints the image on the screen of the other

party.

If the customer only has one connection, he or she disconnects from
the ISP and stays off the phone, waiting for the call center to make an
audio call-back to that line. There is no browser sharing in this model.

Drawbacks. The call-back solution is less than perfect. In the better call-
back model, the customer would have two phone lines. The main problem
is that people have become conditioned to expect immediate connections
to agents, with solutions delivered during a single call. Hanging up and
waiting for a specific call does not provide the level of service that cus-
tomers expect. The customer may view Web-initiated telephone calls as
new technology and, for a short while, be willing to tolerate the scheduled
or immediate call-back.

The privacy issue is also a concern. Customers who are business
employees sitting behind a PBX may not want to give out their phone
numbers. There is a perceived anonymity about the Web that customers
enjoy. From the call center’s perspective, call-back is a quick fix for Inter-
net-enabling the call center with little incremental investment, beyond that
of a blended (inbound and outbound) call center. For the inbound-only
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call center, call-back requires the development of costly outbound calling
practices, equipment, and management skills.

Browser-sharing solutions are fine for solving certain problems. For
example, if the customer is not able to find the correct Web page for the
information he or she required, browser sharing works well. The agent
can “move” the customer’s browser to a different page.

Some implementations allow the agent to fill in some browser-based
forms and allow the customer to see those forms. However, browser
sharing is typically accomplished through proprietary bit-copying tech-
niques. Because browser sharing is not realtime, interactive collaboration,
simultaneous changes to the browsers of the customer and the agent
result in one person losing their changes — only one browser is “in
charge,” and the other follows. Because this technology relies on bit copy-
ing, if the page being shared extends beyond the size of the browser
window, only part of the browser is viewed by the customer (e.g., the
caller and the agent may not be seeing the same information), causing
confusion. If the agent scrolls the browser to see the bottom of the window,
the customer does not see the scrolling effect. To avoid this problem, the
Web master must restrict the amount of information to be viewed on any
page. However, browser sharing does not support the capabilities of
H.323/T.120 standards-based data collaboration. (Data collaboration
includes: application sharing, remote application control, file transfer, text
chat, and whiteboarding — all in a realtime, interactive fashion. An exam-
ple of data collaboration is an agent sharing a chart set or a spreadsheet
with the customer in order to make a presentation.)

Call-Through. From a call flow perspective, “call-around” would be a
more accurate description of this type of connection because the cus-
tomer directly calls an appropriate agent. However, the call does not go
through a switch — it avoids the switch, choosing to go around it.

The customer, interacting with the Web server, clicks a “connect me”
button and is connected to an agent. They then communicate using prod-
ucts such as NetMeeting that enable audio, video, and data collaboration.

How It Works. When a customer is browsing a Web site, the browser
exchanges HTTP messages with the Web server. When the customer clicks
the CONNECT ME button, the Web server executes a script, which sends
a CGI message to an ACD application. The ACD application monitors agent
availability and, at some point in time, detects an available agent. When
the agent becomes available, the ACD application provides the agent’s IP
address to the Web server, which in turn provides the agent’s IP address
to a preinstalled applet on the customer’s PC. The applet starts the H.323
phone, instructing the H.323 phone to call the agent’s IP address.
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The connection type is a function of the customer and the agent capabil-
ities and is determined at call setup. H.323 call setup includes “capabilities
exchange,” a dialogue between the endpoints used to establish the call.

Capabilities information includes protocol identifiers (G.723.1 audio
encoding), video capabilities (none, one-way, two-way), and data session
establishment. Once this point-to-point call is established, customers and
agents can speak to each other and potentially see each other. Most
importantly, data collaboration can begin. Data collaboration in this con-
text includes whiteboarding, file transfer, text chat, and remote application
control.

Remote application control enables the agent to perform actions on the
customer’s PC. An example might be an agent performing remote diagnos-
tics on the customer’s PC in order to solve a problem with a software
driver. Using file transfer, a software patch can be downloaded and
installed. Of course, the customer must agree to these actions and can
easily be provided with the ability to click on a “panic button” to stop
these activities. Also, when the call is established, a standard browser-
sharing application can be used to push and share Web pages.

In order to make a connection from a caller to an agent with the call-
around architecture, the IP address of the agent must be publicly acces-
sible. If the agent’s IP address is not publicly visible, the point-to-point
call cannot be placed, since one function of the firewall is to re-map real
IP addresses into virtual IP addresses. The function provided by the ACD
is to broker the availability of the agents and then tell the customer’s
application when to make the call. Because the IP addresses of the agents
are public, anyone — including hackers — can attempt to connect or
perform any TCP/IP-based application, at any time.

The customer call experience in the call-around model matches the
audio experience that they understand. The customer asks for a connec-
tion and a connection is made.

Drawbacks. From the call center’s perspective, there is a rather large
problem: security. Agents are directly accessible from the Internet; other-
wise, the point-to-point H.323/T.120 call could not be connected. This
means the call center agent is not protected by a firewall.

Call center technology managers need to ask questions about call-around.
What risk is there by exposing agents to the Internet? If my agents are CTI-
enabled, how do they reach the CTI server? Do my agents have to sit on
multiple LAN segments? How is that accomplished? Initially, Internet-based,
multimedia applications will be rolled out to informal workgroups, where
security may not be as much of an issue. However, they will eventually
integrate with the existing call center operations, requiring airtight security.
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Switched Connection. The switched-connection model is essentially that
of an audio ACD. In the audio model, the pilot directory number (DN) of
the group is published, not the DNs of the individual agents. Through
various directory services methods (directory assistance, telephone book,
advertising), the call center’s pilot DN becomes known. In the switched-
connection model, the IP address of the ACD group — not the address of
the agents — is published and publicly accessible.

How It Works. The customer may start by browsing the Web site or going
through an Internet directory service to make a direct Internet telephone
call. When the customer initiates the call, the ACD with integrated
H.323/T.120 firewall proxy is called. H.323 call set-up occurs between the
customer’s H.323 phone and the ACD. When an agent is available, the call
is connected between the customer and the agent.

All of the H.323 (including T.120) packets go through the ACD. The agent
is provided call context information upon call arrival. Call context infor-
mation might include the customer’s name, currently viewed URL, sub-
scriber service level, etc. If a browser collaboration session is valuable
for this call, the agent can use the call context information to synchronize
with the customer, through the Web server.

As each call is connected through the ACD, packets pass through an
integrated H.323/T.120 firewall proxy, ensuring the security of the connec-
tion. During transmission through the firewall, each packet address is re-
mapped to route it to the appropriate agent. This process allows agents
to be hidden from direct public access, easing LAN topology management
issues and resolving security concerns.

Since all of the H.323/T.120 protocol packets pass through it, the
switched-connection model can provide standard audio call center agent
and supervisor features. It is mandatory to process these protocols to
implement basic call center features such as transfer and conference.

From the customer’s perspective, the customer places a call. Respecting
the media choices of the customer, the call center accepts the call and
connects to an agent. From the call center’s perspective, inbound agents
are still inbound agents. The switched connection performs as a stand-
alone Internet ACD, providing basic call center features and functions,
including call routing, agent and supervisor features, and management
information.

Questions to Consider

In building out a call center to handle IP traffic, one may want to examine
the following points.
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¢ [s there risk by exposing the agent to the Internet?

e [f the agent is CTI enabled, how does he or she reach the CTI server?

¢ Does the agent have to sit on multiple LAN segments? How is that
accomplished?

The findings will help shape the call center to a particular organization’s
needs.

SUMMARY

Because call centers are mission critical, changes to them will be gradual
and iterative. Hybrid call centers may become the standard. Traditional
calls coming through PSTN will continue to be handled by agents, just as
they are today. Calls coming in through the Internet will come to a Web
server through the router firewall, using its own software smarts in routing
the call based on information received from the Web-URL stack. This
information will help the call center drive the call to an agent equipped
for multimedia customer support.

These two call centers can coexist as call traffic gradually shifts from
black phone to Internet. The agent pool will eventually shift from a tradi-
tional to Internet-enabled group.

The IP ACD promises to do a much better job at call routing — getting
the customer to a call center agent and a better match, resulting in cus-
tomer satisfaction in less time.

Note

This article was derived from white papers published by PakNetX Corp., Salem, NH.
www.paknetx.com.
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John Fiske is an independent writer specializing in enterprise networking
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149






Section III
Wireless and
Mobile
Business
Solutions







With Internet technology becoming part of the Information Technology
(IT) mainstream, the next “hot” areas are expected to be wireless and
mobile solutions. These two do not always go together. For example, a
desktop computer can be wirelessly connected to an organization’s net-
work. This makes the user wireless, but not very mobile — unless he wants
to carry a large monitor and CPU box with him. By and far, the most excit-
ing wireless solutions are mobile. These include wireless laptops and per-
sonal device assistants (PDAs). The objective of all these devices is to
allow users to access their technology from any location at any time.

This section discusses wireless solutions from several perspectives,
including defining and constructing wireless solutions using a variety of
popular standards. The following topics are examined in this section:

“Living in a Wireless World: Wireless Technology 101” (Chapter 14)
examines wireless technology and related issues, with a focus on
compatibility issues pertaining to the use of various types of devic-
es, costs of using wireless technology being prohibitive sometimes,
lack of suitable content for wireless computing, and security chal-
lenges.

“Wireless: A Business and Technology Perspective” (Chapter 15) ex-
plores the fundamentals of the wireless Internet and the drivers pro-
pelling its current and future growth. The following topics are
reviewed: the key attributes of mobility and how they create busi-
ness value, the impact of wireless technologies on business process-
es, key industry sectors and personal productivity, enabling
technologies in wireless, and the future of the mobile Internet.

“Building a Wireless Web Solution: Tools and Justification for Building
Wireless Web Solutions” (Chapter 16) focuses on wireless Web de-
velopment. This includes a discussion of the user interface (UI) re-
strictions due to low bandwidth and the small screen formats that
are available. HGML, ActiveX Data Objects, Active Server Pages,
XML/XSL, WAP, and WML are also reviewed in this chapter.

“Putting Data in the Palm of Your Hand” (Chapter 17) examines how
organizations can gain an edge over the competition with wireless
technology. This is a technical chapter that tries to answer ques-
tions such as: What devices to support? How fast? What kind of data
source? How much data? How many users? Perhaps more so than
with other IT choices, the success of implementing wireless data ac-
cess is dependent on thoughtfully planned objectives and well-de-
fined expectations. This is, in part, due to the inherent risks and high
costs required for any sort of large-scale deployment of wireless
data and devices.
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“Programming Wireless Applications” (Chapter 18) examines meth-
ods of integrating the capabilities of the Internet and cellular tele-
communications. The Wireless Application Protocol (WAP) and the
Wireless Markup Language (WML) are reviewed in this chapter.
Some basic approaches for development programs with WML are
also included.

Two chapters, “Wireless Communications for the Data Center: Part I”
(Chapter 19) and “Wireless Communications for the Data Center:
Part II” (Chapter 20), examine the state of wireless communications
in data centers. The chapters discuss fixed, handheld, and micro-
processor-controlled radio frequency transmitter/receiver units.
Hardware configuration, including LAN configuration, are also dis-
cussed.

“Wireless Internet Security” (Chapter 21) explains the significant se-
curity issues facing the wireless Internet security industry. This
chapter could have been placed under the security section; howev-
er, it also focuses on portable Internet devices and standards that
can be leveraged in a more traditional development or architectural
context.
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Chapter 14

Living in a Wireless
World: Wireless
Technology 101

Michelle Cook

Like it or not, we are living in a wireless world of cellular phones, personal
digital assistants (PDAs), pagers and messaging services, remote e-mail,
computers, and Blackberries. This wire-free revolution happened so
quickly that few people even noticed it. Yet, it is upon us. For anyone who
works or plays in the wired world, the benefits of being free of wires are
obvious. Wires are not the most attractive by-product of the digital age nor
are they user-friendly or time-conscious. These unsightly creatures require
lengthy effort to move (any mobile professional using a notebook com-
puter with a half dozen wires connected to it surely understands) and there
is always the risk of being tripped up.

Using wireless technology, on the other hand, has its obvious benefits:
checking e-mail from airports, firing off reports from a vehicle while travel-
ing, checking banking and investment news in some spare time that might
otherwise be wasted, and chatting with your colleague while being stuck in
traffic. These rewards of wireless technology are a testament to its growth
in popularity. Most business people own at least one wireless device, while
many own several. And its popularity is steadily increasing. According to a
2000 survey by Forrester Research of 9000 North Americans, the growth
rate for adoption of wireless technology is likely to be as fast as that expe-
rienced for Web access via personal computers (PCs). Other estimates sug-
gest that wireless Internet access will surpass PC access to the Net within
a few short years.

With the ever-increasing popularity of wireless technology, a clear
understanding of the technology and the issues that accompany it is criti-
cal. Plus, as the technology “matures” and becomes more widespread, the
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challenges will change. There are many issues, but the main ones can be
classified into:

¢ Compatibility issues pertaining to the use of various types of devices;
¢ Costs of using wireless technology are sometimes prohibitive;

e Lack of suitable content for wireless computing;

¢ Security challenges are prevalent; and

® Speed is relatively slow.

An understanding of these issues and their role in the business world may
prevent a few headaches and, quite possibly, a panic attack or two.

COMPATIBILITY ISSUES PERTAINING TO THE USE
OF VARIOUS TYPES OF DEVICES

With the advent of personal digital assistants, Blackberries, pagers, cell
phones, and mobile notebook computers, the issue of compatibility has
been on the rise. These devices use different technologies and networks so
there are common compatibility issues to consider when implementing dif-
ferent devices into your work or personal life. While many representatives
of the companies selling the devices claim that they will be free of any pos-
sible compatibility problems, in reality the devices rarely have seamless
communication.

There are two main types of networks: circuit-switched and packet-
switched, or circuit and packet networks as they are typically called. Cel-
lular phones can “talk” over circuit-switched networks (as opposed to
packet-switched networks) like CDMA, GSM, or TDMA very effectively.
Although PDAs can use circuit-switched networks effectively, they rarely
do. Packet-switched networks enable the PDAs and other portable devices
of the world to communicate rather effectively as well. Circuit networks
tend to be voice-centric while packet networks are usually data-centric.

The companies whose devices use either type of network have a vested
interest in claiming that the devices are compatible, but that has yet to be
proven. Some experts predict that over the next couple of years circuit-
switching networks will migrate to packet-switched networks to better
enable voice and data to transmit over the same network at the same time.

In the interim, the compatibility issue looms large, and while there have
been attempts to overcome the problems and some technologies are faring
rather well, other technologies have had limited success.

Consider, for example, Edge, which is a type of packet-switching technol-
ogy. It allows the TDMA networks (used largely by cellular phones) to pro-
vide true packet-switching data capabilities.
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On the other side of the picture, there is a form of layering technology
that many people criticize for compatibility problems. In these types of
cases, a form of packet-switching technology is merely layered over a cir-
cuit network and does not produce true packet-switching network capabil-
ities. One example of this technology is known as GPRS.

Wireless Application Protocol (WAP) is a platform that standardizes the
delivery of content between wireless devices and is currently in wide-
spread use. However, experts have discounted it as a possible future stan-
dard because it has difficulty handling the content- and graphics-laden
Internet.

COSTS OF USING WIRELESS TECHNOLOGY
ARE SOMETIMES PROHIBITIVE

In North America, the cost of using wireless technology on a widespread
level throughout organizations has been prohibitive. There are significant
up-front costs to purchase new technology or replace existing technology.
As well, there are the ongoing usage fees that can add up quite quickly for
cash-strapped small businesses or employee-laden large corporations. In
other parts of the world, cost is not necessarily an issue. For example, in
parts of Asia and Europe, wireless technology is often more cost-effective
than its wired counterparts. This is particularly true of cellular phones and
their usage fees. They are less expensive than using traditional phones and
land lines. Wireless technology has typically been around longer in these
parts of the world and therefore the market for it is more mature. It may
take a while to reach that point in North America, but as more players con-
stantly seem to be jumping on the wireless bandwagon, competitiveness
should force market prices down.

Determining the costs involved in using wireless technology may not be
as straightforward as determining the costs for other technology. For
example, most network managers know exactly how many servers and ter-
minals will be needed to upgrade computer systems within an organiza-
tion. However, using wireless technology is less clear-cut. It is critical to
determine exactly the processes with which the wireless technology is to
assist. If its main purpose is to help a business stay in touch with its clients
remotely, then cellular phones will do the job nicely. If the main purpose is
paging, a pager is best suited for this purpose. While these points may
sound obvious, with all the multifunction devices popping up, most of
which have overlapping functions, the picture gets muddled. For example,
many cell phones now provide the capacity for sending and receiving e-
mail remotely. Yet, if you have ever tried using a telephone to type e-mail
messages, you will clearly understand that this device may not meet an orga-
nization’s needs in this capacity. So, comparing prices for the technology
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also starts to get murky. It is difficult to compare pricing for PDAs and
remote e-mailing services to a cell phone that provides remote e-mail.

LACK OF SUITABLE CONTENT FOR WIRELESS COMPUTING

The content issue with wireless technology really has more to do with the
providers of the content itself: the providers of Web content or the individ-
uals sending e-mail. Because the Web is so graphics-intensive, it tends to
preclude many wireless devices from accessing it with any amount of
sophistication. Even using wireless devices for e-mail may pose some diffi-
culties when trying to view a large message on a single-lined cell phone or
pager. Your eye doctor will agree.

Wireless Internet content is still not easy to find. Again, it is more readily
available in parts of Europe and Asia where greater use of wireless technol-
ogy has demanded it. When considering adding wireless devices to an
organization, consider whether or not the content you will need to access
is truly available at this stage of the wireless game. In other words, the
issue may transcend wireless devices themselves to become a lower-tech
concern: Have you selected the right content providers? For example, if
you require remote banking and investment updates, then the content
issue may be whether you selected the right bank or investment house.

Some makers of wireless PDAs are establishing their own wireless net-
works for their devices and have contracted major Web sites to provide a
Web “clipping” service. This truncated form of browsing will be far more
suitable to the current limitations of remote computing.

This may be a trend that starts to take place with other makers of wire-
less devices because the Web is becoming increasingly graphics- and ani-
mation-heavy. So there will be a greater demand for truncated Web serv-
ices (at least until the wireless devices mature a fair bit). This is an area
where wireless computers (like notebooks) have a bit of an edge simply
due to the larger screen size and memory capacity, although there is a
trade-off, because wireless notebooks, unlike PDAs, cannot handle longer
distance remote computing. They still need to remain a relatively short dis-
tance away from their hub (a wireless computer’s equivalent of a server).

SECURITY CHALLENGES ARE PREVALENT

While people in Finland may be quite comfortable making purchases from
vending machines using their cellular phones, most people still question
the level of security while using various types of wireless devices, particu-
larly while transmitting confidential data or accessing financial informa-
tion over the Web.
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According to a recent study by the Irish company, Covado Ltd., the aver-
age mobile data transaction is vulnerable at two points. Covado suggests
that most WAP phones do not really support the wireless transmission
layer security (WTLS) standard incorporated into the WAP standard. In
other words, data in transmission from cellular phones to the telecommu-
nications company can be intercepted.

The other problem, according to Covado, is that even where the WTLS
standard is implemented, sensitive data is at risk in the mobile company’s
own system until it arrives at the server.

Because there is a lack of an “end-to-end” security solution in the mar-
ketplace, the security of transferring data using PDAs and wireless devices
exists.

In the short term it is essential to carefully select robust hardware and
a network that offers the maximum security possible at this stage of the
technology. While this cannot guarantee security of all your transmissions,
you will at least reduce the chances of data interception.

SPEED IS RELATIVELY SLOW

The current speed of most wireless devices is approximately one sixth the
speed of a 56K modem. Thus, remote computing is not currently known for
its speed and, of course, this presents some challenges in the business
world. When getting the right information as quickly as possible is critical
to success in today’s business environment, wireless computing may not
be keeping pace, unless the options are not getting the information or get-
ting it slowly.

In all fairness, it is not always the remote devices causing the slowdown.
In fact, when it comes to accessing data over the Internet, usually the Inter-
net itself presents the bottleneck. So, in some cases, even if the devices get
faster, access to data over the Internet will still present problems.

There is still a lack of stability in the technology because wireless tech-
nology is similar to radio technology: it is affected by weather conditions,
humidity, and electromagnetic interruptions. In the same way that the
radio will occasionally have static and the signal may even be lost during
storms, wireless technology can suffer from the same type of interruptions.

While there is no doubt that the wireless industry is actively working to
overcome compatibility issues between the devices — sometimes prohib-
itive pricing, suitable content, security challenges, and slow speeds —
these are not likely to be overnight changes, particularly with such a com-
plex industry. And these issues will probably change over time as the
whole industry evolves and matures.
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THE WIRELESS LEXICON

Are you having trouble keeping up with the jargon of the wireless world?
This glossary provides a brief overview of some of the most commonly
used terms.

1G, 2G, 2.5G, or 3G — The “G” stands for generation and refers to matu-
rity of the technology according to the industry. 1G represents the first gen-
eration of cellular phones, for example, while 3G is the future of wireless
technology.

802.11b — The LAN technology that enables wireless computers and
devices to be “networked” and communicate with one another over short
distances.

Bluetooth — The short-range, wireless, high-speed data connection
technology allowing different types of wireless devices to “talk” to one
another using a common language. Currently, it is typically limited to a 10-
meter range.

Circuit-switched networks (or circuit networks) — The network that
enables wireless devices to be used. It is mainly a voice network and there-
fore largely supports cell phones but can handle PDAs as well. Its counter-
part is packet-switched networks.

Edge — A type of packet-switching technology that enables true packet-
switch data capabilities.

Packet-switched networks (or packet networks as they are typically
called) — Another type of network that enables the use of wireless devices.
Currently, packet-switched networks support PDAs and allow the “always on”
messaging and e-mail services offered by some paging and PDA companies.

SMS — “Short messaging service,” which means the capacity to send
AND receive e-mail messages.

T-9 — The latest technology that enables cell phones to send messages
or e-mails with less effort. Instead of having to continuously hit the same
key to get the last letter listed on it, T-9 uses probability logarithms to
anticipate what you are trying to type, thereby saving you keystrokes.

WAP (wireless application protocol) — A platform that standardizes the
delivery of content over wireless devices.

Wireless notebooks — The most recent contenders to join the world of
wireless computing. They are notebook computers without all the wires
that typically use Bluetooth technology.
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Chapter 15

Wireless: A Business
and Technology
Perspective

Mark Barnhart
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Dean Peasley
Jeffrey Staw

The intent of this chapter is to educate the reader on the fundamentals of
the wireless Internet and the drivers propelling its current and future
growth. The chapter is written with the assumption that the reader has a
base knowledge of current technologies.

For the purpose of this discussion, any Internet device that has real-time
or asynchronous wireless access to the Internet is considered to be a part
of the “Wireless Internet.”

One of the key benefits of wireless technology is mobility. Hence, the terms
wireless and mobile are used interchangeably. This study is more focused on
the benefits of the mobile Internet, therefore certain static wireless applica-
tions like wireless networking have not been included in this discussion.

The chapter addresses the following topics:

1. The key attributes of mobility and how they create business value

2. The impact of wireless technologies on business processes, key in-
dustry sectors, and personal productivity

3. Enabling technologies in wireless

4. The future of mobile Internet

CREATING VALUE THROUGH THE MOBILE INTERNET

Mobility in the wireless context implies more than just the convenience of
moving devices without the constraints of wires. It goes beyond connectivity
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Exhibit 1. Creating Value through the Mobile Internet

Capabilities Implications

Real-time information Instant access to current information
Real-time reach to a person/device

Accessibility Unrestricted access

To different data types
To different applications
Through a multitude of devices and interfaces
Across geographical areas
Location specificity and tracking Location information and context
Remote monitoring and controlling

to actually make data available in real-time, make applications accessible
through the wireless devices, and provide location-specific information
that allows dynamic management of content and applications based on the
user’s location and immediate environment. The combinations of these
factors, as shown in Exhibit 1, create opportunities and challenges that
drive many of the new developments in wireless technologies and business
applications.

BUSINESS IMPACT

Technology has powered the economic expansion during the last decade.
Computers and the Internet have galvanized businesses and created new
standards in efficiency and expectations. Technology has heightened the
competitive environment and compressed time-lines for change. Consider-
ing the enormous worldwide investment in wireless infrastructure, it is
anticipated that wireless technologies will produce an economic impact
comparable to the previous computer and Internet revolutions. Wireless
technologies provide new opportunities to boost productivity at a time
when businesses have had a taste for both the promise and the pitfalls of
new technologies. It is also a time when most leading companies have
already adopted technology as an integral part of business strategy. In the
current environment, emerging wireless technologies will be judged more
objectively and adopted more on the basis of their impact on business
rather than for their investor appeal. The major areas of opportunity and
impact of wireless technologies are based on the impact of mobility in
improving personal productivity, improving business efficiency, creating
new businesses through wireless services in different verticals and hori-
zontals, and in providing new opportunities in wireless networking and ser-
vice providers.

Each of these areas represents a major opportunity and presents signif-
icant revenue opportunities and creates competitive advantages.

164



Wireless: A Business and Technology Perspective

Improving Personal Productivity

Wireless promises to improve personal productivity through providing
communication and collaboration access services like SMS (short messag-
ing service), voice mail, e-mail, video calls, unified messaging, and group-
ware messaging. At the same time information access services such as cor-
porate databases, personal files, and external information services (e.g.,
news, industry information, market data, and virtual assistance services
like your calendar, mobile ID, or virtual secretary) will also become avail-
able through wireless. These individual productivity gains will have great-
est impact to businesses in the knowledge and service economy where
real-time accessibility to information and transaction processing creates a
more efficient work force and a distinctive competitive advantage.

Improving Business Efficiencies

Wireless is an enabling technology that will create value for businesses
through productivity gains translating into cost savings. It can also gener-
ate revenues by achieving competitive edge through enhanced customer
relationships.

Businesses have become increasingly dependent on communication
technology, computerized applications, information storage, corporate
Intranets, and the Internet. However, workers are cut off from these
resources the minute they leave their desks or offices. Imagine a salesper-
son who could check inventory while in front of the customer, or a mobile
stock trader who could reallocate a portfolio while waiting for a flight at the
airport. Creating wireless information access and transaction processing
will be vital in many industries where a well-informed work force can sup-
ply a distinctive competitive advantage.

Revolutionary new services will be driven by unique benefits of wire-
less, e.g., location information. Location information is unique to the
present-day wireless networks that can pinpoint the physical location of
the mobile subscriber and communicate it to services on the network. This
means that your mobile phone now knows its geographical location and
can serve content and applications most relevant to that location. For
instance, your phone can now provide you information about restaurants
in your immediate vicinity, flight information for the nearest airport, and
also connect you with services in the area. Right information at the right
location is the next logical productivity gain, which is unique to wireless.

Evolutionary services are based on extending existing wired services
through integration of wireless to multi-access solutions, e.g., customer
relationship management.
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Exhibit 2. Impact on Business Processes

Delivered Wireless Benefit by
Business Function
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Function - < [ & & o Killer Application/Services
Purchasing P F G F P F  Inventory management
R&D P F P P P P Access to expert systems
Operations F P F G G F  Wireless process monitoring
Logistics E E VG G P VG Fleet management, location tracking
Sales and G VG G P P G Field sales automation, order-entry
marketing
After-sales E E VG VG G VG Field service staff dispatch, parts
service and supplies ordering

Note: E = excellent, VG = very good, G = good, F = fair, P = poor.

Impact of Wireless on Business Processes and Industry Sectors

While wireless will produce overall productivity gains across business
functions, our study of the relative importance of the various attributes of
mobility (location information, real-time information, mobile reach and
accessibility, remote monitoring, and remote adjustment) in different busi-
ness functions shows that different attributes have varying degrees of
importance. For instance, location information is most importance in logis-
tics, whereas it is irrelevant in purchase or research and development. The
relative importance of these five general benefits of wireless across com-
mon business functions is mapped in Exhibit 2 to reveal important focus
areas in wireless applications that aim to optimize business processes. A
similar analysis across industry sectors also reveals varying importance of
these attributes of wireless in different industry segments.

Creating New Businesses in Different Verticals and Horizontals

Since wireless presents opportunities to create value in multiple vertical
and horizontal segments, early adopters have an opportunity to establish
their competencies in these emerging markets and leverage them to create
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Exhibit 3. Impact on Key Industry Sectors

Delivered Wireless Benefit
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Security E G E P VG Wireless surveillance, access
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Transportation E E F F P G Fleet management systems
Healthcare F G G VG P G Patient monitoring, remote
consultation
Manufacturing F G F G F F  Wireless production monitoring
Financial services P F E P P F  Wireless trading and financial
database access information
push
Retail F G E G P F  Wireless POS systems, inventory
management

Note: E = excellent, VG = very good, G = good, F = fair, P = poor.

new businesses based on wireless services. The key is to identify opportu-
nities complementing the core competencies of the company and partner-
ing with other companies to rapidly capture these emerging opportunities.
Some of the product and service opportunities (killer applications) in dif-
ferent industry sectors are presented in Exhibit 3.

Opportunities for Wireless Network and Service Providers

Wireless environments create new opportunities in providing software,
hardware, and services. However, wireless infrastructure requires heavy
investment and large up-front risk. Many service providers have already
made heavy investments in 3G wireless infrastructures. Most of Europe has
already auctioned off the 3G spectrum at huge cost to the carriers, which
plan to roll out wireless services based on higher network speeds as high
as 2 Mbps. But it is not certain if consumers will pay for these higher
speeds. If the Japanese i-mode experience is any guide, consumers may be
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happy enough with simple services and unwilling to pay much more for the
promise of higher data rates. Such consumer content is a frightening pros-
pect for the carriers who have just paid so much in the hopes of serving
greater demand. Further, since a large part of the value created by wireless
is through its integration with the Internet and since the wired Internet is
to a large extent a minimal cost, it is unlikely that additional usage-based
wireless charges will be acceptable to the buyers of wireless services.

This indicates further consolidation in the wireless service providers.
Many wireless providers carry enormous debts — and the interest pay-
ments are crippling for all but the largest players. Smaller companies will
have trouble raising the cash to remain competitive, leaving firms like
Vodafone, Orange, and AT&T wireless to dominate the market.

As a result of this pressure network providers have also been moving
downstream and attempting to derive a cut of the transaction and service
and content revenues. This has created an uneasy feeling among applica-
tion providers who potentially face new competition from large wireless
service providers. Wireless application providers will have to give impor-
tance to managing both customer and carrier relationships to be success-
ful in this market.

TECHNOLOGIES

General Wireless Architecture Model

Wireless architecture enables communication between disparate devices
and protocols. From a logical perspective the architecture is relatively simple
in form. Transactions are driven from a source to a destination through a set
of protocols and translation engines that allow communication between
devices that do not have the same native communication standards.

Wireless Architecture Using WAP Communications

The wireless architecture model consists of a few basic elements that,
when interconnected, enable inter-protocol communication. The basic ele-
ments are wireless devices, communication infrastructure, gateway
devices, and application engines. See the Appendix for more information
on WAP architecture.

Communication Protocol. The architecture is essentially split into two
analogous parts that can be distinguished by the data transfer protocol
(see Exhibit 4). The wireless side of the architecture is defined by wireless
communication protocols (WSP), while the wired side is defined by con-
ventional wired communications protocols (HTTP). The selection of proto-
cols to use on either side of the architecture is an application- or device-
dependent decision. In the case of the wireless side, the choice depends on

168



Wireless: A Business and Technology Perspective

Transfer via Transfer via Hypertext
| Wireless Application Protocol (WSP) | Transfer Protocol (HTTP) |

Wireless Tower Base

a
Users Station Application

Environment

F_—————

(Direct Connection for WAP-Specific
Application Communication)

Exhibit 4. Communication Protocol

the capabilities of the device and the speed at which data may be trans-
ferred to and from the device. Today the most common protocol is WAP,
but any generic protocol may be substituted in its place as long as the
remaining elements in the infrastructure can support its use. For example,
in an environment where bandwidth is great, the protocol of choice may be
HTTP due to the additional robust features that it provides. The wired side
of the architecture usually includes a land-based application engine that
traditionally communicates via HTTP protocol. Like the wireless side of the
architecture, the application engine does not necessarily need to use the
common HTTP protocol; it may choose any established protocol that the
rest of the architecture can support (e.g., ftp, gopher, SMTP, SNMP, etc.).

Communication Infrastructure. Facilitation of communications requires
that some special telecommunications infrastructure exists in the geo-
graphical region surrounding the desired area of wireless access. For exam-
ple, to communicate with a wireless device a user must be within 2 to 20 mi
(based on protocol, frequency, atmospheric conditions, and other factors)
of a tower base station. Quality of transmission will depend to a great
degree on the quality of the connection that is established with the appli-
cation environment. The path to the application environment is dictated
by the wireless transmission from a handheld device to the closest base
station tower, the connection between the tower and the gateway device,
and the connection between the gateway device and the application environ-
ment. In almost all cases the bottleneck in information transfer exists
between the tower and the wireless device. The data rates that are currently
available for tower to device communication are generally on the order of
19.2 Kbps (sometimes higher depending on infrastructure), significantly
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Exhibit 5. Gateway

lower than LAN or WAN communications that comprise the bulk of the
information transfer in the rest of the architecture.

Gateway. The device that bridges the gap between the wireless world
and the wired world is the Gateway device (depicted in Exhibit 5). The
gateway can be either purchased as a component from an outside vendor
such as Ericsson or can be developed as an in-house application. The Gate-
way device is very similar in logical function to the traditional LAN router
that allows communication between disparate networks. Physically, the
Gateway resides between the application environment and the wireless
transmission point of origin. The Gateway, like a router, can be imple-
mented as software or hardware solutions. In general, the more sophisti-
cated solutions require hardware Gateways.

The gateway performs protocol translation, provides security, and acts as
an application engine.

Protocol translation is the primary purpose of the Gateway device. The
Gateway parses requests and transfers between HTTP and WSP. The Gate-
way works in both directions and can translate multiple protocols to WSP.
For example, the Gateway device supports the translation of secure HTTP
or HTTPS.

Security services provided by the Gateway are consistent with the secu-
rity model that is pervasive on the Internet and World Wide Web. The Gate-
way employs a horizontal security layer that acts using a similar method-
ology to the protocol translation engine. Security implementation differs
from wired devices to wireless devices. The security layer is split between
the wired and wireless interfaces of the Gateway, each using their own ver-
sion of the traditional Secure Socket Layer (SSL).

The Gateway application engine provides API level interfaces that allow
application designers to build applications that reside on the Gateway
rather than behind the Gateway. The primary advantage of applications
residing on the Gateway device is related to application specification and
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Exhibit 6. Logical Request Model

the level of customization that can be applied to an application if it is
designed to run on a specific Gateway platform. Additionally, resident
applications need only make HTTP transactions for information that is not
resident on the Gateway device. Nonresident information includes data-
base access and nonconventional data requests such as rich media that
are not readily formatted for use on a wireless device.

Logical Request Model. The logical request is analogous in concept to a
simple client/server transaction. The transaction model is as follows (see
also Exhibit 6):

1. User makes request on cellular phone from preexisting list of avail-
able Web sites or services.

2. Request is sent from cellular phone as a WML object back to the
Gateway device.

3. The Gateway device performs necessary translations and manages
security between networks.

4. The Gateway passes a Web object from the Gateway to the applica-
tion server or Web server to process the request.

5. The requested Web object is passed back to the Gateway where the
translation engines convert the information into a WML deck.

6. The deck is passed back to the phone where it will be viewed by the
user.

Web Clipping Wireless Architecture

Web Clipping is a proprietary system developed by Palm Inc. for delivering
data over a wireless link. To minimize the amount of wireless communica-
tions while providing a high quality user experience, Web clipping applica-
tions are divided into static and dynamic sections. Static information such
as a company logo is stored in the device’s local memory, while dynamic
content like a stock quote is stored on a land-based server. Dynamic con-
tent is then accessed via the wireless link. Currently over 400 Web sites
support the Web-clipping technology.
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Transfer via Hypertext
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o \\\\\\\\\

&;f&w ; g
Clipping
User

BellSouth Web Clipping

Local Base Proxy Server Server
Station

BellSouth
Wireless
Network

Exhibit 7. Web Clipping Communications Protocol

Palm offers four handheld devices capable of running Web clipping
applications: the Palm IIl, Palm V, Palm VII, and the new M100 model. Of
these products, only the Palm VII has an integrated wireless capability.
Third-party hardware is necessary to provide the wireless capability for
the other three products.

Communication Protocol. The Web clipping architecture is completely
independent of the underlying telecommunications protocol (see
Exhibit 7). However, the Palm VII's integrated wireless communication
hardware is specifically designed for the Mobitex standard and service is
provided exclusively through Cingular’s (formerly BellSouth Wireless)
Interactive Intelligent Wireless Network."” Mobitex is a digital packet-
switched technology capable of delivering 8 kbps over a 12.5-kHz radio
channel. Dependence of the Palm VII on only one communication standard
has complicated the expansion into international markets where GSM net-
works are more common.’

The Palm V, Palm III, and M100 handheld devices require additional
hardware to provide the wireless communications. A “clip-on” wireless
modem using the Cellular Digital Packet Data (CDPD) standard is available
from both Omnisky and Novatel. By overlaying TCP/IP on existing AMPS
cellular networks, CDPD can transmit packets of information at data rates
of up to 19.2 kbps.*

In addition to wireless modems, Palm devices may also be coupled with
a digital cellular phone, via cable or infrared port, to provide wireless com-
munications. However, since this method requires that a dedicated wire-
less connection be maintained even when no data is being transferred it is
less efficient than using a CDPD modem.

Logical Request Model. A Web clipping transaction model for a Palm VII
device typically has the following flow (see Exhibit 8):5
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Exhibit 8. Web Clipping Logical Request Model

Exhibit 9. WAP versus Web Clipping

Web Clipping
Palm VII Palm III, V, and M100 WAP Devices
Technology standard Proprietary Proprietary Open
Communication BellSouth OmniSky, Novatel All 2.5G and 3G
provider wireless
providers
Data rates 8 kbps 19.2 kbps 150 kbps to 2 Mbps
Access both WAP and No Yes; requires WAP No
Web clipping browser installation
Markup language HTML 3.2 subset HTML 3.2 subset WML (application
of XML)
Web site access Preplanned only Preplanned only Surf any site

1. User requests information by tapping a link on the screen.

2. If the information requested is a static part of the Web clipping ap-
plication stored then it is immediately displayed, otherwise a query
packet (~50 bytes) is passed to the Web clipping proxy server.

3. The Web clipping proxy server converts the request to a HTTP/HT-
ML and then forwards the request to the HTTP destination server.

4. The HTTP destination server processes the request and returns the
appropriate HTML content to the Web clipping proxy server.

5. Back at the Web clipping proxy server the HTML content is com-
pressed and converted to a UDP packet format (~500 bytes).

6. The content is then sent back to the device where it is rendered by
the Web clipping viewer.

WAP versus Web Clipping

Exhibit 9 highlights several key differences between the WAP and Web clip-
ping architectures as related to technological and usability."*

173



WIRELESS AND MOBILE BUSINESS SOLUTIONS

Mail
Messenger App

_ TCP/_|P:|—> System Libraries | 3rd Party Libraries Java
Floating Point Communications

PIM APPST Device Applications | 3rd Party Applications
Application Toolbox

Graffiti Manager System Services System Services gvent Manager
Resource Manager erial Manager
] (Kerne) E

Feature Manager Sound Manager
Hardware Abstraction Layer Modem Manager

Device Hardware | 3rd Party Hardware

Exhibit 10. Palm OS Schematic

Operating Systems: Palm OS versus Windows CE

Perhaps the greatest factor in choosing a PDA is the operating system
because it manages the components of the device and runs the applica-
tions. Palm has dominated the market from its inception, presently holding
approximately 80 percent market share, as opposed to only 15 percent by
Microsoft.” Palm has established this position by gaining the initial expo-
sure and acceptance by the individual consumer for its non-wireless
enabled devices. The Palm OS is a clean, simple, and familiar solution to
users. Microsoft has released numerous versions of the more robust, yet
cumbersome, Windows CE operating system (including mobile versions of
PowerPoint, Excel, and Word) in the last few years, in an attempt to estab-
lish itself as the all-purpose solution in mobile devices. Nevertheless, the
dominance Microsoft has enjoyed in the PC market has not yet been dupli-
cated in the PDA market. However, the April 2000 release of the newest ver-
sion of Windows CE, now termed the PocketPC, and the devices that sup-
port it (HP Jornada, Compaq IPAQ, Casio Cassiopeia) has greatly improved
the usability and thus has brought this competition to a critical point.

Palm’s dominance is based on “Simplicity, Wearability and Mobility.” To
expand on this philosophy, the operating system has been developed con-
sidering the needs of the target user. A Palm device is not intended to be a
mini-PC, but rather a unique tool designed for information management,
providing easy and seamless access to personal, corporate, and Internet-
based information. Palm does not strive to supply the user with all the
applications that would be available at a desktop, but rather the critical
data to make one’s job and/or daily life more productive and efficient.

PALM Operating System. The PALM philosophy on PDAs is reflected in
the design of its operating system. Exhibit 10 provides a schematic of the
Palm 0S.”
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The kernel, which is the heart of the operating system, is built on top of
the hardware layers. Aligned with the Palm philosophy, the kernel is pre-
cisely designed to produce optimal performance for an information man-
agement machine. Furthermore, its design is highly specific for only the
hardware platform designed by Palm Computing. This is considerably dif-
ferent than the PocketPC, which is designed to support numerous hard-
ware platforms from different vendors. The kernels must support not only
different CPUs, but different screens, modems, and other peripheral
devices. In other words, there is only one version of the Palm OS kernel as
opposed to at least four for the PocketPC.!” This consistency creates sim-
plicity and stability for the Palm OS, but also results in limited functional-
ity. Above the kernel are the system services; some of these include 1/0
through the graffiti manager, communications through the modem man-
ager, and memory through the resource manager. Systems libraries are
accessible to developers to interface custom applications with the Palm.
The simplistic architecture has facilitated over 50,000 developers globally
who create new products (most commonly in C++) tailored to the informa-
tion they need.'’ Above the systems services is the application layer, where
only one application can run at a time. The OS is event-driven, which is
based on user interface from the stylus and from system calls. The lack of
multitasking is designed to streamline the usability of the device to effi-
ciently process the desired request from the user.

The openness of the Palm OS architecture has led to alliances with lead-
ing software firms such as Computer Associates, Lotus, Oracle, PeopleSoft,
Remedy, SAP, Sun, Sybase, and Vantive to develop a vast library of manage-
ment and communication applications. Also, Palm has partnered with com-
panies such as Handspring, QUALCOMM, Symbol, TRG, Nokia, and Sony to
develop other devices based on the Palm OS, such as smart phones.'? The
Palm OS has allowed Palm to gain considerable loyalty from both consum-
ers and business partners. The challenge for Palm will be to continually
innovate new features while still remaining true to its objectives of simplic-
ity, wearability, and mobility, and at the same time be able to manage the
rising competition from the PocketPC.

WindowsCE. The WindowsCE operating system in the handheld device
industry has not been able to replicate Microsoft’s success in other markets.
Windows CE is a pared down version of a PC operating system (Windows),
whereas Palm OS was designed specifically for a PDA. Upon viewing the prod-
uct specifications, it appears that Windows CE should be the clear functional
choice. There is an endless list of features that far exceed the Palm OS. For
example, it allows multitasking of applications such as Word, Excel, Money,
and full Web browsing. Windows CE devices have significantly more memory
than the Palm, about double the resolution (and of course in color), 206 MHz
processing as opposed to 20 MHz for Palm, automatic synchronization with

175



WIRELESS AND MOBILE BUSINESS SOLUTIONS

Windows CE Applications
Development Tools | Shell

Kernel Persistent Storage
GWES Communications

Built-In Drivers | Installable Drivers
Hardware

Exhibit 11. Windows CE Schematic

desktop software, natural handwriting recognition, voice recognition,
packaged mapping software, an MP3 player, and animation."”” And as men-
tioned earlier, at least four different versions of the kernel have been devel-
oped to support vendors such as Casio Computing, HP, Compaq, and Sym-
bol. Opposite the Palm OS philosophy of simple, directed architecture,
Windows CE is robust and modular. Microsoft has struggled to harness all
these capabilities into a simple, easy-to-use product that the average con-
sumer can understand and operate. The PocketPC is the latest attempt to
manage all of this mobile functionality. Exhibit 11 presents a schematic of
Windows CE."

The four sections of the oval represent the major modules in the archi-
tecture. The kernel supports the basic system, such as CPU and memory
processing. It is a preemptive, priority-based thread system. The filing sys-
tem is controlled by persistent storage. GWES is the graphic windows and
events subsystem that controls the windows interface. The communica-
tions module interacts with the exchange of information with other
devices. Similar to the Palm OS, the kernel and system services are built on
top of the hardware and support the development tools. The shell is the
command interpreter, which is a windows-based system similar to
Windows98. Finally, the CE applications reside on the uppermost layer."

As mentioned, Windows CE is more indicative of a complete operating
system, allowing it to support vast functionality and capabilities. While
being able to support numerous interfaces and complex applications, CE
has some performance, security, and ease-of-use issues, not to mention it
requires a physically larger device for the user to carry, in order to sup-
port its complex multimedia capabilities. The target customer is one who
is looking for a wealth of functionality, but is also concerned with practi-
cality. These are typically individuals utilizing the device for personal
management or specific professional functionality. So far, it is evident
from sales that consumers have felt that past Windows CE technology
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could not support all its features in a way to offset the simplicity and con-
venience of the Palm.

As more businesses familiarize themselves with the capabilities of
mobile units and as technology advances, handheld devices will most
likely become a pertinent and standardized part of the corporate environ-
ment. Because of this trend, Microsoft has the potential to gain significant
market share because new hardware technology will provide Microsoft the
ability to continually pare down the physical size of the device, which is
one of its leading drawbacks. Windows-based networks are already estab-
lished throughout many industries, and with the continued development
of PocketPC’s interface with client/server and wireless networks, it would
be the more preferred option for conformity and support. Also, as users
learn to rely more and more on mobile features, the PocketPC has clear
advantages with its more comprehensive suite of tools.'®

FUTURE OF WIRELESS

The future of wireless will be driven by advances in wireless technology
and by adoption of new and existing wireless technologies. New technolo-
gies in wireless networking, integration platforms, and mobile access will
spawn new applications for the technology and also lower the cost of ser-
vice, hence spreading wireless technology to mass markets. The future of
wireless is closely tied to the development and adoption of technologies in
three key areas — 3G networks, new wireless integration platforms, and
the adoption of wireless access technologies.

The Impact of 3G Wireless Networks

The next wave in wireless networking technology is high bandwidth “3G”
Wireless networks. These networks will bring the wireless Internet and
computing experience closer to the wired counterpart. 3G wireless net-
works are expected to have significant availability by 2004. They will allow
high-speed data applications up to 144 kbps/s while on the move and 2
Mbps/s when stationary. They will also enable the creation of a “virtual
home” environment allowing users to carry their profile with them and
hence providing consistent Internet experience through wired and wire-
less networks.

According to an Ovum group report on “3G Mobile Market,” the market
for 3G services first emerged in Japan, moved to Europe, and will gain main-
stream acceptance in the United States by 2003. By 2003, 59 percent of the
European wireless market, 22 percent of Asia Pacific, and 19 percent of the
Japanese market will be using 3G wireless networks."”

High bandwidth wireless networks will provide convenience, personal-
ized access, and drive cost efficiencies in certain market segments.
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Although this will initially create efficiencies in many of the “high opportu-
nity” markets (see the section on Business Impact), the overall economic
impact of these applications will be significant and would create the next
wave of Internet productivity tools.

Today, most wireless networks are circuit-switched and offer data rates
much less than 56 kbps and require that users dial into the network to
retrieve information. Each time a user connects to the network can take 15
to 30 s and then starts the transmission of data. Although this may not
seem like a significant amount of time, users that frequently interact with
their wireless device will need to continually dial into the network, creating
unacceptable service levels. 3G networks are packet-switched, which
means that the device is constantly connected to the network. When an
e-mail is received at the Gateway server it can be directly sent to the device
without the user initiating a connection. 3G networks will eventually have
data rates of 2 Mbps, however, within the next few years are expected to
provide 384 kbps.'®

To capitalize on the additional bandwidth provided by 3G technologies
computational capacities also require improvement. Both Intel and Trans-
meta are developing advanced CPUs for mobile devices. Additional perfor-
mance also comes at the cost of power consumption. The lower the power
consumption the longer the battery life. Transmeta’s Crusoe chip is the
leader in this respect, requiring only 1 to 2 W compared to the Intel chip at
10 to 15 W."

The Impact of New Integration Platforms

The development of wireless networks will also drive the need for plat-
forms that integrate wireless applications to the wired. This includes new
developments in operating systems, protocols, database applications, E-
commerce, and content applications. Much of the early development will
be directed toward achieving better integration with existing Internet
applications and establishing new industry standards. The business value
created will be through combining the availability and portability benefits
of wireless technology with the benefits of the Internet and computing in
making the business applications and services available through wireless
devices. Services like E-commerce (m-commerce), content, e-mail, sched-
uling, and business-specific applications will be available through wireless
devices. There are many fantastic business scenarios narrated in the
media; however, after discounting the hype, according to the Durlache
Mobile commerce report, it is applications like e-mail, unified messaging,
instant messaging, and E-commerce that will form the main applications of
wireless Internet.”” New platforms that support mobile commerce, wireless
security, PKI, and content management will shape the development of the
wireless market.
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The Impact of Access Technologies

Access technologies bring the wireless network and the Internet to the
user. These include end-user connectivity technologies like Bluetooth and
mobile commerce terminals, operating systems for mobile devices, physi-
cal terminals, access software like micro-browsers, access hardware like
smart cards, and security protocols like PKI and authentication devices. All
these devices/software operate at the user level on the PDA, cell phone, or
other wireless device. Competition in these products will accelerate the
development of devices that are more secure, more integrated, and also
easier to use. This will also drive the use of wireless products.

User Interface

The entire concept of the user interface must be redesigned for the future
of wireless technologies. The idea that a typical Web site can look the same
way on a wireless device that it does on a PC is not realistic. The fact of the
matter is that users will be increasingly pushed or pulled toward the small
form factor exhibited by the cell phone and the generic PDA. There is a sig-
nificant question as to how the precise form factor will turn out, but it will
be in some ways similar to what we can relate to today with a bit of James
Bond mixed in.

The killer device of the future will likely be a fusion device — a wireless
device that acts as a combination of all wireless devices that are currently
taking positions within the wireless market. The next-generation device
must support a user interface that allows an intuitive look and feel that is
generally accepted as a usable device.

The killer application on the killer device will be those applications that
are designed for the specific interfaces that the fusion devices support.
Applications that support one-click transactions and voice/video inter-
faces will likely gain approval with a wide variety of increasingly demand-
ing users. To achieve the one-click design much work will need to be done
in the area of human factors engineering employing scientific methods of
engineering and the human understanding of cognitive psychology. Signif-
icant research is required to develop new interface paradigms that will
support advanced application and infrastructure technologies coupled
with fairly limited display capabilities.

As third-generation devices evolve into fourth-generation devices the
user interface requirements of the fusion wireless device may tend to be
closer to what is currently understood as the wired Web browser. A fourth-
generation device will have the architectural and network capability to
stream high bit rate video and support innovative collaborative activities
that involve sharing multiple data types with many concurrent users.
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Mobile Commerce

Mobile commerce is currently in its infancy with text-based news and e-
mail leading today’s killer applications, but the future holds a wide array of
possibilities including mobile entrainment, such as video streaming and
interactive multiplayer games, and an electronic wallet application, which
can hold payment solutions and identification. While these applications
are not necessarily new to Internet users, mobile devices can significantly
enhance the value of almost any E-commerce application or Web site. A
typical person has his mobile phone within arm’s reach almost 24 hours a
day and 7 days a week, whereas a person may only be in front of a wired
computer for a few hours per day. In addition, the next generation of wire-
less telecommunications will provide information about the physical loca-
tion of the user, and also will provide immediate delivery of information
because devices are always connected to the Internet. Thus, mobile com-
merce does not create a “new” distribution channel, but rather a “ubiqui-
tous, instant, and location-specific” distribution channel that can increase
the value of a business’ products and services.

Although the recent meltdown of investor confidence in E-commerce com-
panies has certainly reduced the excitement surrounding m-commerce serv-
ices, the main issue delaying the widespread market introduction is techno-
logical. Problems include mobile device form factors currently having small
low-resolution displays, the wireless communication networks are still
mainly circuit switched requiring dial-up connection, and the location tech-
nology has not yet been introduced. Once these technological constraints
have been resolved, all E-businesses may need to develop mobile commerce
sites just to retain their position in the market. For example, if Yahoo! were to
develop a mobile site for its online auctions this would provide a significant
advantage over its competitors in this product space, since frequently much
of the biding on items is done in the last few hours before the item is sold,
requiring participants to continually access the site during this period. Even
if the situation is non-competitive, business could benefit from location-spe-
cific advertising provided by mobile technologies.

In the future, wireless will work in conjunction with traditional technol-
ogies and will be readily adopted by business functions and industries
where real-time information, accessibility, and location specificity impact
growth and create new opportunities.

APPENDIX 1. WAP ARCHITECTURE?*!

The Wireless Application Protocol (WAP) is a combination of a communi-
cation protocol and an application environment that facilitates accessing
the Internet from a wireless device. WAP is functionally similar to protocols
used on the Internet; however, the high overheads and latency of HTTP and
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WAP Protocol Stack Internet Protocol Stack

| Wireless Application Environment (WAE) | |HTML, Scripting Languages

! !

| Wireless Session Protocol (WSP) |
! HTTP

| Wireless Transaction Protocol (WTP) |

! !

| Wireless Transportation Layer Security (WTLS)| SSL (TLS) |

! !

| Wireless Datagram Protocol (WDP) | TCP, UDP |

! !

| Network Bearer (SMS, GPRS, USSD, etc.) | | IP |

Exhibit 12. WAP Protocol Stack

TCP/IP make these protocols not well suited for mobile devices. In addi-
tion, Internet markup languages, such as HTML, make the assumption that
all devices have similar display sizes, memory capacities, and software
capabilities. This assumption does not hold for wireless devices. The WAP
architecture has been optimized for handheld wireless devices possessing lit-
tle memory and low process speeds, and that communicate over low band-
width. The WAP architecture is divided into five different layers of functional-
ity (depicted in Exhibit 12), which compose the WAP protocol stack.

Wireless Application Environment (WAE)

The WAE layer (see Exhibit 13) provides application development and exe-
cution environments. WAE is logically divided into a user agent layer, and
services and formats layer.

A user agent is a software program that interprets content on behalf of
a user. The most fundamental type of user agent in WAE is a WML user
agent, also known as a WML browser. A WML browser can transform the
content of WML and WML Script documents to a form easily understood by
the end user. The exact transformation made by the WML browser is not
specified in WAE, which allows the display to be optimized for the features
and capabilities of a particular device.

Two other common user agents found on wireless devices is a message
editor and a Wireless Telephony Application (WTA). The message editor
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Wireless Application Environment (WAE)

User Agents

WML Message
User Agent Edito?

User Agent

Services and Formats
Other Services
and Formats

Exhibit 13. Wireless Application Environment Layer

user agent can be use to view and write e-mail. WTA is an application that
interacts with telephone-related functions provided by the phone network
provider, such as phone book and calendar applications.

The WAE specification includes services and format layers that focus on
ensuring interoperability among various user agent implementations and
optimizing documents for low data rate transport. The main features of the
specification are WML, WMLScript, and methods for encoding WML and
WMLScript to minimize the size of the files.

The Wireless Markup Language (WML) is an XML-based markup lan-
guage that provides a way to organize data without indicating how the data
should be rendered or displayed. This is important for wireless devices
since the size of the display can vary greatly. A WML document is orga-
nized around a “deck of cards” system (see Exhibit 14). A deck contains
one or more cards, with each card containing both content and naviga-
tional controls. When a WAP device requests an application from a server,
the server will send back a deck; the cards will then be displayed one at a
time. The deck system provides an effective means of controlling the
amount of information displayed and reducing latency since the next card
has already been transferred.

WMLScript is a procedural scripting language based on JavaScript. It
adds intelligence to the application without needing to contact the server.
Before the WMLScript is transported to the wireless device it is complied
into space-efficient bytecode at the gateway.

To increase transmission efficiency of WML and WMLScript and to min-
imize the computational needs of the device, WML tokenizes and WML-
Script uses a bytecode format. In the case of WML the tag name is replaced
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<wml>
WML Card
<card id="main">
2
WML Card
<card id="page 2">
L~
</wml>
2

Exhibit 14. The WML “Deck of Cards” System
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Transaction
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Transaction |, Request
Processed

Exhibit 15. WSP Session Protocol

by an eight-bit token. For example, an “anchor” tag is replaced by the hexa-
decimal token number of “22.”

Wireless Session Protocol (WSP). WSP provides an organized method of
data transfer for the application layer (see Exhibit 15). WSP is functionally
the same as HTTP/1.1, but specifies the use of a compact binary encoding
for the methods, status codes, and other parameters included in HTTP
headers. This reduces protocol overhead and increases the transmission
efficiency over the wireless network.

WSP has two different types of session services for connecting to the
server gateway (see Exhibit 16). The “connectionless” session service is
the simpler of the two — it bypasses the WTP layer and operates directly
over the WDP layer. However, the simplicity also makes it an unreliable
method of transport because the server does not confirm the reception of
a communication. A connectionless session can be used to send a method
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Exhibit 16. Two Types of Session Services for Connecting to the Server Gateway

Connection Mode
Session ¢ Enables device to connect with server
management e Facilitates transfer of protocol options
¢ Exchange of attributes, use for the duration of the session
Method invocation e Allows device to request an operation from the server
¢ HTTP methods or user-defined extension operations

Exception ¢ Allows the server to notify the user of events that do not change
reporting the state of the session and are not related to a particular trans-

action

Push facility ¢ Enables the server to send unsolicited information to the device

¢ This service may be either confirmed or unconfirmed

Session resume ¢ Provides means to suspend a session until the device wants to
resume

Connectionless

Method invocation e Allows device to request an operation from the server
¢ HTTP methods or user-defined extension operations

Push facility ¢ Enables the server to send unsolicited information to the device
¢ Unconfirmed service only

to a server (i.e., GET) or for “push” services. To track a session a Transac-
tion Identifier (TID) must be appended to each header. If the server replies
to a request the TID is needed to find the requesting user.

Connection-mode is the second type of session service. It operates over
the WTP layer, which provides reliable data transmission between device
and server. To begin a new session, a header containing information that
will remain constant over the life of the session is exchanged between the
user agent in the device and the gateway server. This header might include
information on content type, character set encoding, or languages.

Wireless Transaction Protocol (WTP). The WTP protocol uses the WSP
layer to provide both reliable and unreliable transactions over the inher-
ently unreliable underlying datagram service. A datagram service has
advantages for wireless applications because no explicit connection setup
or teardown phases are required. Reliability is achieved through the use of
unique transaction identifiers, acknowledgments, and re-transmissions.

Each transaction is uniquely identified by a socket pair (source address,
source port, destination address, and destination port) and a transaction
identifier (TID). The TID is included with the WTP protocol data unit, which
is located in the data portion of the datagram. When the gateway server
receives a message from WTP, an acknowledge message can be sent back
to inform the device that the message was received. If an acknowledge

184



Wireless: A Business and Technology Perspective

Exhibit 17. Three Classes of Transaction Service

WTP

Transaction

Class Description WSP Facility Usage

Class 0 Unreliable message Session management
(no result or acknowledge message) Session resume

Unconfirmed push

Class 1 Reliable message Confirmed push
(acknowledge message, no result message)

Class 2 Reliable message Session management
(acknowledge and result messages) Method invocation

Confirmed push

message is not received within a defined amount of time, the message is
then re-transmitted.

To provide flexibility in the degree of reliability, WTP specifies three
classes of transaction service (see Exhibit 17). Class 0 transaction is an
unreliable service that is used to send less important messages to a partic-
ular socket. WSP uses Class 1 transaction exclusively for reliable “con-
firmed push” messages. When a device receives the “push” message, it will
reply with an acknowledgment message. The most commonly used trans-
action class is Class 2. Here a device can contact a server with a request
message; the server then compiles the result message and sends it back to
the device. The device closes the loop by sending the server an acknowl-
edge message.

Wireless Transport Layer Security (WTLS). WTLS (see Exhibit 18) is an
optional layer for security solution provided in the WAP architecture that
is based on Internet protocol SSL version 3.0. It provides the same level of
1024-bit encryption security and services that ensures privacy, server
authentication, client authentication, and data integrity. However, there is
reason for additional security concern over that of the Internet. Informa-
tion is sent from the originating server over SSL to the WAP gateway; then
the gateway must unencrypt the information and translate it to WTLS
before sending the information on to the wireless device. This means that
the information is in plain text for a brief period at the gateway. Because of
the security concern this creates, for applications where security is para-
mount the business may wish to implement its own WAP gateway server.

Wireless Datagram Protocol (WDP). The services offered by WDP (see
Exhibit 19) must allow applications to operate transparently regardless of
the capabilities of the underlying bearer service. These services include
application addressing by port numbers, segmentation and reassembly,
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Exhibit 18. Wireless Transport Layer Security (WTLS)

and error detection. Some of these services may be provided by the under-
lying bearer service, in which case that element is eliminated to increase
transmission speed.
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Exhibit 19. Wireless Datagram Protocol
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Chapter 16

Building a Wireless
Web Solution: Tools
and Justification for
Building Wireless
Web Solutions

Sylvain Duford

This chapter is an introduction to wireless Web development. We will dis-
cuss the concepts, requirements, and restrictions you will encounter when
developing a wireless Web solution. This includes a discussion of the User
Interface (Ul) design guidelines imposed by the low bandwidth/high
latency nature of the wireless Web, as well as the small screen format of
most wireless devices.

Next, we will talk about the proper usage of HTML, ActiveX Data Objects
(ADO), and Active Server Pages (ASP) to display dynamic data coming
from a database. We will then discuss how you can use XML/XSL technol-
ogy to target multiple types of wireless devices from the same code base.
We will also introduce you to WAP, WML, and HDML, and how they enable
Web access via mobile phones with very small screens.

Finally, we will discuss an exciting new technology coming out of
Microsoft’s Adaptive Ul group called Mobile Controls for ASP.NET. This
technology promises to take away most of the pain one currently encoun-
ters when trying to support multiple wireless Web devices.

This chapter assumes that you already have a basic understanding of
HTML, XML, and JScript, as well as Web servers and databases.
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WIRELESS WEB USER INTERFACE REQUIREMENTS

Designing a Web user interface so it will work well on wireless devices is
very different than designing regular Web applications. There are several
constraints and guidelines you must follow for your wireless Web applica-
tion to be successful. First we will discuss what kinds of applications make
sense in the wireless world.

When Does It Make Sense to Implement a Wireless Solution?

First, let it be clear that not all applications belong on the wireless Web.
Accessing a Web application through a low bandwidth and costly wireless
connection, and with a device that has a small screen and limited input
capabilities, is often a real chore. This means that users will not use it
unless it brings them value. Users will not use the site if they can just wait
and do the same thing more easily on their desktop machines. This brings
up what is, in my view, the single most important success factor for wire-
less Web applications: there should be a definite time-related advantage.
This can either be in the form of time-sensitive data or the type of informa-
tion you need to get while on the go. For example, stock trading is a highly
time-sensitive activity; selling or buying securities at just the right time can
save you many dollars, as will the ability to stay abreast of what is happen-
ing in the markets anywhere, anytime. This makes wireless stock trading
and banking a compelling application. Another example would be flight
and weather information or driving directions — information that you
need while away from your desk.

Wireless Access versus Synchronization

So far, we have only discussed accessing the Web in real-time over a wire-
less connection. Another way to take the Web on the road is in a discon-
nected fashion, through periodic synchronization. In this scenario, your
browser will synchronize the content stored on your device while con-
nected through a conventional Internet or LAN connection. This is usually
accomplished through a channel. You then disconnect and take this static
Web content with you on your handheld device. If you want more informa-
tion on channels and Web browser synchronization, you should look into
the AvantGo technology or Microsoft’s offering for WinCE devices.

What Are the Restrictions?

Applications that require lots of data entry, large screen displays, or high
bandwidth are not currently viable for wireless access. There are countless
examples of applications out there that have failed or go unused because
they just do not make sense on a small format wireless device. So before
going forward with a wireless implementation, you should ask yourself:
Does it make sense? Would I use it?
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Some Wireless User Interface Guidelines

There are four main Ul design factors to keep in mind when putting
together your wireless application:

1. A small screen format with limited display and navigation capabilities
2. Limited data-entry capability

3. Low bandwidth and/or high cost of transmitting data

4. Network latency and other delays

The first two points mean that you really need to pay attention to how
you design your screens, both for data display and data entry. For example,
you should not use graphics (except for small icons on some devices), you
should keep your tables small and mostly vertical, and you should not use
complex control elements like cascading menus or calendar controls.
Some of these are possible to do on some devices, but most will not trans-
late well to smaller devices with lesser capabilities.

You need to pay particular attention to the navigation — you must keep
it as simple and linear as possible. It is very easy to get lost in a maze of
screens and menus. Also, try to avoid going more than three levels deep as
it quickly becomes frustrating for your users to access the information on
the lower levels.

An even more important consideration is data entry. It can be very ardu-
ous to enter large amounts of data on a Pocket PC; it is nearly impossible
on a phone. So you should make extensive use of pick lists and menus, and
you should store the user’s information and preferences so she does not
have to enter the same data more than once.

The last two design factors have to do with response time, latency, per-
ceived performance, and usage cost. Some wireless networks charge by
the amount of data transmitted, so you should strive to keep the transmit-
ted data to the bare minimum necessary for your application. In addition,
most wireless networks have a lot more built-in latency than traditional
networks do. This includes things like the carrier’s WAP server delay,
encryption and authentication overhead, and the regular Internet and
transmission delays. Many wireless devices, especially cellular phones,
use only a 9.6-kbps transmission rate. To add insult to injury, some wireless
browsers will not display a page until most or all of it has been downloaded
to the device. These factors all add up to a perceived low performance and
high latency. While most users expect a somewhat higher latency on wire-
less devices, you should not try not to go beyond 10 s; that is about the
limit at which most users will give up on your application. Additionally,
most wireless browsers will time out after 30 s, leaving the user with the
impression that the server failed. Once again, the best way to limit the
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impact of these problems is to keep your pages simple and the amount of
data small.

While these restrictions vary greatly according to the specific type of
device you target, you pretty much have to go with the lowest common
denominator. If you have the luxury of targeting a higher-end mobile device
like a sub-notebook or Pocket PC, then you will have a lot more design lee-
way. However, the reality is that most wireless Web applications have to
target most types of devices. So you have two choices here: you can target
the lowest common denominator and not use the capabilities of the larger
devices, or you can have two or more sets of Web pages, targeted at the dif-
ferent classes of devices. In the latter part of this chapter, we will discuss
a new technology coming from Microsoft that promises to greatly reduce
the effort required for supporting multiple wireless devices (see the sec-
tion Using Microsoft’s Mobile SDK for ASP.NET).

USING HTML IN A WIRELESS WORLD

Most developers think that you need to use wireless specific technology
for serving content to wireless devices. In fact, good old HTML is perfectly
capable of doing the job, as long as you keep in mind the restrictions we
just discussed. As a bonus, you can make use of your old trusted HTML edi-
tor and you can leverage XML and XSL to target multiple devices.

If you are targeting Pocket PCs, sub-notebook computers, or any other
high-end wireless devices, than using HTML is probably your best bet. You
will have lots of flexibility and you will be able to use well-known develop-
ment tools. However, you probably will not be able to use the latest version
of HTML. Most wireless devices only support a subset of HTML 3.2, while
some only support HTML 2.0. Therefore, you need to look at which devices
you are targeting and select the subset of HTML tags that is common to all
of them, and then limit your page designs to those tags.

The Pros and Cons of Using HTML

There are many reasons you might want to use HTML. HTML is well known,
stable, and easy to use. HTML is powerful, flexible, and there are many
good HTML editing tools on the market to help you. However, HTTP and
HTML were not designed from the start to be used over wireless networks
and they present a few drawbacks.

HTTP/HTML uses a lot more bandwidth than a pure wireless protocol
like WAP/WML. In addition, HTML was not designed for the small and lim-
ited displays of small devices like Web-enabled phones. This means that
you have to exercise extreme care in how you design your pages; you need
to minimize the amount of data on your pages, and you need to restrict
yourself to the subset of HTML tags that is supported by your target
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Exhibit 1. Typical HTML Document for Wireless Browsers

<HTML>
<HEAD>
<META NAME="HandheldFriendly" CONTENT="true"/>
<META NAME="PalmComputingPlatform" CONTENT="true"/>
<BASE HREF=http://www.cactus.ca/WirelessDemo/StockMenu.html/>
<TITLE>Stock Trading</TITLE>
</HEAD>
<BODY>
<H1 ALIGN=center>Stock Trading Menu</H1>
<P>Choose an action:</P>
<MENU>
<LI><A HREF="sell.html"</A>Sell Shares</LI>
<LI><A HREF="buy.html"</A>Buy Shares</LI>
<LI><A HREF="quote.html"</A>Get Price Quote</LI>
<LI><A HREF="positions.html"</A>Get Positions Summary</LI>
< /MENU>
</BODY>
</HTML>

devices. There are many tags that should be avoided because they are
either not widely supported or simply do not work well with all wireless
browsers. In particular, font support varies greatly from one wireless
browser to the next, so you should avoid using specific font or typography
tags. Among others, you should avoid the following HTML tags:

<ISINDEX>, <LINK>, <SCRIPT>, <STYLE>, <EMBED>.
All the raw font control tags like:

<B>, <I>, <U>, <FONT>.
And, most advanced tags like:

<FRAME>, <IFRAME>, <DIV>.

You should consult the documentation for each of the wireless browsers
you are targeting for the list of supported tags. You should also avoid the
use of client-side cookies, because, once again, support for cookies varies
greatly from one wireless browser to the next.

A Sample HTML Document for Wireless Browsers

The sample shown in Exhibit 1 demonstrates and describes a typical HTML
document designed for wireless browsers. We will not describe the basic
HTML features but will concentrate on the ones that are relevant for wire-
less applications.

The first section declares some useful meta tags that provide informa-
tion to wireless browsers. These tags are ignored by browsers that do not
understand them, but they provide useful cues to those that do. The Hand-
heldFriendly tag tells an AvantGo browser that this document has been
properly formatted and that it should not try to reformat it for the small
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screen. PalmComputingPlatform does something similar for Palm Web
Computing applications. You need to be careful not to add any unneces-
sary meta tags as all that extra data has to be downloaded by the browser.
Many HTML editing tools in particular will add a whole series of meta tags
for their own purposes. These should be stripped out before putting the
pages on a production server.

The “BASE HREF” line sets the base URL so that further HREFs do not
need to specify the entire URL. For example, without the base URL, the
menu item lines would have to be much longer and would look something
like this:

<LI><A HREF= “http://www.cactus.ca/WirelessDemo/sell.
html”</A>Sell Shares</LI>

That base URL directive can greatly reduce the amount of data being
transmitted for each page. The rest of the page is straight HTML except
that it is purposely kept simple and the lines are kept short.

WIRELESS DATA ACCESS

The simple HTML page we looked at in the previous section is completely
static. In most cases, you will need to get data out of some storage mecha-
nism and dynamically build your Web pages based on those data. This can
easily be accomplished using Microsoft’s ASP technology and ADO. The
techniques described here are nothing new and we assume that you
already have an understanding of ASPs and you can understand VBScript
code. For the purpose of this chapter, we will make use of these technolo-
gies with a wireless frame of mind.

Using ASP and ADO

Using ASPs, we can easily gather data on the server side and combine it
with the HTML before sending the page out to the browser. This is accom-
plished by inserting VBScript or JScript code in the ASP page. This code is
executed on the Web server, and it can very easily access any database
server. However, some of the traditional ASP techniques that you may want
to avoid are returning large record sets, doing data binding with complex
HTML controls, and displaying large tables. All of these will go against the
design principles we discussed at the beginning of this chapter.

To give you a taste of what wireless data access looks like, we will go
through a simple ASP application (see Exhibit 2) that returns a list of stock
positions from a fictitious portfolio. The data will be displayed in a simple
table format.

At the top of the page, the METADATA line sets a reference to the ADO 2.5
type library. The code block that follows the display header accesses the
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Exhibit 2. Simple ASP Application
<%@ LANGUAGE = JScript %>

<!--METADATA TYPE="typelib" uuid="00000205-0000-0010-8000-00AA006D2EA4" -->
<HTML>
<HEAD>
<TITLE>Stock Portfolio, Positions</TITLE>
</HEAD>
<BODY BGCOLOR="White" topmargin="10" leftmargin="10">
<!-- Display Header -->
<H2>My Stock Portfolio</H2>
<%
var oConn;
var ORs;

var curDir;
var Index;

// Map physical path to authors database
curDir = Server.MapPath("stocks.mdb");

// Create ADO Connection Component to connect

// with sample database

oConn = Server.CreateObject ("ADODB.Connection") ;

oConn.Open ("Provider=Microsoft.Jet.OLEDB.4.0;Data Source=" +curDir) ;

// Create ADO Recordset Component
oRs = Server.CreateObject ("ADODB.Recordset") ;
oRs.ActiveConnection = oConn;

// Set Recordset PageSize so that it only holds 10 rows
ORs.PageSize = 5;

// Get recordset

OoRs.Source = "SELECT Symbol, Shares, Price, CCur ([shares]*[price]) AS
[Value] FROM Positions"

oRs.CursorType = adOpenStatic;

// Open Recordset

oRs.Open() ;

%>

<TABLE border = 1>
<!-- Table Header -->
<CAPTION>Current Positions:</CAPTION>
<TR>

<TH VAlign=top>Ticker</TH>

<TH VAlign=top>Shares</TH>

<TH VAlign=top>Price</TH>

<TH VAlign=top>Value</TH>
</TR>

<%
// Create table rows from recordset
var RecordCount;

RecordCount = 0;
while ((!oRs.eof) && (RecordCount < oRs.PageSize)) { %>
<tr>

<% for(Index=0; Index < oRs.fields.count; Index++) { %>
<TD VAlign=top><% = oRs (Index)%></TD>
<% } %>
</tr>
<%
RecordCount = RecordCount + 1;
ORs .MoveNext () ;
}
%>
</TABLE>
<%
oRs.Close() ;
oConn.Close() ;
%>
</BODY>
</HTML>
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database and retrieves a RecordSet for display. After declaring a few vari-
ables, we create an ADO Connection object and open a connection to the
Stocks.mdb database file. After that, we prepare a RecordSet object and
open it, which executes the query and loads the data from the database.

After the script block, we are back to HTML mode and we create a table
header and table to display the data from the RecordSet. This is followed
by another script block that loops through the records and inserts each
one into a table row. Following this loop, we complete the HTML table and
close the ADO objects. It is that simple! We have now loaded data from a
database and displayed it in a small HTML table suitable for Palm Pilots
and Pocket PCs.

USING WAP AND WML

WAP stands for Wireless Application Protocol and it is the equivalent of
TCP/IP in the Internet world. Just like TCP/IP, WAP defines a whole suite of
low-level protocols dedicated to transporting data to and from wireless
devices.

WAP was created by a group of industry heavyweights including
Microsoft, Nokia, Ericsson, Motorola, Sony, Palm, and Phone.com. Because
it was designed from the start as a wireless protocol for cellular phones,
WAP is much more efficient in its usage of bandwidth and screen real estate
than HTML is.

What Is WML?

WML stands for Wireless Markup Language and it is a standard part of the
WAP specification. It is an XML-based language that looks a lot like HTML,
so it is easy to learn for any experienced Web developer. One big difference
with HTML is that WML uses a card and deck metaphor. A card is a single
page (usually one screen) that contains standard Ul elements like lists,
tables, action buttons, and navigation buttons. A deck is a single physical
file that contains one or more related cards.

The card metaphor and the way WML handles action buttons and navi-
gation forces you to design your pages with the restrictions of small mobile
devices in mind. This means your designs will naturally be simple, small,
and efficient.

When Should You Use It?

Simply put, WAP/WML is your best bet if you need to support cellular
phones and other small format devices. It is the most efficient protocol for
those devices, and it forces you to design your pages so they will be appro-
priate for this type of device.
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However, when targeting advanced devices like Palm Pilots, Pocket PCs,
and sub-notebooks, you are probably better off using HTML. It is simply
more powerful and more flexible. This means that you should probably use
both WML and HTML if you want to support the widest possible range of
wireless devices.

A WML Example

The example in Exhibit 3 is a very simple WML deck that displays a list of
cities to pick from and displays the respective weather information. When
you select a city, the browser navigates to the corresponding card. This is
obviously oversimplified: a real application would retrieve the weather
information from a database or Web service. If you want to try this sample,
you should obtain the free WML SDK and a WAP phone emulator from
http://developer.phone.com.

As you can see this WML file, called a deck, is a well-formed XML docu-
ment with a DOCTYPE set to the WML 1.1 DTD. The root tag for this docu-
ment is simply <wml>. Then we create the first card inside using a <card>
element. The content of that card is very close to HTML. In this case, we
simply display a list control (<SELECT> tag), with four items in it. Each item
points to another card using the syntax onpick = “#cardname.” This causes
the browser to navigate to the corresponding card when the user picks an
item from the list. The rest of the deck creates four more cards that simply
display the weather details for each city. A more efficient way to do this
would be to use one card and some script to dynamically generate the
weather data. One thing to note is that each information card implements a
Back button, which is usually handled as a “soft” button by the device itself.
Exhibit 4 shows what this display looks like on a WAP phone emulator.

WMLScript

The goal of WMLScript is to reduce the requirement for round trips back to
the server. These scripts can be used to support advanced User Interface
functions, add intelligence to the client, do input validation, provide access
to the device’s hardware and its peripheral functionality, and reduce the
amount of bandwidth needed to send data between the server and the cli-
ent. WMLScript closely resembles JavaScript, so Web developers can learn
it with a minimum of effort.

The WMLScript (calctax.wmls) shown in Exhibit 5 implements a simple
tax calculation function.

This WMLS file starts by declaring an extern function. This is required to
make the function available to the browser. Inside this function, we start by
declaring three work variables. We then use the getVar function from the
WMLBrowser library to retrieve the amount and tax rate values from the
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Exhibit 3. Simple WML Deck

<?xml version="1.0"?>
<!DOCTYPE wml PUBLIC "-//WAPFORUM//DTD WML 1.1//EN"
"http://www.wapforum.org/DTD/wml_1.1.xml">
<wml>
<card id="selection" title="WML Example">
<p>Choose a city:</p>
<p>
<select>
<option onpick="#cityl">Chicago</option>
<option onpick="#city2">Los Angeles</option>
<option onpick="#city3">New York</option>
<option onpick="#city4">Seattle</option>
</select>
</p>
</card>
<card id="cityl" title="Chicago">
<do type="options" label="Back">
<prev/>
</do>
<p>Chicago Weather:</p>
<p/>
<p>Sunny, </p>
<p>Temperature is 50F.</p>
</card>
<card id="city2" title="Los Angeles">
<do type="options" label="Back">
<prev/>
</do>
<p>Los Angeles Weather:</p>
<p/>
<p>Sunny, </p>
<p>Temperature is 76F.</p>
</card>
<card id="city3" title="New York">
<do type="options" label="Back">
<prev/>
</do>
<p>New York Weather:</p>
<p/>
<p>Rainy, </p>
<p>Temperature is 60F.</p>
</card>
<card id="city4" title="Seattle">
<do type="options" label="Back">
<prev/>
</do>
<p>Seattle Weather:</p>
<p/>
<p>Cloudy, </p>
<p>Temperature is 65F.</p>
</card>
</wml>

browser context. (For more information on the available libraries, please
consult the WML SDK.) Next, we need to make sure that these values can
be interpreted as numbers and are greater than zero. We do this using the
isFloat function from the Lang library. If either one of these tests fail, we
simply return from the function with a code of “invalid.” We then use the
parseFloat function to convert these text values into floating point num-
bers so we can manipulate them. We now perform a simple tax calculation
and return the value into the result variable. Before returning this value, we
must format it properly for display, which is done by the format function
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Exhibit 4. WML Weather Sample on a WAP Phone

Exhibit 5. WMLScript (calctax.wmls)

extern function calctax()

{

// declare variables
var amount, result, rate;

// retrieve variables from browser context
amount = WMLBrowser.getVar ("amount") ;
rate = WMLBrowser.getVar ("rate");

// validate variables

if (!Lang.isFloat (amount) || amount <= 0)

{
Dialogs.alert ("Amount must be a number and greater than zero!");
return invalid;

if (!Lang.isFloat(rate) || rate <= 0)

Dialogs.alert ("Rate must be a number and greater than zero!");
return invalid;

// convert variables to floating point numbers so we can multiply them
amount = Lang.parseFloat (amount) ;
rate = Lang.parseFloat (rate);

// calculate and format tax amount
result = amount * rate / 100;
result = String.format ("$%.2f", result);

WMLBrowser.setVar ("tax", result);
WMLBrowser.go ("taxcalculator.wml#answer") ;

from the String library. This function works just like the printf function in C.
Once the value is properly formatted, we set it in the browser’s context
using setVar. The last line returns control to the browser and navigates to
the “answer” card which displays the result. As you can see, WMLScript is
very similar to JavaScript except for a few idiosyncrasies specific to WML
browsers and phone devices.

Exhibit 6 contains the WML deck (taxcalculator.wml) that uses the
WMLScript file above. This is a standard WML deck. On entering the first
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Exhibit 6. WML Deck (taxcalculator.wml)

<?xml version="1.0"7?>
<!DOCTYPE wml PUBLIC "-//WAPFORUM//DTD WML 1.1//EN"
"http://www.wapforum.org/DTD/wml_1.1.xml">
<wml>
<card id="calc" title="Tax Calculator">
<onevent type="onenterforward">
<refresh>
<setvar name="amount" value=""/>
<setvar name="rate" value="8.0"/>
<setvar name="tax" value=""/>
</refresh>
</onevent>
<p>
<big>Tax Calculator</big>
</p>
<p>
<do type="accept" label="Calc">
<go href="calctax.wmls#calctax()"/>
</do>
$ (amount) ? (Dollar Amount)
<input type="text" name="amount" value="100" emptyok="false"
format="*N"/>
</p>
</card>

<card id="answer" title="Tax Calculator">
<do type="accept" label="new">
<go href="#calc">

<setvar name="amount" value=""/>
<setvar name="tax" value=""/>
</go>
</do>
<p>
<big>Tax Calculator</big>
</p>
<p>Total tax amount is: $(tax) </p>
</card>
</wml>

card, we use the <refresh> tag to initialize the three variables. The card
then prompts the user for a dollar amount using an <input> field. The <do>
tag sets up a “Calc” action button of type “accept” which will take the input
value and call the calctax function in the cacltax.wmls file. At this point con-
trol is passed to the script until it returns to the “answer” card. This card
simply displays the result and implements a “new” button that allows you
to reset the values and return to the first card.

HDML

HDML stands for Handheld Device Markup Language. HDML is a North
America-only standard that was developed by Phone.com. While HDML
was widely accepted by North American phone companies, it is being rap-
idly supplanted by WML. So our recommendation is that you must at least
support WML, even if you choose to support HDML; otherwise you will
needlessly cut the potential size of your market. One nice advantage of
HDML is that it is actually very close to HTML and includes some concepts
shared with WML (like card decks), making the transition very easy.
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Exhibit 7. Publishing to Multiple Classes of Mobile Devices

Because of the facts noted above, and the limited amount of space we
have for this text, we will not discuss HDML any further; we are confident
that you can utilize the knowledge you gained in the HTML and WML sec-
tions to get started with HDML.

USING XML AND XSL TO TARGET MULTIPLE DEVICES

One problem with the previous scenario is that you would need to create
a different ASP page for each class of devices you are targeting (sub-note-
book, handheld PCs, phones). A more flexible approach would be to
extract the data as XML, and use an XSL template to generate an HTML
and/or WML page for each type of device you target. Exhibit 7 describes
the process.

Explaining the intricacies of XML and XSL is beyond the scope of this
chapter, but here is a simple example that uses an XSL style sheet to trans-
form an XML document into a WML deck.

Exhibit 8 shows the source XML file, which would normally be generated
from a database. It consists of a simple list of user names.

This XSL style sheet first outputs the <wml> and <card> elements, and
the <do> action for the card, along with a table header. The <xsl:for-each
select = “User”> then loops through the XML file and outputs a table row
for each <User> element it. The WML output after transforming the XML
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Exhibit 8. Source XML File with Simple List of User Names

<?xml version="1.0"7?>
<UserList>
<User Name="Userl"/>
<User Name="User2"/>
</UserList>

XSL file used to transform the document into WML

<?xml version="1.0"?>
<xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform">
<xsl:output
method="xml"
indent="yes"
doctype-public="-//WAPFORUM//DTD WML 1.1//EN"
doctype-system="http://www.wapforum.org/DTD/wml_1.1.xml"/>
<xsl:template match="/UserList">
<wml>
<xsl:apply-templates/>
<card>
<do type="options" label="Back">
<prev/>
</do>
<p>
User List:<br/>
<table columns="1">
<tr>
<td><i>Name</i></td>
</tr>
<xsl:for-each select="User">
<tr>
<td><xsl:value-of select="@Name"/></td>
</tr>
</xsl:for-each>
</table>
</p>
</card>
</wml>
</xsl:template>
</xsl:stylesheet>

source document through this XSL style sheet looks like the one in
Exhibit 9.

Exhibit 10 shows what the WML page would look like as displayed by a
WAP phone emulator.

USING MICROSOFT’S MOBILE SDK FOR ASP.NET

As Iwrite this (April 2001), Microsoft is working on a new technology called
the .NET Mobile Web Software Development Kit (MW-SDK). This SDK
extends ASP.NET and the .NET Framework to enable you to easily build
mobile Web applications for cellular phones and Pocket PCs. The MW-SDK
includes the Mobile Web Forms runtime and a set of mobile server controls
that generate WML 1.1 and HTML 3.2. Consequently, you can create a single
mobile ASP.NET page that intelligently formats content for different types
of devices. The following devices are supported in the Beta 1 version, but
many more are promised for Beta 2:
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Exhibit9. WML Output after Transforming XML Source Document through XSL
Style Sheet

<?xml version="1.0"?>
<!DOCTYPE wml PUBLIC "-//WAPFORUM//DTD WML 1.1//EN"
"http://www.wapforum.org/DTD/wml_1.1.xml">
<wml>
<card id="users" title="User List">
<do type="options" label="Back">
<prev/>
</do>
<p>
User List:<br/>
<table columns="1">
<tr>
<td><i>Name</i></td>
</tr>
<tr>
<td>Userl</td>
</tr>
<tr>
<td>User2</td>
</tr>
</table>
</p>
</card>
</wml>

Exhibit 10. Simple WML Output from an XSL Transform

e Pocket PC with Microsoft Pocket Internet Explorer version 4.5

¢ Mitsubishi T250 phone

e Nokia 7110 phone

* Nokia WAP Toolkit 2.0 Beta simulator for the Nokia 7110

¢ Phone.com UP.SDK 3.2 for WML simulator with Ericsson R280LX skin
¢ Microsoft Internet Explorer 5.5

¢ Samsung Touchpoint phone

e Sony CMD-z5 phone

¢ Sprint Touchpoint phone

¢ Microsoft Mobile ExplorerT v 2.01 simulator

¢ Phone.com UP.SDK 4.0 simulator with the generic skin

e Phone.com UP.SDK 3.2 for WML simulator with Mitsubishi T250 skin
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The Mobile Web SDK does not use XSL to transform the pages. Instead,
it has an extensible control adapter-based rendering layer. Starting in Beta
2, developers will be able to write their own adapters to support devices
not supported out-of-the-box, or to modify the existing ones.

What Are the Pros and Cons?

The big advantage of the MW-SDK is that it allows you to write a single set
of ASP.NET pages and transparently support a large number of devices.
This could save you a tremendous amount of work. In addition, the MW-
SDK allows you to work with high-level controls like lists, tables, and even
a calendar.

However, as of Beta 1, the MW-SDK is not integrated into the Visual Stu-
dio .NET development environment. This means that you cannot create
pages in a visual development tool — you have to use a text editor like
Notepad. Microsoft promises that as of the release of Visual Studio .NET
Beta 2 and the MW-SDK Beta 2, the two will be fully integrated and new
releases will be synchronized.

A .NET Mobile Web SDK Example

The MW-SDK example shown in Exhibit 11, written in C#, demonstrates the
power and simplicity of this technology. It will display a simple pick-list of
cities from which you could retrieve weather reports. It uses an array of
objects to hold the city names and then it binds this array to the list con-
trol.

The first line imports the .NET class library for the Mobile UI controls,
while the second line declares a namespace prefix that refers to the Sys-
tem.Mobile.Ul namespace. This is done to save typing in the rest of the code.

Next we open a script block and declare that this script is to run on the
server side and uses the C# language. This script block consists mostly of
a class called WeatherCity. This class contains a public field, WeatherCity,
along with two properties, CityName and Report, and it is simply used to
hold the data in each element of the data array. Following that, you will find
two event handlers. The first is Page_Load, which creates the array and
binds it to the MenuList control every time this page is loaded. Each array
element is assigned a new instance of the WeatherCity class to hold the two
data fields. The second one is Menu_OnltemCommand, which runs every
time the user selects an item in the list and switches to the appropriate
weather report page.

The few lines following the script block show the real power of the MW-
SDK. These eight lines of XML create two forms. FirstForm displays the
pick list and attaches the Menu_OnltemCommand event to it. SecondForm
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Exhibit 11. MW-SDK Example

<%@ Page Inherits="System.Mobile.UI.MobilePage" Language="C#" %>
<%@ Register TagPrefix="Mobile" Namespace="System.Mobile.UI" %>

<script runat="server" language="c#">
private class WeatherCity

{
private String cityName, report;
public WeatherCity (String cityName, String report)
{
this.cityName = cityName;
this.report = report;

}
public String CityName

get
{

}

return this.cityName;

}
public String Report

get
{

}

return this.report;

}

protected void Page_Load(Object sender, EventArgs e)

{
if (!IsPostBack)

{

ArrayList array = new ArrayList();

array.Add (new WeatherCity ("Chicago", "Sunny, 52F"));
array.Add (new WeatherCity ("Los Angeles", "Sunny, 75F"));
array.Add (new WeatherCity ("New York", "Rainy, 58F"));
array.Add (new WeatherCity ("San Francisco", "Cloudy, 70F"));
array.Add (new WeatherCity ("Seattle", "Cloudy, 65F"));

MenuList.DataSource = array;
MenuList.DataBind () ;

}

protected void Menu_OnItemCommand (Object sender, ListCommandEventArgs e)

CityLabel.Text = "Weather for " + e.ListItem.Text;
WeatherLabel.Text = e.ListItem.Value;
ActiveForm = SecondForm;

}

</script>

<Mobile:Form id="FirstForm" runat="server">

<Mobile:Label runat="server" StyleReference="title">City
Menu</Mobile:Label>

<Mobile:List runat="server" id="MenuList"
OnItemCommand="Menu_OnItemCommand" DataTextField="CityName"
DataValueField="Report"/>
</Mobile:Form>

<Mobile:Form id="SecondForm" runat="server">
<Mobile:Label runat="server" id="CityLabel" StyleReference="title" />
<Mobile:Label runat="server" id="WeatherLabel" />

</Mobile:Form>
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Exhibit 12. MW-SDK List Control as Rendered on a Pocket PC

Exhibit 13. MW-SDK List Control as Rendered on a WAP Phone

simply displays a couple of text labels. That is all you need to do to display
these forms on all the mobile devices supported by the SDK.

The output from this ASPX file would look something like Exhibit 12 on
a Pocket PC and like Exhibit 13 on a WAP phone.

SUMMARY

Although we just skimmed the surface, we have covered a lot of wireless
ground. You should now have a good general understanding of what the
wireless Web is all about, and when it does or does not make sense to use
for your applications. You should also understand what technologies are
available for deploying data out to wireless devices, what each technol-
ogy’s strength and weaknesses are, and how they can be used.
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To carry on from here, we would strongly encourage you to go out and
try these technologies for yourself by building some simple prototypes.
There is nothing like getting your hands dirty when you want to learn new
technologies.

ABOUT THE AUTHOR
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Chapter 17
Putting Data in the
Palm of Your Hand

Alex Lee

The proliferation of mobile computing in everyday life has made words like
Palm and Blackberry commonplace among an increasingly tech-savvy pop-
ulation. No modern-day student would dare make a date without first
checking her PDA and many executives spend their morning commute
reading documents on their PocketPC.

Even as little as five years ago, the mobile computing landscape was
much different. U.S. Robotics, a company known mostly for modems, was
just introducing the original Palm Pilot devices. Critics were skeptical
whether the product would succeed, given its small monochrome screen,
awkward pen-stylus interface, proprietary operating system, and high cost
for what was essentially billed as a “pocket organizer.” But the skeptics
were quickly silenced as users embraced the novelty of a computer in the
palms of their hands.

Part of the challenge for the original Palm Pilot was providing users the
ability to access or exchange data with their existing systems. This was
achieved by allowing users to synchronize data with a local PC via a serial
connection. The synchronization metaphor, which was already widely
used in products like Lotus Notes, was remarkably successful, in part, due
to its simplicity and effectiveness. Despite the limitations, such as the need
to be physically connected to the PC and the potential for replication con-
flicts, most users were quite satisfied with the compromise of “syncing”
with their PC to ensure their data was up-to-date. The open architecture of
the Palm OS also allowed developers to create their own synchronization
conduits, making it possible to synchronize almost any type of data.

Naturally, the next step in the evolution of mobile computing will be
even broader data access capabilities, since it is difficult to have worth-
while mobile applications without some sort of real-time data access. As
such, armies of solution vendors are battling for mobile data supremacy.
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But, of course, there are many issues to consider. What devices to sup-
port? How fast? What kind of data source? How much data? How many
users? Perhaps more so than with other information technology (IT), the
success of implementing wireless data access is dependent on thoughtfully
planned objectives and well-defined expectations. This is, in part, due to
the inherent risks and high costs required for any sort of large-scale
deployment of wireless data and devices.

In order to manage objectives and expectations, it may be prudent to
begin by reviewing the advantages and disadvantages of wireless comput-
ing and the current infrastructure available to consumers. First, wireless
computing allows increased productivity and convenience for people who
normally cannot be constantly online through conventional means. For
most organizations, constant connectivity means staff can improve cus-
tomer service immensely. Also, with constant access, regardless of loca-
tion, a company and staff can interact which helps streamline the workflow
of data.

However, there are some limitations with the wireless approach. Current
wireless networks are relatively slow and unreliable. Most wireless appli-
cations feature moderately difficult-to-use interfaces. For developers,
numerous competing standards and platforms increase the complexities of
creating applications. As well, for those who host their own internal appli-
cations, wireless applications mean additional IT infrastructure and sup-
port costs.

In terms of handheld hardware, the options are diverse. Clearly, the
dominance of Palm devices (i.e., based on the Palm OS) makes them the
primary contenders. These mobile computers, based on the architecture
of the original Palm Pilot from U.S. Robotics (later to be purchased by
3COM and then spun off into its own company) can be found marketed
under various brand names, including Palm, Handspring Visor, IBM Work-
Pad, and Sony CLIE. Most models offer long battery life, and feature 2 to 8
MB of memory and a touch stylus for data input. With regard to wireless
connectivity, the Palm VII comes with a built-in wireless modem whereas
the Palm V has several add-on options. Their popularity has spawned a
wealth of development tools that make it relatively easy to develop custom
applications.

Their primary competitors, PocketPCs, also continue to gain popularity.
These devices, based on Microsoft’s Windows CE operating system, tend
to be more popular with business users who require compatibility with
their desktop environment. PocketPCs are praised for their high-resolution
color screens, Windows-like user interface, and PC compatibility. On the
downside, they are more expensive, prone to shorter battery life, and
applications tend to be more memory intensive. Development tools are
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readily available, since the platform is largely based on Windows. The most
popular PocketPC models are Compaq’s iPaq series and the HP Jornada.

Research In Motion’s (RIM) Blackberry devices are becoming more ubig-
uitous. These pager-like units have rapidly garnered popularity due to
their small size and real-time messaging capabilities. Using a miniature
QWERTY keyboard, users can access e-mail from practically anywhere. As
well, Blackberry devices are also equipped with standard Personal Infor-
mation Management (PIM) functions such as an address book, calendar,
and calculator. RIM provides a Blackberry SDK for developers.

In addition to the above, almost all personal communication system
(PCS) phone providers now offer some sort of mobile Internet access.
Essentially, this means riding a data stream along the digital signal nor-
mally used for PCS voice calls. A mini-browser is used on the phone to
access Internet sites.

It is important to remember that your choice of hardware is really lim-
ited to what is supported by your mobile service provider. For example,
Palm.Net is oriented primarily to Palm users. OmniSky offers support for
both Palm and PocketPC PDAs. Go.Web can support Palm devices and
Blackberry devices. AT&T and Sprint offer mobile Internet services
through their PCS phones. In some cases, it is even possible to mix and
match solutions. With the appropriate data cable, a Palm (or a laptop for
that matter) can be connected to a PCS cell phone and use the phone’s dig-
ital network as its Internet connection.

In terms of network bandwidth, the array of options is wide and growing.
Most current wireless access depends on the infrastructure provided by
existing second generation (2G) PCS networks. TDMA (Time Division Mul-
tiple Access), CDMA (Code Division Multiple Access), and GSM (Global Sys-
tem for Mobile) networks can provide data transfer rates varying between
9.6 and 19.2 Kbps, depending on a variety of factors. Some newer propri-
etary networks, like Metricom’s Ricochet, can provide rates up to 128
Kbps. Third-generation (3G) PCS networks, which will start to be seen over
the next five years, are promising data transfer rates up to 2 Mbps. While
rates seem meager when compared to desktop standards, one should not
be overly concerned with the current lack of bandwidth. Remember that
most wireless applications are meant for convenience rather than stunning
graphics or blazing speed. In the majority of cases, users must be willing to
forgo the “bells and whistles” for the benefit of information, literally, at
their fingertips.

Even in the current wireless infancy, the architecture of your wireless
data access can vary greatly depending on your requirements and your
current infrastructure. For those with existing Web-based applications, cre-
ating a WAP (Wireless Application Protocol) version of your site would
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likely make a lot of sense. Essentially, this means creating an interface to
your existing back-end using one of the many wireless standards, such as
HDML (Handheld Device Markup Language) or WML (Wireless Markup
Language). By doing this, the content of the site is stripped to its essentials
(usually text and simple graphics), which make it reasonable to transmit
over smaller bandwidths. Mobile clients can access the site using a WAP
browser which is available for almost all mobile platforms. If you have been
clever enough to implement your site using XML (Extensible Markup Lan-
guage; recall what was mentioned earlier about thoughtfully planned objec-
tives), then the WAP approach makes even more sense, since the idea behind
XML is the ability to provide different facades to a single source of content.

WAP applications require a mobile application server to manage the
communication between the wireless device and back-end data source
(see Exhibit 1). The mobile application server also transcodes the output
from the application or data source into the proper format for your partic-
ular wireless device. While many developers will host their own applica-
tion server on their premises, others may opt for the convenience of a
Wireless Application Service Provider (WASP). Using a WASP reduces some
of the initial costs while also avoiding some of the trouble of setting up the
mobile application server.

Keep in mind that if your existing application is Web-based it is not abso-
lutely necessary to create a WAP version of the site. For example, using a
PocketPC equipped with Pocket Internet Explorer, it is possible to access
an existing Web site, as is. However, screen limitations and relatively slow
connection speeds usually do not make this a viable option. Also, this lim-
its the solution to those mobile devices that can access standard Web sites
(mostly PocketPCs and Palms).

Another way to WAP-enable your Web-based applications is to use one
of the many emerging tools designed to adapt existing Web sites and appli-
cations for mobile platforms. One such tool is Aether Systems’ ScoutWeb
which offers a simple approach for interfacing existing Web sites to mobile
devices. ScoutWeb allows developers to define rules for converting HTML
via a simple Web-based interface and by using text files. ScoutWeb’s appli-
cation server runs alongside a company’s existing Web or application serv-
ers and translates HTML content into wireless content on the fly. It can be
hosted in-house or by Aether as the WASP. ScoutWeb can support approx-
imately 30 different devices and developers can customize various settings
for specific devices and/or Web pages.

2Roam uses a slightly different approach. Its Nomad publisher allows
the developer to define elements of the Web content for mobile devices. Its
Catalyst application server then publishes the content as defined by
Nomad for the particular device making the request. The major advantage
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Exhibit 1. Wireless Application Model

of this method is that it minimizes the effort required to add additional
device support. In addition to this, 2Roam offers several special features
including support for secure transactions, SMS messaging (Short Message
Service), alerts, and JavaScript, even for devices that do not support it.
JavaScript support can be a significant issue, since many sites use it for
user interaction and validation. Like Aether, 2Roam can host the wireless
application or companies can install their own server in-house.

If your data does not have the benefit of a Web-based interface, then an
explicit database tool is a better solution. The options for wireless data-
base access are increasing every day. For the most part, it is possible to
have wireless access to any major database. Currently, some of the more
popular tools include Sybase SQL iAnywhere, IBM DB2 Everyplace, and
Oracle’s 9i Application Server Wireless Edition. Microsoft has also contrib-
uted to the field by recently introducing its Mobile Information Server and
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SQL Server Lite products. Most of these products support several different
handheld platforms and offer both the database component and applica-
tion server. Hence, the entire wireless database solution can come from a
single vendor.

One of the distinguishing features of these database solutions is the min-
imal size of the memory footprint required. For example, SQL iAnywhere is
particularly popular because of its ability to produce databases as small as
50K. Similarly, IBM’s DB2 Everyplace only requires 150K. On the contrary,
Microsoft SQL Server CE (designed for Windows CE) has a 1-MB memory foot-
print, illustrating the additional overhead required by PocketPC applications.

For application development, many might prefer to do it the old-fash-
ioned way and code their own solutions from scratch. Even here, the
options are remarkably varied. Microsoft’s eMbedded Visual Tools 3.0
offers C++ and Visual Basic developers an opportunity to exploit the Win-
dows CE operating system (used on PocketPCs). Metrowerk’s popular
CodeWarrior tool provides a full-featured C++ development environment
for the Palm OS (and other embedded systems). Other tools support many
different languages, including Perl/CGl, Java, and Active Server Pages
(ASP). In the end, the current options available for developers provide lim-
itless options, although it is obvious that some tools offer several advan-
tages over others. As such, it is important to choose a tool that addresses
your specific requirements.

If you are interested in trying wireless data access, there are several
easy ways to get started. First, and most obvious, a wireless device is
required. If one is unavailable, there are several good emulators/simulators
available which can be used by developers. For example, Openwave, which
promotes the UP.Browser used in most WAP-enabled devices (like PCS
phones), provides the UP.Simulator as part of its UP.SDK (Software Devel-
oper Kit). The UP.Simulator provides emulation of the UP.Browser on the
Windows desktop platform to test WML and HDML sites. It can even emu-
late the look of many PCS phones, through the use of skins. This makes it
simple for developers to see how their applications will run across several
different devices. Palm also provides the Palm Operating System Emulator
(POSE) which can run on several different operating systems (Windows,
Mac OS, and Unix). It, too, has different skins to emulate the various Palm
devices.

As far as development tools are concerned, one can download trial ver-
sions of most of the tools mentioned above from the respective vendors.
Sybase offers most of its products for evaluation at www.sybase.com. Ora-
cle and IBM are similarly generous. Using these evaluation tools, it is pos-
sible to get a very good idea of what it is like to develop data applications
for wireless platforms.
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It is also suggested that developers visit some existing wireless sites or
experiment with existing wireless applications. You can find a portal to
WAP sites at www.wap.com. After viewing a few sites, one quickly under-
stands the user interface (Ul) challenges for wireless applications, which
can possibly mean the success or failure of an application. Limited screen
real estate and data input capabilities make sophisticated interfaces unre-
alistic. Some wireless applications resemble something more akin to circa
1985 DOS programs. As more applications emerge, standardization should
help developers in creating usable and consistent interfaces.

In fact, standardization will really be the key consideration in the ulti-
mate acceptance of wireless applications. As such, it is prudent for devel-
opers to research any standards or guidelines promoted for the target plat-
form. For example, Openwave provides usability guidelines for WAP
applications. Similar guidelines can be found for other systems and proto-
cols. By embracing standards, usability and consistency increase among
all applications and benefit everyone.

One such standard, which currently is garnering a lot of recent discus-
sion, is Bluetooth, the name given to a new protocol using short-range
radio links. Bluetooth was designed to replace physical cables for all
devices (portable and/or fixed). Compared to current standards, Bluetooth
features robustness, simplicity, minimal power requirements, and low
cost. The technology can potentially offer wireless access to LANs (Local
Area Networks), PSTN (Public Switched Telephone Networks), the mobile
phone network, and the Internet for home appliances and mobile handheld
devices. In essence, Bluetooth, in a wireless sense, tries to be all things to
all people.

However, recent developments have raised issues with Bluetooth, bring-
ing into question its ultimate acceptance. After the initial hype more than
a year ago, products which implement the technology have been scarce
and relatively expensive. Other issues, such as disagreement over protocol
specifications and concern regarding interference, also have hampered
Bluetooth development efforts. Microsoft’s recent decision to exclude
native support for Bluetooth in its new Windows XP operating system may
also reflect a growing lack of support from industry leaders. Thus, it will
most likely be a few years until it is known if Bluetooth really delivers on its
promise.

Clearly, this discussion only scratches the surface of mobile data
access. There are numerous issues and emerging technology that are likely
to change the mobile computing landscape significantly over the next five
years. Hopefully, wireless technology will continue to mature and compet-
ing protocols will converge eventually into industry standards. The current
wireless environment requires everyone (consumers and developers alike)
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to sort through the array of hardware and network options. Ultimately, the
success and value of wireless data access depend on how quickly organi-
zations can implement a productive system from the current myriad termi-
nology.
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Chapter 18
Programming
Wireless
Applications

Gilbert Held

Over the past few years, the global use of the Internet has risen at an
exponential rate. Today, there are millions of servers providing billions of
Web pages that are used to support electronic commerce, research, mar-
keting, and other activities of organizations, as well as individual users.
Accompanying the growth in the use of the Internet is a substantial
increase in the use of wireless communications. Over the past few years,
the population of cell phone subscribers has also grown exponentially.

Until recently, the use of cell phones to access data on the Internet was
based on proprietary technology that had limited appeal for developers.
During 1999, the Wireless Application Protocol (WAP) specification was
announced. This protocol provides a standardized method for accessing
and retrieving Web pages via cellular telephone. WAP includes several
components, one of which is referred to as Wireless Markup Language
(WML). WML can be viewed as an equivalent but not identical version of
the Hypertext Markup Language (HTML) used to construct conventional
Web pages that are viewed when surfing the Internet with a desktop or
laptop computer.

Due to the limited display area on a cell phone, it would not be feasible
to attempt to display conventional Web pages created via the use of HTTP.
Recognizing the limitation associated with the cell phone display resulted
in the development of the WML specification. This specification is
designed to facilitate the display of Web pages, now referred to as cards.
In this chapter, attention focuses on wireless application development in
the form of obtaining a brief overview of the operation of the WML spec-
ification. A discussion and description of WML are used, creating an exam-
ple of the specification. This chapter concludes with an examination of two
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methods that can be considered to provide a Web site capable of support-
ing both wireless and non-wireless surfers.

WML OVERVIEW

Wireless Markup Language (WML) represents the language used for cre-
ating WAP documents. Assuming one has a degree of familiarity with the
screen display capability of a conventional monitor, an LCD active matrix
display built into most modern notebook computers, and the miniature
LCD display contained in wireless phones, it is obvious that the amount
of space available for displaying Web pages on a wireless phone is minimal
in comparison to the other displays. Another significant difference
between desktop and notebook computers and cell phones is the memory
available for storage in each device. While computer memory is normally
referenced in terms of megabytes of storage, more often than not one
never even considers the amount of storage capability of a cellular phone.
If one did, then one would note that most cellular phones at the maximum
have available storage in terms of a few kilobytes of memory. This repre-
sents a small fraction of the amount of memory available with most laptop,
notebook, and desktop computers.

The reduction in both display size and available memory means that
the WAP protocol at best will turn a mobile telephone into a miniature
Internet browser. Due to display and memory constraints associated with
wireless phones, WML does not support graphics in the conventional
sense. That is, one cannot add a .gif or .jpeg image to a page, and have
that image displayed on a subscriber’s cell phone. There is simply not
enough memory in the current generation of cell phones to store such
images.

In addition, the display capability of cell phones is currently based on
the generation of pixels to produce text characters. This is another reason
why it might be years, if ever, before one is able to view a streamlined
version of a page filled with graphics such as one usually expects when
surfing the Internet.

On the positive side, the elimination of graphics considerably facilitates
the flow of data. For those who do not have a WAP-enabled cellular phone
and are from Missouri, the “Show Me State,” the difference in transmission
time for a page with graphics removed is easily noted. To do this, first
point the Web browser to any popular Web site, such as Amazon.com,
Ford.com, or even Opm.gov. Time the period required to download the
Web page until the activity light stops or the term “Done” appears at the
bottom of the screen. Once this is accomplished, go to the browser’s
preference menu and select the appropriate entry to disable graphics.
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Next, click on the page reload option and watch the display literally fly,
since no graphics are involved in the download.

Thus, while WML will not provide the interesting graphics many admire
or detest, the lack of transmission-intensive graphics support within WML
is not necessarily bad. Because a general appreciation for WML has been
established, attention can focus on some specifics of WML, including an
examination of the use of some statements to create a WML document.

WML LANGUAGE

WML, like most languages, has its own set of terms and abbreviations used
to facilitate a description of the language. Under WML, a document is
referred to as a deck. A deck consists of one or more cards that can be linked
to one another or to another deck in the same manner that one Web page
can be linked to another location in the same page or to another Web page.

The rationale for the use of the terms “card” and “deck” is based on
the fact that, unlike a conventional display, WAP-compatible devices can
only display one card at a time. Although it may never have been tried, if
one shrinks the size of the browser on a laptop, notebook, or desktop,
and re-executes the browser icon, again one obtains the ability to view
two Web pages simultaneously. While this author periodically has enough
problems designing and viewing a single Web page at one time, the mem-
ory, display capability, and processing power of modern computers allow
multiple pages in the form of multiple windows to be simultaneously
displayed. The smaller screen display, small amount of memory, and rel-
atively low processing capability of WAP-compatible devices preclude this
capability from being considered for a WAP-compatible device.

A small deck consisting of related cards can be downloaded into a WAP-
compatible device when a user requests a card in a deck. The user may
then navigate among the various cards in a deck without requesting a new
document from the WAP server. This minimizes required transmission
from a mobile user whose data transmission rate is normally a small
fraction of the transmission rate obtainable when conventional modems
are used to connect to the Internet.

DOCUMENT CREATION

WML represents a variation of Extensible Markup Language (XML) which,
while similar to HTML, is more stringent in its requirements concerning
the use of closing tags and the use of quotes around attribute values. As
a refresher, XML supports the tagging of information in a document that
describes what the content represents, as well as identifies information
contextually. In comparison, HTML, which is used for conventional Web
page development, can only describe how to display content, but not what
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the content represents. While this difference may appear trivial, in actu-
ality there is a considerable difference between the two. Under XML, the
identification of information contextually permits queries to retrieve only
relevant files, and makes online searches more efficient. In addition,
because each piece of content is tagged, it becomes possible for a delivery
system to pick out information from a database, and then repackage the
information to dynamically construct multiple pages.

Recognizing the fact that the WAP devices have limited amounts of read-
only memory (ROM) and random access memory (RAM), WML also
requires a more pronounced data structure than HTML. The beginning of
every WML document contains two lines of coding that identify the doc-
ument as an XML document; and note that the document adheres to the
WML standard. The following lines illustrate the code one should find at
the beginning of a WML document:

<?xml version ‘1.0’?>
<IDOCTYPE wml PUBLIC “-//WAPFORUM// DTD WML 1.1/EN”
“http://www.wapforum.org./DTD/wml_1.1.xml">

Note that the first line simply states that XML version 1.0 is being followed.
The second line, which because of space constraints is continued as a
third line, defines the document as a WML document and references the
Web site of the WAP forum.

As previously mentioned, each WML document is called a deck, and a
deck consists of one or more cards. The code in Exhibit 1 provides a simple
example of a two-card WML deck. For simplicity, the two lines that are
normally included at the beginning of every WML document are omitted
from the listing shown in Exhibit 1.

If familiar with HTML, one will probably be familiar with the general
code shown in Exhibit 1 without knowing WML code. For example, <wml>
and </wml> represent the beginning and ending tags that define the WML
document. Similarly, if one has knowledge of HTML, one would note that
<p> and </p> tag pairs define a paragraph, and their use is carried over
to WML. Some other elements within Exhibit 1 require a bit of elaboration.
For example, the “id” element is required to provide the ability for the
operator of a miniature browser system to navigate through various cards
that make up a WML deck. The “do” element defines a menu of options
that, in most cases, represent navigational tasks.

If it is assumed that a mobile cellular subscriber’s signal can be trian-
gulated, then whenever that subscriber turns on the phone, his or her
location can be determined. This makes it possible for a new class of
Internet applications to be developed, one of which is explained next.
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<wml>
<card id = “card 1” title = “Gotta Get Gas”>
<p>
<do type = “accept’ label = “go to card 2">
<go href = “#card2”/>

</do>
Exxon 2 miles on RT.
</p>
</card>
<card id = “card2” title = “Gotta Get Gas”>
<p>
Shell 3 miles on RT.
</p>
</card>

</wml>

Exhibit 1. WML Two-Card Deck Coding Example

-- Gotta Get Gas --

Exxon 2 miles on RT.

Exhibit 2. The Display of the First Card Listed in Exhibit 1

Although probably not realized, the WML listing shown in Exhibit 1 could
represent a portion of a dynamic gas location service for the mobile
traveler. If a traveler is running out of gas, he or she could dial a special
mobile number that would result in the vehicle’s position being noted.
This information is relayed to a WAP server, which results in the retrieval
and transmission of an applicable WML document based on the position
of the subscriber.

Exhibit 2 illustrates the display of the first card from the WML example
shown in Exhibit 1. Note that the title element in the listing results in the
display of the title information contained in quotes across the top hori-
zontal position of a wireless display, with underscore bars used to block
each edge of the title to the corner of the display.

In examining the resulting display shown in Exhibit 2, note that “right”
is purposely abbreviated as “RT.” Currently, the display capability of WAP-
compatible cellular phones varies due to incorporation of WAP into some
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-- Options --
Press > Next Station
Press < Prior Station

Press * Main Menu

Exhibit 3. Potential Options Display

older phones via a ROM upgrade. This action means that any WAP devel-
oper must carefully consider the minimum amount of cellular display
capability available on different displays, and, when necessary, use abbre-
viations to ensure that information applicable to a card will fit on each
type of display that could be used to access a WML document.

Concentrating once again on the WML example in Exhibit 1, for simplic-
ity’s sake, navigation statements in the listing were excluded. In an actual
document, one would include one or more “go” elements that provide the
mechanism to “flip” from one card to another. In addition, one would use
applicable WML elements to input data from the subscriber’s keypad, and
display different options.

Because many WAP-compatible cellular phones will not include a full
alphanumeric keypad, one cannot realistically expect users to enter mul-
tiple keystrokes to define letters, especially in a mobile environment. This
means that many WML applications will be developed to allow a phone
operator simply to press a numeric key, or perhaps even one or more of
the four cursor keys popular on many cell phones, in order to respond to
prompts. This cellular-browser interaction recognizes that for most Web
surfing applications that occur via a cell phone, the subscriber will have a
limited response menu available for use. Thus, simply flipping from one card
to another through a deck, a poor design practice in a conventional Web
application, would represent a suitable design for the cellular environment.

Exhibit 3 illustrates a potential display which informs the subscriber of
some options available from the gas station example.

Note that the options display would more than likely be shown at the
bottom of a card instead of as a separate card as shown in Exhibit 3.

Although the sample code previously listed in Exhibit 1 was for a two-
card deck, assume for a moment that one has three cards, with the second
providing navigation options back to the first, or forward to the next gas
station. Then, if the subscriber pressed the greater than (>) symbol on his
or her phone, the resulting display would appear as shown in Exhibit 4.
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-- Gotta Get Gas --

Shell 3 miles on RT.

Exhibit 4. Scrolling through the Deck to the Next Card

Having discussed the general characteristics of WML and the con-
straints of cell phones associated with their use for Web browsing, the
conclusion to this chapter focuses attention on the creation of WML servers.

WML SERVERS

There are basically two methods to consider in development of WML
servers. Here, the term “WML server” references a WML document on a
server and not necessarily a separate Web server dedicated for WML.
Therefore, when discussing the creation of a WML server, one actually
references the creation of WML documents on a server. With this in mind,
there are two methods to consider for making WML documents: directly
or via emulation. The creation of a WML document directly means the
person uses one or more Web development tools tailored for WML docu-
ment creation in the same manner that one makes an HTML document.
The second method, which involves the use of an emulator, would be
applicable if the organization already had a considerable number of Web
pages and there was a desire to convert these pages to EML as easily as
possible. In this situation, a WML emulator would retrieve HTML pages
and, as best as possible, convert each page into a WML document con-
sisting of one or more cards in a deck.

RECOMMENDED COURSE OF ACTION

Currently, WML emulators are in their infancy, because WAP is still in its
developmental state. Thus, there is currently no sound foundation for
selecting WML development or the use of an emulator. Perhaps the best
course of action at the present time is for organizations to literally get
their feet wet by creating prototype WML applications. Doing so will allow
personnel to become familiarized with the technology, as well as under-
stand the length of time necessary for the development of new applica-
tions. This information can be used to determine if the use of a WML
emulator is both cost- and time-justified.
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Chapter 19

Wireless
Communications
Data Center: Part I

John R. Vacca

Wireless technologies and systems are fairly new to the data center and
are still emerging on the scene. Currently, wireless data center technolo-
gies are comprised of infrared, UHF radio, spread spectrum, and micro-
wave radio. These technologies can range from frequencies in the MHz
(United States), GHz (Europe), to infrared frequencies. The personal com-
munication network (PCN) can either use code-division multiple access
(CDMA) or time-division multiple access (TDMA).! There is a considerable
controversy among experts in the field regarding the relative merits of
spread spectrum (CDMA)? and narrow-band (TDMA) for private communi-
cation network (PCN). The preferred technique may actually vary with the
specific PCN application scenario, and will be addressed later in the chapter.

As the deployment of wireless LANs grows in the data center, there is
also a need for higher data rates. As a result, spectrum has been allocated
for high- performance LANs (HIPERLAN) and SUPERNET activities at 5GHz,
supporting connectivity of 20 to 25 Mbps. Moving to even higher frequen-
cies (40 and 60 GHz) with connectivity of 100Mbps is the subject of current
research, although these higher frequencies are more suited to fixed links
applications.

Because of the wide range of services supported by Asynchronous
Transfer Mode (ATM)? networks, ATM technology is expected to become
the dominant networking technology for both public infrastructure net-
works and LANs. ATM infrastructure can support all types of data center
services, from time-sensitive voice communications and multimedia con-
ferencing to bursty transaction processing and LAN traffic. Extending the
ATM infrastructure with wireless access meets the needs of data center users
and customers who want a unified end-to-end networking infrastructure with
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high performance and consistent service. Wireless ATM adds the advan-
tages of mobility to the already great service advantages of ATM networks.

WIRELESS ATM: TECHNOLOGY AND APPLICATIONS

ATM has been advocated as an important technology for the wide area
interconnection of heterogeneous networks in the data center. In ATM
networks, the data is divided into small, fixed-length units called cells. The
cell is 53 bytes. Each cell contains a five-byte header. This header contains
identification, control priority, and routing information. The other 48 bytes
are the actual data. ATM does not provide any error-detection operations
on the user payload, inside the cell, nor does it offer any retransmission
services.

ATM switches support two kinds of interfaces: User Network Interface
(UNI) and Network Node Interface (NNI). UNI connects ATM end systems
(hosts, routers, etc.) to an ATM switch, while an NNI can be imprecisely
defined as an interface connection between two ATM switches. The Inter-
national Telecommunication Union Telecommunication (ITU-T)* recom-
mendation requires that an ATM connection be identified with connection
identifiers that are assigned for each user connection in the ATM network.

At the UNI, the connection is identified by two values in the cell header:
Virtual Path Identifier (VPI) and Virtual Channel Identifier (VCI). Both VPI
and VCI can combine together to form a virtual circuit identifier. Exhibit 1
shows the UNI and NNI interface to a wireless ATM network.

In any event, there are two fundamental types of ATM connections:
Permanent Virtual Connections (PVCs); and, Switched Virtual Connections
(SVCs). First, a PVC is a connection set up by some external mechanism,
typically network management. In this setup, switches between a source
and destination ATM are programmed with the appropriate VPI/VCl values.
PVCs always require some manual configuration. On the other hand, an
SVC is a connection that is set up automatically through a signaling pro-
tocol. SVCs do not require the manual interaction needed to set up PVCs
and, as such, are likely to be much more widely used. All higher layer
protocols operating over ATM primarily use SVCs.

Reasons for Wireless ATM

From the beginning, the concept of ATM is for end-to-end communications
(in a WAN environment). The communication protocol will be the same
(ATM), and enterprises will no longer have to buy extra equipment (like
routers or gateways) to interconnect their networks. Also, ATM is consid-
ered to reduce the complexity of the data center network and improve
the flexibility while providing end-to-end consideration of traffic perfor-
mance. That is why researchers have been pushing for an ATM cell-relay
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Exhibit 1. Wireless ATM Reference Architecture

paradigm to be adopted as the basis for next-generation wireless transport
architectures for the data center.

There are several factors that tend to favor the use of ATM cell transport
for a personal communication network. These are:

¢ Flexible bandwidth allocation and service type selection for a range
of applications

¢ Efficient multiplexing of traffic from bursty data/multimedia sources

¢ End-to-end provisioning of broadband services over wireless and
wired networks

¢ Suitability of available ATM switching equipment for inter-cell switching

¢ Improved service reliability with packet switching techniques

¢ Fase of interfacing with wired B-ISDN systems that will form the tele-
communications backbone

In general, interworking can be seen as a solution to achieve wireless
access to any popular backbone network, but the consequence, in this case,
is a loss of the ATM quality-of-service characteristics and original bearer
connections. The more interworking there is in a network, the less harmo-
nized the services provided will be. Therefore, it is important to be able to
offer appropriate wireless extension to the ATM network infrastructure.

One of the fundamental ideas of ATM is to provide bandwidth on
demand. Bandwidth has traditionally been an expensive and scarce
resource. This has affected application development and even user expec-
tations. So far, application development has been constrained because
data transmission pipes cannot support various quality-of-service param-
eters, and the maximum data transmission bandwidth that the applica-
tions have to interface with is relatively small. Finally, ATM has removed
these constraints. Bandwidth has become truly cheap and there is good
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support for various traffic classes. A new way of thinking may evolve in
application development.

The progress toward ATM transport in fixed networks has already
started, and the market push is strong. It is expected that new applications
will evolve that fully exploit all the capabilities of ATM transport technol-
ogy. Users will become accostomed to this new service level and require
that the same applications be able to run over wireless links. To make this
possible, wireless access interface must be developed to support ATM
quality-of-service parameters.

The benefits of wireless ATM access technology in the data center
should be observed by a user as improved service and improved acces-
sibility. By preserving the essential characteristics of ATM transmission,
wireless ATM offers the promise of improved performance and quality-of-
service, not attainable by other wireless communications systems like
cellular systems, cordless networks, or wireless LANs. In addition, wireless
ATM access provides location independence that removes a major limiting
factor in the use of computers and powerful telecom equipment over wired
networks. Exhibit 2 shows a typical ATM network.

Wireless ATM Architecture

The architecture proposed for wireless ATM communications for the data
center is composed of a large number of small transmission cells called
pico-cells. Each pico-cell is served by a base station. All the base stations
in the network are connected via the wired ATM network. The use of ATM
switching for intercell traffic also avoids the crucial problem of developing
a new backbone network with sufficient throughput to support intercom-
munication among large number of small cells. To avoid hard boundaries
between pico-cells, the base stations can operate on the same frequency.

Reducing the size of the pico-cells has major advantages in mitigating
some of the major problems associated with in-building wireless LANs for
the data center. The main difficulties encountered include delay due to
multi-path effects and the lack of a line-of-sight path resulting in high
attenuation. Pico-cells also have some drawbacks as compared to larger
cells. There are a small number of mobiles, on average, within range of
any base station; thus, base-station cost and connectivity are critical. As
cell size is reduced, the hand-over rate increases. By using the same
frequency, no hand-over will be required at the physical layer. The small
cell sizes also provides the flexibility of re-using the same frequency, thus
avoiding the problem of running out of bandwidth.

Mobile units in the cell communicate only with the base station serving
that particular cell, and not with other mobile units. The basic role of the
base station is to interconnect between the LAN (or WAN) and the wireless
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Mobile Unit

Base Station Base Station Base Station
1 2 3

ATM Switching System

Exhibit 3. Normal ATM-to-Base Station Connection

subnets, and also to transfer packets and convert them to the wired ATM
network from the mobile units.

In traditional mobile networks, transmission cells are colored using
frequency division multiplexing or code division multiplexing to prevent
interference between cells. Coloring is wasteful of bandwidth because, in
order for it to be successful, there must be areas between re-use that are
idle. These inactive areas could potentially be used for transmission.
Exhibit 3 shows a typical ATM-to-base station connection.

STANDARDS

Wireless ATM research has been active for some time. There are many
articles and books written on wireless ATM, and there are even announced
wireless ATM prototypes, such as RATM (Radio ATM) by the Olivetti
Research laboratory. Yet, the most important type of activity has been
missing from wireless ATM scene. For enterprises with data center enterprise
interests, the main objective is often to implement only equipment/systems
conforming to standards. Thus, wireless ATM communications for the data
center subject has been brought to two different standardization forums:
namely, the European Telecommunications Standards Institute Society for
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Technical Communications Remote Execution Service 10 (ETSI STC RES10)
and the ATM Forum.

Currently, there are three standards bodies that have defined the phys-
ical layer in support of ATM: the American National Standards Institute
(ANSD), the International Telecommunication Union’s Telecommunications
(ITU-T), and the ATM Forum. None of these bodies have considered the
wireless ATM interface. The ETSI RES10 Subtechnical Committee is the
first standardization body to start working on wireless multimedia, ATM
compatibility, and standardization. The RES10 Committee has already
engaged with the HIPERLAN (High Performance Radio Local Area Network)
standardization, and the wireless ATM group is working on this subject.
Initial work has concentrated on possible usage scenarios and specific
requirements. Also, the search for available spectrum in the 5.2-GHz range
for wireless ATM systems is crucial and therefore was one of the first tasks
of the RES10.

The ATM Forum is not an official standards body, but it plays a signif-
icant role in the standardization arena because of its strong industrial
participation and support. Wireless ATM activity has now been officially
approved by the ATM Forum.

One wireless ATM activity solution that was approved divided the stan-
dardization of wireless ATM between the ATM Forum and RES10. Never-
theless, it would probably be wise to let the ATM Forum concentrate on
the fixed network side and RES10 on the wireless interface. The main focus
of the ATM Forum should be on the fact that the ATM physical layer is
not necessarily always a reliable medium and that terminals may be
mobile. Both of these facts are due to the fact that ATM/Broadband Inte-
grated Services Digital Network (B-ISDN) connections may be stretched
over the wireless links in the future and should be independent of the
specific wireless interface.

Now, let us take a look at some ongoing projects in the area of wireless
communications for the data center.
CURRENT PROJECTS

The following are some of the ongoing projects in the area of wireless ATM
communications for the data center:

e Wireless ATM Network Demonstrator
e ATM Wireless Access Communication System
¢ International joint ventures

Wireless ATM Network Demonstrator

The objectives of this project are:
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¢ To specify a wireless, customer premises access system for ATM
data center networks that maintains the service characteristics and
benefits of the ATM networks to the mobile user

e To promote the standardization of wireless ATM access for the data
center

¢ To demonstrate and carry out user trials and test the feasibility of a
radio-based ATM access system

For example, the Magic WAND project (Wireless ATM Network Demon-
strator) covers the whole range of functionality from basic (wireless) data
transmission to shared multimedia applications in Europe. The primary
goal of the project is to demonstrate that wireless access to ATM (capable
of providing real multimedia services to mobile users) is technically fea-
sible. The project partners have chosen to use the 5-GHz frequency band
for the demonstrator and to perform studies on higher bit rate operation
>50 Mbps in the 17-GHz frequency band.

The aim of user trials is to verify a wireless access system for ATM data
center networks that maintains the service characteristics and benefits of
ATM networks in the 5-GHz range allocated to wireless high-speed data
transmission. The feasibility of a radio-based ATM access system has also
been demonstrated by user trials with selected end-user groups in hospital
(medical consultation) and office environments.

The medical consultation trial shows an advanced scenario, fully
exploiting the wireless ATM service capabilities in the hospital environ-
ment. The Joint Video Telecommunication Operating System (JVTOS) is
being used with an X-ray viewing application, using both native audio and
video services over ATM. In this scenario, doctors are equipped with a
mobile terminal while visiting patients. With the help of a wireless ATM
connection, doctors are able to retrieve patient information from the net-
work, consult expert doctors, and share documents. The setup is shown
in Exhibit 4.

Wireless ATM extends all the benefits of the ATM and therefore also the
ATM signaling and virtual channels/paths into the mobile terminal, raising
important issues that must be solved both in the wireless access interface
and in the supporting customer premises ATM network. In the air interface,
the wireless ATM transmission is subject to the problems associated with
the radio medium and, therefore, special radio design measures are
required in order to offer users an adequate level of service. These meas-
ures constitute some of the major technical challenges of this project.

The main result of the project is a Wireless ATM Access Network Demon-
stration system that serves as a proof-of-concept for the developed technol-
ogy and helps the wireless ATM standardization work. The current achieve-
ments of the project include the complete functional system specification
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on the demonstrator, which has been specified with the Specification and
Description Language (SDL) and verified with the simulation model. In
addition, the project has defined the exact demo platform setup and there-
fore enabled the basis for the implementation work that has been started
on all parts of the system.

Besides demonstrator work, the project has been active in its liaison
and standardization activities. The stochastical radio channel model for
channel simulations was developed and verified by measurements on 5-
and 17-GHz frequency bands. The model has been given as an input (for
signal level 1 (SIG1) work). Furthermore, the project has been active in
the standardization arena by contributing and harmonizing the work
between the ATM Forum and ETSI RES10.

The Magic WAND project has continued the work of gaining knowledge
on the wireless ATM radio design and its medium access control functions,
as well as wireless ATM-specific control and signaling functions. These
results have been and will continue to be contributed to ETSI and the ATM
Forum in order to influence all of the relevant standards for wireless ATM
systems.

ATM Wireless Access Communication System

The objectives or goals of the ATM Wireless Access Communication Sys-
tem (AWACS) project are the development of a system concept and testbed
demonstration of public access to B-ISDN services. The system offers low-
mobility terminals operating in the 19-GHz band with support of user bit
rates up to 34 Mbps and radio transmission ranges of up to 100 m. The
demonstrator of ATM Wireless Access (AWA) pre-prototype equipment
provides immediate propagation data, basic encoding rules (BERs),> and
ATM performance at 19 GHz. Based on this information, enhancement
techniques for AWACS support cellular, as well as spectrum and power-
efficient radio access technologies associated with HIPERLAN type 4
specifications.

Furthermore, the AWACS technical approach is centered around a test-
bed and associated trial campaign program. Trials are conducted using
the existing ATM wireless access platform made available to the project
by one of its partners. Associated program work is directed at enhancing
this current state-of-art system toward the final target features of the
emerging ATM wireless specifications; in particular, HIPERLAN type 4 is
currently being defined by ETSI-RES10. These enhancements to the exist-
ing demonstrator are considered in the following areas:

e Application of source/channel coding and intelligent antennas
e Optimization of link layer protocols to match ATM bearer types

234



Wireless Communications Data Center: Part I

¢ Feasibility of 40-GHz radio frequency (RF)® technology for ATM wire-
less LAN applications

¢ Mobility management techniques, together with the impact on the
radio bearer appropriate for high bit-rate communications

The AWACS field trial covers the concept of virtual office trials. This
includes three potential cases, depending on the technical capabilities of
the demonstrator:

1. Wireless multimedia communication link between an engineer at
the production site and an expert at the office

2. Video communication in meetings between physically separated
sites

3. Visual, wireless network access to virtual office facilities at the
location of one of the partners

The objectives of these trials are summarized as follows:

e Improve communication between physically separated offices by
telepresence technologies

¢ Reduce the need for traveling between geographically separated offices

¢ Improve the response time of expert advice in problem solving by
visual communications

* Free staff from fixed office hours

Key Issues. The key issues to be considered include:

¢ The performance evaluation of a 19-GHz ATM-compatible modem

¢ Identification of the strengths and weaknesses of the existing ATM
wireless experimental demonstrator

¢ [nvestigation of possible enhancement to the ATM-compatible modem

e AWACS field trials with the concept of virtual office, which aims to
improve the communication between physically separated offices by
telepresence technologies

Expected Results. The AWACS demonstrator based on ATM in packet
transmission schemes supports limited, slow-speed mobility as it is in line
with expected use of high data services. Therefore, the project generally
covers the following directions, which are open to developers of mobile
communication systems for the future: (1) construction of a wireless sys-
tem providing seamless service in connections to hard-wired systems
(quality oriented system) and (2) services making the most of the excellent
mobility and portability of mobile communication systems (mobility-ori-
ented system).

The AWACS trials indicate the capacity of the available system in a real
user environment. The trial results contribute to the development of com-
mon specifications and standards such as ETSI-RES10 (for HIPERLAN type
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4 specifications), ITU, Telecommunication Technology Committee (TTC),’
and Association of Radio Industries and Businesses (ARIB) in Japan.

International Joint Ventures

Wireless ATM has started and there is a world-wide effort to unify and
standardize its operation. The Public Communication Networks Group of
Siemens AG, Newbridge Networks, and Broadband Networks Inc. (BNI) has
begun an extensive joint research and development program to address
the digital wireless broadband networks market. These three enterprises
are focusing on integrating BNI's broadband wireless technology with the
Siemens/Newbridge Alliance’s MainStreetXpress™ family of ATM switch-
ing products to develop wireless network base stations that are fully
compatible with wireline services.

BNI has already deployed terrestrial wireless networks that provide
wireless cable in a digitally compressed MPEG2 (Motion Pictures Experts
Group) format, delivering laser disk-quality transmissions with the capac-
ity for hundreds of channels. The Siemens/Newbridge Alliance offers car-
riers the most comprehensive suite of ATM products and the largest ATM
core infrastructure switch, scalable up to one terabyte and beyond. The
introduction of ATM into the broadband wireless environment will enable
network operators to cost-effectively deploy high-capacity access services
such as high-speed data, broadcast (cable) distribution, and Internet
access in the 28-GHz range. By incorporating both MPEG2 and ATM into
the broadband wireless environment, the network solution provided by
BNI and the Siemens/Newbridge Alliance ensures high-speed, high-quality,
and high-capacity video, voice, and data transmissions. It also represents
an effective bandwidth allocation that ensures sufficient capacity for addi-
tional innovative residential and commercial services as they evolve.

Finally, before moving on to Part II (Chapter 20), let us take a look at
wireless communications hardware in the form of its functioning and
applications for wireless communications in the data center. Diagrams
(Exhibits 5 to 8) of various system configurations are included here.

WIRELESS COMMUNICATIONS HARDWARE AND APPLICATIONS

The following are wireless communications system configurations for the
data center in the form of hardware and applications, as well as sample
installation schematics as shown in Exhibits 5 to 8:

¢ Handheld communications terminal

e Wireless interface processor

¢ Remote data collection

e Example of an ArielNet wireless communications application
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Exhibit 5. Single HHCT User Application
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Exhibit 6. Using a Modem as a Message Repeater
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Exhibit 7. Multiple HHCT Users
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ArielNet ArielNet ArielNet ArielNet
Hand Held Hand Held Hand Held Hand Held
Terminal Terminal Terminal Terminal

ArielNet
Wireless

Ethernet 10base2

Your Computer System

Exhibit 8. Multiple HHCT Users over a Wide Area Network (WAN)

Handheld Communications Terminal

A Hand Held Communications Terminal (HHCT) consists of a liquid crystal
display (LCD), a 40-key keyboard, and an RF modem housed in a light-
weight portable case. The low-power microprocessor in the HHCT pro-
vides the processing and communications functions. The HHCT unit pro-
vides most of the functions of an ANSII standard terminal. The HHCT is
battery-operated for up to 12 hours on a charge and has provisions for
connecting a bar code wand as an additional data collection device.

Communications between the wireless interface processor (WIP) and
HHCT are carried over a narrow-band FM radio channel at a rate of 9600
baud. Any number of HHCTs can be addressed by the WIP, because each
HHCT has a unique identification number. The communications process
is transparent to the user.

Wireless Interface Processor

The wireless interface processor (WIP) is a small electronic enclosure that
houses the microprocessor, radio transmitter, radio receiver, and the
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antenna and communications interface. A WIP provides a connection to
fixed resources such as instruments, computers, machinery, inventory,
and property. The WIP provides the communication path from a remote
site to a host system, as well as to HHCTs. The host system provides
access to information such as inventory databases, equipment status and
scheduling, process status, and control. A WIP also allows the HHCT user
to access networks such as the Internet and its global information ser-
vices, including e-mail.

Remote Data Collection

A remote data collection system can be implemented using a WIP con-
nected to the serial communications port of a computer system that has
an inventory database application running. An HHCT with a bar code
scanner attached can then be used to communicate inventory data over
a large area. By connecting a bar code scanner, the HHCT can be used as
an inventory control or data capture device.

The WIP is connected to the communications port (COM port) of the
host computer. The host computer has its console assigned to the COM
port (ctty) and executes an inventory or database application. The HHCT
now can function as the computer console and provide data gathering and
control of the host computer at up to 1000 ft away.

The wireless components of the ArielNet® wireless communications
system operate in compliance with Federal Communication Commission
allocations (part 15) for license-free operation. This puts the communica-
tion range for each element of the wireless network at 1000 ft. With an
array of devices, much larger areas can be covered.

Example of an Arielnet® Wireless Communications Application

This application describes the use of wireless communications and the
WIP in a product-delivery service enterprise. The enterprise is a bakery
and the problem is inventory control. The bakery would like to sell all of
its product while it is still fresh. Trucks are loaded each morning with the
product, and each evening the trucks return with some product not sold
that day. The product dispatcher would like a correct inventory of day-
old products at the start of the day and have them placed on the truck
so they are delivered to the correct customers. The delivery trucks each
have a computer and an ArielNet® WIP. The truck computer could be a
notebook computer system that provides customer order information,
truck inventory, and route information to the driver. The truck computer
also connects to a bar code reader that can read the bar codes on the
product. Information is sent to the truck computer each morning as it is
loaded, and updated information is sent back each evening by wireless to
the bakery’s main control computer.
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Bakery Delivery and Product Control Sequence. The bakery computer
sends customer information and the routing schedule to the truck com-
puter. As the truck is loaded, each product is scanned with the bar code
scanner, and the count is entered into the truck computer.

The truck computer communicates to the people loading the truck that
the truck has the correct product loaded and sends this information to
the bakery computer. The driver follows the computer route and scans
each customer’s product as it is delivered. The driver then returns to the
terminal at the end of the day. As the truck is unloaded, any undelivered
product is scanned. This information is sent to the bakery computer. If
the information is complete, the driver is relieved; otherwise, corrective
action is taken.

CONCLUSION AND SUMMARY

While wireless communication is experiencing rapid evolution, the fixed
network has been going toward B-ISDN with ATM concept. ATM offers data
rates that are considerably higher than current fixed network services.
Interworking with ATM will set extremely hard requirements on the wire-
less air interface, but hopefully, continued development in technology will
enable the industry to manufacture smaller and less power-consuming
terminals with increased performance and functionality.

Predicting the future is always uncertain, but it can be assumed that
frequencies under 2 GHz remain mainly for mobile communications where
only low bit-rate services are offered (both data and speech). In this case,
connections requiring close to 2 Mbps or more will need to be moved onto
the higher frequencies. The possible choices at the moment seem to be
around 5.2 GHz and 17.1 GHz.

The successful introduction of wireless ATM is strongly related to the
success of ATM/B-ISDN in wired networks. If ATM/B-ISDN networks are to
be a commercial success, wireless ATM should be seen not as today’s
technology but as inevitable development in the very near future.

Chapter 20, “Part II: Wireless Communications Data Center,” takes a look
at how the mobile nature of wireless communications in the data center
provides consumers with the opportunity to access the data center from
any place at any time. Today, as the Federal Communications Commission
(FCC) makes available a new spectrum for wireless networks that will
support a range of new services, both voice and data, wireless communi-
cations are poised on the brink of a new era.

However, new spectrum leads to new entrants, and wireless enterprises
of the future will face a much more competitive marketplace. This com-
petition will mean great things to the American consumer, who will benefit
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from the innovation and lower prices that the increased competitiveness
will spark. Thus, with the introduction of more competition into the tele-
communications marketplace, public policy decisions need to be crafted
to ensure that this vision of a wireless future can be realized.

NOTES

1. TDMA divides the radio carriers into an endlessly repeated sequence of small time slots
(channels). Each conversation occupies just one of these time slots. So, instead of just
one conversation, each radio carrier carries a number of conversations at once. With
the development of digital systems, TDMA is being more widely used.

2. The term “spread spectrum” defines a class of digital radio systems in which the occupied
bandwidth is considerably greater than the information rate. The term “code division
multiple access” (CDMA) is often used in reference to spread-spectrum systems and
refers to the possibility of transmitting several such signals in the same portion of
spectrum using pseudo-random codes for each one. This can be achieved either by
frequency hopping (a series of pulses of carrier at different frequencies, in a predeter-
mined pattern) or direct sequence (a pseudo-random modulating binary waveform whose
symbol rate is a large multiple of the bit rate of the original bit stream) spread spectrum.

3. A cell-based data transfer technique in which channel demand determines packet allo-
cation. ATM offers fast packet technology, real-time, and demand-led switching for effi-
cient use of network resources. It is also the generic term adopted by ANSI and the ITU-T
to classify cell relay technology within the realm of broadband WANSs, specifically B-ISDN.
In ATM, units of data are not time related to one another and, as part of the B-ISDN
standard, are specified for digital transmission speeds from 34 Mbps to 622 Mbps. IBM
currently offers ATM in a nonstandard 25 Mbps format. ATM will be the high-bandwidth
networking standard of the decade.

4. The international body that develops worldwide standards for telecommunications tech-
nologies. The ITU-T carries out the functions of the former CCITT.

5. Basic encoding rules: rules for encoding data units described in the ISO ASN.1 standard.

6. Radio frequency: the generic term referring to frequencies that correspond to radio
transmissions. Cable TV and broadband networks use RF technology.

7. The Telecommunication Technology Committee (TTC) was established as a private stan-
dardization organization in October 1985 to contribute to further activation of the field
of telecommunications, in which the free-market principle was introduced based on
implementation of the Telecommunication Business Law in 1985, and to respond to the
Japan/U.S. Market Oriented Sector Service (MOSS) Conference, which was held that same
year.
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