


Examining Internet and 
Technology around 

the World



Recent Titles in
Global Viewpoints

Examining Energy and the Environment around the World
Bruce E. Johansen

Examining War and Conflict around the World
David Jerome, Editor

Examining Crime and Justice around the World
Janet P. Stamatel



Examining Internet 
and Technology 
around the World

LAURA M. STECKMAN, EDITOR

Global Viewpoints



Copyright © 2021 by ABC-CLIO, LLC

All rights reserved. No part of this publication may be reproduced, stored in a 
retrieval system, or transmitted, in any form or by any means, electronic, mechanical, 
photocopying, recording, or otherwise, except for the inclusion of brief quotations in a 
review, without prior permission in writing from the publisher.

Library of Congress Cataloging-in-Publication Data

Names: Steckman, Laura M., editor.
Title: Examining Internet and technology around the world / Laura M.
   Steckman, editor.
Description: Santa Barbara, California : ABC-CLIO, LLC [2021] | Series:
   Global viewpoints | Includes bibliographical references and index. |
Identifiers: LCCN 2020021165 (print) | LCCN 2020021166 (ebook) | ISBN
   9781440867217 (hardcover) | ISBN 9781440867224 (ebook)
Subjects: LCSH: Technology—Social aspects. | Technology—Cross-cultural
   studies. | Internet—Cross-cultural studies. | Information
   technology—Cross-cultural studies.
Classification: LCC T14.5 .E984 2020 (print) | LCC T14.5 (ebook) | DDC
   303.48/3—dc23
LC record available at https://lccn.loc.gov/2020021165
LC ebook record available at https://lccn.loc.gov/2020021166

ISBN: 978-1-4408-6721-7 (print)
 978-1-4408-6722-4 (ebook)

25 24 23 22 21 1 2 3 4 5

This book is also available as an eBook.

ABC-CLIO
An Imprint of ABC-CLIO, LLC

ABC-CLIO, LLC
147 Castilian Drive
Santa Barbara, California 93117
www.abc-clio.com

This book is printed on acid-free paper 

Manufactured in the United States of America

https://lccn.loc.gov/2020021165
https://lccn.loc.gov/2020021166
http://www.abc-clio.com


Contents

Series Foreword ix

Preface xi

Introduction xiii

Chapter 1: Access and Control 1

Overview 1

Canada 5

Cuba 9

Estonia 13

Ethiopia 16

Iran 20

Malaysia 24

North Korea 27

Uganda 32

Chapter 2: Cyberbullying 37

Overview 37

Australia 41

Costa Rica 46

Ireland 49

Italy 52

Mexico 56

Qatar 59

South Africa 63

United States 67

Chapter 3: Cybercrime 73

Overview 73

Brazil 77



vi Contents

Ecuador 81

Egypt 85

Nigeria 89

North Macedonia 94

Philippines 97

Russia 101

United States 105

Chapter 4: E-Learning Issues and Trends 109

Overview 109

Argentina 114

Ethiopia 118

Ghana 122

India 126

Oman 130

Russia 133

South Korea 137

United States 142

Chapter 5: Online Privacy 149

Overview 149

Colombia 153

Finland 156

India 160

Nigeria 164

Philippines 169

Russia 172

Saudi Arabia 176

United States 180

Chapter 6: Alternative Energy Technologies 185

Overview 185

Bolivia 189

Iceland 193



 Contents    vii

India 197

Mexico 200

Morocco 204

Pakistan 209

Uganda 212

United States 217

Chapter 7: Artificial Intelligence (AI) 223

Overview 223

Argentina 227

China 230

Estonia 234

Nigeria 238

Russia 242

United Arab Emirates 247

United Kingdom 250

United States 254

Chapter 8: Autonomous Robots 259

Overview 259

China 263

Democratic Republic of the Congo 268

Germany 272

Israel 275

Mexico 279

South Korea 282

United Kingdom 286

United States 289

Chapter 9: Genetically Modified Organisms 295

Overview 295

Chile 300

Germany 303

India 307



viii Contents

Kenya 310

Mexico 315

Philippines 319

South Africa 322

United States 325

Chapter 10: Virtual and Augmented Reality 331

Overview 331

Brazil 335

China 339

Germany 342

New Zealand 346

Pakistan 349

South Africa 353

United Arab Emirates 356

United States 360

Selected Bibliography 365

About the Editor and Contributors 367

Index 373



Series Foreword

We are living in an ever-evolving world, one that is rapidly changing both in terms 
of society and in terms of our natural environment. Hot-button topics and con-
cerns emerge daily; the news is constantly flooded with stories of climate change, 
religious clashes, education crises, pandemic diseases, data security breaches, and 
other countless issues. Deep within those stories, though, are stories of resilience, 
triumph, and success. The Global Viewpoints series seeks to explore some of the 
world’s most important and alarming issues and, in the process, investigate solu-
tions and actionable strategies that countries are taking in order to better our world.

Volumes in the series examine critical issues, including education, war and con-
flict, crime and justice, business and economics, environment and energy, gender 
and sexuality, and internet and technology, just to name a few. Each volume is 
divided into 10 chapters that focus on subtopics within the larger issue. Each 
chapter begins with a background overview, helping readers to better understand 
why the topic is important to our society and world today. Each overview is fol-
lowed by eight country profiles that explore the issue at a global level. For instance, 
the volume on education might have a chapter exploring literacy, honing in on 
literacy rates and advocacy in eight nations. The volume on war and conflict might 
dedicate a chapter to women in the military, examining women’s military roles 
in eight countries. The volume on crime and justice might include a chapter on 
policing, focusing on police infrastructure in eight countries. Readers will have 
the opportunity to use this organization to draw cross-cultural comparisons: to 
compare how Brazil is grappling with renewable energy amid a booming economy 
versus India, for instance, or how internet access and control differs from Cuba to 
the United States.

Readers may read through each chapter in the volumes as they would a narra-
tive book or may pick and choose specific entries to review. Each entry concludes 
with a list of further reading sources to accommodate additional research needs. 
Entries are written with high school and undergraduate students in mind but are 
appropriate and accessible to general audiences.

The goal of the series it not to make stark comparisons between nations, but 
instead to present readers with examples of countries that are afflicted by various 
issues and to examine how these nations are working to face these challenges.





Preface

Examining Internet and Technology around the World explores how different technol-
ogies and the related challenges from widespread international use of these tech-
nologies differ—sometimes slightly and other times distinctly— across the globe. 
Just as the encyclopedia Online around the World (2017) showed that the use of 
social media varies greatly around the world in terms of who uses what and for 
what purpose, this work seeks to demonstrate that similar variation occurs world-
wide when new technologies are developing—even when applying them to similar 
social or economic issues. In fact, it is often these similar challenges occurring in 
different cultural contexts that lead to the most innovative development or appli-
cation of emerging technologies. These solutions are shaping our world today in 
some very interesting, promising, and occasionally even scary ways.

This encyclopedia uses a compare-and-contrast method for each of the ten fea-
tured technologies. The countries selected feature nations representing most of the 
world regions. Many are at different stages of technology development and imple-
mentation; some are finding success, and others are even failing, facing extreme 
domestic or international pressure to take an action that they will not or cannot. 
Readers should recognize that technology development is always in motion, always 
changing and evolving; in some cases, breakthroughs happen daily that alter the 
technological landscape. Equipped with that knowledge, readers are encouraged 
to follow up on any questions they may have through additional research and to 
think critically about how to tailor technology research and development (R&D) to 
specific parts of the world for maximum impact with the least amount of negative 
disruption. While this book is descriptive rather than prescriptive, similarities and 
differences in each country’s approach to a technology show that every nation has 
unique needs when it comes to technology or the issues that stem from that tech-
nology usage, as seen in the cyberbullying and cybercrime sections.

This volume represents the research and expertise of many exceptional schol-
ars; they work in academic institutions and in jobs where they have perfected 
the research skills to examine topics such as emerging technologies from unique 
vantage points. Some are even practitioners in the field who perform empirical 
research and develop strategies to address the problems that stem from technology 
use. One of the lessons learned, however, is that the number of scholars who exam-
ine emerging technologies developments in terms of specific countries is actually 
extremely small. Most technology researchers look at either specific trends, such 
as trends in the development of artificial intelligence (AI), or extremely specific 
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subtopics, such as the legal aspects of autonomous robots, who often get even 
more specific into laws surrounding drones or autonomous vehicles rather than 
the robotics field more broadly. They often look at regions like Europe, which has 
the European Parliament that regulates many technologies for its members, rather 
than looking deeper into e-learning in Poland versus all members of the European 
Union, which also have their differences.

While both of these approaches are vital, they introduce a major research gap; 
they can often overlook some of the value and beauty in understanding that coun-
tries use and need technologies that meet their specific needs, which often differ 
greatly from what is developed abroad. This aspect of technology is critical and 
often overlooked. In addition, researchers who look outside of North America or 
Europe—with some exceptions—are also rarer than anticipated, and the assump-
tion does not hold that someone from a specific country who researches a technol-
ogy does so from their country’s perspective. For this reason, I offer my sincerest 
thanks to the contributors who added the depth and breadth of their expertise to 
this book. It is due to their hard work, along with the talented staff at ABC-CLIO, 
that this book has been possible.



Introduction

Every day there are new breakthroughs in the world of technology. Across the 
globe, these developments may look the same or be entirely different, even when 
achieved in pursuit of the same type of technology. The reason these develop-
ments are uneven and not always parallel is because technology is conceived of 
by people, and people from different backgrounds and life experiences may use 
entirely distinct approaches to technology development. These differences arise 
because people from other parts of the world think differently, have unique values 
and worldviews, speak different languages, or envision new ways that technology 
might solve critical problems specific to daily, local, or national needs or lives. 
These human differences that contribute to different technological inventions add 
an exciting, extra variable to understanding emerging technologies.

Many of these technologies contribute to the invention of new or improved 
hardware and software with the potential to change human lives—and they may 
be more effective when tailored to local, sociocultural contexts. In some cases, 
technologies may be disruptive; when applied, they can significantly alter how 
society operates. In the past, some parts of the world had a monopoly on technol-
ogy development; because of this monopoly, researchers paid little attention to the 
innovation and entrepreneurship radiating from other parts of the world. In the 
realm of social media, for example, most of the major international platforms come 
from the United States, where the idea of allowing people to connect online and 
communicate in the same virtual space originated.

While platforms from these countries continue to boast the largest numbers of 
users, today there are indigenous domestic platforms in countries worldwide that 
are growing because they better meet populations’ specific social, cultural, and lin-
guistic needs. While they may never match the large platforms in global popularity, 
these local platforms allow people to write in their own languages in their actual 
fonts. Sometimes they even have special user interfaces or content specifically des-
ignated to the user base. Therefore, no longer are technological developments and 
inventions confined to one part of the world. Across the globe, people, companies, 
academics, and corporations contribute to designing and implementing new ideas 
that address global, regional, and even unique local problems.

The rate of technology development is awesome and astounding. At no time in 
the past has technology development moved as quickly, nor has it offered iteration 
upon iteration of society-changing opportunities. Development is accelerated in 
many parts of the world because the start-up culture has gained more acceptance. 
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It is now more usual to find workplaces in new or young companies that priori-
tize creativity and open communications and that have reduced the bureaucracy 
that can be found in hierarchical organizational structures. For start-up company 
culture, this is a groundbreaking shift, as an employee no longer needs to work 
through five or more layers of management to pitch an innovative idea to the chief 
executive officer.

The removal of traditional hierarchies often allows companies to accelerate from 
idea to product in a relatively short amount of time. With fewer constraints from 
ideation to creation, new technologies fly out the door and reach the market faster 
than ever before in history. It also means that there is a new social implication: 
people will continuously be using and experimenting with new technology, so in 
some ways, every person will always be a newbie, or noob, because with the con-
tinual release of new products, people will experience a new learning curve with 
each product launch. People will be kept in a state of flux in terms of what to learn 
and how quickly it must be learned as technology, often exciting, becomes more 
embedded in our daily lives.

Almost every person on the planet has experience with new technologies. Many 
of the successful technologies have introduced a greater degree of mobility and 
flexibility, allowing for ubiquitous use and consumption, meaning the technology 
is available anytime and anyplace. An everyday example for many parts of the  
world includes streaming services, such as YouTube or Netflix. Prior to online 
video streaming, most people had to go to a store to rent or buy videos. They also 
had the option of subscribing to network television cable or satellite television ser-
vices that varied in price based on the amount of content and selection of premium 
channels. As online videos became popular worldwide, YouTube became one of the 
largest video and social networking platforms in many countries; people switched 
to it because it allowed them to consume content from multiple types of devices, 
even mobile devices, which allow on-the-move content consumption. YouTube, 
Netflix, and similar streaming services are available everywhere today.

In Africa, Mobile Pesa, or m-Pesa, a system that allows people to transfer money 
via mobile phone in Kenya has spread to other nations. It provides people with 
accessible, rapid, and secure financial capabilities that had previously not existed. 
The adoption of m-Pesa has cut down on robberies and other crime, and it has 
eliminated the need for travel from rural areas to cities to go to banks and allows 
for people in cities to send remittances to family who are located remotely or 
internationally. Social and economic transformations will continue to occur due 
to technology.

Some emerging technologies will become extremely significant, while others 
will fail. While no one can predict successes and failures with any degree of accu-
racy, there are several emerging technologies that experts believe show promise for 
being transformative. This volume covers several of these emerging technologies, 
many of which have the potential disrupt society. Whether they will have a positive 
or negative impact is an unknown, as technologies have the power to do either or, 
in some cases, both, depending on how people adopt and adapt them.
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Emerging Technologies and the Internet

Technology is a term that covers a broad range of meaning. While people often think 
of technology as items that use electronics or a computer, the word itself has a 
broader meaning. The Merriam-Webster dictionary lists three meanings: a capabil-
ity derived from the practical application of knowledge, a manner or process used 
to accomplish something through technical processes or knowledge, and special-
ized aspects from a specific field (Merriam-Webster 2019). From these definitions, 
technology is not necessarily electronic or computer based. A pencil or pen, for 
example, is a type of technology.

More complex devices, such as smartphones, employ a number of technical 
processes and capabilities that make them advanced types of technology rely-
ing on electronics and computing—at least by today’s standards. For their time, 
both of these technologies—the writing utensil and the computer-enabled mobile 
telephone—changed the world by making it easier for a person to accomplish a 
task. Technology development continues to advance in speed and complexity and 
promises to change and improve how people work and behave. It has shifted its 
focus from supplementing human labor and increasing productivity on assembly 
lines using automation to a stage where the machines are programmed to emulate 
human cognition and decision-making, endeavors that were once reserved solely 
for people. As they release, emerging technologies have the potential to alter lives 
in meaningful, and even sometimes detrimental, ways.

The definition of emerging technologies does not have universal agreement. It 
depends on who is providing an answer as well as the length of time under con-
sideration, as an emerging technology could have a near-term impact or take a 
decade for full implementation. Generally, and for purposes of this volume, emerg-
ing technologies are those that are currently under development or expected to 
develop over the next five to ten years and that have the potential to alter the 
current way that businesses and society function (Business Dictionary 2019). Even 
using this definition, experts use different criteria to predict which technologies 
fall into this category.

Among those, popular predictions suggest that the Internet of Things (IoT), 
artificial intelligence, 5G internet connections, serverless computing, and block-
chain rank highly. Other technologies that typically fall into the emerging category 
include robotics, biometrics, 3-D printing, virtual and augmented reality (VR/AR), 
and drones (DeNisco Rayome 2019). Development for each of these technologies 
or capabilities is underway, with investment varying based on a number of factors.

This volume takes a closer look at how selected emerging technologies and 
internet-related capabilities, as well as the social issues they have created, are 
developing in different countries around the world. The first five chapters focus on 
internet-related capabilities and their associated issues. The remaining five chap-
ters examine the development of specific, emerging technologies that are relatively 
newer and upon which many experts have pinned high hopes for the advancement 
of society.
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Chapters 1–5 cover internet-related capabilities and the social problems that 
have stemmed from internet usage. The internet is no longer a new technology. Its 
origins trace back to the 1950s, when the U.S. government commissioned research 
that laid the foundation for what would become the internet. After three decades 
of advances in computer science, in 1993 the European Organization for Nuclear 
Research, known as CERN, produced the software required for the World Wide 
Web (WWW) to run over the internet (Steckman and Andrews 2017). Today, the 
internet will imminently celebrate its thirtieth birthday.

One and a half generations of people, Generation Z (sometimes referred to as 
centennials) and part of Generation Y (or millennials), started their lives on the 
planet never knowing a time when the internet did not exist. Older generations 
may have also grown up entirely with the precursors to the internet, meaning that 
although the technology changed with the WWW, many people also have lifelong 
experiences with preinternet and internet-related technologies. For these reasons, 
this book avoids problematic terms such as digital native because they ignore the 
internet’s history. In other countries, the internet arrived at different times, with 
access dependent upon the availability of connectivity, cost of devices, cost for 
service, and many other factors that prevent generational divisions from translating 
evenly to the entire world—including across the entire United States.

Chapter 1, “Access and Control,” details success stories as well as areas of the 
world that have used the internet to restrict information sharing under a variety of 
circumstances. Access refers to one’s ability to go online. Control refers to the degree 
of restrictions or limitations that governments, or in some cases corporations, place 
on access to the internet or the information shared through it. During the inter-
net’s lifespan, both prior to its widespread implementation and post-1993 when 
the WWW launched, the technology has been used to improve people’s access to 
information. For some users, the immediate access to needed information from 
anywhere in the world at the click of a few buttons is one of technology’s greatest 
achievements. For others who have learned to use the available information to 
their benefit and the detriment of others, such as for criminal or pseudo-criminal 
activities, free and open internet access has created public controversy about reg-
ulating online safety. While many countries have championed universal internet 
access for information sharing, others have decided to place strict controls over 
content and usage. The access and control spectrum is wider than being “free” or 
“not free,” as some countries’ responses to the challenges the internet can present 
fall somewhere between the spectrum’s two poles.

Cyberbullying, covered in chapter 2, is an issue that has arisen from internet 
usage. In some parts of the world, it is a criminal activity, and in others, it comes 
close but does not trigger a law enforcement response. The research shows that 
cyberbullying may be a growing problem in some areas of the world, but while it 
exists in others, studies reveal that there’s no current way to validate the extent to 
which it is a problem, nor whether it is on the rise. Much of the concern surround-
ing cyberbullying, while valid and demonstrating a clear need to protect children 
online, may occasionally be hyped by the media to so that cyberbullying appears 
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a larger problem than it currently is. However, the extent of the problem is one of 
many research questions that scholars have yet to answer.

Cybercrime, the topic of chapter 3, is on the rise in some parts of the world, 
although in those areas, criminals can use the boundaryless internet to select vic-
tims in other countries. The internet has provided criminals with new ways to 
commit crimes while complicating the process of arresting those criminals through 
jurisdictional and other legal issues. At the same time, cybercrime is evolving 
through new technologies that either create new vulnerabilities or help people 
develop new techniques to commit crimes. The internet and the more connected 
world that it has created offer new opportunities for those wishing to harm others. 
Dealing with crime in virtual spaces has no 100 percent solution.

E-learning is covered in chapter 4. E-learning, now m-learning in some areas, 
offers educational and training opportunities for more people across the world 
than ever before. Evolving from correspondence and distance learning, new tech-
nologies allow people to complete coursework at their own pace and on their own 
schedules. It reaches more people than ever, allowing a student in the remotest 
village to study advanced topics from renowned international institutions without 
having to raise the funding to move to that country to attend traditional brick-and-
mortar classes. Instead, students can work with a professor or course materials 
virtually from the comfort of their own homes around their work and life commit-
ments. Although e-learning is not one-size-fits-all from the student or institutional 
perspective, it is a game changer for students worldwide. It also provides a boost 
to some institutional bottom lines, as delivering online content is cheaper than tra-
ditional instruction. One of the caveats to comparing e-learning worldwide is that 
not all countries publish their statistics, so it is not always possible to assess the 
usage and effects of courses offered in different locations, even when examining the 
same course from the same provider. That challenge is increased when countries 
use domestic developers for tailored content and delivery.

Chapter 5’s topic, online privacy, is an area of growing controversy worldwide. 
The fact that data collection and usage is virtually unregulated in most parts of the 
world has never been a secret, but the majority of people either do not understand 
that companies have the right to do almost whatever they want with people’s data, 
including selling it to sometimes-less-than-reputable third parties for undisclosed 
purposes. There are also cultures where privacy has varying definitions and where 
these understandings do not translate well to the for-profit nature of online data 
collection and usage. In some cases, the sense of anonymity, whether real or fic-
tional, may be enough for users to avoid worrying about the risk of data breaches. 
Some people may even believe that they have nothing to hide, but research is 
showing that it is the aggregation of data on a person that can do the most damage, 
with no relevance to whether that individual has done something “wrong” or has 
something to hide (Torpey 2019).

The controversy has grown since Facebook, one of the world’s largest interna-
tional social media companies, has been at the center of numerous data privacy 
and security breaches since 2018. The reality is that Facebook—and almost every 
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company that operates online—allows people to collect data inappropriately and 
use it for purposes to which the user base did not consent, such as what occurred 
when the research firm Cambridge Analytica gained access to millions of people’s 
data around the world and used it to profile them psychologically in order to 
manipulate their votes in the United States, India, and other places. As a result, 
data privacy and protection has become a more important issue.

Chapters 6–10 cover emerging technologies that involve hardware or the devel-
opment of physical components. The exception is AI, which is generally built 
through the development of algorithms that operate digitally, although they can 
be incorporated into AI-enabled technologies, such as smart homes or robots, to 
operate within the context of hardware or another physical component. Just as 
the internet-related technologies and issues covered in the first half of the book 
differ worldwide, the technologies featured in the second half also vary depending 
on country of development, legal or regulatory frameworks, and national or local 
development needs.

These technologies are emerging because they are either relatively new or are 
now supported through advances in computing power that did not exist previ-
ously. They are also technologies that experts expect to have a significant impact on 
society directly or through other sectors, such as agriculture, education, transpor-
tation, medicine, and renewable energy power, and even for entertainment pur-
poses. Sections in this part cover alternative energy technologies, AI, autonomous 
robots, genetically modified organisms (GMOs), and virtual and augmented reality.

Chapter 6, covering alternative energy technologies, discusses how countries 
use their natural and renewable resources to produce energy. While each coun-
try’s ability to do so depends in part on its geography and the extent to which it 
is able to invest, most countries are seeking to maximize their energy production 
while moving away from reliance on traditional fossil fuels. Some nations plan to 
continue to rely on traditional fuel sources as well. Even in these cases, there are 
at least some government-level initiatives to experiment with alternative energy 
sources, and often nongovernmental organizations (NGOs) will also contribute to 
this exploration. Depending on the country, there are also opportunities to exper-
iment with unique or unusual sources, ranging from algae to human waste to 
industrial waste. These potential energy sources depend on the country and often 
complement some of the well-known sources, such as wind, solar, and hydroelec-
tric energy.

Artificial intelligence refers to a bundle of technologies and is the topic of chapter 
7. None of these are technically new; one of the first philosophical ponderings 
over AI occurred in the seventeenth century. AI, as it is known today, has been 
under development for decades. Development initially stalled in the 1960s and 
later in the 1980s once the technology had reached the limits of available comput-
ing power; only recently have the computers caught up to the technologies and 
enabled them for experimentation and employment. Experts believe that these 
technologies, whether by themselves or used in conjunction with other AI-enabled 
capabilities, will change the world. Many researchers believe that they will have 
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positive impacts on agriculture, health and medicine, education, finance, and 
other sectors.

High-level perspectives on AI vary. Russian President Vladimir Putin (1952–) has 
stated publicly that “control of artificial intelligence will be crucial to global power” 
(Meyer 2017). Chinese officials have stated that China plans to be the world leader 
in AI by 2030. On the other side, tech entrepreneur Elon Musk (1971–) believes 
that AI represents a greater threat than nuclear weapons—although he still funds 
research in it. Sebastian Thrun (1967–), another tech entrepreneur, has stated on 
multiple occasions that AI will empower people by taking over the repetitive work 
and allowing them to be freer and more creative.

While the future as shaped through AI is unknown, there are efforts the world 
over to solve complex problems facing society through the application of AI. In the 
meantime, one of the most interesting aspects of AI is how countries develop and 
apply it differently to suit their own social, cultural, and linguistic contexts. This 
viewpoint is only available for researchers who consider local contexts and needs 
when studying emerging technologies such as AI.

Chapter 8, “Autonomous Robots,” encompasses various types of robots pro-
grammed to operate, and sometimes even make decisions, without human inter-
ference. Robots that fall into this category include autonomous industrial robots, 
autonomous vehicles, and certain types of drones. They can be AI-enabled or not, 
depending on their purpose and design. Many developers around the world are 
looking to apply robots to improve human lives. High levels of innovation are 
coming from developing areas of the world not known for creating advanced tech-
nologies; cutting-edge development is coming out of the top universities and cor-
porations seeking to advance the field of robotics. There are also controversies 
surrounding robots, revolving primarily around robots that could make decisions 
to harm humans, not unlike the Hollywood depiction of robots in the movie Ter-
minator: Rise of the Machines (2003). Another, perhaps more realistic, controversy is 
how to contend with the idea that autonomous robots will put people out of jobs 
and affect overall unemployment rates. The field of autonomous robotics is mov-
ing swiftly and has led to many legal, policy, and ethics questions.

Dance clubs across the world are experimenting with a new kind of energy. They 
have created special dance floors that work on the principle of piezoelectricity, which 
captures energy generated when an object is stressed. When dancers use the floor, 
it creates an energy current that feeds into batteries that keep the floor powered. 
Some floors react even more directly with the dancer’s moves so that they can see 
how much electricity their dancing style creates. One major dance off could one 
day power an entire building (Daftardar 2015). First brought to market by a Dutch 
company, the technology is currently operational in the United States, Japan, and 
Australia. Other industries, such as the fitness world, are considering how to use the 
technology.
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Genetically modified organisms are covered in chapter 9, which discusses bio-
technologies that involve the genetic engineering or manipulation of a living organ-
ism. Modifications are usually made to enhance a desired quality, eliminate an 
undesired one, or sometimes add in new features based on the genetics of another 
organism. GMOs are best known for the role they play in foodstuffs. Some scien-
tists view them as the solution to managing the world’s food supply and ensuring 
that people receive the nutrition they need to thrive. Public response across the 
world is not so clear-cut; for different reasons, certain segments of the population 
have taken anti-GMO stances, especially toward GM food and other agricultural 
applications.

One of the major controversies, for example, is the belief that GM foods neg-
atively impact human health; although science does not substantiate this claim 
today, the idea that GMOs are harmful is pervasive in many societies. GMOs are 
not limited to food; in fact, they can create needed medicines, such as insulin, or 
even lead to further controversies, such as the ethics of genetically engineering 
humans or other animals. At the most basic level, GMOs are a technology that 
continues to evolve with new methods, processes, and testing. They are considered 
emerging because as the science and research advance, there are more opportuni-
ties to meet populations’ needs and develop new solutions for long-standing soci-
etal issues, such as starvation or malnutrition due to drought or blight. However, 
GMOs are surrounded by a number of laws, with countries acting both for and 
against development, import, and export of GM seeds, foods, and other materials 
and responses differing widely depending on national circumstances.

Finally, chapter 10 covers virtual reality and augmented reality, which are inter-
related technologies that stem from a larger pool of immersive reality technologies. 
The first invention using VR happened in the mid-1960s, and the first attempt at 
AR is slightly older, having been achieved in the late 1950s. Like AI, VR/AR did 
not receive significant attention until computing power increased enough for these 
technologies to become realizable.

Since that time, development has steadily occurred. Barriers to VR/AR use still 
exist, especially as they relate to the cost of some of the hardware required to use 
the technologies, although the Pokémon Go craze of 2016 introduced AR to a large 
number of people across the world. In the last few years, several countries have 
taken the initiative to develop VR/AR further, especially for entertainment and are 
now exploring applications to other sectors. Some countries are more advanced 
than others with these technologies. Some have different visions for what the tech-
nologies should be able to do and hope to see them revolutionize not only their 
economies but also various aspects of education and training.

There are other technologies that this book could have covered. Cryptocurrencies 
are growing in popularity and increasing in controversy worldwide. Blockchain, 
a technology that records transaction data and change in ownership, originated 
with cryptocurrency but has expanded to other sectors. Many governments across 
the world are starting to rely on blockchain technologies in different ways, such 
as for the reduction of fraud and corruption, making it one of the most fascinating 
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global technologies that has been adapted for numerous purposes. Technologies 
such as these are not covered in this volume. Expertise related to them, as well as 
how countries apply them, is on the rise, making them potential candidates for 
a future or similar work. However, these technologies are not yet “mainstream” 
emerging technologies. The data available on them is, as of yet, too scarce to pro-
vide detailed, country-specific summaries, and the ability to summarize them fur-
ther depends on whether researchers spend more time examining country-specific 
developments and progress rather than general or worldwide technology trends.

For all of the technologies that are featured in this volume, it is an exciting time 
in development and implementation. As with many technologies currently being 
explored, researchers are making daily advancements. In some instances, in a very 
short time, these technologies have gone from being philosophical and theoreti-
cal to initial realization. Some have practical, real-world applications and greater 
potential over time. Within every country, through a combination of government, 
industrial, and educational institutional support, these technologies are at different 
stages of development.

In some parts of the world, they are nascent, just starting to grow in terms 
of development and demand. For example, many digital technologies are gain-
ing momentum in Africa because internet connectivity has become more stable 
and bandwidths have become faster. 5G promises to make these connections even 
more promising for technology development. For other areas, some technologies 
have already resulted in demonstrable impact. In India, a government initiative 
piloted an AI-powered crop tool in July 2019 to determine estimated crop yields 
and identify optimal times for harvesting. Pilots such as these demonstrate AI’s 
ability to reduce farming costs while maximizing productivity and profitability.

On Country Selection

Technology development occurs all over the world and is at varying stages 
of development. In Paraguay, for example, the technology scene is nascent but 
starting to grow, with the exception of hydroelectric energy. Despite having few 
domestic efforts focused on technology development outside of the 1860s when 
President Francisco Solano López (1827–1870) pushed technology as a way to 
transform Paraguayan society and ultimately brought in one of the first telegraph 
lines to South America, the country is only now, slowly, moving toward technology 
development.

While Paraguay did not intentionally isolate itself from technological 
developments—it does use the internet and has other digital capabilities—for a 
time, it followed global technology trends rather than sought to cultivate them 
domestically. The country has only recently started moving toward a start-up cul-
ture and sees promise in agricultural technologies. Today, the Fundación Paraguaya 
(Paraguay Foundation) has developed Poverty Stoplight, a tool that it uses to iden-
tify and reduce poverty. The tool has been exported to more than a dozen countries 
where it helps governments and nongovernmental organizations fight poverty. In 



xxii I n t r o D U C t I o n

contrast, Israel is sometimes referred to as the “Start-Up Nation” because its culture 
and policies support new tech ventures. China is investing heavily in advanced 
technologies as it shifts from a country known for cheap manufacturing into a 
nation that produces high-end technological capabilities. Every country is at its 
own stage of technology development, with each having different goals and unique 
niches that the technologies need to fill.

In this volume, the countries have been selected to demonstrate the way that 
countries are at these different stages while working to develop similar types of 
technologies. The United States is featured in nearly every section because devel-
opments in the country have often been achieved first and a wealth of information 
is available about the history of that development and subsequent accomplish-
ments. The other countries represented in each section provide a sampling of snap-
shots from across the world. To the greatest extent possible, countries from each 
world region appear in every section. Together, they offer readers not only the 
opportunity to compare and contrast where the country’s technology development 
for each specific capability, or set of capabilities, is at the time of writing but also 
information on some of the barriers to technology development. A prime exam-
ple is the entry on the development of autonomous robotics in the Democratic 
Republic of the Congo. The burgeoning industry there is exciting because it is not 
a location typically known for robotics and other technologies.

However, there are some gaps in the information that can be presented. While 
the technologists move forward, the information available to the outside world is 
limited. It is scarce in quantity as well as quality, as it is only available and acces-
sible in languages that current technology (e.g., Google Translate) can translate 
when the publication’s native language is unknown to the reader—and even then, 
computerized translations may not be intelligible. For many African languages, 
while they do have presences on the internet, the translation capabilities remain 
almost nonexistent to this day, making them inaccessible to all but native language 
speakers. The entry on AI in Nigeria specifically addresses this point; while Nigeria 
is a hotbed for fast-paced technological development on the continent, the inability 
versus ability to translate the country’s more than 500 spoken languages restricts 
the information available to researchers as well as the Nigerian people. For similar 
reasons, some countries with high technology innovation may not be as well rep-
resented, as information about these achievements is not readily accessible.

Along those same lines, countries that could feature more prominently may 
not appear as often as they could. In the United Kingdom, for example, there  
are significant amounts of work occurring in many of the fields represented in 
this book. The United Kingdom itself, however, only appears in two entries: AI 
and autonomous robots. By no means does the omission of the United Kingdom 
in other sections indicate that there is no work being done in the country; on the 
contrary, the United Kingdom—as well as Australia, Brazil, China, or a number 
of others—could feature in every section. An entire book could be written on 
AI development in the United Kingdom alone. In cases like these, countries are 
featured a small number of times to allow other nations to appear, enriching the 
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perspectives that the volume offers. The remaining space is dedicated to countries 
that have lesser-known technology industries or that are performing exceptional, 
less publicized work in particular industries.

A Note on Sourcing

Writing about technology has some unique challenges. The rapid speed of technol-
ogy development and the emergence of new or adapted technologies to different 
areas is breathtaking. It is indeed an exciting time to live and see how new tech-
nologies and ideas are reshaping the world, but it is also challenging to keep up 
with the trends and general momentum of change. For an insider, one who spends 
significant time within the world of tech development, the situation is the same, as 
Chen and Guizani (2006, 1) note, “for any IT engineer who stays out of the tech-
nological advancement for even a very short period of time, he/she will quickly 
find himself/herself an outsider to the technological transitions, with difficulty in 
understanding hundreds and thousands of new terminologies that are invented 
every year for newly emerging technologies.” For someone who is not hands deep 
in technology development, keeping up with rapid pace of development is quite 
challenging.

Researchers also experience this challenge when approaching new technologies; 
it takes time to read, analyze, and synthesize all of the information on a topic. The 
pace moves even more slowly for people who conduct studies, because there is 
time involved between designing and conducting the study, and then even more 
time to write up the results for a submission to a journal. Some journals can take a 
year or more to publish a new piece, although many journals now have an online 
component that can often take months rather than years, slightly reducing the time 
between the conduct of the research and the sharing of results to a broader audi-
ence. This timeline also assumes that there is a journal focused, whether entirely 
or in part through a special edition, on the technology under study. The pace from 
research or analysis to publication is often too slow to allow readers to stay up to 
date on new technological developments. In order to produce this volume, journal 
articles have been used when possible; some technologies and technology-related 
issues, while undergoing change as technologies evolve, have years of research 
behind them. Cyberbullying, e-learning, and genetically modified organisms, for 
example, have decades of research behind them. For those topics, journals and 
books often feature in entry references.

For other topics and entries, the sourcing relies on news sources and online 
reports; in areas where news is sparse, sources have been found in reputable social 
media accounts to provide a more comprehensive overview of technology develop-
ment. For example, there is incredible innovation in emerging technology across 
Africa. In many cases, however, that information would not otherwise be available 
without using online news and social media sources. Adding to the challenge is 
that technology research is often not examined from a country or national per-
spective, so in some cases, the entries may be one of the first times a technology 
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has come under examination from that perspective. Taking all of these factors into 
account, this volume strives to provide representation for a large sample of relevant 
technology developments across the globe.
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Chapter 1: Access and Control

OVERVIEW
Around the world, governments have different approaches to how they view the 
internet. Although the internet’s original design intended to promote the open 
exchange of information and sharing of ideas, those democratic ideals appeal to 
some nations and conflict with other countries’ political, economic, and social 
ideologies. Where the internet is not open, governments levy restrictions on the 
content that their populations can access and exert various levels of control over 
sites, content, and other media that clash with their laws and worldview. In some 
instances, countries like China are developing their own internet systems to exert 
tight controls over the information accessible to their populations.

Internet access is the ability to connect to the internet. Access can occur using 
any device capable of access, including computers, mobile phones, tablets, and 
even the emerging smart appliances with the ability to connect as part of the Inter-
net of Things (IoT). With connectivity, an individual or organization has the ability 
to interact with internet services, such as social media platforms, online banking, 
online courses, and many other services.

Internet control refers to the ability of an entity, usually a government, to place 
limitations or restrictions on the content that reaches the population. Internet con-
trol has a technical and a human component, the two often working together to 
assert or reduce control. The technical component can include the hardware and 
software used to run and access the internet. Two of the main protocols required to 
run the internet are the transmission control protocol (TCP) and internet protocol 
(IP), which together are commonly known as the TCP/IP suite. TCP is a commu-
nications method that works as an intermediary layer between a device or appli-
cation and the IP. It ensures that information is split into packets, or smaller parts, 
and then reassembled in the correct order when they transition to the IP.

IP is a protocol that addresses and routes each packet to its intended destina-
tion. When sending an email, which has several address line options, a subject 
line, and a body, for example, the TCP makes sure that these pieces reach the IP 
in the correct order. The IP then routes to the correct location so that the receiver 
finds them in the inbox. When an IP address is blocked, the information cannot 
arrive at that location.

Other technical means for controlling the internet include domain name system 
(DNS) poisoning, which ultimately sends people to the wrong location when they 
are trying to access blocked sites; DNS hijacking, which points URLs to the wrong 
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location; keyword filtering that allows a system to block sites containing predes-
ignated words by forcing a TCP connection reset; limiting the type or amount 
of communications through monitoring internet service providers (ISPs), such as 
what China uses in its Great Firewall of China; and using custom applications to 
block URLs. These methods are always being tested and updated as technologies 
improve and people become more educated about how to circumvent them. As of 
2018, the Canadian company Netsweeper provided several international govern-
ments with censorship technologies (Braga, Ayed, Seglins, Sher, and Gagno 2018). 
Other companies, such as Apple and Amazon, regularly delete or censor products 
and apps offered in various countries to comply with local laws (Glaser 2017). By 
doing so, they remain entitled to do business in that state, but they also receive 
criticism that they further technical censorship.

To supplement technical censorship capabilities, people can be an additional 
resource for ensuring that banned content does not slip through the other censor-
ship mechanisms. Generally, this is a paid or volunteer job where people either sift 
through information or use directed keywords to search for illegal content. People 
are better at understanding context than machines; artificial intelligence is not yet 
at the state where it can recognize subversive memes or the other creative ways that 
individuals attempt to circumvent censors.

For example, in the early 2010s, people in China found a new way to talk about 
the 1989 Tiananmen Square massacre on the internet. Because discussion of the 
event is illegal and highly censored, people started using the image of a yellow 
rubber duck to represent the tanks that rolled through the square. The human and 
technical censors did not understand the meaning of the ducks initially, so they 
circulated until a person concluded that they should be banned. Subsequently, 
words like yellow duck were added to the list of banned keywords, which then 
informed the technical censorship mechanisms to block when people mentioned 
the ducks.

Another way to circumvent censors is to fictionalize an account or story. This 
method has been used in printed materials but may transfer to the internet in cer-
tain circumstances. For example, people in many parts of the world enjoy writing 
and sharing fiction online and use numerous different sites and blogs to increase 
readership. Using these fictionalized stories to share ideas or provoke thought 
may displease some governments or seek to undermine censorship efforts. How-
ever, countries like Malaysia and Indonesia block many sites used to share fic-
tional stories, such as FanFiction.net. The reason given to the public is that some 
blocked sites supposedly spread erotic content, which is illegal, though blockage 
affects the entire site rather than only applying to the offensive content. With some 
fiction-sharing sites entirely blocked, governments ensure that citizens comply 
with the law and eliminate the potential that users can circumvent censors, includ-
ing reducing exchanging ideas they may consider undesirable, albeit not explicitly 
illegal.

Every year Freedom House publishes its Freedom on the Net report, which 
rates all of the world’s countries in terms of how open their access is. The report 
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uses multiple indicators to make the determination that a country has free, par-
tially free, or not free access. In 2017, the report also noted an overall decline in 
free access to the internet around the world. During this period, the report listed 
Estonia, Iceland, Canada, Germany, and Australia as the top five freest nations. 
Armenia, Colombia, and Brazil ranked as partly free, although they came within 
a few points of the free category. Of the not-free nations, China rated the lowest, 
while Syria, Ethiopia, Iran, and Cuba did not score significantly higher (Freedom 
House 2018).

This report is a good guide for tracking yearly changes in the overall control 
that different countries place on the internet and the associated technologies, such 
as apps, virtual private networks (VPNs), and voice over internet protocol (VoIP) 
connectivity. The reports also include information about specific cases that trig-
gered government reactions, which usually involve arrests or changes in the law 
dealing with internet freedoms and restrictions.

One response governments occasionally use is to shut down the internet when 
they view it as causing social unrest or when they want to prevent people from 
violating laws. In some instances, the internet is shut down to prevent the pop-
ulation’s response to political activities. In mid-2018, Algeria and Iraq opted to 
shut down the internet during school exams. Algerian officials had noted in 2016 
that the competitive national exam questions leaked online and students used that 
information to cheat. In the subsequent year, the government asked internet pro-
viders to curb social media access. When that did not work as well as anticipated, 
in 2018, the government decided to shut down the internet entirely for short peri-
ods of time, informing the population in advance.

Other countries, like India, Syria, Mauritania, and Ethiopia, have also experi-
mented with shutdowns during exam time (Al Jazeera 2018). India shut down the 
internet more than twenty-five times in 2017 for varying reasons. Cameroon holds 
the record for the longest shutdown, which lasted almost three months because of 
rising unrest in the country’s Anglophone section, an action that cost the country 
millions of dollars (Ritzen 2018). Other countries that have implemented full or 
partial internet blockages include Vietnam, Egypt, Brazil, Sri Lanka, Pakistan, Tur-
key, the Democratic Republic of the Congo, Mali, Morocco, Senegal, South Sudan, 
and Togo. Governments that use the shutdown technique impose high levels of 
control over the internet and access to it.

Even more extreme than shutting down the internet, North Korea has prohibited 
internet access almost entirely for its citizens. As an alternative, it has a national 
intranet called Kwangmyong, meaning brightness. An intranet is like the internet, 
only instead of being able to access information from anywhere, Kwangmyong is 
a closed network that does not touch the internet. The advantage for the govern-
ment is that foreigners cannot gain access, the system is closed to cyberattacks 
unless they come from domestic sources, and all activity can be easily monitored. 
The system reportedly has only 168 sites and continually takes screenshots to 
monitor all activity (Talmadge 2017). North Korea’s intranet solution demonstrates 
the strictest control over the system in the entire world.



4 e X a M I n I n G  I n t e r n e t  a n D  t e C H n o L o G Y  a r o U n D  t H e   W o r L D

The opposite of strict internet control is free, or unrestricted, internet control. 
Theoretically, a country with free internet access and loose control has unimpeded 
access to content, websites, and other technologies powered by the internet. All 
countries with “free” access are not equally free, however. One of the critical issues 
that defines free internet access is the idea of net neutrality. Net neutrality is the 
idea that ISPs allow access to all internet services and content, regardless of source, 
without favoring one over another for any reason. Many countries in Europe, like 
Estonia, endorse net neutrality and believe that internet access is a fundamental 
human right. India has also passed a law guaranteeing net neutrality. Other nations 
considered to have free internet access, like the United States, have repealed net 
neutrality rules that once prohibited ISPs from regulating internet access. With the 
removal of the law, ISPs can restrict sites that require higher bandwidth, such as 
television streaming sites like Netflix and Hulu. The result is that in countries with-
out net neutrality, there are restrictions imposed on internet access, but rather than 
being subject to government control, these are instead regulated by corporations 
and their profit margins.

Geo-restrictions are another type of access control that apply to countries regard-
less of freedom of access considerations. Geo-restrictions are limitations placed 
on access in certain locations. They can be placed by governments and also by 
internet services based on the agreements they have signed with content providers. 
For example, when users are trying to access streaming through Amazon, many  
of the programs are not available outside the United States. Amazon uses an 
IP tracking system to determine where the IP address originates. When that IP 
address does not correspond to an area where that programming is allowed, a 
message appears stating the content is not viewable in that country. The majority 
of geo-blocking is performed at government request or due to legal restrictions. 
Other reasons include price differences between regions as wells as blackouts in 
certain areas where the content has not yet been released or in offices so that 
employees cannot view streaming content at work.

People themselves also seek to control their own internet access. There are 
multiple techniques for avoiding censors and accessing blocked content. Often, 
these rely on technologies designed to obscure or obtain another IP address. Proxy 
services, onion browsers like Tor, and VPNs all provide the means to change or 
obscure IP addresses. These methods are not always secure, however, so they can-
not necessarily protect someone from having their activity monitored. There are 
also apps designed to encrypt communication, such as the RedPhone app that 
provides end-to-end encryption for phone conversations, assuming the call is to 
another RedPhone app user. Signal is a similar app that allows for the secure trans-
mission of text messages and attachments. Because of the ability to send encrypted 
content, some countries ban apps like these to prevent communications that prove 
difficult to monitor. Most people want to keep their communications private, or 
as private as possible. They will use or invent technologies and techniques that 
circumvent surveillance and monitoring when possible.
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The following section provides an overview of countries that have free, partially 
free, and not free internet access. The governments wield varying levels of control, 
imposing some or many restrictions on content depending on national laws and 
total internet penetration. With each country, it is important to note its unique 
political, social, and cultural circumstances and the way that these play a role 
in determinations about internet access and control. Each country balances the 
perceived needs of the population with national security interests differently to 
accommodate for and address these needs. These nations also differ in what free-
dom of access means and whether a population can truly handle unlimited access 
to potentially conflicting information. In most cases, restrictions on internet access 
and control are always being reassessed, whether incrementally or microscopically, 
because the internet is always changing. New technologies and people’s growing 
awareness of techniques to circumvent restrictions lead to constant adaptation and 
innovation. The following cases provide a snapshot of where selected countries 
are in the process of negotiating internet access and control intentionally or in 
response to rapid technological change.
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CANADA
Canada applies minimal control to the internet and allows free access for its citizens. 
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and regulations that allow for some flexibility while upholding online freedom of 
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speech and expression. Some of these efforts are not without controversy; recent 
pushes to overturn the country’s net neutrality laws as well as technology exports 
that are used to censor the internet abroad challenge Canadian values.

Canada’s internet has been ranked “free” on lists that calculate the degree of 
internet freedom permitted in a country. Freedom House’s Freedom on the Net 
(2018) ranks Canada highly, at the fifteenth position, noting that there are few 
obstacles to access in the country and very limited restrictions on content. This 
ranking surpasses that of its neighbor, the United States. Canada would likely 
place higher on the list if it reached more citizens; internet penetration reaches 
about 90 percent of the population, with different demographics having varied 
internet usage preferences. The internet is integrated into many lifestyles, often 
daily.

Canada declared the internet a basic telecommunications service in 2016. In 
order to make this declaration a reality, the country also started to pursue universal 
internet access, which would translate into the entire population having access 
to the internet. One of the major barriers to universal access is Canada’s geogra-
phy. Remote rural areas, especially in the northern territories where populations 
are small and spread out, have limited telecommunications infrastructure. Thus, 
equipping these communities with internet access points and cables is difficult 
and expensive. Where the internet does exist, it is often slow in comparison with 
Canadian cities. The government is working to overcome these barriers, trying to 
ensure that even remote, rural populations have internet access and that Canada 
accomplishes the goal of universal access.

Whether fast or slow, Canada’s internet is almost entirely uncensored. The gov-
ernment rarely blocks internet content, but it does block content that violates 
the law. Project Cleanfeed Canada, which began in 2007, involves a coalition of 
domestic internet service providers that block child pornography hosted outside 
the country. In 2017, it developed a new tool, Project Arachnid, to identify illegal 
content and request its removal. In its first six weeks, Arachnid identified over 5 
million unique websites hosting illegal material (Kenny 2017). Other laws exist 
that allow for content blocking. A 2016 law requires ISPs to block gambling sites, 
although it has not been implemented. The law has been the subject of several court 
cases, and though the provincial level has offered several rulings, such as initially 
determining the law unconstitutional and, later in 2019, starting to update gam-
bling laws to allow Canadian-hosted gambling sites holding government-approved 
permits. There has not yet been a federal-level determination, however, and no 
prosecutions have resulted in guilty pleas or sanctions.

Other reasons exist for content removal. Certain types of speech, such as those 
classified as hate speech, libel, or those advocating terrorist acts, are punishable 
under Canada’s criminal code. These speech forms are not protected under Cana-
da’s freedom of speech right because they either do harm or advocate harm against 
others. Canada upholds copyright laws, which can lead to content removal. Taking 
a different approach to website liability than the European Union, in 2004, Can-
ada decided that websites were not liable for content posted by users. However, 
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they have the obligation to pass copyright violation notices onto users. In Quebec 
province, commercial websites must be in the French language. When they are 
not, they must be translated or incur a fine. Websites that cannot afford translation 
often self-censor to avoid penalties.

Changes may be coming for the internet in Canada; new government regula-
tions may curtail some aspects of freedom of expression online through its new 
Digital Charter. The document aspires to hold online media platforms accountable 
for the spread of illegal speech acts rather than to monitor citizens’ speech more 
widely. The Digital Charter, announced in 2019, has ten principles, including uni-
versal access; safety and security; control and consent; transparency, portability, 
and interoperability; open and modern digital government; fair competition; data 
for value and societal strengthening; strong democracy; freedom from hate and 
extremism; and enforcement and accountability (Government of Canada 2019a).

The plan appears to have been dually inspired by the inability of media platforms 
to remove fake news and disinformation, false information that is intentionally 
spread, and the massacre in Christchurch, New Zealand, where a bigoted zealot 
murdered fifty-one people at two mosques while livestreaming over Facebook. Jus-
tin Trudeau (1971–), the Canadian prime minister, signed the Christchurch Call 
to Action in 2019, a document allying governments and technology companies to 
stop the spread of online rhetoric calling for violence and terrorism (Prime Minis-
ter of Canada 2019). Details on how the new charter will function are slim. Many 
online activists believe they will ultimately lead to increased censorship.

Another area of concern for the Canadian internet involves net neutrality, the 
idea that ISPs do not discriminate between internet sites or communications. 
Canadians, as well as the Canadian government, have generally supported net 
neutrality. However, pushes from industry, such as Bell Media and other big media 
companies, have campaigned to remove net neutrality protections. They claim that 
the removal of net neutrality would allow companies to identify and remove piracy 
sites more easily, although the removal of net neutrality is really about allowing 
companies to control what content is viewed and to slow bandwidth access to 
streaming sites, including legitimate, paid services.

The U.S. turnover of its net neutrality law emboldened these companies to ask 
Canada to follow suit. Legislators took a different approach to the United States’ 
actions: they signed a resolution to recommend incorporating net neutrality in 
the law (House of Commons 2018). For the present, Canadians enjoy internet 
access that cannot be censored or restricted by ISPs. However, the debate and con-
versation have not yet been decided, meaning that the possibility of overturning 
net neutrality exists. The existence or defeat of net neutrality will shape Canada’s 
future internet usage, playing an important role in internet access and control, or 
lack thereof, for its citizens.

Ironically, Canadian companies have contributed to diminishing internet free-
dom around the world. Netsweeper, a company based in Waterloo, Ontario, cre-
ated an internet-filtering technology to help filter out objectionable content from 
the Web. At least ten countries use the technology to censor content, ranging from 
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news to LGBTQ resources to other sensitive topics. These countries include the 
United Arab Emirates , Bahrain, Yemen, Kuwait, Qatar, Sudan, Somalia, India, and 
Pakistan (Braga et al. 2018). Other sources estimate that the tool blocks content, 
particularly content deemed “alternative lifestyle,” in more than thirty countries.

In early 2019, Netsweeper announced that it had removed the alternative life-
styles category from its system after backlash from Canadians and other people 
worldwide. Netsweeper’s original inclusion of the filter category contradicts mul-
tiyear efforts by the Canadian government to defend human rights—including 
those involving the digital space—around the globe. Since 2016, the Canadian 
government has spent more than C$1.75 million to protect human rights and 
human rights defenders, including bloggers and cyber activists working on human 
rights causes (Government of Canada 2019b). The ethical question of whether 
a Canadian-based company must comply with Canadian values when exporting 
abroad, assuming it has complied with the law, has not been asked. Few other 
countries have posed this question to themselves, despite the answer having reper-
cussions for internet access and control.

Canada has many freedoms when using the internet. There are few obstacles to 
access, with the government exerting minimal control and expressing few reasons 
to impede access. When it does, the government intervenes solely to uphold the 
country’s laws and obligations to protect its citizens. Freedom of speech and free-
dom of expression are unlikely to face any serious threats in the near future. There 
are domestic discussions and debates that will start shaping the future of Canada’s 
digital technologies, such as those surrounding net neutrality and the new Digital 
Charter, as well as actions abroad that may impact future decision making.

Laura M. Steckman
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CUBA
Cuba has the most restrictive internet access in the Northern Hemisphere. Its gov-
ernment controls the media and severely limits the rights of expression and the 
press; it intends to protect the state monopoly over information, similar to coun-
tries such as North Korea and, to a lesser extent, China. Control over information 
allows the state to perpetuate its ideology uncontested, because people are blocked 
from the perspectives and beliefs prevalent in other parts of the world. In addi-
tion to these restrictions, the lack of internet access also plays a role in the lim-
itations surrounding access to information; cost is an additional factor inhibiting 
access. Recent events suggest that the Cuban government is loosening some of its 
control over internet access. Between the efforts of the national telecom provider 
and the population’s quest to obtain access, Cuba’s internet is undergoing changes 
at the highest levels and is poised to connect the island more closely with the rest 
of the online world.

Cuba’s restrictive internet regulations demonstrate the country’s need to con-
trol communications. Current regulations allow the government to monitor all 
traffic and access points. They allow for government-approved office connections 
but prohibit home internet connections to prevent citizens from employing tech-
niques to obscure their identities. Apart from supposed anonymity and the use of 
pseudonyms online, Cubans have few methods to go online without being iden-
tified. Tools such as virtual private networks can assist in online anonymity, but 
they require downloading and installation, a feat that the current system prohibits. 
However, there are indications that this situation is changing. Etesca, the national 
telecom corporation, claims to have installed around 15,000 DSL lines in homes 
in 2017, with plans to complete 50,000 installations by the end of 2018 (Cubaca-
sas 2018). The company also announced plans to permit internet on Cuban cell 
phones; by the end of 2019, it claimed to have connected more than 3 million 
mobile phones to internet data packages. Access via mobile phone will increase the 
number of people who have internet access.

The situation surrounding internet access and control has improved in recent 
years. Since 2015, more Cubans have gained the ability to access the internet. 
Through 2014, approximately 5 percent of the population could access the inter-
net. The restrictions still applied; often, access remained limited to approved 
offices. In 2015, the government installed Wi-Fi hotspots in cities, primarily in 
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parks and some hotels. Initially, the government installed 200 hotspots; by mid-
2018, over 650 hotspots exist, covering parks and other public areas (Cubacasas 
2018). Government statistics attest that 40 percent of Cubans had internet access 
as of mid-2018 (Urrechaga 2018).

This progress may be attributed to Decree 209/1996, Access from the Republic 
of Cuba to Information Technology Networks with a Global Reach, which guaran-
tees full access to the internet starting mainly with institutions and spreading to the 
population at large. It also aligns with the United Nations’ International Telecom-
munications Union (ITU) and its Connect 2020 Agenda that focuses on increasing 
internet access and reducing associated costs. Cuba, as a member of the United 
Nations and the ITU, would need to update its internet-access policies to achieve 
the agenda’s goals. Pressure to open internet access also likely occurred when U.S. 
President Barack Obama (1961–) restored diplomatic relations with Cuba at the 
end of 2014, which portended to lessen economic sanctions and promote tourism.

A study in late 2017 revealed that Cuba’s internet had less censorship than antic-
ipated. Xynou, Filastò, and Basso (2017) probed the internet from multiple access 
points in Havana. They determined that only forty-one websites were inaccessible, 
with only the unsecured versions of the websites being blocked. These blocked 
sites primarily contained information that criticized the government. The research 
confirmed the blocking of Skype, but not Facebook or WhatsApp. Google was also 
not accessible, although the researchers confirmed that it was the company that 
blocked its own search engines rather than the government. Another interesting 
finding was that China had some involvement in developing the country’s internet 
technology (IT) infrastructure. While these results might be different in other parts 
of the country, or may only demonstrate the state of Cuba’s internet as a snapshot 
for a specific point in time, they suggest that Cubans are able to access the major-
ity of the internet. However, the government maintains its vigilance online; it still 
monitors Cuba’s internet traffic, and penalties for violations are not clear.

In response to Cuba’s heavy-handed control, the country’s citizens have started 
several grassroots initiatives to circumvent internet restrictions. One effort is the 
Paquete Semanal, or Weekly Packet, that originated in the 1980s to avoid the 
government-controlled, heavily politicized, state-owned news media. The Paquete 
was a compilation of banned movies that circulated periodically. It started with 
the entrance of Betamax videos and continued through VHS tapes and DVDs. 
When computer technologies arrived in the country, the Paquete changed its 
distribution to a USB drive that is copied, sold, and circulated almost weekly. It 
distributes approximately one terabyte of censored digital files across the coun-
try (San Martín and Cabrera 2017). The contents of this drive allow the people 
access to otherwise-inaccessible ideas and programs. A potential competitor, La 
Mochila, or the Backpack, started in 2014 as a more official replacement, but it has 
never attained the same popularity. Ultimately, the Paquete keeps the population 
informed of external events and exposes them to new ways of thinking.

An elaborate response to strict government control is the invention of the Street 
Network, or SNET. SNET started in 2011 when local people cobbled together 
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smaller local-area networks (LANs) to form a larger network that connects the com-
puters without being connected to the internet; today it encompasses an estimated 
150,000 residents. SNET upholds many standards that the government applies 
to internet access with the exception of the access itself. It bans pornography and 
foul language, and it prohibits illegal searching and posting, while allowing gamers 
access to globally popular online games. While SNET users have enjoyed this low-
cost network access, the system is not without its flaws. An incident at the end 
of 2017 caused the networked communities to establish some definite borders. 
One of the community networks accused another of stealing its data and blocked 
users from that node from accessing their content. The nodes quickly divided 
into two factions, blocking their respective services from the other side (Carralero 
Burgos 2017). The conflict has the potential to fracture the SNET and the con-
nected online communities. If that occurs, the people’s access to information will 
be further restricted.

Another form of resistance occurs through local entrepreneurs who have estab-
lished business practices that extend internet access to more people. One prac-
tice is to resell accounts granted with the state’s telecom provider. Reselling these 
accounts grants the purchaser, or multiple buyers, the ability to access Wi-Fi 
hotspots at lower costs and without an approval process. This method is less effec-
tive for those who need more than a few minutes online, as Cuba sells internet 
access by time. However, it is more cost-effective; the average price of one hour 
of internet access is US$1. Compared to Cuba’s average monthly income, which is 
around US$30, internet access is cost-prohibitive without less expensive options 
(Reuters 2018). There are other people willing to share access credentials, which 
increases internet availability, although this option does not circumvent the time 
limits placed on access credentials. Another practice involves installing special 
Wi-Fi extenders to increase the hotspot’s range.

One of the effects of strict internet access regulations is that Cubans became 
isolated from the knowledge stored on the internet. While not all websites have 
an educational value, many contain or are repositories for the increasing amount 
of scientific knowledge, from studies to technological advancements. The Cuban 
government has recognized the need to connect their students and professionals 
not only with that knowledge but also with other professionals to increase collab-
oration and knowledge exchange. To address the knowledge gap, the government 
has established a health portal and special network for medical professionals called 
Club Coopera, or Club Cooperate. It has established a similar portal for its schools, 
Cuba Educa, or Cuba Educates. The portal provides special sections for school 
subjects to offer additional academic support to students, teachers, and parents. 
These programs promote information sharing and knowledge transfer, which keep 
with the original vision of the internet as a platform for the free exchange of infor-
mation across boundaries.

While Cuba has had a reputation as one of the most restricted environments 
for communications with the outside world and maintains its status as the most 
restricted country in the Northern Hemisphere, the government’s activities related 
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to telecommunications indicate that the country is in the midst of a major change. 
Internet access is more widely available and continues to become more accessible 
through 2020. Although prohibitively expensive and often slow, access that was 
once impossible is now available in many public spaces. The national telecom 
provider’s announcement that internet will be available on mobile phones suggests 
that the government will continue to increase access. It has not stated whether 
it will monitor these communications. The government’s historical involvement 
in the control of information suggests that meeting popular demand for internet 
accessibility and availability may not promote greater internet privacy.

Laura M. Steckman
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ESTONIA
Estonia, a small nation in the Baltic region, prizes its position as either the top or 
second to the top on annual lists that rank internet freedoms. In some ways, the 
open, free internet is a symbol of freedom and democracy, essentially much more 
than a communications tool or an information-sharing portal. The country gen-
erally has no obstacles to access and few limits on content, and it rarely, if ever, 
violates user rights; it also has strong data privacy rights and protections because 
every citizen owns their data. Estonia is a model of how the open internet can pro-
mote freedom of expression, and the country has used the technology to deepen 
democracy through e-governance, where most citizens use the internet to conduct 
all government business.

Estonia guarantees the rights to freedom of speech and freedom of expression, 
rights which extend to the internet. As of 2018, Estonia’s internet penetration had 
reached 88 percent, with a 145 percent mobile-telephone penetration (Freedom 
House 2018). The difficulty in reaching higher percentages revolves around rural 
communities that have not been adequately integrated onto the World Wide Web. 
To correct this imbalance, the government’s goal for 2020 is to have all people less 
than two kilometers from an internet access point regardless of where they are 
located. Estonia’s push to keep the internet free and open occurred in part because 
Estonia considers freedom of expression online to be a fundamental human right. 
It attributes this stance, in part, to a special report from Frank La Rue (1952), UN 
Special Rapporteur, in 2011 that constituted the first United Nations document to 
address freedom of communications on the internet (Ministry of Foreign Affairs 
2017). A decade prior, in 2000, Estonia’s parliament issued the Telecommunica-
tions Act and included internet access as a universal service.

Content is almost completely unrestricted in the country. Site blocking gener-
ally only occurs for sites that violate the Gambling Act. Internet gambling sites, 
whether hosted locally or internationally, must acquire a permit to operate in Esto-
nia. Because many online sites are accessible online regardless of permit, the gov-
ernment blocks sites that are in noncompliance with the law. The government 
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openly shares a list of these sites with the public, and the list contains approxi-
mately 1,300 websites. Beyond these gambling sites, there are no other efforts to 
block websites. Content itself is rarely removed, and content that is removed is 
usually taken down due to violating the law. Generally, websites can assume liabil-
ity for the content of third-party actors if they host it. Therefore, in order to reduce 
liability and lawsuits, most websites have a code of conduct. Posts that violate that 
code are taken down as part of the site’s enforcement procedure. It also lessens the 
liability the site takes on for hosting comments. The codes of conduct have sparked 
conversation about what it means to act politely and follow social norms online, 
especially as so many of the country’s citizens are able to interact virtually.

A new law adopted by the European Parliament may add restrictions to con-
tent in Estonia. The law will affect all members of the European Union, including 
Estonia, which abstained in the vote. Article 17 is a copyright directive that adds 
special filters on websites to check whether the uploaded content complies with 
copyright law. When the law passed in March 2019, it gave governments two years 
to implement the new directive. At present, how the filters will determine whether 
content infringes on copyright is unknown. Many internet users believe that this 
law will limit the amount of content that they access. In Estonia, since sites can be 
held liable for third-party content, they will have more reason to remove content. 
They may apply arbitrary rules and, depending on the standards applied through 
the law, may restrict freedom of expression online, which is against the Estonian 
view of internet access as a human right. There’s also the possibility that examin-
ing content to identify that which must be removed or censored will take larger 
amounts of dedicated resources. As such, smaller websites may find it more chal-
lenging to compete with larger, international platforms without penalty.

It is not immediately clear why Estonia abstained from voicing an opinion on 
this directive. From the final voting results listed on several websites, only one of 
Estonia’s six members of the European Parliament (MEPs) voted for Article 17, 
with four voting against and one abstaining (#SaveYourInternet 2019). Generally, 
a vote of one for, four against, and one abstention would appear that the majority 
voted against the bill, yet Estonia’s vote counted as an abstention for Article 17. 
The Ministry of Justice did publicly acknowledge the abstention several weeks 
after the vote. However, since the European Parliament passed the directive, Esto-
nia is required to enforce the new measure once the details and requirements are 
clear. Generally, Estonia has always supported copyright law.

In 2018, in a precursor to the copyright bill, which took over two years to develop 
and negotiate within the European Parliament, European Commission Vice Presi-
dent Andrus Ansip (1956–), an Estonian from the Reform/ALDE party, proposed 
wording to a copyright law intended to ensure fair remuneration to content creators 
and lessen the power of the proposed upload filters. The bill remains extremely 
controversial. Online activists and technology companies protest it, because it 
allows websites to filter content more ambiguously, leading to arbitrary censorship. 
Ansip, after seeing the bill pass at the European Parliament, resigned his European 
Commission seat in June 2019 to accept a position on the European Parliament.
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Another factor that supports Estonia’s free internet is privacy. Estonia’s Digi-
tal Agenda 2020 is developing a framework for Estonian internet users to know 
what personal data is collected and accessed and will give them significantly more 
control over what data the public sector can access. When someone accesses per-
sonal data, that access is logged. Violations of privacy, such as access to data by an 
unauthorized person, is a criminal offense. Estonia has had few of these incidents, 
but they do include a woman working with the police department who accessed 
her boyfriend’s data. She was convicted of a felony for that privacy breach (Orton-
Jones 2019). There are also hints of a prosecution of a political candidate who 
accessed potential voters’ information. Interestingly, because personal information 
is so protected, it is difficult to obtain details about these cases other than refer-
ences to them. As part of increasing the levels of online privacy that individuals 
have, online anonymity is unrestricted. Anyone can use the internet anywhere, 
and people can do so without prior registration or fear that significant amounts 
of personal data are being collected on their devices, online habits, or online 
acquaintances.

Estonia’s internet access is so ubiquitous that the country has the most advanced 
e-governance system of anywhere in the world. Ninety-nine percent of govern-
ment services are accessible online, including voting. One challenge of having 
everything online is that the information becomes valuable to hackers. While Esto-
nia is world renowned for its cybersecurity capabilities, it still wants to address vul-
nerabilities quickly. A government announcement in 2017 about a cybersecurity 
flaw in the country’s national identification cards surprised Estonians. Developers 
quickly fixed the flaw, and voters were able to use their cards online to vote in the 
2017 municipal elections.

Along with e-governance, there is also an e-residency program. Anyone can 
establish Estonian residency online from anywhere in the world as long as they 
meet basic requirements and pay a fee. This program grants an Estonia ID card and 
provides the same protections that a European Union citizen would receive. As of 
2019, Estonia had enrolled approximately 55,000 e-residents, with people from 
154 countries applying for the program. The goal is to enroll 10 million e-residents 
by 2025, which accomplishes a goal set in 2014 to increase Estonia’s population 
(European Commission 2019). E-residency allows people to start businesses in the 
country, which in turn has the potential to boost its economy. Estonia has birthed 
several well-known technology companies; Skype, later purchased by Microsoft, is 
one of the best-known companies originating there.

Estonia is a model for the free and open internet, ranking highly on every list 
that calculates internet freedoms worldwide. Laws in the country allow for almost 
entirely unrestricted communications and information sharing. The internet has 
become such an important part of domestic life that the government now oper-
ates almost entirely online. Although internet usage is a human right in the coun-
try, it may not always be as unlimited as in the past; legislation, such as the new 
copyright directive, will have an impact on internet expression. The extent of that 
impact is not yet known. Overall, until such time as there are changes to Estonia’s 
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internet openness, the country’s internet usage most closely resembles how the 
internet’s inventors viewed it, allowing the open sharing of information.

Laura M. Steckman
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ETH IOPIA
Located on the Horn of Africa, Ethiopia is one of the world’s least connected coun-
tries, with an internet penetration rate at around 15 percent and some estimates 
even lower. Since the internet arrived in the country, it has been closely regulated. 
As the sole owner of the only telecommunications company in the country, the gov-
ernment, supported through the country’s legal framework, has enforced policies 
that permit active censorship and restrict online content. Since 2018, with the elec-
tion of the country’s new prime minister, sentiment in the country appears to have 
changed. The government has expressed greater openness to internet freedoms and 
has backed this idea with several actions that support media freedom online and 
offline. While Ethiopia’s future with the internet may be shifting away from its past 
restrictions, there remains the fear that the country will return to old patterns, espe-
cially as it has reinstated internet blackouts during periods of discontent and unrest.

Most ranking systems on internet freedom classify Ethiopia as “not free” or oth-
erwise rank it low for restrictions on freedom of speech online and offline. Free-
dom House’s Freedom on the Net (2018) gives it eighty-three out of one hundred 
points, which places it in the entirely unfree category. More specifically, the report 
classifies the country as having almost completely blocked or restricted access and 
significant limitations on content and reports that it commits a high percentage of 
violations against user rights (Freedom House 2018). According to the Reporters 
without Borders rankings, Ethiopia placed 110 in 2019 for freedom of informa-
tion and the internet. While this ranking is relatively low, it is actually signifi-
cantly higher than its 2018 score, which ranked Ethiopia as 150 of 180 countries. 
The change shows that the rating system has captured significant improvements 
towards greater internet freedom, while also pointing out that the country has even 
more room for additional improvements.

https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=59894
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=59894
https://freedomhouse.org/report/freedomnet/2018/estonia
https://vm.ee/en/internet-freedom
https://vm.ee/en/internet-freedom
https://www.managers.org.uk/insights/news/2019/june/estonia-the-inside-story-of-building-a-digitalnation
https://www.managers.org.uk/insights/news/2019/june/estonia-the-inside-story-of-building-a-digitalnation
https://saveyourinternet.eu/ee/
https://saveyourinternet.eu/ee/


 a C C e s s  a n D  C o n t r o L  17

The Ethiopian government has a history of shuttering the internet in times of 
social and political turbulence. It can do so due to the 2011 Freedom of Mass 
Media and Information Act, as well as the 2016 Computer Crime Proclamation, 
which together provide legal standing for the government to control the internet 
with a heavy hand. Since 2015, the government has blocked the internet at least 
twice a year, generally in response to political unrest and national emergencies 
or to curb cheating on examinations (Dahir 2019). In some cases, its decision to 
block the internet is not explained. From 2017 to 2018, most areas outside of 
Addis Ababa, the capital, had no access due to a government-sanctioned shut-
down. Since 2017, the internet goes down for a week every June during major 
exam time. Although the outage is not usually explained, citizens have come to 
believe that the blockage curbs cheating on major national exams. There is prece-
dent for using the internet to cheat. In 2016, Ethiopia reportedly canceled national 
exams and banned social media when it noticed university exams posted online; 
while social media was inaccessible, local populations also indicated that the 
blockage extended well beyond it to other media (BBC 2017). Along these lines, 
the government prohibits all voice over internet protocol technologies.

The Ethiopian government controls and manages the only internet service pro-
vider in the country. For this reason, it has complete control over the internet and 
the majority of content that people can access. Censorship and content filtering 
have been common since internet connections became available in the country. 
There are laws in place to prosecute individuals who use defamatory or violent 
language. Website owners can be held liable for illegal content on their site, leading 
to self-censorship and the removal of potentially offensive content. Blocking or, in 
some cases, filtering content is common.

At the national level, EthioTelecom, the state-controlled monopoly over phones 
and the internet, blocks websites using two different methods. The first is to block 
an IP address directly. This process allows the company to preselect sites, deter-
mine their numerical IP number, and enter it into a filtering system. The second 
way is to use deep-packet inspection, or DPI, which runs keyword searches on 
content. When it identifies censored words, it then blocks the site or sometimes 
only the page containing the objectionable term. Content filtering is not a trans-
parent process; the government never issued rules or guidelines to explain how 
sites or keywords lead to content blocking. In some instances, the company or an 
official can reach out to a content producer and request that certain content be 
removed, or the individual can be sanctioned.

Ethiopian political elites have relied on troll armies to push their agendas, pro-
moting party politics and denying criticism related to the country. In late 2017 and 
early 2018, a trove of documents leaked that showed how top government officials 
and party members had paid commentators to post content online, like employing 
a troll army to push their viewpoints and make it appear that their ideas were very 
popular countrywide. In the local language, Amharic, these trolls are called cocas, 
something akin to a “contemptible cadre” (Endalk 2018). Other reports suggest the 
government has used trolls previously; in 2014, an Ethiopian newspaper reported 
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that the government had trained 235 bloggers to open social media accounts and 
use them to support government interests (ECADF 2014).

Shedding some of its previous restrictive policies against the media, in 2018 
newly elected prime minister Abiy Ahmed (1976–) released the journalists and 
bloggers detained under previous regimes. He also reinstated some previously 
blocked news websites and permitted diaspora-owned media channels to oper-
ate freely in the country. The unblocking of more than 200 websites occurred in 
conjunction with Abiy’s pronouncement that freedom of speech is a fundamental 
right. Unfortunately, this speech occurred the same day as an attempted coup, 
which led the government to shut down the internet and interrupt text messaging 
and telephone services. The blackout included the social media sites WhatsApp, 
Telegram, and, at least for part of the outage, Facebook. While the speech reflected 
progress toward a freer and more open internet, the coup caused the government 
to fall back on its pattern of restricting communications during times of real and 
potential social unrest.

Reports that internet access and control are improving is positive for Ethiopia’s 
economy, especially for its e-commerce and technology development efforts. How-
ever, many barriers to access remain. These barriers include a limited number of 

A screenshot of the Ethiopian government portal. The Ethiopian government retains  
complete control over internet access in the country through the management of the country’s 
only internet service provider (ISP). Through this control, the government frequently 
mandates internet shutdowns, which have been performed for various reasons including 
alleged cheating on testing and inhibit reactions to social and political developments, such as 
attempted coups to overthrow the government. (Jarretera/Dreamstime.com)

http://www.Dreamstime.com
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connection points scattered throughout the country, making access uneven; slow 
bandwidth rates; frequent disconnections due to growing demand on an outdated 
network; frequent power outages; discrepancies between urban and rural telecom-
munications and services; and the costs associated with internet service plans as 
well as the devices needed to connect.

Despite these barriers and the fear that the country will slip back into old pat-
terns of censorship and tightly controlled internet access, the newly empowered 
regime has made progress on media freedom. In Prime Minister Abiy’s first year 
in office, the country went from being the lead jailor of journalists on the entire 
continent to jailing none at all (Human Rights Watch 2019). Under his guidance, 
the government has indicated that it will enact an anti–hate speech law to combat 
the rising volume of hate speech online that provokes ethnic discord. Abiy has also 
expressed interest in revising the laws, such as the 2011 Freedom of Mass Media 
and Information Act, that actually restrict expression. In addition, the govern ment 
hosted the Forum on Internet Freedom in Africa, or FIFAfrica, in late 2019, bring-
ing together hundreds of people from around the world to discuss internet rights. 
Ethiopia has also made overtures to the African Union to promote regional dia-
logue and partnerships to address outstanding concerns related to the internet and 
other emerging technologies. The newfound interest in international collabora-
tion and information sharing suggests that Ethiopia wants to harness the potential  
of the internet and wants to understand how to do it in a context that preserves 
internet freedoms.

Laura M. Steckman
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IRAN
Internet access in Iran is characterized by strong censorship, limited access, sur-
veillance, and widespread state-sanctioned propaganda. The regime in Tehran 
views internet freedom as a critical threat to its national security (Henry, Pettyjohn, 
and York 2014). Using an index of variables such as obstacles to access, limits 
on content, and violations of user rights, the nongovernmental organization Free-
dom House rates Iran’s internet access as “not free” (Freedom House 2018). On a 
scale of zero to one hundred, where zero is “free” and one hundred is “not free,” 
Freedom House scores Iran at an eighty-five, making it the least free nation in the 
world in terms of internet access (Freedom House 2018).

Due to the nature of the Iranian regime, which is highly authoritarian and 
closed to outside influences, it can be difficult to get accurate and reliable infor-
mation on internet availability and usage in the country. Despite the regime’s 
desire to control all information being shared within the country, official sources 
reveal that much of the population is active in cyberspace. As of 2019, the Iranian 
population was estimated at over 80 million (World Bank 2019), and the country 
had the second-largest economy in the Middle East (CIA 2019). While estimates 
vary, of this population, over half are estimated to be active internet users (Mehr 
News 2018; Internet World Statistics 2018). According to TechRasa, a techno-
logical entrepreneur website run by Iranians living outside Iran, the Statistical 
Center of Iran reported that over 59 percent of households in the country had 
internet access in 2016 (Jafari 2016). The encrypted messaging tool Telegram is 
one of the most widely used social media applications in the country, followed by 
Instagram, WhatsApp, and Facebook (Freedom House 2018). Popular websites 
among the Iranian population also include Google, YouTube, and Yahoo (Simi-
larWeb 2019).

Iran’s information and communication technologies (ICT) infrastructure is con-
trolled via a state-owned enterprise, the Iranian Telecommunications Network. 
Another state-owned enterprise, the Telecommunications Infrastructure Company, 
“is the exclusive provider of internet bandwidth” and internet traffic flowing in 
and out of Iran (Small Media 2015). Iran’s Information Technology Organization, 
housed under the Ministry of Information and Communications Technology, is 
responsible for policies affecting internet usage in the country (Freedom House 
2018). In accordance with Tehran’s interpretation of Islamic law, Iran’s legislative 
framework blocks internet activity it deems a threat to national security or moral 
values (Immigration and Refugee Board of Canada 2015). Internet service provid-
ers are required to include filters that stop non-Islamic content from being viewed, 
and all websites must be registered with the Ministry of Culture and Islamic Guid-
ance (Freedom House 2018).

Censorship and Surveillance

The Iranian regime has created some of the most active and controlling government 
institutions in the world for censoring internet content and surveilling its citizens. 
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Iranian censorship of internet activity takes a multitude of forms, including block-
ing websites, filtering information from websites, removing search results, throt-
tling bandwidth, hacking websites, and actively punishing internet offenders. Iran 
also touts a record of extralegal intimidation and state-sanctioned violence against 
political activists who use the internet to promote their agenda (Freedom House 
2018).

The first state-sanctioned website blockage in Iran began in 2003 (Michaelsen 
2018). From that period forward, the regime began to centralize its censorship and 
surveillance apparatus (Michaelsen 2018). Internet filtering began in 2005 (Free-
dom House 2018), but massive government protests in 2009 sparked a decisive 
shift in the regime’s control over the communications infrastructure (Michaelsen 
2018). After the 2009 elections, in which the internet played a prominent role in 
an opposition movement, Iranian leaders revised the legal code to include issuing 
strict guidance to news websites and social media channels, as well as how to cover 
political events in the country (Freedom House 2018). This sanctioning included 
the state’s blockage of Tor, a free and open-source software that enables anonymous 
communication (Tor Blog 2011).

In the wake of the Arab Spring, Iran’s supreme leader created the Supreme 
Council of Cyberspace, which was designed to oversee three censorship organiza-
tions: the Committee for Determining Offensive Content, the Iranian Cyber Police 
(FATA), and the Revolutionary Guard Cyber Defense Command. The first two 
organizations police Iranian citizens. The Committee for Determining Offensive 
Content maintains and updates lists of offensive websites, while the FATA enforces 
the rules set forth by the committee. The Revolutionary Guard Cyber Defense 
Command takes a proactive approach to defending the country against cyberat-
tacks and malware (Aryan et al. 2013).

The FATA conducts surveillance by monitoring Iranians’ online activities and 
prosecuting dissidents (Aryan et al. 2013). ISP bandwidth throttling regulates traf-
fic and minimizes congestion by slowing the speed of the network. In Iran, offi-
cials throttle internet traffic during times of national upheaval or mass protests 
(Freedom House 2018). In 2018, Iranian clerics banned the popular messaging 
application Telegram in an effort to promote messaging applications created by 
Iranians. To circumvent the harsh restrictions on popular applications and web-
sites, a large percentage of Iranians use virtual private networks, antifiltering tools, 
and anonymity networks such as Tor. Accordingly, as of May 2019, Telegram was 
still the most widely used internet tool Iranians used to share news, information, 
debate, and conduct business (Esfandiari 2019).

Domestic Propaganda and Control

To control the flow of political information about the current regime, the Islamic 
Republic of Iran Broadcasting (IRIB) has co-opted the internet to disseminate its 
propaganda and promote the most conservative factions in the government. While 
the IRIB is technically independent of the Iranian government, the organization 
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has a monopoly on all news services in the country and is under direct supervision 
of the supreme leader. In 2016, the regime introduced the National Information 
Network (NIN), which many in the country have dubbed the “Halal Internet” 
(Freedom House 2018). The NIN was part of a ten-year communications infra-
structure upgrade, and to promote usership, the regime offered subscription pack-
ages to Iranian citizens at half the cost of the regular internet (Michaelsen 2018). 
The regime’s stated intent was to create a national network that could be safe from 
foreign sources and immune to massive breaches. Yet, the network gives the regime 
more control over its citizens and strictly controls what people can access.

Counterefforts

Iran has been subject to strict international sanctions for decades. Many of these 
sanctions have blocked the country’s ability to procure the latest high technology 
products and made it difficult for technology companies to accept payments for 
services. Despite these restrictions, the Iranian regime is a major proponent of 
offensive cyberattacks (Denning 2017). Furthermore, with the help of encryption 
devices, VPNs, and anonymity networks such as Tor, the Iranian people themselves 

A woman stands in front of a graffiti-painted wall that indicates the presence of an uncensored 
Wi-Fi hotspot in Iran. The Iranian government maintains a high degree of control over the 
internet, which includes filtering non-Islamic content, blocking objectionable or controversial 
sites, and throttling or cutting off bandwidth. Iran has a long history of imposing restrictions 
and sanctions related to internet access, and exerts great effort to control the information that 
reaches its people. (Jerome Cid/Dreamstime.com)
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 a C C e s s  a n D  C o n t r o L  23

are highly successful at circumventing the state’s restrictive policies. In an effort to 
undermine the Iranian regime’s austere internet censorship regulations, the global 
community has also rallied to penetrate the society and offer internet freedom 
for all its citizens. One such measure is the U.S. Internet Freedom Program, run 
through the U.S. State Department’s Bureau of Diplomacy, Human Rights, and 
Labor. The program offers secure communication channels and digital security 
training for Iran’s citizens. Despite these efforts, however, Iranian citizens remain 
heavily sanctioned, censored, and surveilled by the state.

Diane Maye Zorri
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MALAYS IA
Malaysia has always controlled access to information over its information and 
communications technology services. In fact, the Freedom on the Net report has 
ranked it consistently at partly free since 2011, with 2017 being slightly freer due 
to increased access speeds (Freedom House 2017). In 2018, however, the govern-
ment made a number of decisions that tightened access, including the introduction 
of a strict anti–fake news law and increased censorship of websites that criticized 
the government. It has also promoted self-censorship, citizens and other entities 
monitoring the content they post or access online in order to avoid potential con-
flicts with the law.

Malaysia’s stance toward media access and control has existed since the coun-
try gained its independence from Britain (first, Malaya gained independence in  
1957, and the other regions united to form Malaysia in 1963). Its laws over  
media control sometimes appear to contradict individual rights. Despite being 
guaranteed freedom of speech and expression in its constitution and the right 
to noncensored internet access in the Bill of Guarantees No. 71, the government 
monitors internet content and restricts access to some sites. The government con-
trols content through multiple laws, including the Official Secrets Act, the Sedition 
Act, and the Communication and Multimedia Act, which allow it to block false  
or offensive content. However, in 2014, the Malaysian Communications and Mul-
timedia Commission claimed it only blocked pornographic material online, which 
has always been prohibited by law, although researchers uncovered more than 
6,000 blocked web pages and removed pieces of content containing information 
it did not condone (Wok and Mohamed 2017).These laws have also been used to 
block news websites that are critical of the government, despite criticism not being 
included in the legal reasons for restricting content. When information content is 
in question, government control supersedes the rights of freedom of speech and 
an open internet.

Blocking legacy and online media usually occurs with the justification that it 
helps maintain social harmony. In some instances, such as the blocking of all por-
nography and gambling sites, these decisions align with other laws and societal 
norms; they are not technically about censorship but about good values, and many 
people believe that they remove activities with undesirable attributes from society, 

https://blog.torproject.org/new-blocking-activity-iran
https://blog.torproject.org/new-blocking-activity-iran
http://datatopics.worldbank.org/world-development-indicators/themes/people.html
https://ooni.org/post/iran-internet-censorship/


 a C C e s s  a n D  C o n t r o L  25

such as those that stereotypically surround gambling culture like drunkenness, 
higher crime rates, and indebtedness from society. In other cases, blocking access 
is not as straightforward.

For example, in mid-2017, the government blocked the Steam game store. It 
objected to the game Fight of the Gods by PQube, a game where players choose 
to fight as gods and fight against other gods from various world religions. When 
PQube added Jesus Christ as a new fighter, the government requested that Steam 
geo-block all Malaysian users, meaning that all Malaysian IP addresses would be 
unable to access the content. When the block did not go into effect immediately, the 
government blocked Steam and all websites with access to the Steam store (Stew-
art 2017). This block, later lifted once the game Fight of the Gods was blocked 
in Malaysia, represented a case where the government found the game potentially 
offensive to multiple religions and worried that it could destabilize religious toler-
ance and harmony within the country.

Malaysia’s official statistics report that as of 2017, 80.1 percent of all people 
over the age of fifteen used the internet, demonstrating a continued increase from 
previous years (Mahidin 2018). Due to the government’s control over the internet 
and content, many of the individuals and businesses that use the internet practice 
a form of self-censorship. They are cautious about the information that they share 
online and actively remove or edit content that might have legal ramifications. 
Media outlets often participate in self-censorship because they are held to the same 
legal implications if content violates the law or a government official perceives that 
the content is inflammatory.

In 2017, the government scolded media outlets nationwide for playing the 
international hit song “Despacito” by Luis Fonsi and featuring Justin Bieber, one 
of the top-streamed songs globally. In Malaysia, the response was severe. Reli-
gious leaders declared the song offensive and inappropriate. State-owned broad-
cast networks pulled the song for having vulgar lyrics. Leaders heavily encouraged 
privately owned stations to pull the song and apply strong self-censorship when 
determining what material to play. Individuals, too, received encouragement to 
self-censor and refrain from accessing improper material online that might violate 
state or religious laws as well as societal norms. The government often warns peo-
ple of the importance of practicing self-censorship regularly on social media and 
other online forums.

In April 2018, Malaysia took another step toward tightening internet control. 
The government introduced an anti–fake news law under the guise of protecting 
society. Malaysia is a heterogeneous society, meaning that it includes people from  
different ethnic and religious backgrounds. There are inherent tensions that can 
turn violent when events ignite them, often along ethnic, racial, or religious lines, 
although incidents have been infrequent in the recent past. To write the initial 
draft law, the government invited representatives from across the government, 
the police, and selected representatives from nongovernmental organizations. The 
finalized law went into effect in April 2018 with sentences that could include large 
fines of 500,000 ringgit (c. US$13,0000) and six years in jail. Outlets refusing to 
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remove fake news would also be heavily fined. Neighboring nations Singapore and 
the Philippines expressed interest in following the law’s implementation, using it as 
a possible model for enacting similar laws; in Europe, Germany had already passed 
an anti–fake news law.

Police immediately applied the fake news law when Salah Salem Saleh 
Sulaiman (c. 1972–), a Danish citizen, posted a YouTube video criticizing slow 
police response after a shooting. He spent a month in prison when he could not 
pay the fine ordered by a judge. In his video, Sulaiman claimed that the police 
took almost an hour to respond to the shooting, during which time the victim 
died. The police claimed they were on the scene within eight minutes. The police 
decided that Sulaiman’s claims represented fake news, a decision that the legal 
system upheld. Interestingly, it is not clear if evidence on either side was offered to 
substantiate the different response times. Instead, it seemed as though the police 
accusation of fake news was enough for the law to apply and lead to a conviction, 
leading to societal concerns about the definition of fake news and the penalties of 
being accused under it. One thing the arrest did accomplish was to demonstrate 
to Malaysians and the world the seriousness of the law and the associated penalties 
for violating it.

Less than two months after the law became official, evidence surfaced that one 
of the primary motivations for instituting the law related to growing evidence in a 
government scandal. In June 2015, the Wall Street Journal reported on now former 
prime minister Najib Razak’s (1953–) alleged embezzlement or misuse of billions 
of dollars from Malaysia’s coffers. The scandal, named 1Malaysia Development Ber-
had (1MDB) after the fund involved, led Razak to push legislation quickly through 
the government right before the elections in early 2018. With the law, Razak and 
others could quash supposed fake news that could harm his campaign or shed 
more light on the international investigations into 1MDB. Razak’s government 
also used the new law to investigate his challenger right before the vote (Griffiths 
2018). In May 2018, Razak and his party lost the elections. This moment made 
Malaysian political history, as Mahathir Mohamed (1925–) regained control. He 
pledged to focus on Malaysia’s financial situation, restitution for 1MDB, corrup-
tion, and abolishing the anti–fake news law (Star Online 2018). After his coalition 
officially won the election, Mahathir reduced his campaign promise to overturn 
the anti–fake news law and announced that, instead, the law would be reviewed 
and redefined as needed, stating that there must be limits to freedom of speech and 
freedom of the press.

Malaysia’s government exerts control over the content available online and 
blocks access to offensive sites and information. Its efforts to exert control have 
increased from 2017, where researchers had noted eased controls, to 2018, 
with the implementation of the anti–fake news law. It continues to encourage 
self-censorship to allow individuals and business the first right to restrict content, 
despite the constitution and subsequent laws guaranteeing freedom of speech, 
expression, and the right to a noncensored internet. With the newly installed 
prime minister and coalition, the future of government access and control is under 
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review. Laws, such as the anti–fake news law, are unlikely to be revoked, but they 
may be revised using more precise definitions to determine what threshold infor-
mation must meet to be considered fake and to develop appropriate sentences 
to punish offenders. Other restrictions, such as those currently levied on songs, 
movies, and other media that do not align with Malaysia’s social and cultural 
standards, will continue to face blocking and outright removal in line with the 
country’s historical precedents.

Laura M. Steckman
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NORTH KOREA
For many years, North Korea has held the distinction as the least free country 
in the world, according to the World Press Freedom Index (Reporters Without 
Borders 2019). Its totalitarian government completely controls communication 
in the country by limiting access to telecommunications for most citizens, aug-
menting devices to facilitate state surveillance, and practicing strict censorship. 
A miniscule percentage of citizens have access to the internet. A higher, but still 
relatively small, percentage of North Koreans has access to the national intranet, 
which functions like an internet that is totally encapsulated within the border of 
the country. Most information that is available to the populace, both analog and 
digital, is carefully prepared propaganda. This tremendous censorship and control 
over access to information has kept North Korea at the bottom of the World Press 
Freedom Index for years. However, it should be noted that Turkmenistan overtook 
last place in 2019, pushing North Korea to the second-to-last position on the list, 
which contains 180 countries.
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North Korea’s intranet, known as Kwangmyong or bright, is what connects most 
devices in the country. Nearly all smartphones and computers are connected to 
this state-run web. The network is tightly guarded, which means that not much 
information exists about it outside the country. As of 2014, only 1,024 IP addresses 
existed inside the country, which has a population of about 52 million people 
(Andrews 2017). This network was provided by one Chinese telecommunica-
tions company and created an infrastructure that was about as big as one that a 
medium-sized company would use. Recently, a Russian company has provided 
an alternative route to this network (Trend Micro 2017). Owning a computer to 
access the intranet requires special permission from the government and costs 
about three months’ worth of a typical salary. However, with the construction of 
the Sci-Tech Complex in 2015, the intranet has become more accessible, at least 
to those in Pyongyang. This facility is home to 3,000 computers and North Korea’s 
largest e-library (Associated Press 2017).

Naenara is the Firefox-adapted browser that people use to surf the less than 170 
websites available on the intranet (Associated Press 2017). Interestingly, when Kim 
Jong-un’s (c. 1983–) name appears on a web page, it does so in a slightly larger 
font than the surrounding text. The only approved operating system to be found 
on any computers within the country is known as Red Star, which was developed 
by the government from open source Linux coding. Originally it was designed to 
mimic Windows XP, but updated versions appear more like Mac (Associated Press 
2017). Several surveillance features are built into the system, most of which users 
are completely unaware.

For example, any attempt to tamper with the system results in an automatic 
reboot of the computer. Files that are downloaded from a USB drive are water-
marked so that they can be traced in case the information is deemed subversive 
and presents a threat to the authoritarian control of the government. When outside 
information from places like China and South Korea makes its way into the coun-
try, it is often in the form of a USB drive. Red Star also takes regular screenshots of 
what is being viewed, which are stored on the computer in such a way that regular 
users cannot delete or even access them. However, they are there for government 
officials in case unauthorized activity is suspected. Penalties for watching South 
Korean media, listening to foreign news, or communicating with the outside can 
range from five years in a “reeducation” prison camp to the death penalty (Jerreat 
2017). These types of activities are considered attempts to overthrow the state 
government.

Recently, the most common way a typical North Korean citizen experiences 
Kwangmyong is not with a computer but with a smartphone. Whereas even a decade 
ago, few people possessed a mobile phone, now there are more than 2 million 
mobile phones in the country (Andrews 2017) and likely many more, considering 
the efforts by Kim Jong-un to boost technology. High-quality phones range from 
US$200 to US$400, while more basic phones and used phones can cost much less 
(Associated Press 2017). Citizens must purchase an authorized cell phone that has 
been modified to only accept and make calls within the country. According to Alek 
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Sigley (1990–), an Australian 
graduate student who studied 
North Korean literature at Kim 
Ill Sung University in Pyong-
yang, the only person he met 
who did not own a smartphone 
was his seventy-three-year-old 
professor, who preferred her 
older-model cell phone (Sigley 
2019). He also noted that while 
on the metro, all the passengers 
seemed to have their eyes glued 
to their smartphones, using 
them to browse the news, play 
games, or watch movies.

Sigley’s observations, includ-
ing that the country’s intranet 
has become more developed, 
are evidence that Kim Jong-
un’s efforts to make science and 
technology a national priority 
have been successful. Despite 
the transition to a more mod-
ern economy that Sigley noted, 
the country remains extremely 
protective over its ability to 
control communication. About 
three months after Sigley pub-
lished his article in the Guardian, 
which contains very basic details 
about his life in Pyongyang, he 
was arrested for “committing 
antiDPRK (Democratic People’s 
Republic of Korea) incitement through internet” (Britton 2019). He was detained 
for a week before being released due to “humanitarian leniency,” according to the 
North Korean government.

The internet is accessible from North Korea, but only foreigners visiting the 
country and a few select elite are able to use it. The exact number of North Korean 
citizens who possess this access is not known, but Recorded Future, a cyberthreat 
intelligence firm that investigated North Korean internet activity from 2017 to 2018,  
reports that estimates range from “‘only a very small number’ to ‘the inner cir-
cle of North Korean leadership’ to ‘just a few dozen families’” (Moriuchi 2018). 
Along with their team of researchers, Insikt Group, Recorded Future has noted 
three interesting trends in North Korean internet use during this time period: 

A local man uses his mobile phone to make a call 
in a Pyongyang park. North Korea, despite being 
considered one of the most restrictive nations for all 
communications systems, has seen a rise in smart-
phone usage and ownership, with approximately 
2 million people owning one. Increasingly, these 
phones are accessing Kwangmyong, the North Kore-
an intranet, which is as close to the global internet as 
most North Koreans ever reach; only foreigners and 
approved elite may access the internet from within 
the country. (Znm/Dreamstime.com)

http://www.Dreamstime.com
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widespread abandonment of Western social media for Chinese equivalents, height-
ened attempts to hide their traffic by using tools such as VPNs, and cryptocurrency 
mining.

In July 2017, Recorded Future noted that the most commonly used social media 
by North Koreans accessing the internet was Facebook (Moriuchi 2018). Daily 
usage of Facebook was double that of any other service, including Chinese alter-
natives. Instagram and Google were two other popular Western services. However, 
between December 2017 and March 2018, a drastic change occurred; Facebook 
became nearly absent from their consumption, and Chinese alternatives, such as 
Baidu, Tencent, and Alibaba, became far more widely used. This trend continued 
beyond March to the point that Alibaba, a Chinese service, was used twice as much 
as any other Western or Chinese service (Insikt 2018). Activity on Alibaba was 
mainly video and game streaming, along with searching and shopping. Potential 
reasons for this change in pattern could be related to the increasing international 
attention North Korean media consumption had been getting; stricter enforcement 
of bans on sites, such as Facebook, Twitter, and YouTube instituted in 2016; or 
government concerns over security (Moriuchi 2018).

In addition to this changing pattern of media consumption, in April 2018, 
Recorded Future noticed a 1,200 percent increase in the use of obfuscation tech-
nologies to hide North Korean internet traffic (Insikt 2018). Virtual private net-
works, virtual private servers (VPSs), and the onion router Tor were some of the 
technologies being used. Use of these tools accounted for 13 percent of all traffic 
out of North Korea. However, just six months later in September, they noticed a 
moderate decline, where it accounted for only 5 percent of traffic (Insikt 2018). 
Recorded Future was unable to identify a reason for this spike and then decline; 
however, they note that it could be a response to perceived external threat that 
declined over time due to the costs involved with these services, notably money, 
time, and access.

North Korea and China both use censorship to control the information that the pop-
ulation can access. In both countries, censorship applies to all media, not just the 
internet. For foreign companies wishing to access the Chinese market, the world’s 
most populated country and a potentially lucrative return on investment, they must 
make special considerations to ensure approval from the censors. Paramount Pic-
tures rewrote parts of the Brad Pitt movie World War Z in 2013. In the original 
book, the disease outbreak occurred in China. Because the movie studio knew that 
it wouldn’t pass the censors and did not want to give up millions of dollars in rev-
enue, it changed the script to make South Korea the location of the outbreak and 
altered some of the film’s dialogue (Shaw and Waxman 2014). By moving the loca-
tion, Paramount secured censorship approval to release the film in China on the 
second review, after an initial rejection.
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Recorded Future first noticed Bitcoin mining from North Korean computers in 
May 2017 and have since noted a sharp increase in cryptocurrency mining, includ-
ing expansion to Montero (Moriuchi 2018). This could be related to the fact that 
Montero cryptocurrency is truly anonymous, which can help North Korea circum-
vent certain economic sanctions placed on the country. Another benefit of Montero 
is that it was designed for lower-capacity machines, using port 3333. However, 
Recorded Future reports observing North Korean Montero mining occurring over 
port 7777, which suggests the use of a high-end machine (Moriuchi 2018).

Further analysis by the cyberintelligence firm suggest that over a fifteen-year 
period from 2002 to 2017, more than $430,000 worth of computer equipment 
was imported from the United States. In the wake of North Korea’s first nuclear 
weapons testing, widespread international sanctions were imposed in 2006, mak-
ing such economic exchange illegal (Moriuchi and Wolens 2018). However, blame 
may not lay on U.S. companies, and not much can be done to prevent this impor-
tation, as North Korea is savvy in using intermediaries and false identities to pro-
cure such technology.

North Korea remains a tightly-controlled country; most of its population does 
not have access to the internet and experiences high degrees of censorship with 
the information they do have. Despite what appears to be an increase in access to 
technology such as smartphones and the national intranet, state reactions to those 
who violate rules concerning access and communication suggest that not much 
has really changed. Freedom of information exists only for the elite few, and the 
general populace remains largely ignorant of anything outside of North Korea.

Marilyn J. Andrews
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UGANDA
Internet access in Uganda has increased rapidly over the past decade, and besides 
limited occurrences, content remains unfiltered and largely uncensored by the 
government. Policies supporting information and communications technologies 
are a priority of the Ugandan government, and ICT use is supported by donors and 
international organizations that contribute development aid to Uganda. Although 
Uganda has had significant technological developments and advancements in 
internet access, recent tax policies of the Ugandan government have served to 
restrict access and internet users have declined significantly over the past year. 
Uganda also has experienced instances of government-led internet shutdowns, 
particularly around political events like elections. While there have been notable 
advancements in access to a predominantly open internet, policies of the Ugandan 
government hinder internet access for many, including the poorest Ugandans.

Measurements of internet access in Uganda differ. While the Ugandan govern-
ment reported that 22 percent of the population had access in 2016 and 44 per-
cent had access in 2017 (Freedom House 2018), a World Bank analysis notes 
that household-level surveys found lower levels of internet access, at 14 percent 
in 2016 (Mahler, Montes, and Newhouse 2019). Although internet access is still 
limited in rural areas, telecommunications infrastructure in Uganda has developed 
substantially over the past five years to increase internet availability and speed.

In partnership with Ugandan internet service providers, foreign technology 
companies like Facebook and Google have laid fiber optic cables in the capital, 
Kampala, and northwestern areas around Gulu (Freedom House 2018). Despite 
recent investments in infrastructure, internet access remains limited in rural 
areas. The National Broadband Policy of Uganda notes that broadband internet 
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connectivity is limited to 45 percent of the country and that fiber optic coverage 
is largely duplicated, reducing coverage from almost 7,500 miles to 1,300 miles 
in practice (Ministry of Information, Communications Technology and National 
Guidance 2018, 14). Uganda also has significantly slower internet speeds com-
pared to the global average (Freedom House 2018).

While internet access increased rapidly prior to 2018, the Ugandan govern-
ment has created recent obstacles to access and policies that increase government 
control. One government internet policy places a tax on the use of social media 
and communications applications. In July 2018, the Government of Uganda intro-
duced a daily tax on social media use, termed the Over the Top tax, or OTT tax. 
This policy charges individuals the equivalent of about US$0.05 per day to access 
fifty-eight social media and communications applications like Facebook, Twitter, 
WhatsApp, and LinkedIn (Freedom House 2018). Access to the applications is 
blocked by individual ISPs until the tax is paid by users using mobile money. 
President Yoweri Museveni (1944–) explained the tax by stating that its purpose is 
to put an end to “gossip” and raise needed government revenue (Freedom House 
2018). President Museveni’s statements suggest that one intention of the OTT tax 
could be to strengthen government control by limiting freedom of expression.

Some research suggests that the OTT tax significantly harms internet access and 
affordability. Introduction of the OTT tax may have contributed to a large decline 
in internet users. An analysis for the ICT Policy Centre for Eastern and Southern 
Africa (CIPESA) reports that since implementation of the OTT tax, internet users 
in Uganda have been reduced by 5 million, according to data from the Uganda 
Communications Commission, Uganda’s telecommunications regulator. In June 
2018, a month before the OTT tax, Uganda had 18.5 million internet users, rep-
resenting 47.4 percent of the population. Three months later, in September 2018, 
there were 13.5 million internet users, or 35 percent of the population (Nanfuka 
2019). This represents a substantial decline in access with a reduction in users 
greater than 12 percent.

This type of tax could put social media and communications application use out 
of reach for Uganda’s poorest internet users, while also making access expensive 
for many others. The highest increase in the cost of internet use after the tax is for 
Uganda’s poorest, for whom the tax represents a 10 percent increase in the price of 
access. This means that 1 gigabyte of data now costs 40 percent of average monthly 
income (Nanfuka 2019). In response to the OTT tax, many users began to use vir-
tual private networks, or encrypted private networks, to bypass tax requirements 
by ISPs. A 2019 study of the OTT tax found that 38 percent of the sampled 1,000 
social media users relied on VPNs to access social media instead of paying the 
OTT tax. This finding is supported by the decline in revenue generated by the tax 
(Pollicy 2019, 3). The Ugandan government directed ISPs to block or tax access to 
VPNs to prevent social media usage without paying the OTT tax, although without 
much success.

In addition to barriers of access through government taxes, Uganda has experi-
enced internet shutdowns, particularly around election periods. Internet shutdowns 
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are increasingly common in sub-Saharan Africa and are used by governments as 
a tool of control and censorship. Shutdowns often occur during periods of vio-
lent conflict, political protest, and elections, and they are mostly associated with 
authoritarian or hybrid-authoritarian governments. An internet shutdown can be 
defined as an “intentional blockage of access to the internet or sections of the 
internet such as social media platforms” that are mainly ordered by governments 
to limit access to information or control communications (CIPESA 2019, 2). While 
shutdowns are often justified on the basis of public safety or national security, they 
prevent communication and access to information for citizens.

Over the past five years, twenty-two African countries have experienced internet 
shutdowns, including five shutdowns in January 2019 alone (CIPESA 2019, 2–4). 
Internet shutdowns can be total shutdowns of internet services or partial restric-
tions due to filtering of specific sites or access to social media applications. For 
example, there was a total shutdown of internet access after elections in the Demo-
cratic Republic of the Congo in December 2018. Chad, however, has continued to 
experience a partial shutdown between 2018 and 2019 with the blocking of social 
media applications. Similarly, during elections in Uganda in 2016, the government 
blocked social media and mobile money access.

Internet shutdowns primarily occur at the national level in Africa, but shut-
downs have been used differentially at the subnational level to restrict access for 
particular populations. In 2018, the government of Cameroon shut down inter-
net access for English-speaking regions of Cameroon to stifle opposition protest 
and repress select regions while enabling access for French-speaking populations. 
In addition to restrictions on media coverage and press freedom, communica-
tion, and access to information, which are activities often critical during political 
events like elections, internet shutdowns are estimated to have significant eco-
nomic impacts. Loss of internet affects internet-based business services, access 
to digital information for economic activities, and everyday personal services like 
banking and mobile money transfers. Internet shutdowns also limit access to 
emergency and health services. Shutdowns may be more likely in places where 
internet infrastructure like ISPs are state-owned, as partial and total shutdowns 
require ISPs to follow requests made by governments. However, internet shut-
downs also occur in countries like Uganda where ISPs are not state-owned (Frey-
burg and Garbe 2018).

Uganda has a hybrid-authoritarian regime, where President Yoweri Museveni has 
been in power since 1986. Uganda’s February 2016 internet shutdown occurred 
during the presidential and parliamentary elections period. A similar shutdown 
occurred during the 2011 elections in Uganda. In 2016, the government restricted 
access to social media applications and mobile money for four days during elec-
tions. Social media was also shut down on the day of President Museveni’s inau-
guration to a fifth presidential term. The government of Uganda described the  
election-period social media blackout as necessary for security reasons in order to 
avoid threats to the electoral process like violence and the dissemination of “lies” or 
false information and electoral results (Duggan 2016). In response to social media 
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restrictions, internet users turned to VPNs to bypass the restrictions enacted by 
ISPs. This response to the partial internet shutdown was similar to the use of VPNs 
after the introduction of the OTT tax.

In addition to limiting communications and access to information for citizens, 
disabling access to social media applications can impact the operations of political 
parties during elections. Losing access to WhatsApp and mobile money appli-
cations can prevent political parties from paying and communicating with party 
agents or individuals who represent parties at individual polling stations to ensure 
party oversight for voting and polling station activities. Loss of social media com-
munications also impacts the ability of parties to monitor and transmit information 
about voting and election results. Disruptions in internet access can negatively 
affect election quality, particularly when they inhibit the operations of opposition 
parties in nondemocratic settings like Uganda. While the Ugandan government 
was able to control social media access during the 2016 elections and continues 
to exert control through the OTT social-media tax, civil society organizations have 
filed suits related to election-period shutdowns which may subject the practice to 
future judicial review by the Ugandan high court.

Kate M. Carter
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Chapter 2: Cyberbullying

OVERVIEW
Cyberbullying involves using a digital device to send messages that intimidate or 
threaten another person online. It can take place over email, social media, text 
messaging, or social networking sites in a private or public channel. Cyberbullying 
usually involves repeated messaging intended to harm the recipient psychologi-
cally, socially, or even by threatening physical harm, any or all of which can affect 
a person’s mental and emotional well-being. It is a tactic that has evolved with the 
growth of the internet, and in general, it is usually associated with children and 
young adults despite also occurring with adults. In fact, some countries use a dif-
ferent term when adults are victimized.

The term cyberassault is used in some parts of the world, such as Latin Amer-
ica, when an aggressor spreads malicious rumors, shares personal details, or posts 
intimate pictures online with the intent to shame or harm. Because cyberbullying 
is generally considered a new behavior, it is considered a crime only in areas where 
lawmakers have passed bills that criminalize it. Countries that have had greater 
access to the internet for longer periods of time are most likely to have laws gov-
erning cyberbullying, although some parts of the world with growing access to 
the internet have also established laws to punish offenders. For other countries, 
cyberbullying is one aspect of internet exchanges that will need consideration as 
policy develops.

Cyberbullying can be categorized in several ways. Harassment is one form. It 
aligns with the generally understood definition of receiving offensive or hurtful 
messages repeatedly over time. These actions can also be referred to as cyber-
stalking. Flaming is another form that involves the cyberbully arguing or fighting 
with the intended victim online. Exclusion is the act of singling someone out 
online and purposefully isolating the person from online group discussions or 
activities. Instead, the remaining group makes rude comments or amplifies harm-
ful gossip about that person. Often, these people are informed of these activi-
ties after the fact. Outing is when a cyberbully shares very personal information 
about a person to a larger audience with the intention of hurting them with that 
information.

Masquerading is a technique cyberbullies use when they create false identities 
to commit cyberbullying acts. The bully can assume a new identity or pretend 
to be another person whom the victim knows to obscure their own identity. 
Another type of cyberbullying involves revenge pornography, where a person 
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posts intimate photographs of another online without their consent. These pho-
tographs can be humiliating and damage future job prospects. In some places 
where the photographs violate strict antipornography laws, both the person 
photographed and the person who posts can face heavy fines and jail time. As 
technologies for online communications advance, new categories of cyberbully-
ing could emerge.

Victims of cyberbullying often suffer from psychological effects that can be mild 
to severe. Even mild effects can have a lasting impact on a person’s life. Research 
on cyberbullying effects on people around the world show that its victims usu-
ally experience adverse psychological effects, such as affective disorders, anxiety, 
depression, and thoughts of suicide; they can also experience related physical 
effects, such as insomnia, aches, skin reactions, and loss of appetite (Nixon 2014). 
To treat these effects, some people turn to therapy or psychiatry, while others 
choose to self-medicate through alcohol, drugs, or self-harm. The effects cyber-
bullying has on individuals depend on multiple factors, including self-esteem, 
the strength of the person’s support network, and cultural values. The long-term 
effects of cyberbullying are still unknown because it has only been acknowledged 
for the last decade.

Many countries have cyberbullying laws to protect people against the negative 
intentions of others online. In the United States, there is no federal law that applies 
to cyberbullying, although certain types of messages could fall under antidiscrim-
ination laws. Almost every state, in contrast, has laws that address cyberbullying 
to some degree. In 2018, the Navajo Nation passed a law that gives tribal courts 
jurisdiction over tribe members who commit cyberbullying. New Zealand passed 
its Harmful Digital Communications Bill in 2015 to criminalize deliberate harmful 
behavior online. The law has grown to encompass more than just criminaliza-
tion; as of 2018, its broader purpose included deterring and preventing unwanted 
online behavior.

The Philippines and Singapore each have passed laws with cyberbullying pro-
tections. The Philippine law focuses on the role of schools in preventing online 
harassment, while the Singapore law applies to its citizens more broadly. Israel 
passed its anticyberbullying law in 2015; in 2016, it established a nationwide pro-
gram with police task forces looking to combat and prevent cyberbullying. The law 
and initiative only cover combatting online abuse against teenagers. The countries 
with the most advanced law, or sets of laws, addressing cyberbullying are places 
where the internet is widely available. Without internet access, cyberbullying is 
not possible, and in areas where the internet is emerging, it is a new issue for pol-
icymakers to pursue.

Other nations have proposed bills to create or strengthen existing antibullying 
laws. Argentina is considering strengthening existing law to cover cyberassaults 
from actions related, but not limited to, cyberbullying. Canada’s Nova Scotia prov-
ince redrafted its anticyberbullying law in 2015 after the provincial superior court 
ruled that it violated existing foundational law. The redrafted bill took effect in 
mid-2018. Critics say that while it adds protections against revenge pornography, 
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the new bill in many ways strips people of protections, such as allowing perpetra-
tors to claim that they did not have harmful intentions. The new law also puts more 
responsibility on the claimant to push the case forward rather than the CyberScan 
unit, a provincial body that worked as an arbitrator and recommended when cases 
should advance to the courts (Global News 2018). Drafting and redrafting bills is 
an important part of the legal process. It demonstrates the importance of reviewing 
and updating laws to accommodate technological advancements while maintain-
ing the rights guaranteed to citizens.

Governments are not the only entities with policies against cyberbullies. Social 
media platforms have developed their own policies to address cyberbullying 
behavior. These policies are necessary to protect the safety of their users, in part 
because researchers have found that sites such as Facebook, Twitter, and Snapchat 
have become places where cyberbullies operate. It can also be a problem for online 
gaming platforms or any place where large numbers of people socialize online. To 
address the problem, Facebook developed its Bullying Prevention Hub for teens, 
adults, and educators. Facebook users also have the ability to block unwanted 
content and to report content that violates the site’s policies.

Twitter has received significant criticism for its inaction against hate speech and 
bullying. After polling its users in late 2016 about features they wanted, Twitter 
received an overwhelming request for tools to prevent bullying. In early 2017, 
Twitter implemented several new features and has started using machine learn-
ing to identify harmful posts earlier (Bernazzani 2017). Most social media sites 
encourage anyone who feels bullied to refrain from responding, to document the 
abusive messages, and to reach out to a trusted adult for support. In cases where a 
user is threatened physically, they recommend contacting law enforcement. Users 
can also report the offensive message to the platform, which will then consider 
removing the content or banning the offending user account.

One of the challenges surrounding cyberbullying is a general lack of aware-
ness. One in four adults polled claimed to have never heard of the concept in 
a 2018 multicountry survey (SABC News Online 2018). Acknowledgement of 
cyberbullying varies worldwide. For some regions, the concept may be so new 
that it has not even entered the language. For example, in the Middle East and 
North Africa, there is no word to describe bullying and associated behaviors 
in Arabic (Foody et al. 2017). The lack of a vocabulary to discuss an issue is a 
decent indicator that a society has not previously addressed it. Lack of awareness 
can occur in areas that have little-to-no internet access, as they have not experi-
enced cyberbullying.

On the other side, there are people who believe that cyberbullying does not 
need additional legislation because it is already covered in existing laws on harass-
ment and libel. They also view physical bullying as an act that assault laws already 
cover. While it is not clear how South Africans feel about cyberbullying, the coun-
try currently does not have a law aimed to curb it. Instead, depending on how the 
cyberbullying occurs, the perpetrator could face charges like harassment, extor-
tion, assault, or criminal defamation.
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Researchers have noted a new type of cyberbullying: self-cyberbullying. When 
people cause themselves digital harm, such as posting something negative about 
themselves, they bully themselves online. In 2017, Florida Atlantic University 
researchers conducted a survey of 5,500 young adults between the ages of twelve 
and seventeen. They determined that one in twenty people bullied themselves 
online, sometimes multiple times (Warner 2017). Although not much is known 
about the phenomenon, it has had real-world consequences. Hannah Smith 
(c. 1999–2013), a fourteen-year-old student in the United Kingdom, sent harmful 
messages to herself leading up to her suicide. Her friends and family believed that 
she was the victim of cyberbullying, but later evidence showed she bullied herself 
online (Davies 2014). This subset of cyberbullying is not addressed by national 
policies directly because it is very new. However, many countries outlaw suicide 
and related attempts, so these laws could apply in extreme cases. As the law devel-
ops, it is important to note that self-cyberbullying is likely a call for help.

Recognizing, preventing, and raising awareness about the dangers of cyberbul-
lying is not simple. In many countries, there are organizations that work toward 
prevention and mitigation. They work with schools and communities and online 
to disseminate information widely and quickly. For example, Ireland has numer-
ous organizations that give workshops and design programs to prevent cyber-
bullying. Sticks and Stones, one of the country’s longest-running award-winning 
programs, works with schools and parents to train them how to prevent bullying. 
One of their programs likens cybersecurity and cyberhygiene to having a tattoo—a 
permanent record of a person’s online activities that follows them around for life 
(Sticks and Stones 2018). This approach may deter possible bullies by teaching 
them empathy and discussing alternative means to reduce stress and aggression.

Training is a critical part of combatting cyberbullying and cyberattacks. There 
are many assumptions made about cyberbullies that, when untrue, increase the 
difficulty of addressing the issue. Sabella, Patchhin, and Hinduja (2013) revealed 
several myths or incorrect assumptions that complicate resolving issues with 
cyberbullying. These assumptions include the following: everyone agrees on the 
definition of a cyberbully; cyberbullying is pervasive across the internet; it leads 
to suicide as the only outcome; it occurs more frequently than offline bullying; it 
is nothing more than a normal experience before entering adulthood; those who 
commit the acts are bad people; and turning off devices solves the entire prob-
lem (Sabella, Patchhin, and Hinduja 2013). To clarify the assumptions, training 
reaches and educates parents, educators, teenagers, and adults about the realities 
of cyberbullying. Busting the myths is critical for ensuring people have the same 
understanding so that they can work together.

The following section looks at how countries from different world regions con-
front the issue of cyberbullying. Some of these countries have developed more 
detailed responses and programs because their societies have had more exposure 
to the problem. Others have only recently turned their attention to the fact that 
cyberbullying affects their citizens, whereas another group has only dealt with a 
small number of cases and may not be fully attuned to the situation.
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AUSTRAL IA
Prevalence

Adults in Australia seem to think that cyberbullying is a growing epidemic 
because of how the media portrays some of its tragic consequences, such as 
death by suicide in which cyberbullying was a trigger (Campbell 2017). In 
reviewing a number of major Australian studies with prevalence data, Katz et al. 
(2014) found that 6–40 percent of young people aged between eight and seven-
teen years had been cyberbullied. However, in the latest research published in 
Australia, only 2 percent of students experienced bullying that solely included 
cybervictimization (Thomas et al. 2017). Studies in Australia have found that 
cyberbullying is more prevalent during early adolescence, ten to fifteen years of 
age (Katz et al. 2014), and when students are transitioning from primary to high 
school (Cross et al. 2009).

It is difficult to ascertain whether cyberbullying is increasing in Australia 
because of difficulties in measuring the phenomenon. Many research studies use 
different definitions of cyberbullying, different time frames, different kinds of 
measures, and different cutoffs for frequency; they also collect data differently 
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(Huang and Cornell 2015). However, while there has been no reduction in 
cyberbullying, it is not increasing. In 2004, it was found that 14 percent of 
secondary school students were cyberbullied (Campbell 2005), while four years 
later in 2008, 10 percent reported they were cybervictimized (Cross et al. 2009). 
In 2012, Cross and colleagues found that 7 percent of students reported being 
cybervictimized, and in 2014, estimates indicated that about 20 percent of stu-
dents were cyberbullied (Katz et al. 2014). In 2017, the estimate was 6.6 percent 
(Thomas et al. 2017). All these studies however, had the aforementioned differ-
ences in measurement.

In Australia as elsewhere, cyberbullying is not just conducted by young people. 
Studies show that university students have been cyberbullied (Wozencroft, Camp-
bell, Orel, Kimpton, and Leong 2015), as have technical education students and 
manufacturing workers (Privitera and Campbell 2009).

Definitions

However, as with all measures of cyberbullying, everything depends on how the 
concept is defined. A definitional debate has been ongoing as to whether bullying 
using technology constitutes a different phenomenon from face-to-face bullying or 
is a separate form of bullying, making it the fourth form after physical, verbal, and 
exclusion bullying. In Australia, this debate was led by Dooley, Pyzalski, and Cross’s 
2009 paper that argued that although cyberbullying might present differently from 
face-to-face bullying (often now called traditional bullying), it is a similar behavior 
because it includes an imbalance of power. The imbalance-of-power concept as 
applied to cyberbullying, however, is disputed by many North American research-
ers, such as Justin Patchhin, Michele Ybarra, and Robert Tokunaga. However, some 
researchers conclude that without an imbalance of power, cyberbullying should be 
renamed cyberaggression or cyberfighting. This difference is still a contentious point 
between U.S. scholars and others.

Consequences

The negative consequences of cyberbullying seem to be the same worldwide. 
Young people who are victimized report feeling sad and lonely and exhibit reduced 
school attendance and suicidal ideation (Thomas et al. 2017). These students also 
report more social difficulties and higher levels of anxiety and depression than 
those students who have been traditionally bullied (Campbell, Spears, Slee, But-
ler, and Kift 2012). However, interestingly, many cybervictimized students fear 
being traditionally bullied more than cyberbullied (Corby et al. 2016). Students 
who engage in cyberbullying also report higher scores on anxiety, depression, and 
stress than students not engaged in cyberbullying (Campbell, Slee, Spears, But-
ler, and Kift 2013), and these emotional consequences are still found a year later 
(Hemphill, Kotevski, and Heerde 2015).
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Legal Responses in Australia

Australia does not have a specific law against cyberbullying in either the criminal 
or civil statutes. This means that cyberbullying behaviors are not legally defined 
and cannot be prosecuted (Langos 2013). However, there are laws for criminal 
offences that could apply, such as the vilification law, law of torts, defamation and 
privacy, criminal, and discrimination law (Butler, Kift, and Campbell 2009). Civil 
laws involving prosecution of young people for cyberbullying would be drawn 
out and costly and would be unlikely to gain much compensation for the person 
cyberbullied (Butler 2018).

There are calls for the law to be changed. In 2013, a law symposium was held in 
Melbourne with recommendations that an appropriate legal framework addressing 
all forms of bullying be introduced. Both state and federal parliamentary enquiries 
followed in 2014 and 2018, both of which resulted in no changes to the law (Legal 
and Constitutional Affairs Senate References Committee 2018). An anticyberbul-
lying task force was commissioned in Queensland in 2018, which again recom-
mended no changes to the law for cyberbullying.

However, other measures have been taken to address the problem. A new statute 
was created in Australia called the Enhancing Online Safety for Children Act 2015, 
which created the office and website of the Australian eSafety Commissioner. The 
commissioner’s mandate is to promote the online safety of children and to create 
an effective service for handling cyberbullying complaints. The office is able to 
serve notices to social media companies to remove cyberbullying material targeting 
an Australian child and has legislated authority to investigate serious incidents of 
cyberbullying.

Policies

The Australian government was one of the first countries to provide leadership 
in reducing bullying in 2003 by providing schools with an integrated national 
framework called the National Safe Schools Framework, or NSSF (Cross et al. 
2011). This policy was revised in 2018 and named the Australian Student Well-
being Framework (Australian Government Department of Education and Training 
2018). The Wellbeing Framework, like the earlier NSSF, has been endorsed by 
ministers of education from each state through the Federal Education Council.

Under this framework, all Australian schools must have an antibullying policy. 
However, these policies have not been very effective in reducing cyberbullying. 
Butler, Kift, Campbell, Slee, and Spears (2011) examined a small sample of Aus-
tralian schools’ cyberbullying policies according to the expectations of the law and 
found them wanting in terms of definitions, reporting procedures, and handling 
of complaints. Even as late as 2016, a review of the effectiveness of antibullying 
school policies found that less than half the students surveyed knew about the 
policy (Rigby and Johnson 2016).
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Other Initiatives

Other measures to reduce cyberbullying are the informational websites Bullying. 
No way! (https://bullyingnoway.gov.au/) and a National Day of Action against 
Bullying and Violence (https://bullyingnoway.gov.au/nationalday). Preservice 
teachers’ curricula include cyberbullying definitions and methods for handling 
situations (Spears, Campbell, Tangen, Slee, and Cross 2015). Nongovernment 
agencies such as the Kids Helpline, which is run by Your Town, provide free,  
confidential telephone and online counseling services for people aged between 
five and twenty-five years. The Australian Universities AntiBullying Research Alli-
ance conducts research into cyberbullying and links with the American Bullying 
Research Network (BRNET) and Canada’s Promoting Relationships and Eliminat-
ing Violence Network (PREVNET). The Cyber Friendly Schools project, Beyond 
Bullying, and the Safe and Well Project have all been initiatives of this alliance.

Marilyn Campbell
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Dooley, J. J., J. Pyżalski, and D. Cross. 2009. “Cyberbullying versus Face-to-Face Bullying: 
A Theoretical and Conceptual Review.” Zeitschrift für Psychologie/Journal of Psychology 
217 (4): 182–188. https://doi.org/10.1027/0044-3409.217.4.182.

Hemphill, S. A., A. Kotevski, and J. A. Heerde. 2015. “Longitudinal Associations between 
Cyber-Bullying Perpetration and Victimization and Problem Behavior and Mental 
Health Problems in Young Australians.” International Journal of Public Health 60 (2): 
227–237. https://doi.org/10.1007/s00038-014-0644-9.

Huang F. L., and D. G. Cornell. 2015. “The Impact of Definition and Question Order on the 
Prevalence of Bullying Victimization Using Student Self-Reports.” Psychological Assess-
ment 27 (4): 1484–1493. https://doi.org/10.1037/pas0000149.

Katz, I., M. Keeley, B. Spears, C. Taddeo, T. Swirski, and S. Bates. 2014. Research on Youth 
Exposure to, and Management of, Cyberbullying Incidents in Australia: Syntheses Report 
(1925218074). Sydney: Social Policy Research Centre, UNSW Australia.

Langos, C. 2013. “Which Laws Can Apply to Cyberbullying?” Bulletin (Law Society of South 
Australia) 35: 38–39.

Legal and Constitutional Affairs References Committee. 2018. Adequacy of Existing Offences 
in the Commonwealth Criminal Code and of State and Territory Criminal Laws to Capture 
Cyberbullying. Accessed September 2, 2019. https://www.aph.gov.au/Parliamentary 
_Business/Committees/Senate/Legal_and_Constitutional_Affairs/Cyberbullying /Report.

Privitera, C., and M. A. Campbell. 2009. “Cyberbullying: The New Face of Workplace 
Bullying?” CyberPsychology and Behavior 12 (4): 395–400.

Reeckman, B., and L. Cannard. 2009. “Cyberbullying: A TAFE Perspective.” Youth Studies 
Australia 28 (2): 41–49.

Rigby, K., and K. Johnson. 2016. “The Prevalence and Effectiveness of Anti-Bullying Strat-
egies Employed in Australian Schools.” Accessed March 17, 2020. https://core.ac.uk 
/download/pdf/51343534.pdf.

Spears, B. A., M. A. Campbell, D. Tangen, P. T. Slee, and D. Cross. 2015. “Australian 
Pre-Service Teachers’ Knowledge and Understanding of Cyberbullying: Implications 
for School Climate.” Les dossiers des sciences de l’éducation 33: 109–130. https://doi.org 
/10.4000/dse.835.

Thomas, H. J., J. P. Connor, D. M. Lawrence, J. M. Hafekost, S. R. Zubrick, and J. G. 
Scott. 2017. “Prevalence and Correlates of Bullying Victimisation and Perpetration in 
a Nationally Representative Sample of Australian Youth.” Australian and New Zealand 
Journal of Psychiatry 51 (9): 909–920. https://doi.org/10.1177/0004867417707819.

Wozencroft, K., M. A. Campbell, A. Orel, M. Kimpton, and E. Leong. 2015. “University 
Students’ Intentions to Report Cyberbullying.” Australian Journal of Educational and 
Developmental Psychology 15: 1–12.

https://doi.org/10.1177/0165025411407456
https://doi.org/10.1177/0165025411407456
https://doi.org/10.1027/0044-3409.217.4.182
https://doi.org/10.1007/s00038-014-0644-9
https://doi.org/10.1037/pas0000149
https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Legal_and_Constitutional_Affairs/Cyberbullying/Report
https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Legal_and_Constitutional_Affairs/Cyberbullying/Report
https://core.ac.uk/download/pdf/51343534.pdf
https://core.ac.uk/download/pdf/51343534.pdf
https://doi.org/10.4000/dse.835
https://doi.org/10.4000/dse.835
https://doi.org/10.1177/0004867417707819


46 e X a M I n I n G  I n t e r n e t  a n D  t e C H n o L o G Y  a r o U n D  t H e   W o r L D

COSTA R ICA
In Costa Rica, rising internet access has exposed the people to new challenges 
in the wake of regulating how people come together and exchange information 
online. The social and cultural changes brought on by the World Wide Web have 
affected many sectors of the population, and children and young adults are at high 
risk for cyberbullying, or cyberassault. To this end, the government has attempted 
to regulate online conduct, particularly to protect the rights of the youngest gener-
ations. Despite the government’s multiple attempts to institute laws and legal rem-
edies against cyberbullying, the situation has become direr; by mid-2018, Costa 
Rica ranked second for the highest number of bullying cases in Latin America.

Internet use is prevalent among children and young adults. Statistics report 
that 90 percent of all students use email, with the number rising to 99 percent 
for adults between the ages of twenty-one to twenty-four years. Ten percent of all 
internet users are minors between the age of ten and fifteen, rising to 30 percent 
for sixteen- to twenty-five-year-olds (Salas Zamora 2013). Being on the internet 
exposes these youths to a number of potential dangers, including verbal aggres-
sion, physical threats, loss of control over personally identifying information, and 
the introduction to strangers with malintent, among others. There is also a risk of 
falling prey to a cyberbully or experiencing other forms of sexual misconduct or 
inappropriate behavior. To mitigate against these harms, the government and other 
entities have worked to pass legislation that criminalizes certain behaviors online.

By November 2012, Costa Rica already had a law protecting its citizens against 
cyberbullying. The law indirectly referenced the ability to criminalize people who 
created fake social media profiles for other people, impersonating another person 
online, or using social media to harass other people. The law established these 
activities as crimes. For adults, they carried a sentence of up to six years in prison; 
for incidents involving children, the maximum penalty raised to up to eight years 
(Q24N 2013). Despite the seriousness of potential penalties, the law proved insuf-
ficient to prevent cyberbullying incidents.

In 2015, the Ministry of Public Education (MEP) took additional steps to rectify 
the problem. Between 2012 and 2014, reported cases of bullying rose from 59 to 
186, though only 4 of the later cases referenced cyberbullying (Lopez 2015). The 
MEP worked with public and private schools in response to the growing number of 
cases to find solutions that would help students and educators at both private and 
public schools. Some of its activities included inviting specialists, such as psychol-
ogists, to speak with victims and offer emotional support. The MEP also advised 
parents to discuss anti-harassment policies with schools and encouraged schools to 
communicate more openly about their reactions to offenders. The strategy’s effect 
was not publicized; there is no publicly available information about the metrics used 
to assess the MEP’s progress. However, as incidents continued to rise and it received 
more complaints about cyberbullying, the strategy was less effective than expected.

Fundación Paniamor, a nonprofit focused on children’s rights, recognized the 
hazards that the internet could introduce to kids. The organization was specifically 
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concerned about cyberbullying, also called cyberassault, so it pressured the govern-
ment to enact legislative protections for children. It proposed the Law for the Pre-
vention and Establishment of Corrective Measures and Formatives Against School 
Assaults or Bullying, law number 9404. This law is one of the few worldwide that 
acknowledges cyberbullying may occur in different forms and through various 
technologies. It defines cyberbullying as the act of using information and commu-
nications technologies to carry out bullying physically at school or cyberbullying 
through the internet, social media, mobile phones, online video games, YouTube, 
or any other virtual media that appears in the future. In a later section if the law, 
the definition is further expanded to include blogs, email, messages, videos, audio 
recordings, and cell phone pictures or recordings (Ley para la prevención y el esta-
blecimiento de medidas correctivas y formativas frente al acoso escolar o “bullying” 
2016). This definition and its subsequent examples demonstrate its comprehen-
siveness and ensures that it will apply new technologies or platforms.

Decree 9404 offers protection under the law, but it is not the only action the 
government has taken to ensure minors’ rights. The law protects minors from 
online abuse but also imposes sanctions against the children who participate in 
acts of bullying. Sanctions start with a warning placed into the child’s file and noti-
fication to the parents and escalates depending on the offense. Schools that choose 
to ignore child harassment can also be found negligent under this law. There is also 
a special provision for web pages or social media posts that use harassing language 
or attempt to harm the victim in some way.

In addition to the law, the government created a National Children’s Trust with 
two primary purposes. The first is to protect children against all crimes, includ-
ing cyberbullying. With that mission, the site allows teachers, parents, and other 
adults the opportunity to report cyberbullying instances on an online portal. The 
second is to provide resources to inform the population how they should respond 
to cyberassault. For instance, the trust’s initial recommendation is to report offenses 
to the police when the actions involve minors. Their website also features audio 
and video resources along with a virtual library. Although the organization primar-
ily supports children six years old and under, many of its resources and recom-
mendations apply to older children.

A 2016 study suggests that this law may be effective for preventing the severest 
outcomes in bullying cases. In some cases worldwide, news media has reported 
that cyberbullying has led to an increase in suicide rates. In late 2016, Romo and 
Kelvin conducted research on teenage schoolchildren across Latin America. They 
determined that Costa Rica had the lowest rates of attempted suicide due to bul-
lying, at 8.4 percent, versus Bolivia, where 20.9 percent reported at least one sui-
cide attempt. They found that bullying led to self-medication, which in Costa Rica 
translated into the heaviest alcohol use, though they also admitted the findings 
could be a result of higher acceptance of alcohol drinking in the country (Romo 
and Kelvin 2016). Though one study is not conclusive, there is minimal research 
available on the effects of bullying or cyberbullying in Costa Rica.
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Besides the government, other groups want to alleviate the situation in the coun-
try. In 2018, the Costa Rican national soccer team won a spot in the international 
FIFA games. On June 3, 2018, after their last game when they beat Northern Ire-
land, the team seized the opportunity to promote human rights issues at home. At 
a press conference, they announced a joint effort with like-minded organizations 
to raise awareness about the state of human rights in the country. They distributed 
28,000 copies of a new book produced for the occasion, which highlighted sev-
eral areas where Costa Rica should improve, namely reducing or eliminating child 
labor, sex trafficking, domestic violence, and bullying (Press Release 2018). The 
Children’s Museum hosted Claro Costa Rica’s Digital Village conference for the sec-
ond year to discuss technology-related issues and accomplishments. It promoted 
robotics education and virtual reality, while inviting experts to discuss the darker 
side of technology, such as cyberbullying.

Costa Rica understands the dangers that the internet poses for its children and 
young adults. It views the risks to society as perils, and to this end, the country has 
created additional government organizations to assist in alleviating the problems 
in general and specifically when geared toward children. Costa Rica’s efforts to 
enact laws and programs to combat bullying, both physical and cyber, are admi-
rable, yet they have not proven effective when compared to the rising number 
of bullying cases reported. While it is admirable that, apart from Honduras, no 
other Central American nations have adopted laws to combat cyberbullying except 
for Costa Rica, the government alone cannot eradicate the problem. The private 
organizations that have claimed the reduction of cyberbullying to be an important 
issue may provide the additional support needed to raise awareness. Their efforts 
may be enhanced from collaborative efforts that capitalize on the celebrity angle 
brought to the issue through the national soccer team. Whether divided or united,  
more must be done if the Costa Rican society wishes to alleviate the physical and 
psychological risks posed by cyberbullying.

Laura Steckman
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IRELAND
Ireland has experienced a heightened focus on cyberbullying and online safety 
issues in recent years. The media in particular have covered many high-pro-
file cases where children and young people have been victimized through elec-
tronic and/or digital forms. For example, in 2018, the case of Nicole Fox Fenlon 
(c. 1997–2018), a young woman who took her own life after being bullied 
online, was well publicized through a courageous campaign by her mother. At the 
moment, there are many national debates regarding best practices for online child 
protection in Ireland. Safeguarding solutions have ranged from cell phone bans in 
schools to legislation aimed at penalizing cyberbullies. In the following sections 
we outline the current evidence base regarding cyberbullying in Ireland. We also 
outline the current initiatives that are happening locally and ultimately argue for 
the young person’s voice to be at the heart of the prevention and intervention 
efforts that schools undertake.

What We Know from Irish Research

A recent meta-analysis of all published cyberbullying studies in Ireland found 
that approximately one in ten Irish teenagers have been victimized online (Foody, 
Samara, and O’Higgins Norman 2017). In a more recent study of over 2,000 ado-
lescents aged between twelve to sixteen years old, we found gender differences 
where victimization was more likely to occur through messaging platforms and 
social networking sites such as WhatsApp for females and on gaming platforms 
for males (Foody, McGuire, Kuldas and O’Higgins Norman 2019). The same study 
found that certain elements such as being female, having poor friendship quality, 
and being involved in cyberbullying were associated with higher emotional prob-
lems and self-reported depression.

With regard to privacy, we found a tendency for young people, particularly 
fifteen-year-olds to have public social media accounts and to engage in less 
privacy-related behaviors compared to other age groups (Challenor, Foody, and 
O’Higgins Norman 2018). All of this points to a scenario much like that which 
exists internationally. Young people are at a higher risk of developing mental health 
problems when they are victims of cyberbullying. Understanding their actions 
online, from the sites they visit to the privacy settings they engage, is essential for 

https://www.scielosp.org/article/rpsp/2016.v40n5/347-355/
https://www.poder-judicial.go.cr/salasegunda/revista/Revista_N10/contenido/PDFs/05proteccion_menores_redes.pdf
https://www.poder-judicial.go.cr/salasegunda/revista/Revista_N10/contenido/PDFs/05proteccion_menores_redes.pdf


50 e X a M I n I n G  I n t e r n e t  a n D  t e C H n o L o G Y  a r o U n D  t H e   W o r L D

us as researchers and parents to come up with practical and effective prevention 
and intervention strategies.

What Is the Government of Ireland Doing to Tackle Cyberbullying?

In 2013, the government of Ireland published The Anti-Bullying Procedures for 
Primary and Post-Primary Schools. These procedures were developed to give 
direction and guidance to school authorities and personnel in preventing and 
tackling bullying (including cyberbullying). The Anti-Bullying Procedures and 
the associated Department Circular 0045/2013 apply to all recognized primary 
and postprimary schools in Ireland and arose out of the following activities: a 
review of existing Guidelines on Countering Bullying in Schools (1993), a forum 
hosted by the minister for education and skills with the minister for children and 
youth affairs (2012), and the Action Plan on Bullying—Report of the AntiBullying 
Working Group to the minister for education and skills (January 2013). As such, 
they represent the most significant development in relation to tackling bullying in 
schools over the last twenty years. In these Anti-Bullying Procedures, responsibil-
ity for tackling bullying and cyberbullying falls to the individual school.

Subsequent to the introduction of the Anti-Bullying Procedures for Primary and 
Post Primary Schools, further concerns arose in relation to cyberbullying and other 
online safety issues. Consequently, in 2018, the government published an Action 
Plan for Online Safety. This followed on from an open policy debate hosted by the 
government in March 2018 and a report from the Oireachtas (Irish Parliament) 
Committee on Children and Youth Affairs. A number of actions were introduced 
under this plan, most notably the establishment of the National Advisory Council 
on Online Safety and promised legislation for new criminal offences related to 
online harassment. In late April 2019, the government agreed to draft legislation to 
tackle cyberbullying, digital harassment, stalking, and the nonconsensual sharing 
of sexual images.

What Are Schools in Ireland Doing to Tackle Cyberbullying?

Recent research shows that most principals in Ireland take cyberbullying seriously 
by including an antibullying policy in their schools and have a clear understand-
ing of the negative consequences for students. However, the same report found 
that they are struggling to know how to support their students in terms of specific 
anticyberbullying programs and would like more guidance from the government 
about how to handle cases appropriately (Foody, Murphy, Downes, and O’Higgins 
Norman 2018).

Very recently, and due to extensive funding from Facebook, a new antibullying 
program is being developed in Ireland named FUSE—Tackling Bullying and Online 
Safety Together. This program aims to use the whole-school approach to promote 
digital safety and positive online interactions for young people. At its heart, the 
whole-school approach is concerned with bringing together all major stakeholders 
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within the school community; students, parents, and school staff come together 
to form a collective understanding of what bullying (including cyberbullying) is, 
how best to prevent it, and how to intervene if it happens. The approach is also 
concerned with creating a positive school climate that is based on inclusivity and 
promotes diversity (O’Higgins Norman and Sullivan 2017).

Positive relationships are stressed not only between students and students, stu-
dents and school staff, but also between school staff themselves and staff and par-
ents. In addition, more and more programs promote student voices as one of the 
core aspects of this approach, where students are involved in the schools anti(cy-
ber)bullying policy formation and/or other student-led activities such as raising 
awareness (Baldry, Blaya, and Farrington 2018). In Ireland, for example, young 
people were asked to be coresearchers in a qualitative study on cyberbullying. 
Adult researchers met with young people in several separate sessions that focused 
on building the adolescents’ ability to engage with research, design a follow-up 
qualitative study, and interpret findings and evaluation of the collaboration process 
(Dennehy, Cronin, and Arensman 2018). This approach recognizes that young 
people’s voices should be a core consideration for interventions rather than rely-
ing purely on adult researchers, educators, and politicians to come up with these 
constructs based on what they think young people might experience (as has been 
the norm to date). Adults should invite, encourage, and foster students to be more 
involved in solutions, especially so when navigating the new research and applied 
spaces relating to cyberbullying and online safety.

Mairéad Foody, Robert Slonje, and James O’Higgins Norman
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I TALY
Italy’s online environment has exposed teenagers and schoolchildren to the pos-
itive and negative sides of the internet. The negative aspects, such as cyberbul-
lying and cybervictimization, have received ample attention from researchers 
who have been studied these phenomena in the country for more than a decade. 
Italian law has fallen behind the dangers posed by technology, and particularly 
information communications technologies, similar to many countries across the 
globe.

In the case of cyberbullying and cybervictimization, policymakers and com-
munity leaders, encouraged by teachers and parents, have worked to rectify the 
discrepancies to protect the nation’s children. In some ways, every step forward 
is a step sideways or backward; as fast as the government has criminalized cyber-
bullying, new forms, such as the imported Blue Whale game, have reached Italy’s 
borders and complicated potential solutions. At the same time, Italy has started to 
see measurable progress designed from studying the phenomena. Several anticy-
berbullying programs have shown significant improvements because they resulted 
from the extensive research conducted in the country.

Cyberbullying, the act of using digital communication to harass or intimidate, 
has another component. While cyberbullying is the act and the bully is the initi-
ating actor, the person who is cyberbullied is also a victim. Cybervictimization gen-
erally refers to a person who has received offensive or insulting messages directed 
at them through electronic communications. Additional behaviors that suggest 
someone has been cybervictimized include reports that the person is receiving 
anonymous or offensive calls intended to intimidate or scare, being subject to pub-
lic online defamation, or experiencing blackmail or threats (González-Calatayud 
2018). Italian researchers consider the relatedness between cyberbullying and 
cybervictimization in terms of prevention and intervention. They recognize that 
the interrelationship between the two can play a strong role in mitigating their 
effects, which in turn creates a more resilient youth. Researchers in other countries 
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tend to separate the two or examine their psychological effects differently, which 
can lead to treating the symptoms rather than the problem.

Italy has experienced several high-profile cases related to cyberbullying that 
have had severe consequences. Many of the incidents have ended in suicide. In 
2012, Andrea Spezzacetena (1997–2012) committed suicide after someone cre-
ated false rumors online that he was gay. After being tormented by obscenities and 
horrible names, he killed himself at home. In 2014, under the pseudonym “Amne-
sia,” a fourteen-year-old posted on Ask.fm. She had recently broken up with a boy-
friend and sought anonymous advice on how she could recover from heartbreak. 
The responses she received instructed her to kill herself. She decided to follow that 
advice. Although later reports suggested that she may already have been suicidal or 
unstable, other questions she posted months earlier received strings of obscenities 
in response. Her parents and hometown were shocked and terrified. They asked 
the authorities to shut down Ask.fm, although it did not happen (BBC 2014).

A similar case occurred a year earlier to Carolina Picchio (1999–2013). At a 
party, Carolina got drunk and fainted. While she was unconscious, several boys 
filmed as they mimed sexual acts with her. The video made rounds on YouTube. 
Within twenty-four hours, Carolina received thousands of derogatory, obscene 
messages. She wrote a quick note to her father with words that translated to “words 
hurt more than the blows” and defenestrated herself in an act of suicide (Felisi 
2018). Carolina’s case is credited as a significant catalyst for the country’s anti-
cyberbullying law. Friends and family claimed that they reported the bullying to  
sites like Facebook, but that the sites took no action. Prosecutors considered trying 
to hold Facebook, one of the main social media sites where Carolina was bullied, 
culpable, but chose not to when Facebook promised to reform its system.

In a more recent case, a contestant in the Miss Italy contest has faced cyberbul-
lying since the beauty pageant. In early 2018, Alessia Spagnulo (c. 1994–) learned 
before the swimsuit competition that her babysitter was unavailable. She decided 
to strap her daughter Chloe (2017–) to her chest and compete. Her decision was 
controversial; soon after the event, she started receiving death threats and insult-
ing messages online. She was outraged at the cybervictimization. Even when she 
avoided the messages, they continued to exist on the internet.

In May 2018, the Italian parliament passed a long-awaited bill against cyberbul-
lying. After three years of debates, the bill passed with 432 votes for and 1 absten-
tion. The bill makes acts of harm against a minor punishable by law. It also requires 
schools to take action in response to bullying and service providers a window of 
forty-eight hours to remove offensive content. The bill, which started as Senate Act 
No. 1261 and evolved in Law No. 71/17, had unusual origins. Cyberbullying has 
been heavily studied in Italy. There has been ample evidence that the phenomenon 
was real, affecting students around the country daily. In May 2015, the bill moved 
from the Lower House of Parliament, where it had received approval, to the Sen-
ate. After many discussions and several modifications, the bill became known as 
C. 3139 in September 2016. It moved again, as S. 1261-B, with additional mod-
ifications in January 2017. It finally became an official law in May 2017, called 
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the Provisions for the Protection of Minors for the Prevention and Control of the 
Phenomenon of Cyberbullying (Government of Italy 2017). Its final name is the 
GU No. 127.

The law took effect after the 2017 European Union Kids Survey in Italy. This 
is a longitudinal study, which means it is conducted over time, to demonstrate 
trends affecting the country’s children. The study found that from 2010 to 2017, 
Italian kids experiencing rising levels of exposure to hateful speech and messages 
online; the same study showed that the trend remained steady over time for cyber-
bullying, hovering at 10 percent since 2010 (London School of Economics 2018). 
The study noted that the growing amount of cyberhate correlated with political 
tensions online, especially with political campaigns occurring domestically. Many 
teenagers opted to avoid online forums and discussions involving politics because 
involvement often led to experiencing cybervictimization or cyberaggression.

In 2017, the Blue Whale Challenge, a social media game of fifty steps that 
encourages kids to perform acts of self-harm until dying by suicide, gained pop-
ularity in Italy. Said to have originated in Russia, the game has spread all over 
the world. Awareness of the game reached Italian teenagers primarily after a story 
aired on the show La Iene; in a poll, 70 percent of Italian teenagers reported hav-
ing learned about it for the first time through the Italian media (Statista 2018). 
Although officials reported the actual number of events attributed to the game to 
be low (approximately 9 of 170 alleged cases), the game concerned most Italians. 
The minister of the interior instituted a campaign to stop the Blue Whale in schools 
and asked supporters to wear a button carrying that message (Lunghini 2017). The 
game is serious not only for individuals who wish to follow it to a tragic end but 
also for cyberbullying. In June 2017, police arrested a nineteen-year-old man for 
convincing a twelve-year-old girl to start playing the game over Instagram.

Italy’s high-profile cyberbullying cases, the rise in reported incidents, and the 
slow progress the anticyberbullying law made through parliament prompted the 
police to launch a hashtag campaign to alert people to the danger. #Unaparo-
laeunbacio, which translates into a word and a kiss, launched in early 2016. The 
campaign partnered with Baci Perugina, a theater troupe that would tour across 
the country with a show depicting a theatrical representation of the realities of 
cyberbullying. The presentation ended with a discussion involving the audience. 
The main goal was to raise awareness of the challenges involved with use of the 
internet, such as experiencing cyberbullying, and to alert the public about how to 
face the issues appropriately. Baci Perugina is known for spreading messages about 
love and tolerance.

One of Italy’s premiere treatment centers for bullying and cyberbullying is the 
Fatebenefratelli Sacco, a medical center in Milan. Since 2008, it has specialized in 
pediatric care for teenagers suffering the effects of these phenomena. The center 
receives more than 1,200 cases annually, noting that around 80 percent are related 
to the internet. Apart from cyberbullying, teenagers also suffer ill effects from sex-
ting, the exchange of sexy or sexual messages with another person, internet-related 
addiction, and gambling (ANSA 2017). The hospital was also one of the most vocal 
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advocates for an anticyberbullying law due to its firsthand experience treating the 
effects. The director appears on television and is quoted by the media often to 
promote awareness of the serious psychological harm that can stem from online 
interactions.

There are several types of programs available in Italy that claim to reduce cyber-
bullying. A for-profit program, KiVa, claims to use decades of scientific research 
to prevent, intervene, and monitor bullying cases. Developed in Finland, the pro-
gram has run experiments across Europe, including Italy. A domestic program, 
Noncadiamointrappola, or NoTrap!, uses peer educators to facilitate school events. 
The program reports having success against cyberbullying. Within Italy, there are 
also online programs that students can take to learn more about cyberbullying and 
prevention. These programs can be in conjunction with a school-based effort or 
taken as a separate course.

In all of these approaches, researchers report that a critical factor is the involve-
ment of the community: students, teachers, parents, and other trusted adults 
(Cyberbullying.org 2017). In a study that reviewed the evaluations of nine cyber-
bullying intervention programs in Italy, only KiVa and NoTrap! conclusively 
reduced cyberbullying and cybervictimization. They were also the only programs 
that had dedicated tracks, one for all children and one for those who had had 
involvement in cyberbullying (Istituto degli Innocenti 2016).

The Italians are aware of how serious cyberbullying can be. Between the new 
laws and the extensive research on all aspects of cyberbullying, the country, from 
the government to its people, takes the act very seriously. Together, they are 
attempting to address the challenges that the internet has posed for their society.

Laura Steckman

Further Reading
ANSA. 2017. “Cyberbullying up 8% in Italy, Study Says.” Accessed July 24, 2018. http:// 

www.ansa.it/english/news/general_news/2017/02/01/cyberbullying-up-8-in-italy 
-studysays_6b0ca66d-7b7d-43b0-9559-c7ed7071f130.html.

BBC. 2014. “Cyberbullying Suicide: Italy Shocked by Amnesia Ask.Fm Case.” Accessed 
July 24, 2018. https://www.bbc.com/news/world-europe-26151425.

Cyberbullying.org. 2017. “Cyberbullying Research in Italy.” Accessed March 17, 2020. 
https://cyberbullying.org/research/map/italy.

Felisi, Annalisa. 2018. “‘Mai Più Un Banco Vuoto’, Il Toccante Video Ispirato Alla Storia Di 
Carolina Piccho.” Novara Today. Accessed July 24, 2018. http://www.novaratoday.it 
/attualita/video-carolina-picchio.html.

González-Calatayud, Víctor. 2018. “Victims of Cyberbullying in the Region of Murcia: A 
Growing Reality.” Journal of New Approaches in Educational Research 7 (1): 10–16.

Government of Italy. 2017. “Disposizioni a Tutela Dei Minori per La Prevenzione Ed Il 
Contrasto Del Fenomeno Del Cyberbullismo.” Accessed May 28, 2020. https://www 
.gazzettaufficiale.it/eli/id/2017/06/3/17G00085/sg.

Istituto degli Innocenti. 2016. “Anti-Bullying Intervention Mapping.” Accessed May 28, 
2020. https://www.istitutodeglinnocenti.it/sites/default/files/anti-bullying _interventions 
_mapping_italy_0_0.pdf.

http://www.ansa.it/english/news/general_news/2017/02/01/cyberbullying-up-8-in-italy-studysays_6b0ca66d-7b7d-43b0-9559-c7ed7071f130.html
http://www.ansa.it/english/news/general_news/2017/02/01/cyberbullying-up-8-in-italy-studysays_6b0ca66d-7b7d-43b0-9559-c7ed7071f130.html
http://www.ansa.it/english/news/general_news/2017/02/01/cyberbullying-up-8-in-italy-studysays_6b0ca66d-7b7d-43b0-9559-c7ed7071f130.html
https://www.bbc.com/news/world-europe-26151425
https://cyberbullying.org/research/map/italy
http://www.novaratoday.it/attualita/video-carolina-picchio.html
http://www.novaratoday.it/attualita/video-carolina-picchio.html
https://www.gazzettaufficiale.it/eli/id/2017/06/3/17G00085/sg
https://www.gazzettaufficiale.it/eli/id/2017/06/3/17G00085/sg
https://www.istitutodeglinnocenti.it/sites/default/files/anti-bullying_interventions_mapping_italy_0_0.pdf
https://www.istitutodeglinnocenti.it/sites/default/files/anti-bullying_interventions_mapping_italy_0_0.pdf


56 e X a M I n I n G  I n t e r n e t  a n D  t e C H n o L o G Y  a r o U n D  t H e   W o r L D

London School of Economics. 2018. “More Hate Speech and Hateful Content for Italian 
Children Online.” Parenting 4 Digital Future. Accessed March 17, 2020. http://blogs 
.lse.ac.uk/parenting4digitalfuture/2018/01/31/italianchildren-online/.

Lunghini, Roberta. 2017. “The Truth about the Blue Whale Phenomenon in Italy.” West-
Info. Accessed July 24, 2018. https://www.west-info.eu/the-truth-about-the-blue 
-whale-phenomenon-in-italy/.

Statista. 2018. “Italy: Awareness of Phenomenon Blue Whale Suicide Game among Teen-
agers 2017.” Accessed July 24, 2018. https://www.statista.com/statistics/709658 
/awareness-of-new-phenomenon-blue-whale-suicidegame-among-teenagers-italy/.

MEXICO
Recently in Mexico, mobs on social media have started to ridicule and bully the 
entitled behavior of the country’s elite via the hashtags of #Lord or #Lady, plus the 
insolent behavior the elite was caught doing. For example, the hashtag #Lady-
Chiles was used to mock a wealthy woman who had mistreated her housemaid for 
allegedly stealing a chili from her kitchen (Nájar 2014).

The Lords and Ladies of Mexico first came to the spotlight in 2011, when two 
rich, drunken women were recorded insulting and physically attacking a police 
officer in the wealthy Mexico City neighborhood of Polanco. The women assaulted 
the police officer after he had simply called after them for being intoxicated on 
the street, which is illegal in Mexico. Social media was suddenly filled with the 
hashtag #LadiesPolanco to criticize what people considered to be arrogant and 
erratic behavior by Mexico’s elites. Similarly, a scandal in 2016 led to the emer-
gence of the hashtag #LadyCoralina, to criticize a rich, young woman who cheated 
on her fiancé in the upscale beach club Coralina in Cancun. Emma Alicia Paz Ayala  
(c. 1999–) kissed a man she was not engaged to at her bachelorette party. Someone  
recorded a video and posted it online. After seeing the social media posts, her 
fiancé immediately called off the wedding. Pictures of the infidelity became an 
online meme, and Paz Ayala’s family believed that her reputation had been perma-
nently damaged. Her actions received a lot of negative attention on social media 
that could be classified as cyberbullying, with rhetoric not only mocking but also 
criminalizing her behavior and humiliating her for her actions (Posta 2016).

Along similar lines, elites and businesspeople have often gotten caught on film 
for bad behavior. Driving and/or auto-involved incidents have become popular for 
highlighting arrogant, corrupt behaviors. One example is the hashtag #LordAudi, 
used in 2016 to criticize a man who drove his Audi down a Mexican bike line. The 
driver almost ran over a bicyclist, argued with a police officer, and then drove away 
angrily. He also told the policeman to call his father, ostensibly to make the matter 
go away quietly. However, the bicyclist filmed the exchange, starting his phone 
after the Audi touched his back tire. He then posted the video to social media, 
where it went viral.

A second example from the same year was #LordRollsRoyce. Emir Garduño 
(c. 1974–) got enraged after a man cut off his car in traffic. He beat and intimidated 
the man with a gun, only later learning that the victim was an off-duty policeman 
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(Hernandez 2016). A passerby filmed the confrontation and posted it online. A 
similar incident occurred with #LordFerrari. Filming and posting the videos is one 
way that the nonelites combat corruption and abuse of the system, which seems to 
favor the rich and powerful.

Why is there so much commotion in social media around these Mexican Lords 
and Ladies? According to Mexico’s national survey about discrimination, one of 
the main factors that Mexicans felt divided them as a society was wealth, a con-
stant fight between “the rich and the poor” (Bucio Mújica 2012). It is not just the 
poor who are organizing brigades to attack the elites with the #Lady and #Lord 
hashtags. The hostility has been mutual. This cyberbullying fight has even entered 
the political hemisphere; Mexicans supporting the left (and who typically repre-
sent the lower classes) have been called “chairos,” while Mexicans supporting the 
right (who are typically the upper class) have been named “fifís.”

Chairo is a pejorative word usually used in Mexico to discriminate against some-
one because of their social origin. In the political arena, it has started to be used 
to describe a person who supports the left (the poor), especially Mexico’s current 
leftist president Andrés Manuel López Obrador (1953–), also known as AMLO. 
The chairos represent the common citizen on the streets and in the subway and 
working in the fields with their bare hands. They represent the lower class, the 
people of Mexico (“el pueblo”). Fifís is another derogatory word, which is used to 
represent those who support the right in Mexico; according to the stereotype, they 
are usually conceived as high-level, educated businessmen.

In the 2018 Mexican presidential election, the cyberbattle between fifís and 
chairos was aggravated. While the fifís had in the past been able to organize smear 
campaigns against the left using bots and TV commercials, the chairos in this pres-
idential election were able to organize both offline and online massively to harass 
and fight the fifís. Chairos considered that people in Mexico, especially those from 
the lower levels of society, might not always have a strong internet connection. 
In response, they crafted dynamics to attack opponents that could work with 
intermittent internet (Quinto Poder 2018). Examples included creating printable 
instructions, facilitating offline protests, and mobilizing offline collective action 
such as orchestrating people online to paint murals on the street.

Mexicans have a history of actively bullying and mocking their peers. Accord-
ing to the Organisation for Economic Co-operation and Development, Mexico  
is currently the country with the highest number of bullying cases in elementary 
schools. With respect to the bullying between the elites and the lower classes, his-
torians believe that this fight arose during the days of the Spanish conquest and 
is a process that has neither stopped nor finished. The Spanish conquest had the 
ultimate goal of pushing the natives into religious and political submission. One 
way of creating this submission was through social stratification, where the citizens 
who were born in Spain or were the sons of the Spanish could rule everything, 
while everybody else (especially the natives) could only take lower-level jobs.

The modern Mexican state was born from these social class divisions, and they 
continue to be heavily present in modern society. However, the Spanish were never 
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able to control the Mexicans entirely. Mexicans never fully assumed the roles the 
Spanish wanted from them. In Mexico, there has been a continuous violent battle 
between the upper and lower classes to readjust their power and redefine the roles 
that each actor can play in society.

Mexico’s cyberbullying could be seen as a rebel dance that attempts to fight 
submission and bring justice to its social classes. However, it is perhaps not the 
most effective dance, as the best ways to fight classism are unlikely to occur 
through vicious public attacks that bring permanent infamy to others’ charac-
ters or personae. Moving forward, it might help Mexicans to consider how much 
social justice their #Lord and #Lady hashtags have brought. Participating in 
the cyberbullying might make them feel better. But it is still necessary to think 
about how they could bring true justice. Could the same creative energy they 
are putting into insulting and attacking each other be used to bring true social 
change?

Saiph Savage, Norma Elva Chávez, and Gabriela Huerta
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QATAR
Qatar is a small country located in the Middle East. With a population of 2.72 
million people and 99 percent urbanization, it is no surprise that the country has 
one of the world’s highest internet penetration rates at 99 percent. The Qatari 
population also has high social media penetration rates. The country’s active social 
media user and mobile social media user penetration rate also runs at 99 percent; 
it is, therefore, one of the most connected, active online populations in the world 
(We Are Social 2019). With nearly the entire population online, the Qatari govern-
ment chooses to harness the power of the internet to address social problems the 
country faces.

Cyberbullying is one of those social issues. The Qatari government addresses 
cyberbullying by actively campaigning online as well as providing a website full 
of resources for teachers and parents to combat cyberbullying. Although these 
tools have only been available for the past few years, the Qatari government has 
quickly developed one of the strongest and comprehensive anticyberbullying cam-
paign plans. Specifically, the Ministry of Transport and Communications (MoTC) 
has teamed up with Vodafone and the Ministry of Interior (MoI) to use a variety 
of techniques, strategies, and programming to raise awareness about the signs of 
cyberbullying and to offer concrete recommendations that address the phenomena 
in different online scenarios.

Cyberbullying is a common problem around the world and is typically at the 
forefront of any conversation when discussing children’s internet safety. In Qatar, 
the full extent of cyberbullying is understudied. In fact, only two studies on cyber-
bullying in the country existed in 2016. A Microsoft study from 2012 reported that 
32 percent of students had been bullied, although it did not differentiate between 
traditional bullying and cyberbullying, while another study’s sample population 
indicated that 36 percent of Qatari youths were victims, with the bullies more 
likely to be local than foreign (Foody et al. 2016).

Bullying is not a new phenomenon. As it has survived the transition to the dig-
ital age, in some ways, it has become more public, or more accessible, as digital 

Moustafa El Sisi (c. 1998–), an Egyptian student, launched Advice Seekers in 
2014 with the help of his friends. Advice Seekers is an organization dedicated to 
advancing an antibullying initiative in Egyptian schools. It wants to curb bullying 
on- and offline. El Sisi came up with the idea after a friend committed suicide due 
to bullying. He started the organization to raise awareness about bullying, espe-
cially after encountering teachers and students who believed that bullying did not 
exist in local schools (Abdulaal 2018; Cairo Scene 2017). Today, Advice Seekers 
speaks to students around the country and has an active Facebook page that posts 
inspirational messages and videos to support people who experience or witness 
bullying in any format. Similar programs have yet to be adopted in other Middle 
Eastern nations.
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technologies have made it easier to lash out and, at times, hide behind a wall of  
perceived anonymity. The rising popularity of social media platforms has also 
enabled some aspects of cyberbullying and cybervictimization. In 2015, about five 
in ten children were aware of online bullying in varying degrees (Latibu 2015). By 
2017, 85 percent of Qatari children, ages nine through eighteen, used the internet. 
Of that 85 percent, about 10 percent reported being bullied online, 18 percent 
reported exposure to inappropriate material, and 42 percent received requests 
from unknown persons (Bukhari 2017).

As of 2019, with 2.70 million active social media users, Facebook ranks as the 
most popular social media platform in the country. It is followed by 930,000 peo-
ple on Instagram and 708,500 on Twitter (We Are Social 2019). However, these 
numbers change when exploring the Qatari youth’s online presence and usage. 
An average of 31 percent of students spend about eight hours online every day. 
While watching videos is one of the more popular activities for Qatari youth at 
35 percent, it is followed by social media usage at 25 percent. Of the social media 
platforms, 43 percent of Qatari youth used Instagram, and 38 percent used Snap-
chat (Vodafone 2018).

The Qatari government recognizes the amount of time the country’s youth and 
the country as a whole spend online and has developed programming to reduce 
risks related to cyberbullying. Qatar’s Ministry of Transportation and Communica-
tion created several campaigns and programs to help teachers and parents recog-
nize and address the signs of cyberbullying exhibited by children. One campaign, 
Keep Them Safe, Keep Them Curious, urges Qatari parents and teachers to be 
involved with the country’s youth to promote online safety and advocate the youth 
to be “cybersmart” while perusing the internet. MoTC also encourages parents to 
set positive examples while using technology (Begum 2018). By addressing cyber-
bullying early with children, the Qatari government hopes to instill healthy and 
safe online habits.

The MoTC has also partnered with Vodafone Qatar to help facilitate its cam-
paign efforts and streamline online programs (Vodafone 2018). By partnering 
with Vodafone Qatar, developer of the award-winning online-safety program 
AmanTECH and one of the largest telecommunications companies in the country, 
the MoTC has greater access to the Qatari population. Since 2017, the partnership 
has hosted as many as thirty workshops, with plans to host twenty more in 2019, 
to address cyberbullying and online safety at different schools. Nearly 3,000 stu-
dents from years three through eight have participated in the workshops, where 
they performed tasks relating to online safety and participated in scenarios geared 
to deal with cyberbullying (Gulf Times 2019).

In 2018, the MoTC launched an online awareness campaign using hashtags to 
illustrate the fact that information is key in fighting cyberbullying. It used social 
media platforms to educate people about the negative psychological effects that 
cyberbullying has on children. Hashtags, such as #secure4safety, are used to raise 
awareness about cyberbullying and cybersecurity (Bukhari 2018).
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In addition, the MoTC created a safe space online to discuss cyberbullying. The 
website safespace.qa helps teachers and parents keep children safe online by post-
ing videos and articles about cyberbullying and proven methods for reducing risk. 
Not only is the website a useful tool for adults but there also are special sections for 
kids and teens to learn more about preventative measures. The site also hosts an 
interactive game that educates students about online safety (Ministry of Transport 
and Communications 2019). The videos show different scenarios that children 
may face online and ways to address each situation with the children’s safety in 
mind. Cyberbullying is no longer something that can be ignored. It is now an 
individual’s, as well as a community’s, responsibility to protect today’s youth from 
the extreme and violent activities that are easily accessible online (Bukhari 2017).

Qatar’s Ministry of Interior also fights cyberbullying. While the MoTC raises 
awareness about cyberbullying, the MoI takes legal action against violators. After 
the passage of the 2015 cybercrime law, cyberbullying has become a criminal 
offense punishable by the MoI. It is against the law to commit libel or slander 
against another person online or by using any kind of IT equipment to commit 
the crime. Persons prosecuted under the cybercrime law can face up to a year of 
prison and/or pay a maximum fine of QR100,000 or approximately US$2700. 

View of the Vodafone headquarters building in Qatar. Vodafone and Qatar’s Ministry  
of Transportation and Communication have partnered to establish AmanTECH, an 
award-winning online safety program to instill healthy digital hygiene practices and prevent 
dangers such as cyberbullying. Through the partnership, thousands of students, parents, 
and educators attend workshops teaching online safety and anti-cyberbulling annually. 
(Bennymarty/Dreamstime.com)

http://www.Dreamstime.com
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Telecommunication providers, such as Vodafone, must comply with any court 
requests for evidence, keep user information for a year, and/or block websites 
ordered by judicial officials.

These activities mirror other activities considered crimes before the cybercrime 
law when conducted through other means, such as through printed resources 
(Fahmy 2015). However, with the country’s population online, the cybercrime 
law addresses many of the challenges associated with the digital age. The gov-
ernment also provides a telephone hotline for victims to call and report cases of 
cyberbullying. These reports are then collated by the Cyber Crime Center (CSC) 
at the MoI. The Cyber Security Center’s purpose is to detect cybercrimes, inves-
tigate them, and turn in violators to the court. On average, the Control Room at 
the CSC receives 35,000 e-incidents per second. This equates to about 8.6 billion 
e-incidents daily (Mohamed 2018).

Since the creation of Qatar’s antibullying campaigns, the country’s plans have 
become more comprehensive, as cyberbullying has evolved across the internet. 
The internet is plagued with several online hoaxes and urban myths year after 
year. At the end of 2018 and beginning of 2019, the Momo Challenge became a 
worldwide event that terrified parents, and warnings went out to Qatari parents on 
some news sites. Reportedly, a video personality was encouraging young viewers to 
do harmful activities, such as dying by suicide or hurting family members through 
this challenge (Gulf Times 2019). The hoax spread primarily on WhatsApp and 
YouTube. Concerns grew worldwide over the potential harm this messaging could 
do to the youth population, with many people worried about how the naivete of 
young users would make them fall victim to the supposed challenge.

The Momo Challenge turned out to be a hoax that spread quickly through-
out all social media platforms. Interestingly, the Momo Challenge worked simi-
larly to the Blue Whale scare, wherein an online game also encouraged youths to 
take increasingly dangerous steps until committing suicide. Qatari parents did not 
express concern over either game, possibly because they were forewarned of the 
hoax through AmanTECH and the news. Experts believe that the hoax diverted 
attention from more serious threats, such as cyberbullying, although it is possible 
to consider the hoax itself a form of cyberbullying because it supposedly pressured 
children to harm themselves and others. These hoaxes are also dangerous because 
they can overshadow other real, pressing online issues. Most research indicates 
that as long as Qatari parents continue to monitor their children’s use of technol-
ogy, they will be prepared to address, and possibly prevent, cyberbullying inci-
dents affecting their children.

Karen Ames
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SOUTH AFR ICA
Cyberbullying is the use of social media and digital technology to harm and harass 
people online in a deliberate, targeted, repetitive, and hostile manner. South Africa 
is a technically advanced country on the African continent. As of February 2019, it 
had an estimated population of 57.73 million, with internet penetration at around 
half the population (31.8 million) and a social media penetration of 40 percent (23 
million). The most popular social media platforms in the country are WhatsApp, 
YouTube, and Facebook (Kepios 2019). The use of social media, coupled with the 
popularity of mobile phones for internet access, has increased the number of cyber-
bullying cases in South Africa, with South Africa having the fourth-highest rate of 
cyberbullying in the world (South African College of Applied Psychology 2019).

The rising rate of mobile devices connecting to the internet has contributed to 
the cyberbullying problem. Thirty-eight percent of the population (28.9 million) 
use social media on their mobile phones (Statista 2019). South Africa has the 
fourth fastest-growing mobile phone market in the world (Newzoo 2019). Ipsos 
(2019) interviewed 20,793 adults aged sixteen to sixty-four across twenty-eight 
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countries about cyberbullying. The results highlighted that 54 percent of South 
African parents knew of a child who had been cyberbullied, and South Africa had 
the highest prevalence of cyberbullying from all the countries surveyed. Through-
out the years, there have been various cyberbullying methods used in South Africa 
such as the following:

• Harassment—sending rude and threatening messages persistently
• Flaming—heated online fighting that involves exchanging vulgar messages
• Identity theft—obtaining and using another person’s personal information illegally 

for personal gain
• Cyberstalking—the use of the internet or other digital means to stalk or harass 

another person
• Trolling—starting arguments and upsetting people by posting inflammatory or 

untrue material in an online community
• Outing—extracting true information from a person via devious methods and then 

sharing it online to cause distress to the person
• Exclusion—isolating a person from their friends and family
• Denigration—the posting of material online that is harmful to a person’s character, 

including private sexual images. (Willard 2011)

With mobile phone use, two popular methods of cyberbullying occur via text 
message and photos/videos, including sexting. Sexting is a crime when texts, pic-
tures, or videos of an explicit nature are sent to minors; it can also be a crime when 
sent to unconsenting adults. Burton and Mutongwizo (2009) released a study 
of 1,726 South African young people. The results highlighted that 46.8 percent 
had experienced cyberaggression via phone. Young people have bullied others 
using various media. Specifically, 18.3 percent have used SMS (text messaging), 
16.9 percent phone calls, and 9.2 percent photos or videos.

Cyberaggression includes harmful acts carried out by electronic means directed 
at an individual or group of individuals. These acts can be offensive, unwanted, 
and derogatory (Grigg 2010). The study by Farhangpour, Maluleke, and Mutshaeni 
(2019) surveyed eighty high school students and performed detailed interviews of 
six students and found more than half the students experienced cyberbullying with 
sexual offences. In South Africa, a recent case of cyberbullying involved a thirteen-
year-old girl from Pretoria who allegedly committed suicide due to circulation of a 
photo the girl had sent her friend. The friend put the photo on a WhatsApp group. 
The girl was heavily teased about the image (Gous 2019). Although news reports 
do not mention what the photograph showed, there was a correlation between the 
online teasing and the circulated photograph.

Policies and How to Stem Cyberbullying

In 2013, the South African government signed the Protection from the Harassment 
Act 71. The act provides protection orders to victims of bullying and cyberbully-
ing. The victim can apply through the court for an interim protection order. The 
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order will be granted if the court is satisfied the victim has been harassed. If perpe-
trators breach the protection order, they can be fined or imprisoned (Department 
of Justice and Constitutional Development 2019).

There are issues with the act, because courts can grant protection orders with-
out the knowledge of the perpetrator, as prior warning to the perpetrator can 
lead to undermining the order if that person decides to escalate attacks against 
the victim. Victims under eighteen years of age can approach the courts without 
their parents knowing. Tracking cyberbullies is an issue because of how limited 
the information is that social media platforms and service providers will hand 
over. According to the act, service providers can be forced to provide information 
on cyberbullies such as full name, address, identity number, IP address, mobile 
number, and email address. However, the question of whether platforms such 
as Facebook and Instagram will comply with such requests for user information 
is less clear (Laas and Boezaart 2014; Mawson 2019). Another issue is that it is 
not possible to prosecute all children under the harassment act. Children under 
ten years old cannot be prosecuted against the act, but children above ten can 
be, if they are aware of their actions and the difference between right and wrong 
(Ngqakamba 2019).

Despite instances of cyberbullying increasing annually due to the popularity of 
the mobile web and social media, South Africa needs to do more in terms of policy. 
Countries such as China and Singapore have taken a more aggressive approach to 
cyberbullying. Singapore has criminalized cyberbullying with a mixture of fines 
and jail time (Singapore Government 2019). China passed a law requiring Chinese 
citizens to register their real names online (Lee and Liu 2016). These requirements 
allow for the tracking of perpetrators of cyberbullying. Countries such as the Phil-
ippines, Japan, and Belgium also have advanced antibullying laws, which include 
laws to address cyberbullying.

There are various applications and tips available to help curb cyberbullying in 
South Africa. STOPit is an app that enables school pupils to report their cyberbul-
lying experiences via messages, videos, and pictures from anywhere with an inter-
net connection. STOPit is used around the world including South Africa (STOPit 
2019). The South African government and universities intend to build on the edu-
cation of cybertechnology in schools, including increasing students’ knowledge of 
the cyberworld and its dangers (Farhangpour, Maluleke, and Mutshaeni 2019). 
Both the South African College of Applied Psychology (2019) and the South Afri-
can Police Force (2019) have published tips on how to deal with cyberbullying. 
These tips can be applied by victims from a wide range of ages. They include the 
following:

• Becoming familiar with privacy settings and using them (e.g., passwords)
• Keeping evidence of cyberbullying (e.g., offensive posts and online messages)
• Blocking cyberbullies or reporting them via social media or the police
• Taking a break from social media
• Trying not to react or retaliate to the cyberbullies’ actions, as retaliation can keep 

the cycle of aggression going



66 e X a M I n I n G  I n t e r n e t  a n D  t e C H n o L o G Y  a r o U n D  t H e   W o r L D

• Remembering that cyberbullying is not the fault of the victim so they should not 
blame themselves and reaching out to others if you suspect cyberbullying or are a 
victim yourself

• Staying off sites where identities are hidden.

These tips will empower cybervictims to fight against bullies by presenting them 
with practical steps they can take.

Steps are being taken to curb cyberbullying in South Africa. As the popularity 
of the mobile web and social media grows, the instances of cyberbullying will 
increase. Guidance exists in South Africa, but more targeted policies on cyberbul-
lying and the use of digital applications are needed to stem cyberbullying. Col-
laborating with countries that possess a more aggressive strategy toward tackling 
cyberbullying will help South Africa.

Sophia Alim
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UNITED  STATES
Cyberbullying in the United States is a nationally recognized social problem. Every 
state has legislation that guides school administrators, law enforcement, and par-
ents on how to best address the problem. The United States’ broad engagement 
with cyberbullying and cyberaggression makes it one of the more progressive 
countries on the issue. That said, the approach the United States has adopted is 
far from perfect and has not been successful at eradicating the problem. Despite 
widespread efforts, the average rate of bullying in the United States remains in line 
with the worldwide average. Complications in addressing the issue may arise from 
the lack of federal law regulating the issue, inaccurate framing of the repercussions 
of cyberbullying by the media, and parental feelings of technological inadequacy. 
Despite these complications, the United States remains dedicated to addressing the 
problem of cyberbullying with various public and private initiatives.

Stopbullying.gov, a website managed by the U.S. Department of Health and 
Human Services, uses a definition of bullying, encompassing cyberbullying,  
developed by the Centers for Disease Control (CDC) and the Department of Edu-
cation to inform media outlets and the general public and help them identify the 
issue. Bullying involves unwanted aggressive behavior, an observed or perceived 
imbalance of power, and a pattern of repetition of the behavior or the likelihood of  
repetition. This definition distinguishes two modes and four types of bullying: the  
two modes are direct bullying, which occurs in the physical presence of the targeted 

The word bully has an interesting history. According to one etymology, it originated 
from the Middle Dutch word boele, meaning lover or brother, which evolved in Mod-
ern Dutch to boel, meaning mistress. By the mid-1500s, it crossed into English with 
the meaning of sweetheart or darling. It eventually became one of William Shake-
speare’s (1564–1614) favorite terms of endearment in his plays. In 1688, the word 
had developed an additional meaning: ruffian. It is not known how the term changed 
from positive to negative, or whether the evolution of two separate words eventually 
took the same spelling. It is the second sense of the term, more akin to ruffian, that 
people understand today (Liberman 2012).

https://www.sacap.edu.za/blog/counselling/cyberbullying/
https://www.sacap.edu.za/blog/counselling/cyberbullying/
https://www.saps.gov.za/child_safety/teens/teens.php
https://www.saps.gov.za/child_safety/teens/teens.php
https://www.statista.com/statistics/685134/south-africa-digital-population/
https://www.statista.com/statistics/685134/south-africa-digital-population/
https://stopitsolutions.com/news/new-stopit-app-aims-to-deter-cyberbullying/


68 e X a M I n I n G  I n t e r n e t  a n D  t e C H n o L o G Y  a r o U n D  t H e   W o r L D

Elementary school students participate in a class-
room program that teaches prevention and resil-
ience toward cyberbullying. In the United States, 
cyberbullying is a serious issue affecting the nation’s 
youth, and despite rising efforts to prevent it, statis-
tics about cyberbullying have stayed generally un-
changed. Advocacy from parents, teachers, schools, 
communities, and non-governmental agencies seeks 
to eradicate cyberbullying from schools, adopt state 
and federal laws defining and addressing the issue, 
and continue to promote programs to assist victims 
across the country. (Claraaa/Dreamstime.com)

person, and indirect bullying, 
which occurs via communica-
tion toward the targeted person 
when not in physical proximity.

This second mode, indirect 
bullying, encompasses cyberbul-
lying, sometimes referred to as 
electronic bullying. The four types 
of bullying identified are phys-
ical, verbal, relational, and dam-
age to property. Cyberbullying 
in the United States is primar-
ily of the verbal and relational 
type. Verbal aggression involves 
verbal harassment and threats 
of harm, while relational aggres-
sion threatens the relationships 
of the targeted person and often 
occurs through the spreading of 
rumors. While cyberbullying can 
occur between adults, nearly all 
research, discussion, and debate 
regarding the behavior assumes a 
targeted youth.

The proliferation of smart-
phones in recent years and ready 
access to them by most teens 
have made cyberbullying far eas-
ier to perpetrate and thus a grow-
ing cause for concern. Between 
this belief, media coverage of the 
correlation between suicide and 
bullying in the United States, 

often referred to as bullicide, and multiple mass school shootings since 1999, the 
general public has called for stronger legislation when it comes to cyberbullying. 
Critics of this attitude, however, have called into question the validity of the per-
ceptions that cyberbullying correlates with these events, the purpose of laws to 
help combat the problem, and the efficacy of the laws when they are adopted.

While it may be true that more teens have access to the internet through their 
smartphones today than at any other point in history, it may not be true that 
cyberbullying is on the rise. According to data collected by the CDC, the incidence 
of cyberbullying has generally decreased since 2011. However, despite regular 
research and surveys conducted by various research entities, statistics on cyber-
bullying and the way those statistics are framed tend to vary greatly. According 

http://www.Dreamstime.com
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to 2017 survey data from the CDC, only about 14.9 percent of high school stu-
dents surveyed reported having experienced cyberbullying in the previous twelve 
months (19.7 percent of young women and 9.9 percent of young men), which was 
a small increase from what was reported by middle school students (CDC 2017).

However, this number doubled when reported by the Cyberbullying Research 
Center, a private organization dedicated to disseminating information and educa-
tion about cyberbullying. According to the series of studies the CRC conducted 
over a ten-year period, the lifetime victimization rate of cyberbullying was on aver-
age 27 percent, with a 2016 average of 34 percent. A Pew Research Center survey 
conducted in early 2018 said that 59 percent of students surveyed reported having 
been the target of cyberbullying at some point. The Pew Research data also reports 
on the types of bullying experienced; 42 percent of surveyed youth report having 
been the target of name-calling (verbal), and 32 percent of surveyed youth report 
having been the target of rumors (relational; Anderson 2018).

Media coverage of cyberbullying that correlates it with unproven consequences, 
such as suicide, further serves to cloud the facts. The term bullicide is commonly 
used in media and refers to incidents where a young person with mental health 
issues is bullied and, as a result, dies by suicide. Causally linking the two mis-
represents the relationship between the bullying behavior and the suicidal act, 
because the majority of youth who are cyberbullied do not die by suicide. While 
the impact of the behavior is most assuredly not without effect and cyberbullying 
may exacerbate preexisting mental health issues, research suggests that it alone 
does not drive a youth to suicide. That said, LGBTQ youth are at a far higher risk of 
experiencing cyberbullying, and this group is also already at a higher risk for sui-
cide; therefore, there is a dangerous correlation between the two that should never 
be ignored. Media reports also often refer to cyberbullying or bullicide as a crime, 
which in many cases may not be true. Nevertheless, this idea of cyberbullying as a 
criminal act has taken hold in the minds of media consumers, which is one factor 
contributing to the assumption that cyberbullying is always a legal issue.

While the general public may clamor for more legislation regarding cyberbul-
lying, as of 2015, every U.S. state has adopted some kind of law to address the 
problem, with the exception of Alaska, which has bullying legislation but does 
not include language for cyberbullying. However, there is no federal law concern-
ing cyberbullying, which means that each state has its own way of dealing with 
the problem. The first state law regarding bullying, adopted in Georgia in 1999, 
had been in development before the 1999 Columbine High School mass shooting; 
however, that and subsequent mass school shootings have been cited as a motivat-
ing factor in the development of state laws. The last state to adopt anticyberbully-
ing legislation was Montana in 2015. Montana’s law is very basic and provides for 
little more than identifying bullying as a prohibited behavior and includes proce-
dures for determining which jurisdiction is best suited to respond.

Other states have far more robust policies and detailed procedures. After the 
original 2002 law was revised in 2011, New Jersey has often been cited as having 
the strictest legislation for bullying. In New Jersey, school districts are required not 
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only to have a policy in place to deal with bullying but also to employ multiple 
antibullying specialists. Additionally, each year, districts are required to provide 
the state government with multiple detailed reports on all incidents of bullying.

Statistical data to corroborate the effectiveness of these laws is difficult to 
find. The CDC only reports survey data for New Jersey on the years 2011 and 
2013. That data indicates a decrease of 0.8 percent over the two-year period from 
15.6 percent to 14.8 percent of youth surveyed who reported having experienced 
cyberbullying in the previous twelve months. That said, there was a 1.3 percent 
increase of direct bullying on school grounds during that same period. While Mon-
tana’s law was adopted in 2015, CDC survey data reports that incidents of cyber-
bullying had already been declining when the law was adopted, decreasing from 
16.2 percent in 2011 to 15.5 percent in 2015 and even further to 14.9 percent in 
2017 (CDC 2017).

In addition to determining efficacy, when evaluating state legislation on cyber-
bullying, one important question that arises is the purpose of the law. Particularly 
as cyberbullying is primarily considered a problem among youth, are these laws 
meant to be punitive, normative, or preventative? Often, laws are thought to exist 
in order to punish deviant behavior; however, in the case of most state laws regard-
ing cyberbullying, this purpose is not clear, and usually unless the cyberbullying 
extends into the realm of harassment or assault (offenses governed by separate 
laws), it is not prosecutable.

One reason why states do not include explicit avenues for punishing bullying 
is that crimes that are punishable must be clearly identified; determining where 
the line exists between free speech and cyberbullying is tremendously difficult. 
Additionally, in order for a law to identify a “crime” to be punished, there must be 
a “criminal,” and there is hesitation to treat underage cyberbullies as criminals. The 
reasons for this are similar to the ones that question the efficacy of cyberbullying 
laws as deterrents. Essentially, youth are often impulsive and legally illiterate, and 
they often believe they will not get caught because of the anonymity of the internet 
or because adults do not understand the social media they use. Most youth simply 
do not know the law, and unless an incident occurs that is dealt with harshly, they 
may not even be aware of the severity of their actions.

While it may be true that many adults view children as “digital natives” because 
they have grown up with the technology, youth often do not have a complete 
understanding of the technology they use or the way that social media messages 
they put out there can be traced back to them. Similar laws to deter certain behav-
iors among youth, such as underage sex, have not been shown to be effective. As a 
result, cyberbullying law is normative, meaning it endeavors to set a standard norm 
that discourages cyberbullying rather than eliminate it, which is what U.S. Edu-
cation Secretary Arne Duncan (1964–) suggested in a 2010 letter to schools and 
governors. He stated that laws exist only to “send a message” about the importance 
of immediately addressing incidents of bullying and to promote the understanding 
that the behavior is not to be tolerated. Instead of focusing on legal enforcement, 
he urged the adoption of a comprehensive approach to the problem that involves 



 C Y B e r B U L LY I n G  71

the cooperation of multiple entities. He also reminded schools and governors of 
the importance of establishing safe school environments for victims and perpetra-
tors alike (Duncan 2010).

While cyberbullying may not be the sole cause for a teen to die by suicide, it can 
certainly be a factor, and multiple studies demonstrate other short- and long-term 
psychological effects of the behavior. Young women generally experience cyberbul-
lying at a rate of about double that of young men, and over half of LGBTQ youth 
experience cyberbullying. Some of these incidents of cyberbullying are dealt with 
in the legal sphere, and when that happens, prosecutors must find an appropriate 
law to apply to the perpetrator.

A commonly cited example of cyberbullying that led to prosecution deals with 
the suicide of Tyler Clementi (1991–2010), an eighteen-year-old gay male, who 
was a freshman at Rutgers University in 2010. Clementi’s roommate, Dharun 
Ravi (c. 1992–), used a webcam to spy on Clementi as he engaged in sexual acts 
with another man and then used Twitter to advertise that and invite others to 
spy on Clementi with him. Days after Clementi found out what Ravi had done, 
he jumped off the George Washington Bridge to his death. While Ravi was not 
charged with Clementi’s death, the case attracted a great deal of attention to the 
plight of cyberbullying directed toward LGBTQ youth, and general public con-
sensus was that Ravi was to blame for Clementi’s death. In 2012, he was convicted 
of fifteen other counts including invasion of privacy and a uniquely New Jersey 
law called bias intimidation. However, in 2016 on an appeal related to the uncon-
stitutionality of the bias intimidation charge, all fifteen of Ravi’s original convic-
tions were overturned when he accepted a plea deal of one count of invasion of 
privacy.

Other instances of what many consider to be cyberbullying that led to prosecu-
tion involve using social media to make threats. In anticipation of the 2018–2019 
school year, the Federal Bureau of Investigation (FBI) rereleased information on 
“hoax threats” communicated via electronically, reminding students that they are 
considered serious federal crimes and that students risk beginning their adult 
life with a felony record over what they may consider a simple joke. While these 
hoax threats are often dealt with by suspending or expelling the student, there are 
numerous examples of students also being convicted of a felony charge and placed 
on probation.

Marilyn J. Andrews
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Chapter 3: Cybercrime

OVERVIEW
Cybercrime refers to the act of breaking the law online. It occurs when people 
decide to violate the law, usually for monetary or other personal gain. It is a 
fast-growing criminal industry because it can be extremely profitable and has nat-
ural, built-in barriers to being caught due to the technologies employed. Accord-
ing to the International Criminal Police Organization, INTERPOL (2018), “more 
and more criminals are exploiting the speed, convenience and anonymity of the 
Internet to commit a diverse range of criminal activities that know no border, 
either physical or virtual, cause serious harm and pose very real threats to victims 
worldwide.” The cost to individuals and national economies is serious; in Febru-
ary 2018, estimates placed the cost of cybercrime at over US$600 billion annually 
(Lewis 2018). The growing rate of emerging and evolving technologies contributes 
to the rising costs associated with combating cybercrime.

Law enforcement agencies recognize multiple types of cybercrime that generally 
fall into one of two categories: high-tech crime and cyber-enabled crime (INTER-
POL 2018). High-tech crime occurs when the criminal’s target is the disruption or 
destruction of computer hardware or software. The creation of malicious viruses 
intended to spread across the internet and prevent computer systems from booting 
is an example of high-tech crime. Cyber-enabled crime refers to either the adaptation 
of crimes usually committed offline to cyberspace or the invention of new methods 
or means to steal information, such as a person’s identity or financial information, 
over the internet. The lines between these two categories are not always clear. 
For example, hacking is a cybercrime. A hacker who attempts to rewrite code to 
modify computer software is committing a high-tech crime. If that code rewrites 
software to send banking information to the hacker for the purpose of stealing the 
money in the account or to create unauthorized credit cards based on that account, 
the hacker has committed a cyber-enabled crime.

Laws addressing cyberspace are not always identical to noncyberlaws. For 
example, the rule of cyberlaw can mirror the regulations of the offline world. There 
are also laws that are designed specifically to regulate the behaviors and actions 
that people take on the computer, over the internet, and through the World Wide 
Web. In some cases, these behaviors or actions only occur online, such as hack-
ing, stealing virtual money, or phishing, which by definition is a type of social 
engineering under false pretenses designed to commit a crime by gaining access to 
personal information. Criminals who go phishing often do so to perform such acts 
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as stealing a person’s identity or creating fake credit cards in someone else’s name, 
leaving the victim to suffer from financial loss. In other cases, the crimes are perpe-
trated through the internet, such as trading for illegal goods on the dark web. This 
crime is often committed to obscure both the illegal purchase and the identities of 
the buyer and seller from law enforcement.

National governments regulate most of laws related to cybercrime. Local govern-
ment supplements the laws based on the needs of local populations. In addition, 
many online sites and platforms enforce their own netiquette, a term that refers to 
etiquette or norms for politeness, on the internet. In most countries, laws govern-
ing cyberspace generally reflect a society’s norms about appropriate behaviors both 
online and offline. These laws, however, often differ between countries and territo-
ries, as they represent the values, morals, and behaviors considered appropriate in 
each society, which can have varying belief systems and worldviews due to culture, 
history, religion, and many other combinations of factors.

One of the challenges surrounding online governance is that it is difficult to 
police the internet. The rapid development of new technologies has made it easier 
for criminals to circumvent the law, and it is equally challenging to pass laws that 
encompass all possible aspects of cybercrime. Another concern is that while cyber-
crime is relatively new and frequently evolving, lawmakers do not always have 
a solid grasp of the technology. Without a basic, and sometimes even advanced, 
understanding of how internet or internet-enabled technologies function, it is dif-
ficult to assess how they could be used to break the law. For example, since early 
2018, governments across the world have been considering the fallout of Facebook 
giving third-parties user data without user consent. Because the data is generated 
and stored online, the limitations of Facebook’s right to use the data however it 
deemed fit were never challenged.

In 2018, after the Cambridge Analytica scandal revealed that the company had 
collected people’s data unethically and in violation of Facebook’s terms of ser-
vice, several governments explored whether Facebook and Cambridge Analytica 
violated their privacy laws. In Europe, governments passed a strict privacy law 
in response to Facebook’s actions. Facebook agreed to comply but also changed 
its terms of service and switched where it stores user data. For 1.5 billion people 
who might have been protected under European privacy laws, this data warehouse 
switch stripped them of those protections (BBC 2018). It will take lawmakers time 
to determine if the switch violates privacy laws or if there is not yet sufficient law 
to address terms of service changes, whether intentional or accidental, that may 
directly infringe upon rights guaranteed under the law.

A second challenge for cyberlaw is the difficulty in identifying actual criminals. 
Most cybercriminals avoid prosecution and capture because the internet allows 
them to operate anonymously. For those who use social media and social net-
working tools, most sites do not require users to register with their actual name or 
location. There are also tools that obscure location and identity. Examples of these 
tools include virtual private networks, which make users appear to be physically 
located in another area, and special browsers such as Tor, the onion router that 
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obscures a user’s location from visited sites and prevents those sites from tracking, 
or being tracked, back to the original user. New ways to stay anonymous online are 
under development, and over time, some law enforcement has learned to crack, 
or address, some of the old methods. Currently, the anonymity enjoyed by many 
people online extends to those who choose to commit cybercrimes. The anonymity 
creates obstacles to identifying the perpetrator of a crime and then discovering the 
person’s or group’s true identity.

Another complication for law enforcement is that police cyberspace jurisdiction 
is not always clear. Often, cybercriminals operate at a geographic distance from 
where they commit crimes. For example, Nigerian scammers have become infa-
mous for the 419 scam, named after the section of the Nigerian Criminal Code ded-
icated to punishing fraud (International Centre for Nigerian Law 2018). The 419 
scam, also referred to as the “Nigerian Prince” scam, where an allegedly wealthy 
man sends an email telling the recipient that he needs to transfer his wealth out of 
the country, offering to pay the recipient a percentage of the haul. The catch is that 
the scammer receives banking information, which is then used to drain the own-
er’s accounts. There is also a romantic version of this scheme where the scammer 
pretends to be a beautiful woman who falls in love over email and needs a small 
amount of money to move to the person’s country of residence.

While the Nigerian police actively pursue these criminals, the internet and 
development of technology has made them more successful and harder to track; 
after decades of various versions of this scam, technology has made these criminals 
bolder and more prolific (Newman 2018). Nigeria is one of many countries that 
combat large-scale scamming schemes operating domestically; other governments, 
alone or in cooperation with the Nigerian or other local law enforcement, work 
with victim of these cybercrimes. The United States’ Federal Bureau of Investiga-
tion has an Internet Crime Complaint Center that investigates alleged cybercrimes, 
such as those reported by victims of 419 scams.

Another facet to the problem of law enforcement jurisdiction is how it collides 
with the interests of the tech industries. The rights of law enforcement and the 
way that tech companies encrypt devices sparked a debate in the United States 
in 2016 when the FBI wanted to access the phone of the San Bernardino shooter, 
Syed Rizwan Farook (1987–2015). The FBI used the courts to compel Apple to 
unlock the shooter’s phone and develop an alternate operating system that would 
allow law enforcement to circumvent encryption in the future. After a legal battle 
where Apple fought the order to develop new software and revealed that the com-
pany had provided assistance to the police, the FBI withdrew its case, stating that 
a third-party entity had successfully unlocked the phone.

The debate over encryption and the amount of access law enforcement should 
legally have without violating a citizen’s rights remains unresolved. Most of the 
backlash against the FBI’s position asserted that building backdoor access to ignore 
encryption actually makes people less secure online, potentially more susceptible 
to cybercriminals and cyberattacks (Cuthbertson 2017). A future case where law 
enforcement demands access to encrypted data could renew the debate and the 
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legal challenge. Although Farook did not commit a cybercrime, the technology 
supporting the commission of a crime raises the question of the balance between 
rights guaranteed in the Constitution and the needs of law enforcement operating 
in the unknown, fluid area known as cyberspace.

An increasing trend related to cyberlaw, though moving at a slow rate, is the 
rising number of international politicians or elites who are codifying new pun-
ishments and sanctions for citizens who commit acts that threaten their power. 
In these cases, they are restructuring the law to criminalize activities or behav-
iors that do not support their interests. The Malaysian government passed the 
Anti-Fake News Act 2018 to penalize people who posted or exchanged untruths 
online. Critics viewed the bill, which was hurried through parliament on the 
wake of former prime minister Najib Razak’s (1953–) scandal of extorting billions 
of dollars from the government, as a way for the politicians in power to censor 
embarrassing news. In fact, the bill seemed to allow the government to determine 
what it considered truth or falsehood and punish offenders based on their deter-
mination (Hutt 2018). To most people, the bill portended to curb free speech and 
democratic rights.

In other countries, governments turn off the internet for political reasons. As of 
late 2017, the Internet Society (2017) documented sixty-one government-initiated 
shutdown events, an increase from the fifty-five recorded cases in 2016. The major-
ity occurred in India, Pakistan, the Middle East, and sub-Saharan Africa. The law 
in many countries assigns the government control over the internet explicitly. In 
others, this right is not as clearly defined and could theoretically be challenged by 
affected populations. Regardless, internet shutdowns often lead to rights violations 
and societal imbalances.

Cyberspace has created outlets for new types of crimes and criminals. Cyber-
crime has revealed a number of deficiencies, especially related to legal issues, that 
exist in the various systems around the world. Legal reforms and policies have not 
changed at the pace of technology. In some ways, this is by design, as all political 
systems have processes for writing and approving laws, and those systems require 
time for review and implementation. Because cybercriminals work at their own 
pace, learn about the strengths and weakness of technologies, are not beholden 
to any laws, and have the ability to hide on the internet, they present a pressing 
challenge for law enforcement. Legal systems have developed multiple tactics and 
processes for addressing cybercrimes.

The state of cyberlaws and processes vary widely around the world, often paral-
leling the general level of online technology used in a nation. Some countries have 
developed advanced laws and techniques for addressing cybercriminals. Others 
have few-to-no laws. Most countries, having noted the rise of cybercrime affect-
ing their populations or those of other nations, fall somewhere in the middle. 
The following section showcases how countries from varied geographic regions 
address cybercrimes, based on what they view as a cybercrime and how serious 
those crimes affect them and their allies. Although the cases may vary, they show 
that cybercrime is a real problem around the world.
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BRAZIL
Brazil has had one of the fastest-growing technology sectors in South America over 
the past twenty years. With the increase in access to technologies, and especially 
with the development of emerging or disruptive technologies, there are also inher-
ent dangers. Brazil has become one of the world’s epicenters for cybercriminal 
activities. To combat the problem, the Brazilian government has enacted a series 
of laws and programs to address the rising number of cybercrime incidents. It has 
involved the police and the military in its efforts, though it has experienced several 
controversies over its approach to cybercrime. These anticipated solutions have 
not slowed cybercriminals; in spite of government efforts, the country has seen a 
spike in criminal cybergangs with a deepening knowledge base of how to create, 
and sell, tools that facilitate cybercrimes.

Brazil’s first cybercrime law went into effect in 2013. The law criminalized the 
misuse of personal data and hacking. It did not, however, impose strict penalties for 
violators. The maximum penalty was two years in prison. In comparison to other 
countries, such as the United States, where similar crimes could warrant up to ten 
years in jail, these penalties did not serve as a strong deterrent. Officials named the 
law the Carolina Dieckmann Law, or the Cyber Crimes Act, Law No. 12,737/2012, 
after a national soap opera star (Presidência da República 2012). Hackers pene-
trated Dieckmann’s (1978–) personal computer and stole several dozen nude pic-
tures. They then blackmailed her with threats to release them online and damage 
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her reputation. This law was an initial step, but it was not sufficient to address 
Brazil’s growing cybercrime problem.

The next attempt to strengthen Brazil’s laws regarding the internet came in 2014, 
with the Marco Civil da Internet, Law No. 12,965/2014, which established basic 
rights around access and use of the internet. It provided some guaranteed rights 
to users, such as privacy rights and net neutrality, and defined some legal frame-
works to determine when authorities could access personal data (Presidência da 
República 2014). While this law lacked details about liability, the people seemed 
to accept it. Their contentment with the bill showed when thousands petitioned 
the government in 2016 to prevent new amendments to the bill. Specifically, the 
CPI, or Inquérito dos Crimes Cibernéticos (Inquiry Commission on Cybercrimes), 
suggested several modifications that critics viewed as stripping away guaranteed 
rights. It eventually curbed many of those modifications due to public sentiment. 
However, even with modifications, the new version still lessened the threshold for 
access to electronic communications. Instead of having a judge issue a warrant, 
police officers gained the right to request records with the claim that the request 
relates to an investigation. It did, however, remove the provision that internet 
sites be required to remove content that politicians found offensive, regardless of 
whether it was legal, within twenty-four hours.

In 2015, research institutions examining Brazilian cybercrime found that it 
ranked second highest in the world for financial fraud and malware, with cyber-
attacks having grown 197 percent and online financial fraud having increased 40 
percent in 2014 (Igarape Institute 2015). In Latin America, Brazil ranked first for 
cybercrime incidents. Reasons for this included a public uneducated about cyber-
security, weak network security, and short sentences for criminal offenders. In fact, 
the controversial blockade of WhatsApp in 2015 occurred because of an official 
investigation into cybercrime. A suspect allegedly used the service to participate 
in drug trafficking and robbery, and WhatsApp did not immediately turn over the 
records the government requested. The government justified its action under the 
Marco Civil da Internet because the bill allowed it rights to sanction foreign com-
panies not in compliance with national laws. The decision was highly controver-
sial, and the government restored access within forty-eight hours.

Another case involving WhatsApp led to multiple controversies in 2016. 
Marcela Temer (1985–), Brazil’s first lady, had her cell phone hacked. The hacker 
then used its contents to blackmail her over WhatsApp. Temer went to the courts 
to have news stories surrounding the incident removed, claiming they violated 
her privacy. The courts then initially ordered several online news sites to remove 
stories about the incident, including those that published screenshots of the 
exchanges over the platform. The decision was eventually overturned. Critics 
decried the court’s decision, claiming that it amounted to censorship. Multi-
ple civil organizations followed suit. The blackmailer was eventually arrested, 
although it was not clear whether or not WhatsApp provided information to sup-
port the criminal investigation.



 C Y B e r C r I M e  79

Prior to the 2016 Summer Olympics in Rio de Janeiro, experts warned locals 
and tourists to be on high alert for cybercriminals. In the months leading up to the 
games, around 4,000 fake websites appeared with gov.br, the usual designation for 
an official government website (Francescani 2016). These websites contained mal-
ware and other techniques designed to capture and exploit personal information. 
Malware cases also rose over 80 percent in Brazil, almost four times the average of 
the rest of the world. The Brazilian gangs may have even surpassed the Russians for 
the development of mobile malware, a program that freezes a phone system until a 
ransom is paid; it is essentially ransomware for phones. After extorting or stealing 
money, it was common for hackers to take selfies with their loot. Some even posted 
them online. As one of the outcomes of the Olympic cybercrime experience, Brazil 
sought additional collaborators to combat cybercrime. For example, Brazil signed 
an agreement with Europol in 2017 to promote cooperative cybercrime fighting, 
especially in cross-border cases.

The civilian population has not been the only segment affected by criminal 
cyberactivities. The Brazilian army initiated its Strategic Defense Cyber Project in 
2011 after hackers invaded the military’s computer system. Under this strategy, the 
army operates a Cyber Defense Center to research cybersecurity approaches and 
tools. Since the center’s inception, the army has focused on developing training 
programs and partnerships with other organizations, such as those in academia, 
to ensure that its workforce is ready for current and future threats. This advanced 
preparation has proven important; in 2014, for example, the country reported over 
a million unique cyberattacks against military and civilian computers (Barretto 
Lemos 2015). The Brazilian government further invested in its cyber defense with 
the creation of the Cyber Defense Command (ComDCiber) to prepare for antici-
pated cyber threats and cybercriminal activity prior to the 2016 Summer Olympic 
games.

Despite Brazil’s attempts to thwart cybercrime, the country has earned a reputa-
tion as one of the world hotbeds for it, alongside Russia and North Korea. Not only 
has it seen a rise in domestic cybercrime, but it has also become a major destina-
tion for external cyberattacks. At one point in 2016, Brazil was considered second 
only to Russia for its domestic cybercriminal gangs. These gangs intensified the 
dangers within the country, as they were no longer reliant on purchases to obtain 
state-of-the-art hacking tools; instead, they had increased their technical expertise 
enough to design and implement their own unique tools. In fact, cybercriminal 
gangs developed their own tools and also designed websites to sell them to inter-
ested parties. In 2018, statistics show that cybercriminals cost the population, and 
therefore the economy, over US$22.5 billion in online credit card fraud (Leahy 
2018). This figure does not account for other cybercrime losses that have impacted 
the country.

Despite its challenges, the Brazilian government has made progress in reduc-
ing some aspects of cybercrime. One of the country’s most successful actions has 
been in the reduction of child pornography online. In Brazil’s largest sting against 
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internet child pornography, the police sent 2,500 agents to arrest over 250 suspects 
across twenty-four states; overall, they seized thousands of electronic devices and 
over a million computer files (Cabral 2018). Another area where the country has 
made progress in the name of preventing cybercrimes is criminalizing most types 
of online anonymity. Under the law, people must use their real names to access 
private internet connections and to purchase devices that can access the web.

Officials are considering additional legislation to prevent anonymity, which 
could complicate some criminal activity, although it is not clear how effective these 
measures will be if passed. The police have also developed methods to catch cryp-
tocurrency thieves. They arrested a ring of Bitcoin thieves who stole twenty-eight 
Bitcoin, worth about US$178,000, through the account data of more than 390,000 
individuals in twenty-three different states (Crypto Economy 2018). After siphon-
ing money out of these individuals’ banking accounts, both virtual wallets and 
electronic accounts, the criminals converted some of the money into cryptocur-
rency. Police recovered the cryptocurrency using technology that reverse engi-
neered the hackers’ technique.

The Brazilian government has a difficult prognosis when it comes to combating 
cybercrimes. Through the laws, police, and military, the government has had some 
successes. It has also experienced growing cybercrime and has become a safe haven 
for cybercriminals. The response to increased cyber activity has been to tighten 
the laws, adding restrictions to internet use and allowing police greater access to 
information. News and social media companies, both foreign and domestic, have 
received sanctions for not complying with the government’s requests, which has 
led to a desire to add additional restrictions on the services and the population. 
This situation is likely to worsen until the country finds a balance between citizens’ 
rights and the need to combat online crime.

Laura Steckman
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ECUADOR
Ecuador is not among the top ten countries most afflicted by cyberattacks, but it 
did harbor one of South America’s most wanted hackers and cybercriminals con-
tinue to victimize Ecuadorians. Cybercrime is a growing issue (Cook 2017; AFP 
2016); it includes the actions of people who use the technologies to commit crimes 
like abuse and harassment as well as to perpetrate financial crimes. Individuals are 
not the only victims of cybercrime; Ecuadorian banks have been targeted by the 
North Korean Reconnaissance General Bureau when Western banks proved too 
difficult to victimize (McAfee 2018).

In 2018, as organized bot attacks grow worldwide with a record one billion bot 
attacks seen in the first quarter of the year, Ecuador was one of the new and emerg-
ing economies contributing to this growth. Transactions originating from Ecuador 
are likely to be bots, predominantly targeting e-commerce merchants, contribut-
ing to the overall bot attack volumes seen worldwide. More than half of the bot 
attacks originating from Ecuador target account creation transactions (Threatma-
trix 2018). In spite of these developments, Ecuadorian officials have a history of 
taking action. More than twenty years ago, the first laws were passed to criminalize 
many cybercrimes. Governmental departments, coordinating with police through-
out the country, were established to mitigate these criminal activities. Ecuadorian 
laws continue to evolve to counter the threat. Yet, as in many countries, the inci-
dents of cybercrime continue to rise and expand beyond its borders.

Ecuador has taken the matter of cybercrime quite seriously for more than twenty 
years. It has enacted proactive laws and updates them to reflect the cybercrime 
landscape. In 1999, Ecuadorian officials began to discuss and draft laws on elec-
tronic commerce, messages, and electronic signatures. After a series of revisions, 
the new laws were added to the criminal code in April 2002, giving rise to criminal 
prosecution of cybercrimes in Ecuador. The minister of Ecuador used his consti-
tutional powers and the newly created criminal laws to form the Computer Crime 
Unit of the Public Ministry (Del Pino 2007). Ecuadorian police ask that victims of 
cybercrime make a report at the nearest Citizen Services of the Prosecutor’s office 
instead of at a police station (National Police of Ecuador 2015). Since the creation 
of these bodies, the country continues to address cybercrime through domestic 
and international collaborations.

Ecuador’s government and police coordinate with many international orga-
nizations to adopt legal best practices to prevent and prosecute cybercrimes. As 
part of its membership in the Organization of American States (OAS), Ecuador 
has adopted the recommendations of the international OAS working group on 
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Cybercrime and the Convention of the Council of Europe on Cybernetic Crime 
by criminalizing specific online crimes. These crimes, as listed in Law No. 2002-
67, include illicit access, data interference, system interference, abuse of devices, 
computer fraud, and computer falsification, a crime that includes phishing and the 
reproduction and sale of software protected by copyright with the intent to imi-
tate and deceive. Ecuador first criminalized child pornography in 2000, making 
it punishable by up to sixteen years of prison, as described in Article 528.7 of the 
Criminal Code (OAS 2018).

Hacking a system, such as a university grading system with the goal of changing 
grades or financial information, is also a criminal offense under Section I, Article 
415 of the Ecuadorian Criminal Code (Pinasco 2013). Ecuador is also considering 
adhering to the Convention on Cybercrime, also known as the Budapest Conven-
tion, which was signed by fifty-seven countries and became effective in 2004. In 
2005, Ecuador passed stricter laws against child pornography and developed the 
Open Your Eyes, or Abre los Ojos, campaign to combat it in conjunction with 
UNICEF. In 2014, the country passed Article 178 to combat privacy violations, 
which prohibited the use of audio or visual technology without consent and can 
apply to perpetrating cybercrimes.

In addition to Ecuador’s membership in the OAS and its cooperation with other 
international organizations, the government also works directly with other coun-
tries to share knowledge and increase training opportunities. In March 2016, the 
Child Rescue Coalition and the U.S. State Department shared knowledge and 
experience with thirty Ecuadorian prosecutors and police. Investigators from three 
different police departments in the United States trained the attendees on online 
investigative techniques (U.S. Mission Ecuador 2016).

In spite of these laws, incidents of cybercrime continue to rise in the coun-
try. According to the Ministry of the Interior, in 2015, there were 704 registered 
cases of cybercrime, and officials detained ten people for cybercrimes. This num-
ber represents a 100 percent increase over the five people detained the year before 
(Suarez 2016). Although cybercrimes occurred before the start of the millennium, 
criminals continue to innovate and use new methods, which may indicate a con-
tinued rise in the commission of these crimes. As such, Ecuadorian officials have 
adapted and adopted new strategies and laws to combat cybercrime. For example, 
in August 2014, the criminal code of Ecuador published a list of crimes committed 
through social networks and the internet. These include phishing, identity theft, 
extortion, electronic fraud, harassment, grooming, and the spread of malware.

Some of the worst cybercriminal offenses in Ecuador involve using the internet 
for sexual or other abusive crimes. In 2017, the police arrested a school worker in 
Quito for requesting photos of victims under the age of eighteen. He then used the 
photos to extort his victims for money. The Technological Crimes Unit indicated 
that this case involved grooming, when a sexual predator sets the stage for anoth-
er’s abuse, and stated that they receive ten complaints per month for similar crimes 
(Alarcón 2017). In 2018, a girl was raped after being groomed on Facebook to meet 
a perpetrator in person. The Gender Violence Unit of the Guayas Attorney’s Office 
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states that there were twenty-seven reports of grooming from December through 
August 2018, with most of the victims approached via popular social media like 
Facebook, Instagram, instant messenger, and WhatsApp. According to the Judicial 
Council of Guayas, the courts convicted sixty-three people of online grooming 
between 2015 and 2018 (Paucar 2018). These convictions occurred despite exist-
ing laws that criminalize grooming and other sexually explicit cybercrimes.

Grooming is a crime in Ecuador defined in Article 173 of the Comprehensive 
Criminal Code, punishable by a prison sentence between one and five years. As 
defined in the law, people commit the crime of grooming if they use electronic 
means to arrange a meeting with a person under the age of eighteen, provided that 
such a proposal is accompanied by material acts aimed at sexual or erotic pur-
poses. When the meeting is obtained through coercion or intimidation, the prison 
term is increased for a period of three to five years. In Ecuador, since 78 percent 
of young people between sixteen and twenty-four years of age affirmed that they 
use computers and 63 percent of minors between the ages five and fifteen claim 
to use social media, many young people and children are vulnerable to grooming 
(Berrones 2017). In 2010, before the law considered grooming a crime, there were 
866 complaints for what was then called illegal appropriation. In 2011, the number 
of complaints for similar crimes rose to 3,200. When the Computer Crime Unit 
began to operate in 2012, it could categorize 60 cases specifically as grooming; by 
2013, that figure rose to 433 (Telégrafo 2014).

While the numbers are alarming, grooming is not the most common cyber-
crime. In 2013, electronic fraud represented 46 percent of complaints, followed by 
virtual bank transfers, which accounted for 37 percent of complaints. The crim-
inals behind these bank transfers used stolen access codes to achieve their aims 
(Telégrafo 2014). A similar type of fraud, akin to identity theft, involves the clon-
ing of cellular SIM cards in order to steal money. Fraudulent appropriation by 
electronic means is punishable by one to three years in prison. As of May 2016, of 
the 530 cybercrimes reported that year, 368 were classified as fraudulent appro-
priation by electronic means. Victims of the crime experience an outage as their 
phone begins to lose signal or its battery drains mysteriously. Once a victim is able 
to regain access to a noncellular network, such as Wi-Fi, they realize the dam-
age has already been done; someone has already used their personal information. 
Criminals use the cloned cellular phones to change bank account passwords and 
drain the money from accounts, all the while posing as the victim (El Comercio 
2016). These crimes directly impact victims and their families and pose a difficult 
recovery process, especially as police cannot always restore the stolen money.

The Ecuadorian government has long recognized the threat of cybercrime on its 
citizens and continues to take cybersecurity seriously. Long-standing cybercrime 
laws gained strength in 2014, and training of prosecutors and police improve with 
the help of global experts. Yet, as bots begin to affect victims outside of Ecua-
dor, further efforts are needed to protect international citizens who fall prey to 
Ecuadorian-based cybercrime. As children and young adults continue to main-
tain a strong presence on internet-connected devices, the threat of grooming and 
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extortion will likely grow. Growth is also likely for online fraud and identity theft. 
Government officials will need to expand how it identifies, detains, and prosecutes 
offenders in order to lower the threat.

Jeffrey M. Skrysak.
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EGYPT
Cybercrime in Egypt has been a persistent problem for almost as long as the coun-
try has been connected to the global internet. Increasingly, Egyptians have been 
the victims rather than the perpetrators of international attacks, because of their 
inability to defend their networks successfully. Following the revolutions during 
the so-called Arab Spring, the government reorganized the policing forces devoted 
to investigating and prosecuting cybercrimes and introduced new laws to increase 
their abilities and purview. In early 2018, the Egyptian government passed new 
laws that radically expanded the definition of cybercrime to include facilitating 
the dissemination of content that threatened national security and “family values.”

The percentage of Egypt’s population that is online has more than doubled since 
2010, with between 45 and 50 percent of the country actively using the internet. 
Fixed telephone subscriptions (landlines) have been decreasing since 2008 and are 
now at their lowest level since 2000. Mobile cellular subscriptions also began drop-
ping after the 2011 uprising, meaning that internet communications are becoming 
a relatively larger part of how Egyptians communicate with each other and the 
world. Globally, Egypt ranks 18th in the number of computers in use despite rank-
ing 132nd in the percentage of the population with access to the internet (World 
Bank 2019; International Telecommunications Union 2019). The country’s online 
population is much more vulnerable than before to various forms of cybercrimes, 
as there are many new users who do not know how to protect themselves ade-
quately, and there is little active effort from the government to catch and prosecute 
cybercriminals. Most news regarding cybervulnerabilities in Egypt reported in the 
media, in fact, comes through the U.S. embassy’s travel advisements.

As a source of cybercrime, Egypt has never ranked highly relative to other coun-
tries of its size, especially in Europe. However, the countries in which most attacks 
originate do not necessarily have the most victims. In 2014, the FBI reported that 
Egypt ranked forty-fifth in the number of complaints it received regarding cyber-
crimes and sixth in the Middle East, although this report only included crimes 
reported to the organization (FBI 2014). The number of unreported crimes, while 
unknown, may indicate higher levels of cyberthreats to citizens, whose complaints 
are compounded by a government that is using the threat of cybercrime to censor 
and control its population, even going so far as to infiltrate its own citizens’ com-
puters with malware meant to censor their online activity.

The WannaCry ransomware attack that caused global damage in 2017 greatly 
affected Egypt. More Egyptian computers were infected by the ransomware virus 
than any other country on the African continent, and Egypt ranked in the top 
twenty most affected countries. This same virus took down the British National 
Health System in 2015 and infected over 300,000 computers globally (Egypt 
Today 2017). Egypt was also a possible source of the Shamoon virus that took 
over more than 30,000 computers belonging to the petroleum and natural gas 
company Saudi Aramco in 2012. As the virus spread from one computer to the 
entire network, it uploaded valuable data, sent it offsite the cyberattacker, and 
deleted it from the system. The company was unable to access important parts of 
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its own computer network for an entire week, causing it to lose revenue; in hind-
sight, some researchers have dubbed Shamoon the world’s “biggest hack.” In this 
instance, attackers explicitly referenced that some of the hacking group’s members 
were Egyptian, although it allegedly contained members from many Middle East-
ern nations.

Malware like Wannacry and Shamoon either encrypts information and demands 
payment to release it or maliciously uploads and deletes it. However, the most 
common type of cybercrime in Egypt is hijacking user computers for use in botnets 
and mining Bitcoin. Botnets are created when malware infects a number of comput-
ers and uses parts of their processing power and storage for the attacker’s benefit 
without the owner’s knowledge or control. They have become a worsening prob-
lem in the Middle East, where internet users may not have valuable information 
to steal but do have computing resources that can be hijacked and used for other 
purposes. In 2015, the telecommunications company Level-3 identified Egypt as 
third in the Middle East in terms of computers communicating with command and 
control servers (C2s, the servers that control botnets) and tenth globally (Level-3 
2015, 3). Although these computers can be used for many different purposes, 
including adding new computers to the botnet, they are usually classified as vic-
tims, because users are unlikely to know what is wrong with their computer.

A screenshot of the WannaCry ransomware attack from 2017, where cybercriminals en-
crypted computer files and extorted money to release them. In Egypt, the ransomware was 
particularly devastating; Egypt was the most affected country in Africa and one of the top 20 
worldwide. On the other side, Egypt has also allegedly been the source of ransomware virus-
es such as Shamoon, which has hacked and damaged companies internationally. (Jarretera/
Dreamstime.com)

http://www.Dreamstime.com
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A report by the Citizen Lab in 2018 indicated that the Egyptian government 
was using Telecom Egypt, the government-owned telecommunications company, 
not only to censor traffic but also to divert legitimate traffic to advertisers and 
mine for Bitcoin (Marczak et al. 2018). The company employed technology from 
a Canadian company. The government-controlled telecommunications provider 
diverted users who attempted to download legitimate applications to versions that 
contained spyware. While the government may have sanctioned this activity, it 
highlights the vulnerability of the Egyptian population to cyberattacks and manip-
ulations. Through concerted efforts such as these along with restrictive cybercrime 
laws, the Egyptian government is thought to play a heavy hand in leaving Egyptian 
internet users vulnerable by either targeting them directly or strictly delimiting 
their internet use.

Law and Ethics

Ratified in August 2018 by President Abdel Fattah el-Sisi (1954–), Egypt’s latest 
cybercrime law, the Anti-Cyber and Information Technology Crimes legislation, 
radically expanded the number of online acts that are illegal and the penalties 
for those already considered criminal. As described by advocates, the law aims to 
combat terrorism, extremism, and the spread of “fake news.” The law’s forty-five 
articles outline the legal responsibilities and penalties for users as well as service 
providers, including individuals who run websites, internet service providers, and 
telecommunications companies.

Under the law, what constitutes a cybercrime in Egypt is much broader than it 
is in countries like the United States or United Kingdom. In addition to crimes like 
disseminating malware, committing fraud, and disseminating amoral content like 
child pornography, the new law also criminalizes activities that would endanger 
national security. These activities include any type of act that uses the internet, 
even if the activity itself is not cyber in nature. It also outlaws a large swath of 
content that could endanger “family values.” As a result, content that promotes 
LGBTQ rights or supports abortion can also constitute a cybercrime in Egypt.

Since the ratification of the law, the government has been criticized by nongov-
ernmental organizations, companies, and other governments that claim that the 
new law gives the government sweeping censorship powers by closely monitoring 
internet traffic and enabling authorities to arrest anyone who posts or facilitates 
criminal activities or content deemed oppositional to the state. Vaguely defined 
elements of the law give the government more leverage in moderating content 
it deems threatening and ultimately limits free speech. The law does provide for 
increased penalties for cybercriminals, but since many of them reside in other 
countries, it is unclear that the law itself will do more to protect the Egyptian 
population.

The law also makes it illegal to facilitate a cybercrime, even if it is done unknow-
ingly. Facilitating a cybercrime may be owning or moderating a website where ille-
gal content is found, sharing illegal content on different websites or social media, 
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providing the original creator with funding or other means, and even being the 
internet provider allowing access to the content. This also means that anyone 
whose computer is infected with malware without their knowledge can be found 
as guilty as the original perpetrator if that malware infects others or is used to sup-
port criminal activity.

Given Egypt’s large number of victims in international bot networks, anyone 
owning a computer that has been infected may be charged with a crime and impris-
oned even if they did not know their computer was infected. Users are punished 
for not protecting their computers and other devices from malware even though 
the software to do this is often unavailable or much too expensive for the average 
Egyptian citizen. Even if robust anti-malware software were available, no program 
to date is capable of intercepting and detecting all types of malware, meaning that 
it is impossible for users to protect themselves completely from prosecution under 
this new law.

Under the law, anyone who creates or hosts such content can be charged with a 
crime. This includes website administrators and even telecom workers. It does not 
necessarily matter if individuals knew that the content was on their site or wanted 
it there. This new approach provides considerable incentives for social media plat-
forms and internet forums to self-police since the company and its specific workers 
can each be held accountable under the law.

Cybercrime, as defined by the government, is thus much more rampant in 
Egypt than in other parts of the world and is usually perpetrated unwittingly. The 
government can use the law to arrest not only those who criticize Egyptian leaders 
and the policy but also those who are the primary consumers of that content. Indi-
viduals who frequent websites and forums that propagate ideas contrary to vaguely 
defined principles of morality can be found guilty of cybercrimes. Therefore, it is 
difficult for Egyptians to navigate the internet in their day-to-day lives.

International human rights organizations have criticized the new cybercrime 
laws in Egypt for constraining freedoms of speech and the press while doing very 
little to address the more serious cybercrimes that target Egyptian citizens. Egypt’s 
laws and enforcement, however, have ranked quite highly according to the Interna-
tional Telecommunications Union, both in the Middle East region and globally, for 
its legal and technical capacity to address cybercrimes. Egypt has well-developed 
agencies devoted to detecting and addressing problems such as child pornography. 
The new law goes beyond the initial success in fighting cybercrimes and use the 
issue to give the government broad powers to arrest dissidents who are not guilty 
of what is generally understood to be criminal behavior on the internet.

Jack Hasler and Rosalie Rubio
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NIGER IA
In the popular imagination, Nigeria has become synonymous with internet scams. 
Before spam farms, phishing, or ransomware entered the lexicon, there was the 
“Nigerian prince.” The email scam involved a promise of millions of dollars in 
exchange for a small fee. It quickly became a punchline for jokes about an impos-
sibly good offer designed to ensnare the gullible.

The scam took on a life of its own in the early 2000s, becoming fodder for 
news reports and late-night talk-show monologues and was the subject of an 
award-winning film. But despite the scam’s absurdity, the damage inflicted on vic-
tims and the harm to the reputation of the West African nation has been lasting. 
The tech media company IDG reported that cybercrime has been “an image night-
mare for the country” (Africa Defense Forum 2019). So how did Nigeria become 
the launching point for the first wave of internet scams and a warning about the 
dark side of the web? What is Nigeria doing today to reverse this legacy? The story 
dates back nearly one hundred years.

History of the 419 Scam

According to This Present Darkness, a history of organized crime in Nigeria, the 
first recorded occurrence of the advance-fee scam in Nigeria was committed in 
1920 by a man calling himself “P. Crentsil Professor of Wonders” (Ellis 2016). 
The man sent out letters claiming to have supernatural powers. He told recipients 
the powers could be put to use in exchange for a small fee. Crentsil was charged 
by British colonial authorities at the time under section 419 of the criminal code, 
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which outlined the crime of fraud. Although the charges were later dropped, the 
criminal tactic lived on.

In the 1940s, authorities in Nigeria were intercepting thousands of letters from 
foreign addresses containing cash. These letter writers had been duped to respond 
to promises of love potions, magical cures for illnesses, and immense wealth in the 
form of diamonds or ivory. By the advent of transatlantic phone calls and cheap 
wire transfers, the advance-fee scam had a set formula. The scam artist promised 
a vast amount of money and, in exchange, requested a small advance in the form 
of a wire transfer or some other untraceable currency. The scam also had a name, 
419, in honor of the criminal code.

In the 1980s, as corruption rotted many sectors of Nigeria’s government and 
economy, the scammers multiplied. They mailed letters with forged stamps or used 
the newly invented fax technology. When the internet came to West Africa two 
decades later, the tactic took on an industrial scale as groups of young men nick-
named “Yahoo boys” crowded into cybercafes. As Brunton (2013) notes, cyberca-
fes “created a venue for sending massive streams of messages, without even the 
labor involved in forging postage” and the switch to e-mail “meant they could now 
incorporate links to corroborating sites and documents, bolstering the pretense of 
realism on which the con relies. Today, it is as easy to adjust the scam’s specifics to 
a new crisis as it is to cut and paste.” Although the scam is now widely known, it is 
not dead. A 2019 report by ADT Security Services found that scammers were still 
raking in US$700,000 per year from Americans using some version of the Nigerian 
prince story (Leonhardt 2019).

Internet Boom

The internet has brought both threats and opportunity to Nigeria. The net first 
came to the country in 1995, part of an effort supported by UNESCO. In a work-
shop organized by the Yaba College of Technology, representatives of a number 
of institutions, including the Nigeria Communications Commission (NCC) and 
the National Data Bank, formed a nongovernmental organization known as the 
Nigerian Internet Group. Its mission was to support the propagation of the net 
throughout the country. The following year, the NCC licensed thirty-eight internet 
service providers. In 1999, with the support of a grant from the United Nations, 
Nigeria invested US$1 million to increase internet penetration in the country and 
train technicians.

The growth was rapid. Between 2000 and 2008, internet use grew from 0.3 
percent of the population to 15.9 percent, according to the Nigerian newspaper 
the Vanguard (2010). Since then, access has continued to expand. In 2008, the 
Lagos-based telecommunications company Main Street Technologies announced 
the construction of a 14,000-kilometer submarine cable system connecting Por-
tugal to South Africa with landing points in Accra, Ghana, and Lagos. In 2010, 
the company launched a high-capacity fiber-optic cable system in Ghana and 
Nigeria.
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The internet is now woven into the fabric of the lives of most Nigerians who live 
in mid- to large-sized cities. According to the global survey and statistics company 
Statista, in 2018, Nigeria had 92.3 million internet users in 2018, a penetration 
rate of 47 percent; by 2023, usage is expected to double in total numbers and reach 
85 percent penetration (Statista 2019). Nigeria’s experience roughly mirrors that of 
the continent as a whole. Africa was a relatively late adopter of the internet, but in 
recent years, it has shrunk the digital divide. In 2005, only 2.1 percent of the con-
tinent used the internet. By 2018, that number had risen to 24 percent, the fastest 
growth rate in the world. Between 2017 and 2018, that figure grew at a rate of 20 
percent. African nations are spending money on fiber-optic cables, believing that 
high speed internet is the key to making gains in the twenty-first century economy. 
A total of fifty-two African countries are connected to a submarine internet cable or 
a fiber optic network. Forty-four percent of the continent’s population lives within 
twenty-five kilometers of a fiber node carrying high speed internet.

The continent’s experience is unique, in that it largely bypassed desktop and 
even laptop computers in favor of mobile phones. In some countries, a mobile 
phone is more commonly owned in the poorest households than a toilet. In 
Nigeria, 80 percent of the population own a mobile phone of some sort (Pew 
Research Center 2018). About 32 percent of Nigerians own a smartphone, and 
smartphone usage increased by 13 percent between 2013 and 2017. More than 
half of sub-Saharan African mobile phone users told Pew that they use the phone 
to make or receive payments. This transformation is essential for Africa’s econo-
mies, which currently rely heavily on natural resource wealth but are looking to 
diversify. By 2022, 60 percent of the global economy is expected to be digitized, 
according to CNBC (2019). This transformation carries the potential for eco-
nomic growth, but it must be protected. “The digital environment is like our nat-
ural environment,” said Derek O’Halloran (n.d.), the head of the Future of Digital 
Economy and Society at the World Economic Forum, “we all—governments, 
businesses, individuals—have a duty to ensure it remains clean, safe and healthy” 
(Schmitt 2018).

Net Insecurity on the African Continent

The growth of commercial activity on the internet has attracted criminals. Nige-
ria and other West African nations have been both the victims of cyberattacks 
and the launching point for attacks on other parts of the world. According to the 
Nairobi-based cybersecurity firm Serianu (2017), cyberattacks cost Nigeria’s econ-
omy US$649 million per year. Continentwide, the figure is US$3.5 billion. The 
most common targets for attacks are banks and financial services companies, fol-
lowed by government websites and e-commerce sites. The most significant attacks 
in Nigeria come in the form of botnet attacks, where command and control soft-
ware uses infected computers in Nigeria to attack systems in other countries. The 
country has also been the victim of “hactivist” attacks targeting the government. In 
2016, a group calling itself Anonymous Friday took over the websites for Nigeria’s 
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Finance, Foreign Affairs, and Justice Ministries as well as the Federal Capital Ter-
ritory Administration.

Although these attacks are alarming, they represent only a fraction of the true 
threat. Serianu (2017) reported that 81 percent of attacks in Nigeria go unreported. 
Domestic cybercriminals are also growing more sophisticated. The early practi-
tioners of the online advanced-fee scam were young, poorly educated men who 
fired off grammatically incorrect emails by the thousands. Today’s attackers are 
more likely to be focused on “business email compromise” (CrowdStrike 2018). 
This crime seeks to fool employees into giving up corporate email login details. 
According to CrowdStrike, Nigerian criminals caused losses of US$5.3 billion 
using this tactic between 2013 and 2016. “The magnitude of this criminal threat 
has only recently begun to be understood,” CrowdStrike (2018) said in its report.

Fighting Back

Nigeria is eager to rid itself of its reputation as a cybercrime hot spot. In 2015, the 
country enacted the Nigerian Cybercrime Act, with strict penalties for criminals, a 
plan to protect critical national infrastructure, and funding to train cybersecurity 
experts at national universities. The nation proposed a 0.005 percent tax on tele-
communications companies to finance enforcement.

In 2018, it created the first military cybercommand on the continent, staffed 
with 150 officers. The command is designed to track threats, repel attacks from 
foreign adversaries, and respond to extremist propaganda. In a press conference 
announcing the launch of the command, Nigerian army chief of staff Tukur Buratai 
(1960–) said that cyberspace represents the fifth domain for warfare after land, 
sea, air, and space. “The intrinsic features of cyberspace can be easily exploited for 
information warfare by actors with malicious intent to plant and disseminate fake 
news and instruct paid users to spread online manipulated content,” Buratai told 
the newspaper Leadership (David 2018). The country has also created a national 
Computer Emergency Response Team under the direction of the national security 
adviser. The team works on preventing cyberattacks, educating stakeholders about 
the risks of cybercrime, and coordinating incident response following attacks.

Nigeria is gaining a reputation as a center for tech innovation. The Yaba area 
just outside of Lagos has been nicknamed “Yabacon Valley” for its abundance of 
tech start-ups. In 2019, Microsoft announced that it was creating a development 
hub in Lagos to study “mixed-reality systems” and had plans to hire 500 engineers 
and to invest $100 million between two African hubs. Microsoft regional director 
Amrote Abdella (c. 1982–) said the country has an abundance of highly motivated, 
tech-savvy young people.

“Nigeria is an important innovation hub—one which is largely influencing the 
digital transformation of West Africa,” Abdella said (Alade 2018). Leaders hope 
that the cybertools that were once used to commit crimes can be used for inno-
vation. “The same technology that enables cybercrime in Nigeria is also the very 
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tool that can transform the lives of millions of young people in the country,” wrote 
'Gbenga Sesan (1977–), executive director of Paradigm Initiative Nigeria. “What 
erring youth need to know is that if they’re tech-savvy enough to defraud, then 
they’re smart enough to build a business online” (Sesan 2017).

T. J. Greaney
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NORTH MACEDONIA
A republic of the former Yugoslavia formerly known as Macedonia, North Macedo-
nia is a European country north of Greece. It has been working to improve its posi-
tion for detecting, investigating, and prosecuting cybercrimes. Located in a region 
that could be considered a rising hotbed of cybercriminal activity, the country is 
investing in strategies and capabilities to increase cybercrime enforcement. Cur-
rently, the National Cyber Security Index (2018) ranks the country sixty-seventh 
in the world, based on forty-six indicators of how well the government performs  
on issues related to cybersecurity, a portion of which relate to cybercrimes. 
Improving the capacity to address cybercrime, and cybersecurity more broadly, is 
important to North Macedonia, because doing so is a prerequisite for membership 
in many international organizations, such as the European Union and the North 
Atlantic Treaty Organization (NATO), that bring with them economic, political, 
and social opportunities for national growth and advancement.

Cybercrime in North Macedonia is likely underreported; of the reported inci-
dents, little publicly available research details the types of cybercrimes committed 
in the country or by its citizens. The U.S. Overseas Security Advisory Coun-
cil (OSAC) reports that cybercrime is an increasing concern for the country. It 
reported sixty-nine cybercrimes committed in the country in 2018. The majority 
of these crimes centered on hacking and damaging computer systems, followed by 
online fraud (OSAC 2019). Earlier research classified North Macedonia a “phish-
ing specialist country,” although not all countries categorized as such participate 
heavily in phishing scams.

Based on reported crimes, countries also assigned to this group tend to expe-
rience crimes such as those perpetrated through advance-fee frauds, malicious 
emails, spam, and sophisticated phishing schemes (Kigerl 2016). While this anal-
ysis provides a sense of cybercrimes in the country, it used a dataset from 2012. 
Since cybercriminals have new technologies and have developed new approaches, 
the analysis forms a basis for understanding initial types of local cybercrimes but 
may not be up to date with current criminal activity. Additional research would be 
required to understand contemporary cybercriminal activity in the country.

North Macedonia has started to shift its legal approach to combating cyber-
crime from a piecemeal process to one that is more holistic. Within the country, 
the primary legal mechanisms for addressing cybercrime fall under the criminal 
code. The code covers many aspects of cybercrime, although it does not consti-
tute a comprehensive legal framework to address it. In 2013, the Law on Crim-
inal Procedure enhanced the existing laws by focusing, in part, on cybercrimes, 
criminal activities committed through electronic means, and the use of digital 
evidence for investigative purposes. The government also increased its effective-
ness against cybercrimes by merging two cybercrime units into the Cybercrime 
and Forensic Department, which placed all of the expertise and capabilities 
together. In addition, the government seeks out opportunities to collaborate and 
participate in international programs aimed at strengthening the country’s cyber-
crime efforts.



 C Y B e r C r I M e  95

North Macedonia is a signatory to several international agreements on cyber-
crime. It signed the Budapest Convention on Cybercrime in 2001, ratified it in 
2004, and implemented it in 2005. The treaty calls for the creation of international 
cybercriminal policy and emphasizes the need to share information and promote 
cooperation among the signatories. In 2003, it also signed the Additional Protocol 
to the Convention on Cybercrime, a treaty that expanded the definition of cyber-
crime to include racist and xenophobic propaganda and again highlighted the 
importance of international cooperation. This treaty took the government longer 
to ratify; it was eventually implemented in 2010.

North Macedonia is also a founding member of the international, albeit 
regional, South-East European Cooperation Process (SEECP), established to pro-
mote regional stability and cooperation since 1996. In 2008, the SEECP issued 
the Common Declaration Regarding the Strengthening of Cooperation in Combat-
ing Cybercrime, where member states agreed to cooperate and create legal frame-
works to address cybercrime. The SEECP further issued the Bucharest Summit 
Declaration in 2014, stating that cybernetic threats are a regional threat and call-
ing for increased regional integration. Similarly, North Macedonia was a founding 
member of the Centre for Security Cooperation, a policy-level organization that 
has prioritized cybersecurity since 2010. It also participates in the South Eastern 
European Dialogue on Internet Governance and often hosts summits that feature 
cybersecurity-related discussions.

In addition to large multinational agreements, North Macedonia participates 
in programs and partnerships designed to strengthen its ability to combat cyber-
crime. For example, the Organization for Security and Cooperation in Europe, 
which has traditionally been heavily involved with Serbia to help combat cyber-
threats, started a pilot program in Skopje, North Macedonia’s capital, to help the 
government better understand and assess risks related to cybersecurity. In 2014, 
Macedonia hosted a conference with Turkey to discuss and prevent the use of 
cyberspace by terrorists. It has hosted other conferences related to cybersecurity 
over the past decade, often in conjunction with other nations.

In addition to international and regional cooperation, other indicators suggest 
that North Macedonia is increasingly prioritizing the need to combat cybercrime. 
On a visit to London in February 2019, Minister of Information sSociety and 
Administration Damjan Manchevski (n.d.) stated that his country has become a 
growing target for cybercriminal activity (North Macedonia, Minister of Informa-
tion Society and Administration 2019). As a result, North Macedonia produced 
its first National Cyber Security Strategy 2018–2022 in 2018. As part of its strat-
egy, the country strives to improve its performance researching, preventing, and 
responding to cybercrime.

The document lists the following activities as priorities: improving the processes 
surrounding cybercrime management, aligning national and international policies 
and frameworks on cybercrime, creating a comprehensive legal framework, creat-
ing laws and regulations to address cybercrime, establishing and improving proce-
dures related to reporting cybercrimes, creating mechanisms to share information 
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on cybercriminal activity, increasing international cooperation, enhancing educa-
tional and training opportunities to increase domestic expertise, participating in 
international conferences and exchanges, and improving assessments related to 
government efforts to combat cybercrimes (North Macedonia 2018a).

Despite the large number of objectives, the country has developed a plan to 
achieve them that lays out funding and time lines; the National Cyber Security 
Strategy 2018–2022 Action Plan 2018–2022 details the efforts required to meet 
the country’s goals (North Macedonia 2018b). The strategy is significant because 
while it is not a comprehensive legal framework, it seeks to use multiple levers and 
approaches to protect the country and its people.

North Macedonia’s progress in combating cybercrimes and enhancing national 
cybersecurity safeguards is significant. Though the realm of cybersecurity will 
always constitute an area that needs continual improvement and vigilance, the 
state of progress has allowed the country to move forward in its endeavor to join 
some international organizations. The cybersecurity issue was not the only point of 
tension regarding membership; there was also contention over the country’s official 
name, as Greece disputed the country’s desire to remain known as Macedonia, its 
name in the former Republic of Yugoslavia. With the naming dispute resolved, in 
addition to meeting minimum qualifications for membership such as the cyberse-
curity standards, North Macedonia’s membership bids have been moving forward.

In 2018, the European Union agreed to start accession talks. The naming reso-
lution and the country’s participation in the program Cooperation on Cybercrime 
under the Instrument of Preaccession (IPA), and later iPROCEEDS, the continu-
ation of IPA, the European Union’s multinational effort to improve cybersecurity 
efforts in the Balkans and Turkey demonstrated that North Macedonia was closer 
to meeting the organization’s accession criteria. IPA focused on increasing national 
capacities to address cybercrime, while iPROCEEDS builds on IPA, especially 
regarding the confiscation of cybercrime assets and the prevention of money laun-
dering via electronic systems or networks. In February 2019, the NATO member 
states signed the protocol on the accession of North Macedonia to NATO. Once 
these discussions are completed and ratified, North Macedonia will be able to join. 
When this happens, North Macedonia will remain responsible for improving its 
anticybercrime efforts and meeting international and organizational standards for 
cybersecurity.

Laura Steckman
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PHIL IPP INES
Cybercrime in the Philippines has existed for almost as long as the internet has 
existed in Asia. The problem affects Filipinos at home and abroad as the country’s 
law enforcement arms attempt to dismantle internal cybercrime syndicates. They 
also address cyberattacks of domestic and international origins that impact people, 
industry, and infrastructure. The Philippines ranks tenth globally for the num-
ber of annual cyberattacks (Usman 2018). To combat the real and psychological 
damage caused by cybercrime, the government has established several offices with 
the sole purpose of mitigating criminal cyberactivities. Although the government 
has implemented laws and policy to fight cybercrimes, the number of incidents 
continues to rise annually, and the list of cybercrimes is slowly expanding as crim-
inals operate more creatively. The challenge increases incrementally as more and 
more Filipinos go online. The next step for the Philippines is to join international 
organizations that collaboratively fight cyber threats and participate in information 
exchanges.

The first official cybercrime in the country occurred in 2000. Onel de Guzman 
(1977–) created the ILOVEYOU, or Love Bug, virus to attack Windows comput-
ers. The virus arrived through email with an attachment indicating that it was a 
love letter, and it appeared to arrive from a sender known to the recipient. Once 
it invaded a computer, the virus would send itself out to all of the email addresses 
stored in the account. It also stole internet passwords and other sensitive informa-
tion. Ten days after the virus launched, more than 50 million computers had been 
affected, equivalent to 10 percent of the world’s computers (Techspirited 2018). 
The worst areas affected were Asia, Europe, and the United States. De Guzman’s 
experiment, which started as a university thesis that he failed, was technically not 
a crime. His actions prompted the Philippine government to pass its first cyberlaw 
in 2000. The Electronic Commerce Act criminalized piracy and hacking. It could 
not be used retroactively to punish de Guzman.

The Philippines passed its current cyberlaw, Republic Act No. 10175, or the 
Cybercrime Prevention Act, in 2012. The law appointed the Department of Justice 
as the primary organization responsible for handling cybercrimes and established 
the Office of Cybercrimes within it. Prior to this act, the police had established 
a cybercrimes division in 2003. Through multiple reinventions, it became the 
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Anti-Cybercrime Group (ACG) in 2013 and assists the government in cyber 
response, digital forensics, and addresses cybersecurity-related issues. Together, 
these entities apply their resources to prevent cybercrimes and prosecute offenders.

Cybercrime is growing in the country, with the number of incidents rising 
between 2015 and 2016. In 2015, the Department of Justice’s Office of Cyber-
crime (OOC) received 2,567 complaints, a total that increased to 3,951 the fol-
lowing year (Office of Cybercrime 2017). The government couched these crimes 
in terms of core cybercrimes, computer-related offenses, content-related offenses, 
and crimes committed with ICTs. Core cybercrimes in the Philippines are hacking, 
cybersquatting, and data interference. Examples of computer-related offenses are 
forgery, fraud, and identity theft. Content-related offenses include cybersex, child 
pornography, and libel. The final category, crimes committed with ICTs, addresses 
conventional crimes carried out through the technology. In 2016, crimes in this 
category included online scams, serious threats, and voyeurism, at 607, 345, and 
329 cases reported respectively (Office of Cybercrime 2017).

In addition to the OOC cybercomplaints, the police force’s ACG conducts 
operations and investigations related to cyberincidents. In 2016, it reported forty 
operations against cybercriminals, twenty-seven entrapment operations, 1,693 
investigations, and 715 digital forensic requests, and it presented seventy-nine 
awareness lectures (Philippine National Police n.d.). The 2015 and 2016 numbers 
are higher than the number of total reported cybercrimes in 2014.

Fraud and online scams, which represent the most prevalent cybercrimes in 
the country, are potentially the most challenging to address. Often, these scams 
cross national boundaries and are hard to trace. One 2018 example demonstrates 
the international nature of online fraud schemes. In June, the Philippines ACG 
raided a call center in Pampanga based on complaints received from South Afri-
can and Australian authorities. They arrested all 482 people present in the center, 
including eight Israeli citizens. The company, International Branding Development 
Marketing, was connected to a defunct Israeli trading firm. For the scam, it acted 
as a stockbroker selling shares for a fictitious corporation in the United King-
dom. Employees called potential investors in Australia and South Africa, and when 
investors indicated a willingness to invest, the callers solicited their credit card 
and, later, bank details (De Wet 2018). This operation appeared to have run for 
several years prior to being shut down. Without the tips from abroad, the scam 
may have continued for significantly longer. This is not the only complicated case. 
The police also contend with Nigerian scamming rings that operate in the coun-
try, often with local employees, as well as assist victims of cybercrimes conducted 
domestically and internationally.

Philippine society’s main fear about cybercrime is the possibility of identity 
theft. Losing one’s identity can have long-reaching and long-lasting consequences. 
The ramifications include financial losses, lawsuits, and loss of reputation, which 
is an extremely important part of national culture. Identity theft became a topic 
of national attention when Alberto Abet Uy (c. 1966–), bishop of the Diocese of 
Tagbilaran in Boholo Province, had his identity stolen. In late 2017, an individual 
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used photos from Uy’s real Facebook page to create a fake account in his name. 
Fraudulently posing as the bishop to encourage people to send money, the fake 
account asked for financial assistance. Uy tried to warn potential scamming vic-
tims through posts. This type of identity theft, also called Facebook cloning because 
a second individual essentially duplicates the account of a real person, is not a new 
technique for cybercriminals.

Regardless of the technique employed, with the amount of sharing many Filipi-
nos participate in online, identity theft is a crime that could affect anyone without 
their immediate knowledge. The reality of data loss and potential identity theft 
made the news again in early 2018, when the Facebook–Cambridge Analytica 
scandal revealed that more than 1 million Filipinos had their data stolen in the 
breach. The full impact of the data loss is not yet known; many experts state that it 
is time to ensure Filipinos understand the risks involved when interacting online.

The Philippines is considered a world leader in social media usage, a fact that 
has created new challenges. Although internet penetration has only reached 63 
percent of the population, individuals in the Philippines spend more time online 
every day than any other nation (Camus 2018). The use of social media has led to 
a new phenomenon. Social media friends are beginning to file complaints of cyber-
libel, the act of posting untrue information online to harm another individual, 
against each other. Presently, government prosecutors investigate cyberlibel com-
plaints; this issue is not covered under the Department of Justice’s cybermandate.

Cases are challenging to investigate, as social media is often foreign owned and 
operated. For example, Facebook and Twitter, two heavily used social media sites, 
belong to U.S. corporations. Working across international legal systems creates 
its own problems, and ultimately, the corporations do not have to assist. In most 
cases, there is not enough evidence to prosecute. There is also a push within the 
country to decriminalize cyberlibel, which further complicates the issue.

The Philippines has recognized the importance of protecting cyberspace in col-
laboration with its international partners and allies. In 2017, it joined nine other 
Southeast Asian nations to sign the Association of Southeast Asian Nations’ Dec-
laration to Prevent and Combat Cybercrime. In 2018, the nation joined a list of 
fifty-six others as signatories to the Budapest Convention, an international agree-
ment to detect, investigate, and prosecute cybercrimes. Because crimes can take 
place outside of national jurisdictions, the convention facilitates information shar-
ing and coordinates assistance to address illegal activities in cyberspace.

The Philippine government recognizes the importance of cybersecurity, espe-
cially protecting its people, industries, and infrastructure. Along these lines, it has 
turned its focus to strengthening cybercrime laws and creating harsher sentences 
for violators. It does so domestically as a sovereign nation but also in conjunction 
with international bodies and policies that call for international support. As inter-
net penetration increases, the volume of reported cybercrimes will likely rise and 
will include those committed at home as well as those perpetrated from a more 
distant part of the globe. Laws and policies will need to adapt to stay current on 
the techniques that criminals employ. The Philippines’ current strategy keeps it 
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focused on post facto crimes. While the country desires to arrive at a point where 
it effectively prevents cybercrimes—although no country has completely achieved 
this major milestone—it will require additional investment, agile policies, and 
training to educate the people on indicators of criminal cyberactivity.

Laura Steckman
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Members of the Philippine Internet Freedom Alliance, Bayan Muna, Piston, and Gabriela con-
ducted a silent protest in front of the Supreme Court in Manila to ensure that the country’s 
cybercrime law remained upheld. The Philippines is ranked as the country that spends the 
most time online, which exposes its population to greater risk for cybervictimization, com-
pounded by the fact that cybercrimes are on the rise in the country. Legal discussions and 
frameworks in the country continue to be developed and will require refinement domestically 
and internationally. (Hrlumanog/Dreamstime.com)
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RUSS IA
Russia has long been a hub for cybercrime, often employing it as a tool for asserting 
the government’s will over foreign companies and nations. Due to the country’s 
heavy use of cyberproxies, the line between criminal hackers and state-sponsored 
actors is blurry at best. Because of this state involvement, Russia’s criminal syndi-
cates have some of the most technologically advanced tools available and are able 
to act with impunity, as long as they direct their attacks externally. Russian hackers 
have even been known to design malware that skips over computers used by native 
Russians. Between top-notch technologies, excellent higher education leading to 
highly developed technical skills, and high rates of unemployment, cybercrime is 
an attractive business.

This is not to say that Russia has no internal problems with cybercrime. A 2018 
Economic Crime Survey in Russia (PwC Russia 2018) indicated that 24 percent 
of respondents had experienced a cybercrime attack in 2017–2018. That figure is, 
however, lower than the global average of 31 percent over the same time frame. 
When cybercrime does occur in the country, security officials are quick to act. In 
2012, hackers were arrested after stealing about US$4 million from several banks, 
including ones in Russia (Maurer 2018). Cybercrimes are prosecuted under the 
Criminal Code of the Russian Federation from 1996, which was amended in 2012 
(UNCTAD 2019).

On the other hand, when crimes are committed outside of the country, law 
enforcement does not seem to investigate or prosecute them. Furthermore, the 
Russian government actively denies and obstructs outside requests for informa-
tion or extradition. In exchange for this protection, cybercriminals are expected 
to provide help to the Russian government when asked, acting as proxies in 
state-sponsored hacking operations. John Carlin (1973–), the U.S. Assistant 
Attorney General for national security during the Obama administration, told the 
news program 60 Minutes, “Increasingly, you cannot tell which is which when it 
comes to the criminal and the intelligence agency. So one day, the same crook may 
be doing something purely to make a buck. But that same crook may be directed 
by a trained intelligence operative using the same tools and techniques to steal 
information from them for the goals of the state” (Stahl 2019). This degree of 
separation provides the Russian government with plausible deniability, making 
attribution more difficult.

More notable than its own criminal code are the international conventions Rus-
sia has failed to sign, specifically the 2001 Budapest Convention on Cybercrime, 
where Russia was the only major European country that did not sign. The Russian 
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government has since campaigned to replace this convention with something 
more to its liking (Ignatius 2018), eventually introducing the Countering the Use 
of Information and Communication Technologies for Criminal Purposes resolu-
tion to the UN General Assembly in late 2018 (United Nations General Assembly 
2019). Even when it does endorse cybercrime documents, Russia regularly ignores 
the basic principles. For example, it agreed to the 2015 Group of Governmental 
Experts report regarding the protection of critical infrastructure, even while report-
edly conducting attacks against U.S. and European nuclear, water, and electrical 
systems.

Since 2006, Russia and China have been the biggest source of cyberattacks 
worldwide, according to a study by the Center for Strategic and International Stud-
ies (CSIS 2019). But Russian hacking can be traced back long before 2006, to at 
least 1986, when a system administrator at Lawrence Berkeley National Laboratory 
noticed numerous intrusions into the lab’s computers. The attacks targeting mili-
tary and nuclear secrets were traced back to a German hacker who was selling the 
stolen information to Russia (Denning 2017).

The 1990s ushered in more of these Russian cyberintrusions, largely targeting 
military and government computers, in a wave of cyberespionage campaigns. 
One such attack, named Moonlight Maze after the U.S. Federal Bureau of Inves-
tigation’s code name, lasted years and targeted networks primarily in the United 
States. Other victims included the United Kingdom, Canada, Brazil, and Ger-
many. The attack consisted of hackers proxying in through universities and small 
businesses to gain access to sensitive information at important research institu-
tions. While they weren’t the first such espionage attacks, they came to represent 
the new reign of constant cyberespionage (Raiu, Moore, Guerrero-Saade, and Rid 
2017). Russia, at least according to researchers, remains one of the prominent 
actors in this space.

Sponsoring what was arguably the first cyberattack against another country, in 
April and May 2007, Russian bots allegedly conducted denial of service (DoS) 
attacks against numerous Estonian online services. Heavily reliant on cyberser-
vices, Estonia is a tech-savvy nation that was part of the former Soviet Republic. In 
April 2007, tensions ran high as Estonia relocated a Soviet-era war memorial in its 
capital of Tallinn. For retribution, Russia sponsored an assault against key nodes 
to disrupt Estonia’s entire digital infrastructure. Multiple government services were 
temporarily unavailable, and online banking was terminated. Lasting almost three 
weeks, the attack was finally ended when Estonia shut off major systems from 
outside access. While the Estonians responded well to the attacks, the episode 
has been dubbed “Cyber War I” and put fear into other nations that were heavily 
dependent on their online access (Ruus 2008).

Since the attack on Estonia, Russia has employed a mix of cyberattacks and 
conventional warfare when engaging in conflict. In its 2008 war with Georgia, this 
hybrid strategy was used to put pressure on the Georgian government to bend to 
Russian will. Cyberattacks only mildly disrupted services, but they were certainly 
an annoyance as hackers posted graffiti on official websites, a crime sometimes 
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referred to as cybervandalism. These attacks were accompanied by conventional 
military attacks on the Transcaucasia region. Since 2014, Russia has also mixed 
cyberattacks and military action against Ukraine. The most prominent alleged 
example is a series of power outages in December 2015 throughout Ukraine, 
which were the result of Russian cyberattacks against several regional power com-
panies (CSIS 2019).

In addition to direct interference, Russian hackers have attempted cyberinflu-
ence operations, flooding social media with disinformation to manipulate and con-
trol public opinion. Utilizing professional trolls to worsen political divides within 
the United States, Russian agents conducted a multiyear campaign to influence 
the 2016 federal elections. In perhaps the most comprehensive open source paper 
to date, Robert S. Mueller (1944–), U.S. special counsel, issued the Report on the 
Investigation into Russian Interference in the 2016 U.S. Presidential Election, in which 
Russian government involvement is noted up to and including Russian president 
Vladimir Putin (1952–). The campaign included direct attacks against the Dem-
ocratic National Convention and subsequent leaking of emails associated with 
Hillary Clinton’s (1947–) presidential campaign. These emails provided further 
fodder for the trolls’ disinformation operations (Mueller 2019). Combined, this 
interference highlights the willingness of Russia to use cyberoperations to influ-
ence international affairs, not just bilateral spats.

Since the 2016 operations against the U.S. election, Russia has continued its 
offensive cyberoperations. Continued attacks against Ukraine, infiltration into 
various U.S. critical infrastructure sites, attempts to influence multiple countries’ 
elections, and countless other Russian cyberefforts have wreaked havoc across the 
globe. The most damaging to date has been dubbed “NotPetya” after the family of 
encrypting ransomware from which it originated, which was itself a reference to a 
1995 James Bond movie. The attacks began in June 2017 and affected companies 
worldwide, although the vast majority of attacks targeted Ukraine. The malware 
spread, ultimately causing more than US$10 billion in damages. In February 2018, 
the United States and United Kingdom formally accused Russia of spearheading 
the ransomware attack (CSIS 2019). The Australian government also made similar 
statements.

Recorded cybercrimes originating in Russia are reportedly rising, yet many groups 
appear to be successful well before they are identified. MoneyTaker, a group believed 
to be Russian, targeted banking systems in the United Kingdom, United States, and 
Russia. From 2016 to 2017, the group stole close to US$10 million from banks, 
financial service providers, and other organizations. The group’s techniques involved 
using difficult-to-detect malware so that it maintained persistence on a network. A 
cybersecurity firm established that the group entered at least one network after pen-
etrating an employee’s home computer (Barth 2017). It is unknown how many other, 
similar groups may be operating to infiltrate financial and other online networks.
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Throughout all of these attacks, Russia has made itself clear when it comes to 
cybercriminals: don’t attack at home and be ready to serve the needs of the states 
when asked. It appears that when the criminals follow these rules, they are able to 
act with impunity, enjoy state protection, and have access to all of the best cyber-
tools. Russia has also established its line for the rest of the world: do something 
Russia does not like, and it will not hesitate to employ every cyberweapon in its 
arsenal to achieve its goals.

Kerryann Kauffold

Further Reading
Center for Strategic and International Studies (CSIS). 2019. “Significant Cyber Incidents.” 

Accessed June 23, 2019. https://www.csis.org/programs/technology-policy-program 
/significant-cyber-incidents.

Denning, Dorothy. 2017. “Tracing the Sources of Today’s Russian Cyberthreat.” The Con-
versation. Accessed June 24, 2019. https://theconversation.com/tracing-the-sources-of 
-todays-russian-cyberthreat- 81593.

Ignatius, David. 2018. “Working with Russia on Cybercrime Is Like Hiring a Burglar to 
Protect the Family Jewels.” Accessed June 22, 2019. https://www.washingtonpost.com 
/opinions/global-opinions/working-with-russia-on-cyber-regulation-is-like-paying 
-a-bully-for-protection/2018/09/04/b16787ea-b08e-11e8-9a6a-565d92a3585d_story 
.html.

Maurer, Tim. 2018. “Why the Russian Government Turns a Blind Eye to Cybercriminals.” 
Slate. Accessed June 23, 2019. https://slate.com/technology/2018/02/why-the-russian 
-government-turns-a-blind-eye-to-cybercriminals.html.

Mueller, Robert S., III. 2019. “Report on the Investigation into Russian Interference in 
the 2016 Presidential Election.” United States Department of Justice. Accessed July 3, 
2019. https://www.justice.gov/storage/report.pdf.

PwC Russia. 2018. “Combating Fraud: Measures Taken by Companies: Russian Economic 
Crime and Fraud Survey 2018.” Accessed June 23, 2019. https://www.pwc.ru/en 
/forensic-services/assets/PwC-RECS-2018-eng.pdf.

Raiu, Costin, Daniel Moore, Juan Andrés Guerrero-Saade, and Thomas Rid. 2017. “Pen-
quin’s Moonlit Maze.” Secure List. Accessed June 23, 2019. https://securelist.com 
/penquins-moonlit-maze/77883/.

Ruus, Kertu. 2008. “Cyber War I: Estonia Attacked from Russia.” European Institute. 
Accessed June 24, 2019. https://www.europeaninstitute.org/index.php/component 
/content/article?id=67:cyber-war-i estonia-attacked-from-russia.

Stahl, Leslie. 2019. “The Growing Partnership between Russia’s Government and Cybercrim-
inals.” 60 Minutes. Accessed June 24, 2019. https://www.cbsnews.com/news/evgeniy 
-mikhailovich-bogachev-the-growing-partnership-between-russia-government-and 
-cybercriminals-60-minutes/.

UN Conference on Trade and Development (UNCTAD). 2019. “Cyberlaw Tracker: The 
Case of Russian Federation.” Accessed June 24, 2019. https://unctad.org/en/Pages 
/DTL/STI_and_ICTs/ICT4D Legislation/CountryDetail.aspx?country=ru.

UN General Assembly. 2019. “A/RES/73/187: Countering the Use of Information and Com-
munications Technologies for Criminal Purposes.” Accessed June 24, 2019. https:// 
undocs.org/en/A/RES/73/187.

https://www.csis.org/programs/technology-policy-program/significant-cyber-incidents
https://www.csis.org/programs/technology-policy-program/significant-cyber-incidents
https://theconversation.com/tracing-the-sources-of-todays-russian-cyberthreat-81593
https://theconversation.com/tracing-the-sources-of-todays-russian-cyberthreat-81593
https://www.washingtonpost.com/opinions/global-opinions/working-with-russia-on-cyber-regulation-is-like-paying-a-bully-for-protection/2018/09/04/b16787ea-b08e-11e8-9a6a-565d92a3585d_story.html
https://www.washingtonpost.com/opinions/global-opinions/working-with-russia-on-cyber-regulation-is-like-paying-a-bully-for-protection/2018/09/04/b16787ea-b08e-11e8-9a6a-565d92a3585d_story.html
https://www.washingtonpost.com/opinions/global-opinions/working-with-russia-on-cyber-regulation-is-like-paying-a-bully-for-protection/2018/09/04/b16787ea-b08e-11e8-9a6a-565d92a3585d_story.html
https://www.washingtonpost.com/opinions/global-opinions/working-with-russia-on-cyber-regulation-is-like-paying-a-bully-for-protection/2018/09/04/b16787ea-b08e-11e8-9a6a-565d92a3585d_story.html
https://slate.com/technology/2018/02/why-the-russian-government-turns-a-blind-eye-to-cybercriminals.html
https://slate.com/technology/2018/02/why-the-russian-government-turns-a-blind-eye-to-cybercriminals.html
https://www.justice.gov/storage/report.pdf
https://www.pwc.ru/en/forensic-services/assets/PwC-RECS-2018-eng.pdf
https://www.pwc.ru/en/forensic-services/assets/PwC-RECS-2018-eng.pdf
https://securelist.com/penquins-moonlit-maze/77883/
https://securelist.com/penquins-moonlit-maze/77883/
https://www.europeaninstitute.org/index.php/component/content/article?id=67:cyber-war-iestonia-attacked-from-russia
https://www.europeaninstitute.org/index.php/component/content/article?id=67:cyber-war-iestonia-attacked-from-russia
https://www.cbsnews.com/news/evgeniy-mikhailovich-bogachev-the-growing-partnership-between-russia-government-and-cybercriminals-60-minutes/
https://www.cbsnews.com/news/evgeniy-mikhailovich-bogachev-the-growing-partnership-between-russia-government-and-cybercriminals-60-minutes/
https://www.cbsnews.com/news/evgeniy-mikhailovich-bogachev-the-growing-partnership-between-russia-government-and-cybercriminals-60-minutes/
https://unctad.org/en/Pages/DTL/STI_and_ICTs/ICT4DLegislation/CountryDetail.aspx?country=ru
https://unctad.org/en/Pages/DTL/STI_and_ICTs/ICT4DLegislation/CountryDetail.aspx?country=ru
https://undocs.org/en/A/RES/73/187
https://undocs.org/en/A/RES/73/187


 C Y B e r C r I M e  105

UNITED  STATES
Cybercrime in the United States, also known as computer-oriented crime, is a crime 
that includes a network and a computer (Moore 2005). The computer could 
be the target, or it could have been used in the commission of the crime (Kruse 
and Heisner 2002). Cybercrimes can be defined as “Offences that are committed 
against individuals or groups of individuals with a criminal motive to intentionally 
harm the reputation of the victim or cause physical or mental harm, or loss, to the 
victim directly or indirectly, using modern telecommunication networks such as 
Internet (networks including chat rooms, emails, notice boards and groups) and 
mobile phones (Bluetooth/SMS/MMS)” (Halder and Jaishankar 2011). Cybercrime 
has a vast reach and can threaten anyone from a person, to an organization, to an 
entire nation’s security and financial health (Morgan 2016). Issues surrounding 
cybercrimes in the United States have become high profile, particularly those sur-
rounding hacking, copyright infringement, unwarranted mass surveillance, sex-
tortion, child pornography, and child grooming (Halder and Jaishankar 2011). 
Cybercrime is a serious threat to everyone, from the casual internet user, to com-
mercial businesses, to critical infrastructure, to government functions—and the 
threat is growing.

In addition to threatening the security of people and their information, cyber-
crime is expensive, costing consumers in the United States an estimated $19.4 
billion in 2017. The United States has the third-highest monetary loss from cyber-
crime, behind China (US$66.3 billion) and Brazil (US$22.5 billion) (Statista 
2019). The economic damage done by cybercrime continues to grow worldwide. 
In 2014, the global cost of cybercrime totaled $455 billion (Sandle 2014), while a 
2018 report puts the cost at $600 billion (Lewis 2018). Cybercrime is on the rise in 
the United States, as it is around the world. In 2017, more than 143 million Amer-
icans were impacted by it (Symantec 2018). Due to its climbing rate, far-reaching 
impacts, and expense, Americans are more worried about it than about other 
crimes (Reinhart 2017).

The top five cybercrimes in the United States are malware, debit or credit card 
fraud, data breaches, compromised passwords, and unauthorized email and social 
media access (Symantec 2018). The annual Norton Security Insights Report of 
2017 identified that 57 percent of their surveyed population had a device or knew 
someone with a device that was infected by a virus or in some way threatened. 
Malware-related cybercrimes are often carried out by malware being secretly 
downloaded to a device while visiting a spoofed website. Fifty-four percent of the 
U.S. population report having been a victim of credit or debit card fraud. This 
type of crime includes theft of the card number if it is entered on a fake website 
and theft resulting from a hacker eavesdropping on a public Wi-Fi network where 
users do online shopping.

While the number of Americans impacted by data breaches is tied with those 
impacted by credit card fraud at 54 percent, high-profile data breaches in the 
United States may have made this cybercrime more visible to average consumers. 
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For example, the 2017 data breach of Equifax, a U.S.-based credit monitoring 
company, impacted more than 145 million people. When the news media report 
such incidents, it raises awareness, both that data breaches occur and also the way 
they work and can be prevented.

Forty percent of Americans report that they encountered hacking of their email 
or social media accounts (Symantec 2018). Often, this unauthorized access can be 
a result of user carelessness such as not logging out of a shared or public device, 
but it can also be the result of someone maliciously hacking into an account. No 
matter who is to blame, being hacked is a gateway cybercrime, often leading to the 
victim being further exploited, since often the social media or email accounts are 
rich with personal information or linked to other online credentials. Last on the 
list of common American cybercrimes is compromised passwords, with 40 percent 
of Americans reporting having been victims of this particular crime. Sharing pass-
words or having easy-to-guess passwords makes internet users easier targets for 
password compromise.

With the rise of cybercrime in the United States and around the world, edu-
cational campaigns that range from sales products to educational courses to chil-
dren’s games have sprung up seeking to educate users of the risks of network use. 
The quick advancement in technology, along with its integration into schools and 
workplaces, has given an overwhelming number of the U.S. population access to 
network-connected devices, but up until recently, there has been no educational 
or societal focus on also creating a “network user common sense” where users are 
conscious of how to navigate safely around the hidden dark alleys that can hijack 
the usefulness of their network user experience.

The Federal Bureau of Investigation is the government organization charged 
with fighting cybercrimes—a threat that it finds to be incredibly serious and grow-
ing. The FBI says that cyberintrusions are becoming both more common and 
sophisticated. The risk to U.S. critical infrastructures, to American companies tar-
geted to gain access to trade secrets, and to universities targeted to gain access to 
their cutting-edge research is a threat the FBI takes seriously. So seriously, in fact, 
that the FBI states that just as it transformed itself to fight terrorism, so it is again 
transforming itself to address the cyberthreat. The FBI is working toward this goal 
by enhancing its investigative capacity to better detect and respond to intrusions 
into both government and private computer networks (FBI 2019).

While cybercrime has its technical side, the notion that it is too technical to be a 
public problem empowers the criminals behind it. The general public plays a vital 
role in cybersecurity, as it interacts with cybersecurity in many ways. For example, 
the public forms opinions about cybercrime and then uses those opinions to vote 
and elect politicians who develop the government’s cybercrime policy. Much of the 
cost of fighting cybercrime rests upon the public as well, in the form of taxes or 
in higher cost of goods and services produced by companies that also pay taxes.

Most important, however, is the power that the public has to influence what 
is done about cybercrime. Public attitudes can influence the way that compa-
nies respond to the issue of cybersecurity. If they think that the public considers 
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cybersecurity to be a critical issue, then companies may be more inclined to spend 
more on contributing to a secure cyber experience, which includes investing in 
data protections. Economics is also impacted by public perception of cybersecu-
rity. If deterrence is not prioritized, then systems and data will continue to be taken 
advantage of by malicious actors, further reducing the public’s trust in technology 
and significantly impacting the United States’ technology-driven economy.

The threat that cybercrime poses to the nation is serious and growing. Cyberin-
trusions are becoming more commonplace, more dangerous, and more sophisti-
cated. The nation’s critical infrastructure, including both private and public sector 
networks, is targeted by adversaries. American companies are targeted for trade 
secrets and other sensitive corporate data, and universities are targeted for their 
cutting-edge research and development. Citizens are targeted by fraudsters and 
identity thieves, and children are targeted by online predators. Just as the FBI 
transformed itself to better address the terrorist threat after the 9/11 attacks, it is 
undertaking a similar transformation to address the pervasive and evolving cyber-
threat. This means enhancing the Cyber Division’s investigative capacity to sharpen 
its focus on intrusions into government and private computer networks.

Angie R. Mallory
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Chapter 4: E-Learning Issues 
and Trends

OVERVIEW
E-learning, or electronic learning, is a process by which a student uses the internet 
to take classes for enrichment, skill development, or an online degree. It is also 
referred to as m-learning, or mobile learning, to emphasize the fact that people can 
now learn on the go, at almost any place and time of their choosing, using a mobile 
device and internet connectivity. Since the internet made e-learning possible, it 
has grown in popularity worldwide; the top four nations furthering the e-learning 
industry are the United States, India, China, and South Korea. The demand for 
e-learning is not limited to a few countries. Forecasts indicate that Africa is the 
fastest-growing market for e-learning services, with e-learning growth rates rang-
ing from 15 percent to 30 percent annually in Senegal, Zambia, Zimbabwe, and 
Kenya (Adkins 2013). E-learning can bring great diversity into the classroom by 
connecting geographically dispersed people.

The idea of distance learning has existed for more than a century. Originally, 
classes were conducted via postal mail. Students received and returned assign-
ments to complete correspondence courses. The first correspondence courses 
developed in London in the mid-1800s and spread to the United States, as they 
attracted students who did not live close to the schools offering classes that 
interested them. Decades later, when radio and television grew in popularity and 
access, they became part of the distance education movement, either as the sole 
means of imparting information or as a supplement to correspondence courses. 
The internet made the rise of distance classes, which then became known as 
online classes, possible, as it offered students the ability to interact with the 
instructor, work alongside classmates, and cut the transmission time and cost for 
submitting assignments. It also became cost-effective because universities could 
earn similar revenue to a comparable class taught at a traditional, brick-and-
mortar institute while providing instruction of the same quality. From the mid-
1990s forward, e-learning has become a permanent system for many schools, 
extending to elementary and high school education programs and developing 
certificate programs designed to convey technical or vocational skills. Today, 
e-learning is a vibrant global industry. In 2017, the industry was valued glob-
ally at US$240 billion. By 2024, experts predict the value will reach or exceed 
US$994 billion (Rake 2018). Thus, e-learning is quickly becoming an integral 
part of education globally.
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There are several types or styles of e-learning. Synchronous learning is when 
learning occurs at a predetermined time and day. Class members and the instructor 
meet together online to work and discuss the subject matter in real time. Asynchro-
nous learning occurs at the times most convenient to the learners and the instructor. 
Generally, there are set weekly deadlines that students must meet, such as posting 
by a certain date. Students may work online at any time that fits their schedule 
to meet the deadline. Both synchronous and asynchronous courses are entirely 
online. These courses can be offered directly by a university, through a course 
provider that offers course options from multiple sources, or through a massive 
open online course (MOOC), where the categories are not necessarily mutually 
exclusive. A MOOC is typically a free course offered online to a large number of 
people at the same time. Another method is blended learning, a style that combines 
some e-learning with time in a traditional classroom. All of these methods allow 
students to select the style that best fits with their home and work life. They give 
students significantly more flexibility, making online classes more accessible than 
traditional classrooms.

Most e-learning currently runs on learning management system (LMS) soft-
ware. Through this software, students can read, watch videos, submit assignments,  
and interact over a discussion forum. The systems track student progress and 
allow them to access grades, keeping this information private through the use of a 
unique user id and password. On the business side, there are multiple models and 
pricing options for institutional licensing. They range from cloud based to desktop 
hosting and allow for set or subscription fees. Many LMS provide basic function-
ality, whereas others integrate more advanced technology options. LMS examples 
include Moodle, Blackboard, and Design2Learn. Institutions and freelance instruc-
tors can hire their services and customize learning content for students based on 
subject and curriculum requirements. Some organizations run their own courses 
with internally developed software. Microsoft and IBM are two front-runners in 
this category.

Advances in e-learning technologies will include the integration of emerging 
technologies that promote student learning and retention. Of those technologies, 
several hold promise. Virtual and augmented reality can transport students to 
ancient historical sites or take an individual to the beginnings of the universe to 
explore the physics behind its creation. These technologies can make e-learning 
experiential, involving all or most of the senses, rather than relying on book and 
rote memorization. Developments in chatbots could lead to virtual assistants or 
librarians embedded within an LMS who help students explore topics in greater 
detail or answer questions about unclear content.

Game-based learning, or gamification, requires students to interact with the 
material in new, sometimes different, ways. Not only can it increase interest by 
making learning more fun, but also some students can feel more motivated when 
they receive instant feedback through points and earn badges or other rewards 
for making progress. In some cases, allowing users to compete with each other 
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encourages students to continue playing, which can also increase learning. Micro-
learning, though not a technology, involves chunking, or breaking learning into 
small, short pieces. A lesson lasts three to five minutes and may involve watching 
a video or completing a short task. Together, multiple microlearning bits can teach 
larger, more complex subject matter. Holography is another technology that would 
allow students to interact with their teacher during the learning process. It could 
also be used to perform virtual organ dissections for medical or biology students. 
The price tag on the equipment needed to make holography a viable e-learning 
option puts it out of reach for the present, but as the costs drop, it may become a 
viable addition to other e-learning technologies.

E-learning is not limited solely to schools. It is also growing in importance in the 
business sector, as it allows employees to be trained efficiently, with little or no cost 
involved for travel or physical classroom space. Businesses can offer mandatory 
training electronically, and they can also allow employees to take charge of their 
own training by selecting additional courses that interest them and furthering their 
career aspirations. Lynda is an e-learning site aimed at people with personal and 
professional development goals. Its course offerings include data analysis, infor-
mation technology skills, and other business or technologically oriented subjects. 
Similar tech-focused e-learning platforms include Pluralsight, Coursera, Skillshare, 
Udemy, and Treehouse. While these sites generally require fees or a subscription, 
businesses are finding it cost-effective to keep their employees’ skills up to date 
and also keep them engaged and productive.

Platforms that specialize in online classes following more traditional educa-
tional disciplines are abundant. The top-performing sites are edX, Khan Acad-
emy, and OpenCulture. Coursera straddles the line; it offers college-style themed 
classes, such as psychology, history, and foreign language learning, as well as busi-
ness-focused options. Some of these programs offer course completion certificates 
for a fee. In 2017, Coursera’s most popular courses included Machine Learning, 
Neural Networks and Deep Learning, Learning How to Learn, Introduction to 
Mathematical Thinking, and Bitcoin and Cryptocurrency Technologies (Coursera 
2017). Some course options offer specializations that require a student to take a 
block of four to six classes and complete a final exam. Passing grades earn spe-
cialization certificates—also for a fee. Other sites like OpenCulture provide free 
courses with no assignments or deadlines so that students can complete at their 
own pace. These courses generally do not provide completion certificates, however.

Some countries now have their own domestic e-learning systems to compete 
with the corporate enterprises. India’s Designmate incorporates 3D graphics to 
facilitate learning understanding. International organizations are also developing 
e-learning platforms to allow their content to reach audiences worldwide. The 
United Nations has its multiple e-learning platforms to reach people globally. 
Other international bodies, such as the Inter-American Development Bank, the 
International Monetary Fund, and Amnesty International, have developed courses 
for sites like edX. Teaching large audiences worldwide, in addition to connecting 
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people through course work and dialogue, help these organizations fill their mis-
sions while offering a valuable service.

E-learning does have some barriers to entry. The most immediate is the ability to 
access the internet, and to do so on a stable connection that allows students to con-
sume course content. Without the ability to access and complete assignments, stu-
dents cannot successfully take classes. The second is cost. If the cost to access the  
internet and tuition fees is high, some people may be unable to participate. The 
third relates to computer literacy. Every person who takes an online course must 
possess enough computer literacy to perform all the tasks related to the assign-
ment. For example, if an assignment requires creating a YouTube video, a student 
must have the knowledge and equipment to make that video and upload it to the 
correct location. The fourth relates to the belief that e-learning is not as effective as 
a traditional classroom. While some of this perception relates to individual learn-
ing styles, a well-designed and implemented course has the potential to be equally 
effective. Not all programs are the same, however; there are differences between 
courses, programs, and institutions. In general, students in the United States have 
described their online experiences as at least as good as traditional classrooms, 
with 87 percent stating that they are of the same quality and 7 percent deciding 
that they are superior (Lokken 2017).

Another barrier is language. The majority of e-learning classes are offered in 
English. Many people around the world know enough English to take the courses 
or will learn the appropriate vocabulary during the course. Some people may feel 
that their language skills are insufficient to understand the lessons. To address this 
barrier, some courses are offered in other languages, while others may have subti-
tles available for learners using English as a second language. These courses may 
not meet the needs or interests of every student, but they are a step to becoming 
more inclusive learning platforms. To mitigate the reliance on courses taught in the 
English language, some countries have realized the importance of having their own 
MOOCs. ThaiMOOC has become the official MOOC platform in Thailand. Latin 
America launched its own Spanish-language MOOC platform in 2013, MiríadaX. 
Mexico and Italy have also developed their own platforms.

Countries with high and low internet penetration rates have accepted e-learning. 
South Korea, in which approximately 99.2 percent of the country has wired inter-
net connectivity and 80 percent has mobile internet penetration, uses e-learning 
to improve access to quality public education (Ramirez 2017; Statista 2018). To 
address rising dissatisfaction with the public education system, South Korea started 
the Cyber Home Learning System for its elementary to high school students in 
2004. The system’s goals were to improve the quality of public education, reduce 
costs associated with private tutoring, and allow all students the opportunity to 
prepare for the country’s highly competitive university entrance exams (Shin and 
Albers 2015).

In contrast, North Korea has low internet penetration and is applying tech-
nologies to education. With one of the most restricted internet-access policies 
in the world, North Korea permits online learning through its national intranet. 
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Selected audiences can stream lectures from North Korea’s Kim Il Sung Univer-
sity from locations across the country with advanced approval. The government 
is also expanding its Sci-Tech Center, which maintains over 3,000 computer ter-
minals for users to stream telelearning programs (Talmadge 2017). The adoption 
of e-learning occurs not only in Asia but also around the world. It is increasing as 
more people gain internet access.

This section examines countries that rely on e-learning as well as those that are 
exploring how to improve their educational systems with it. These countries have 
a variety of educational policies and different educational systems, which require 
consideration when implementing e-learning solutions. The global trend of people 
looking toward the internet for educational skills and opportunities will continue 
to increase, while schools and instructors will continue to experiment with new 
technologies in order to deliver education as a service.
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ARGENT INA
One of the richest countries in South America, Argentina has been able to integrate 
the technology movement into its education systems. Through a 2006 Education 
Finance Law, nearly 6 percent of the country’s gross domestic product (GDP) has 
been allocated for education. This funding has allowed Argentina to focus on cre-
ating one-to-one classrooms throughout the country. National initiatives related 
to e-learning at the primary and secondary levels took off strong a little less than 
a decade ago, but since then, they have seemed to have tapered off. However, 
MOOCs in the corporate sector and for private citizens are currently widespread 
in Argentina and dominate the e-learning opportunities in the country.

Despite the economic woes the country has faced since the turn of the millen-
nium, Argentina remains one of the richest countries in South America. It is one 
of only two countries in South America listed as having “very high human devel-
opment” according to the Human Development Index (Monroy 2018). This reality 
is reflected in Argentina’s literacy and education enrollment and completion rates. 
From 1980 to 2015, the country saw a 4.2 percent increase in literacy; in 2015, 
about 98.1 percent of the population (both men and women) were literate (Mon-
roy 2018). Relative to worldwide data, Argentina has high primary and secondary 
graduation rates, and in South America, Argentina was second only to Chile in net 
enrollment in secondary education, at 88.2 percent (Monroy 2018).

However, this early educational success does not lead to the successful comple-
tion of tertiary, or university, degrees. In 2010, Argentina’s net enrollment in ter-
tiary education was again second only to Chile, but at 73 percent, the country had 
one of the highest tertiary dropout rates in the world (Monroy 2018). During the 
same period, Brazil’s dropout rate was 50 percent, Chile’s was 41 percent, and Mex-
ico’s was 39 percent (Monroy 2018). According to Argentina’s Ministry of Educa-
tion, many students took longer to graduate than in other countries; in 2015, 36.3 
percent of students in the tenth grade were older than the official age for sopho-
more students (Monroy 2018). Finally, the country as a whole performs poorly on 
standardized, comparative tests, as shown by the results from the 2012 Program 
for International Student Assessment administered by the Organisation for Eco-
nomic Co-operation and Development (OCED) that placed Argentina fifty-seventh 
among sixty-four countries (Monroy 2018).

It is possible that students from rural and poorer areas may influence these data, 
but considering the high GDP of the country, more likely, the cause can be found 
elsewhere. Suggested reasons for these negative statistics are that the country faces 
low student motivation and possible structural problems within the education sys-
tem. One of the ways in which Argentina has attempted to address this problem 
is with the 2006 National Education Finance Law that states that a minimum of 
6 percent of the country’s GDP should be spent on education. While this goal had 
not quite been reached by 2015, at which time only 5.87 percent of the country’s 
GDP was dedicated to the education sector, it was a vast improvement over the 
less than 3 percent Argentina had been spending in 2003 (De Hoyos, Holland, and 
Troiano 2012; Monroy 2018). Most of this money is dedicated to teacher salaries 
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and infrastructure. In 2011 and 2012, more than half of this infrastructure invest-
ment was dedicated to information and communication technology (De Hoyos, 
Holland, and Troiano 2015).

One of these infrastructure improvement initiatives, the Mobiles for Supervisors 
Program, was introduced in 2010 by the Mendoza Province General Directorate of 
Schools, or DGE (Lugo and Schurmann 2012). This program was limited in scope 
to that specific province but succeeded in its goal to provide Mendoza’s 350 public 
school supervisors and principals with a BlackBerry smartphone. The intention 
was to improve secondary education administration by improving communication 
and information access. Each phone had unlimited internet access and provided 
access to various information, such as education portals, the DGE intranet, and 
school infrastructure systems, even when the internet was not available.

An important policy focus of the country’s educational infrastructure improve-
ment for online learning was the concept of the one-to-one classroom. That is, 
every student should have a laptop or other electronic device with access to the 
internet. Over the past decade, there have been several initiatives to help make this 
a reality. In 2008, Seeds of Empowerment, a global nonprofit, launched its proj-
ect in Argentina (Lugo and Schurmann 2012). Originally, this initiative provided 
students with a device called TeacherMate, designed specifically to work with the 
organization’s learning management system. However, while the LMS continues 
to thrive today, the TeacherMate device was soon abandoned, as more than 80 
percent of students between the age of ten and eighteen owned a mobile phone 
by 2008 (Leighton 2012). The advent and proliferation of mobile phones made 
access to the internet and e-learning opportunities far more affordable than even 
the lowest-cost computers. While this continues to be the case, one challenge lies 
in reliable network coverage. Only just over half of Latin America has 3G or 4G 
coverage, which can limit the use of the mobile phone in e-learning initiatives.

Another such project that sought to make the one-to-one classroom a reality is 
Conectar Igualdad. Its mission was to distribute 3.65 million netbooks to students 
and teachers of public schools in Argentina; this goal was met in 2013. Netbooks, 
or small laptops, were chosen over tablets, which were relatively new at the time, 
in order to facilitate writing skills. Initially, netbooks were given on loan to stu-
dents, many of whom came from lower-income families. Upon successful gradua-
tion in a timely fashion, ownership of the device passed to the students.

At the postsecondary level, a program called Postítulo de Especialización 
Superior de Educación a Distancia began in 2010 in partnership between the 
Universidad del Salvador in Rosario and the Fundación para los Estados Interna-
cionales (Lugo and Schurmann 2012). This program provided BlackBerry smart-
phones to students enrolled in the distance learning program. The cost of the 
device was included in tuition. The content of courses taught via this program 
were also accessible on personal computers, but the BlackBerrys came with an 
unlimited web browsing data plan and 300 minutes of calls each month. At the 
time, most classes required two face-to-face meetings per online module. While it 
appears that this program is no longer running, the Universidad del Salvador has 
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maintained its distance learning program and continues to offer online courses in 
various departments.

A challenge that Argentina faces in its efforts to realize the one-to-one classroom 
is that in attempting to saturate the education setting with ICT, the government 
may feel like it would be dividing its efforts by also focusing on e-learning pro-
grams. While this focus delays those opportunities at the secondary level, it may 
be a blessing in disguise. Instead of rushing to implement e-learning programs and 
thereby conflating the message with the medium by making those opportunities 
about the technology itself, the development of e-learning in the classroom will 
remain centered around content. That said, the lack of federal initiative in this 
area does not mean that e-learning is absent in the classroom. In 2010, Seeds of 
Empowerment launched its Stanford Mobile Inquiry-Based Learning Environment 
(SMILE) in Latin America (Leighton 2012; Lugo and Schurmann 2012). This pro-
gram largely capitalizes on the prevalence of smart devices in Argentina, but it 
can also be taken advantage of by schools with laptop carts that can be shared by 
multiple classrooms. Students work together via SMILE to complete inquiry-based 
learning objectives, while the teacher monitors progress and can provide immedi-
ate feedback and opportunities for class discussion.

While e-learning opportunities are not yet ubiquitous at the elementary and 
secondary levels, Argentina, along with Brazil and Chile, remains a leading adopter 
of e-learning in Latin America. There are many opportunities for online learning in 
Argentina through local universities, such as the Universidad del Salvador, interna-
tional providers of MOOCs, and LMSs designed for private companies. The most 
common providers of MOOCs to the Argentinian population are MiríadaX, Cour-
sera, edX, Microsoft, and RELPE, the Pan-Regional Latin American Network of 
Educational Portals (Kendall 2017). RELPE is the collective effort of various Latin 
American ministries of education. Each participating country develops its own free 
content based on the needs of its population. RELPE provides a common space but 
considers itself a web of portals where each country’s efforts can benefit from nodes 
of connectivity. Argentina’s participating portal is called Educ.ar.

Coursera, edX, and Microsoft are all U.S.-based companies that offer MOOC 
content in Latin America. Some of this content is free, but not all. Coursera offers 

The growing demand for online courses has increased demand for native language 
instruction. MiríadaX is the Spanish language version of edX and Coursera. Founded 
in 2013 by Banco Santander y Telefónica in Spain in conjunction with Universia in 
Latin America, the site boasts over 4 million students who take online classes from 
105 institutions with more than 650 distinct courses (MiríadaX 2018). It is one of 
the largest collections of Massive Open Online Courses in the world, allowing stu-
dents to take free online classes and offering a paid certificate option for students to 
use on the resumes or with employers. Other countries are also developing national 
language MOOCs, such as China’s XuetangX.
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financial aid in Latin America in an effort to attract more students from the region. 
At present, only one Argentine university offers content through this platform: 
Universidad Austral. EdX is supported by the Massachusetts Institute of Technol-
ogy, Harvard, and University of California, Berkeley and offers certificates upon 
successful completion of a course. Microsoft started offering free courses in 2014 
and has enrolled more than a million students in Argentina, Brazil, Chile, Colom-
bia, Ecuador, Mexico, and Peru (Kendall 2017).

MiríadaX is by far the most common provider of e-learning in Argentina. It is a 
Spain-based company that offers free online classes in the form of MOOCs to the 
Argentine people. In 2014, the company had expanded to more than 1,200 insti-
tutions throughout Latin America, including Argentina, Colombia, Peru, and Mex-
ico. It claims to have hundreds of million registered users across all its participating 
countries. In 2016, its most popular course in Argentina (and the second most 
popular MOOC on the entire platform) was the Universitat Oberta de Catalunya’s 
Introducción al Business Intelligence y al Big Data, or Introduction to Business 
Intelligence and Big Data (MiríadaX Lab 2016).

While e-learning in Brazil and Mexico mainly centers on schools and govern-
ment respectively, these opportunities in Argentina can mainly be found in the 
corporate sector (Kendall 2017). MiríadaX’s most popular course reflects this real-
ity. The most common websites to appear in a search on e-learning and Argentina 
are entities that cater to companies desiring to implement or expand their cor-
porate training via e-learning. Additionally, according to 2016 data published by 
the World Health Organization (WHO), while e-learning is used throughout the 
health sciences fields, it is slightly more widespread in professional in-services, 
rather than student learning opportunities. While Argentina’s e-learning initia-
tives still have a long way to go, particularly in the education sector, opportunities 
abound in the country, offering a model to the rest of Latin America.

Marilyn J. Andrews
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ETH IOPIA
Ethiopia is an intriguing place to live. Westerners from all over Europe and the 
United States come to help with compassion services and industry start-up pro-
grams. The Peace Corps attracts high school and college graduates who want to 
live in villages and learn the local language and culture. In those villages, they help 
teach basic skills and promote a positive understanding of America. Other Amer-
ican citizens, particularly graduate students and professors, apply for Fulbright 
scholarships to conduct research and teach at universities in this nation of over 
100 million people.

How Can E-learning Advocates in Africa Work around Hindrances 
to Implementation?

Using the internet in Ethiopia is improving, but it is still no easy task to help stu-
dents effectively learn to use digital devices and internet strategies. It is challenging 
to even teach doctoral education students how to use a computer to prepare them 
to apply the technology to teaching as a career field. Even the best technology lab 
in the entire university is often inadequate. However, like other Ethiopians, teach-
ers can look for ways around these problems. In one instance, a teacher ended up 
borrowing space at a small private school so that every student could use the inter-
net at the same time. Initial challenges to teaching Africans often include simple 
typing skills, basic computer knowledge, and the importance of checking email 
for communication. If the students are determined, they can eventually begin to 
use free online platforms, write collaborative papers, and develop websites for 
sharing with their own students. So, curriculum specialists in African nations can 
effectively work around problems to develop faculty who can use appropriate 
twenty-first-century skills within their educational environments.

Furthermore, by 2016, many more people in Ethiopia were using 3G on their 
phones to do much of their work. Now, 4G is finally available, making the cell 
phone an excellent means for research and collaboration between teachers and stu-
dents. While Western nations are moving to 5G, less developed nations in Africa 
are trying to afford 4G networks. Mobile learning is certainly developing faster 
than the computers that most students can afford and that are available. Mobile 
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devices provide access to learning materials, collaboration with other students, 
and communication with instructors. Even during class, students use their cell 
phones to access PDFs that innovative teachers give them. If lack of electricity 
makes slide presentations impossible, students can still take pictures of the slides 
from the instructor’s iPad so that they can follow the lecture. This method works 
as long as enough students have sufficient space on their phone. Unfortunately, 
the cost of cell phones and data packages still limits some students who are doing 
well academically just to pay school fees. According to the United Nations, this is 
typical for more than half of the fifty-four nations of Africa listed by UNCTAD as 
least developed nations.

What Do African Online Students Need to Know about Learning?

Africans are certainly looking for relevant twenty-first-century teaching and learn-
ing. They want to be connected with global learning and global opportunities for 
work. However, because of local education models, some misunderstandings about 
education need to be addressed before these students can effectively learn using 
online learning environments. One is knowing what individual learning really is 
and what it should look like. Many African students need to be taught how to learn 
in this way. Because Ethiopians are less individualistic than people from Western 
nations, they perceive that learning happens communally, or in a community. This 
focus is wonderful, in that the communities really help one another. Sadly, it also 
includes writing someone’s paper for them as well as other unethical behaviors—as 
modern education defines them.

Another problem with this community approach is that some Ethiopian stu-
dents often do not realize that the things they do for the grade are also the things 
that are designed to help them learn. Without doing those assignments themselves, 
they miss the opportunity to grow and learn. For example, if they are required to 
write a paper, some students do not recognize how writing the paper adds to their 
understanding of the course material and ability to think critically. Then, if they 
copy and paste someone else’s ideas as their own, they miss an opportunity to 
deepen their own understanding of the material. Many Ethiopian, and sometimes 
African students more broadly, often think in terms of seat time; if they put in 
the seat time, then they should pass the course, and if they put in seat time, they 
believe that they are prepared for the next level. But that is not necessarily true.

Students need to realize that seat time does not produce learning. Truly, it is those 
students who engage themselves with the content and in discussions—whether 
in class or online—who learn the material best. While working with Ethiopians, 
innovative teachers do a lot of collaborative projects because they learn well with 
that approach; however, some individuals let the more motivated students do all 
the work. In the end, teachers in Africa need to know what each person knows and 
understands. Giving a final exam that includes essay and short answers can reveal 
what individual students have understood and can apply in their lives.
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Misunderstandings about education can certainly challenge the development of 
e-learning programs. Designers of e-learning platforms should account for these 
challenges in their design. For example, in Ethiopia, Jimma University offers an 
online graduate degree with an online course platform that includes content with 
quizzes and discussion groups over the content. The university has a portal for 
these activities and for uploading assignments. Nevertheless, Jimma University 
wisely requires students to come in person to take the final exam (Jimma Univer-
sity 2019). The developers of this online program recognized that a face-to-face 
final exam would be necessary to confirm how well an individual student under-
stands the material.

Although Jimma University (and, at this point, three other Ethiopian universi-
ties) offer progressive online programs with the help of Lucy Academy, most other 
government universities in Ethiopia do not have the technology infrastructure, nor 
the faculty who understand e-learning to offer effective online programs. Yet, in 
Africa, there are opportunities to study online or with hybrid programs through 
private institutions. Some American universities offer an American accredited 
master’s degree throughout Africa. The platform is hybrid, meaning that there is 
some face-to-face time and some online aspects to the program. In these programs, 
there are precourse assignments over the readings that are submitted online before 
class, in-class collaborative assignments, and a final assignment that is submitted 
digitally.

Another misunderstanding is how our brains are designed to learn. Accord-
ing to Jensen (2008), our minds our poorly designed for rote learning. Histori-
cally, African children learned through storytelling from the village elders, which 
is a more holistic approach, but when Western education arrived in Africa, it 
brought an emphasis on memorizing with no practical application. Thus, lack 
of problem-solving and creative-thinking skills hinder true learning and nega-
tively impact e-learning implementation. Therefore, using authentic learning 
strategies—such as having students use software to develop brochures to sell their 
hypothetical products—will help students learn better, because they are thinking 
and being creative. Regrettably, many African students think of creativity as play. 
They think the teacher is being lazy to use such methodologies. However, creative 
thinking is actually a vital prerequisite for good twenty-first-century jobs.

To make the problem of developing creativity even harder, some African nations 
have had many economic and political challenges that have caused them to rely on 
the Western world for help. Because of that, there is often a general learned helpless-
ness in the society that influences learning and students’ motivation to solve some-
thing themselves or to be creative. This learned helplessness must be addressed 
before effective e-learning can take place, since e-learning puts the responsibility 
of learning on the student.

As various locations throughout Africa collaborate with the rest of the world 
and function with twenty-first-century learning skills, African students need a 
better understanding of how to learn. They need to take the initiative to develop 
their own skills and understandings as well as to set personal learning goals. 
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Even if they are from a socioeconomically poor background, they need to realize 
that they are not helpless but can solve some of their own learning problems 
ethically.

The key trends and guiding principles for improved twenty-first century 
instruction indicate that the curriculum should not be completely content driven 
(i.e. memorizing lists of words). Additionally, the curriculum should promote a 
realistic context for solving problems, collaboration, communication, and ethical 
completion of students’ own products. Moreover, Beckford (2018) argues that stu-
dents whose teachers apply innovative teaching strategies that develop complex 
problem-solving and critical-thinking skills as well as creativity will have an advan-
tage in the twenty-first century job market and will have a higher employabil-
ity index. These strategies are also necessary for effective digital learning. Finally, 
global understandings are necessary for the development of learning skills that 
improve employability. Obtaining a better job is one of the main reasons Afri-
can students are interested in studying with programs that can prepare them with  
twenty-first century skills for twenty-first century opportunities.

What Is Essential in the Design of a Digital Learning Platform in Africa?

As technology is increasingly integrated into global society, the preparation of Afri-
can students to use technology to enhance their work and learning should be a 
top priority for schools. If the use of technology increases student responsibility, 
engagement, and motivation, then it is well worth the effort to incorporate tech-
nology within instruction. Thus, using technology to enhance thinking strategies, 
collaboration, and communication will more fully prepare learners around the 
world. However, it must be stressed that the focus is not on technology itself but 
on its use. It is a tool as well as the means to reach objectives. So, with the ever-in-
creasing and ubiquitous use of technology in our world, we should ask if studying 
with digital learning platforms will improve learning.

Unfortunately, some technology resources are just digital versions of textbooks. 
If that is the case, then there may be little benefit from changing to a digital for-
mat. Certainly, accessibility and mobility are beneficial; nevertheless, as e-learning 
designers, the goal is to use media in such a way that students will be increasingly 
self-motivated, engaged, and self-regulated learners. If the digital platform cannot 
accomplish that, then the designers need to go back and analyze everything from 
the perspective of what the goals and objectives are for students. They should also 
consider the cultural context surrounding education.

When earning a degree through a digital-learning platform, student learning 
should be just as effective as face-to-face models; otherwise, the degree is not use-
ful. Therefore, it is essential that when developing e-learning curricula, designers 
focus on fostering a sense of personal responsibility in students and relevancy to 
heighten interest. The e-learning platform should include critical thinking, collab-
oration, creativity, and personal reflection that will help students cultivate relevant 
thinking strategies.
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To have effective digital learning for Africans, and especially Ethiopians, in the 
twenty-first century, methodologies for effective teaching need to be taught in con-
junction with using the new media. Yet, whether in the classroom or online, the 
focus of curriculum design should be on the appropriate use of technology in 
conjunction with effective teaching practices to prepare African students to be 
successful in the twenty-first century global society.

Delta Cavner
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GHANA
After years of working on distance and later, e-learning education, Ghana has 
made progress in recent years. Ghana’s government has been interested in apply-
ing e-learning since the internet reached the continent, although it was not until 
broadband rates increased that the country made significant headway. With foun-
dational policy in place and long-standing approaches to provide distance educa-
tion through local learning centers, various universities began experimenting with 
blended learning, the combination of classroom and online education, to allow 
more flexibility in how and where students complete classwork. Most recently, the 
country has experimented with MOOCs and continues to determine the utility of 
this capability to deliver high-quality instruction.

Ghana has invested heavily in education for decades. Despite this spending and 
an interest in increasing access to online education, Ghana did not appear on lists 
of African countries with high growth rates for e-learning until 2015. At that time, 
it was on the list of top twenty countries experiencing e-learning growth, with 
a reported potential for 45 percent market growth by 2020 (Budu, Wilson, and 
Ackah 2016). One of the reasons for this change was an uptick in internet broad-
band that improved speeds in 2013, although connectivity remained nonetheless 
unreliable through the universities, causing students to rely on their own personal, 
paid internet access for educational purposes. Another contributing factor to the 
expansion was the UN Sustainable Development Goals, which in 2015 set targets 
for education in developing nations. It aspired to expand equity in higher educa-
tion on or before 2030. Ghana also participated in other regional, Africa-focused 
initiatives to increase online learning.

Ghana first expressed a desire to implement e-learning, which it then called 
distance learning, in 2002. It established a distance learning program to provide 

https://www.forbes.com/sites/ellevate/2018/08/06/the-skills-you-need-to-succeed-in2020/#75a8eb4a288a
https://www.forbes.com/sites/ellevate/2018/08/06/the-skills-you-need-to-succeed-in2020/#75a8eb4a288a
https://www.lucyacademy.com/ju/index.php/programs/about-our-programs/


 e - L e a r n I n G  I s s U e s  a n D   t r e n D s  123

alternatives to traditional learning with the potential to reach more people and 
improve its citizen’s lives. The original model had students attend classes at spe-
cially designated centers and then take exams at university campuses, with a 
second model solely relying on distance learning centers for all the students’ edu-
cational needs, removing the need for them to travel to university main campuses. 
Originally, the government felt that distance education should be funded through 
private institutions and did not devote significant resources to it. By 2002, only 
three universities had active distance learning programs, making 2002 a major 
push for policy on e-learning rather than a watershed moment for adoption. This 
was not the first time Ghana had experimented with ICTs for e-learning; in fact, 
Ghana participated in an early consortium to bring e-learning to Africa. The World 
Bank set up the consortium in 1996, with the online university established in Ethi-
opia, administered from Kenya, and operating across four other African nations 
including Ghana. This project never took off, as Kenya rejected the funding, but 
it marked one of the first attempts to set up a regionally focused online university.

Ghana finalized its policy on information and communications technology 
requirements for education in 2007. The idea of incorporating ICTs into educa-
tion was included in the country’s Education and Strategic Plan 2003–2015 as 
one method of increasing the reach of public education beyond the urban areas. 
The policy was also followed the ICT for Accelerated Development Policy, which 
the parliament passed in 2004. In these early years, the country allowed multi-
ple ICT projects focused on education to run across the country. The majority of 
these involved partnerships with industry and nongovernmental organizations to 
prepare individuals and schools for ICT integration. Some focused specifically on 
girls’ education, as girls were often not offered opportunities to study science and 
math. More broadly, this initial policy developed the framework for furthering 
education with ICTs.

Subsequent policy extended the original framework of 2004. In 2008, the Min-
istry of Education drafted the ICT in Education Policy to outline the use of ICTs 
in secondary schools. It mandated curriculum to teach ICT courses as well as to 
incorporate ICTs into nontechnological subjects. The document also addressed 
issues surrounding infrastructure, e-readiness, access, and facilities. A 2009 
follow-up commissioned a study that determined one of the limiting factors was 
low computer literacy across Ghana’s high schools. The government also released a 
revised version of the 2008 policy, known as the National ICT in Education Policy 
for Ghana, that described in greater detail how Ghana’s schools should prepare for 
and implement ICTs in the classroom.

More and more schools are experimenting with online learning; for example, 
the University of Ghana had an Institute of Continuing and Distance Education 
to spread e-learning opportunities across the country in the form of curricula and 
training for educators. This organization is now called the Department of Adult 
Education and Human Resource Studies and offers programs by distance and 
blended learning formats. The university also now has a School of Continuing 
and Distance Education, part of the Department of Distance Education, that uses 
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a platform called SAKAI to deliver courses at nine different in cities across the 
country.

One trend among public universities is to create blended learning courses, defined 
as those that combine elements of e-learning with traditional, classroom-based 
instruction. The advantage of these courses is that working students have more 
flexibility to complete classes because they do not always need to block out peri-
ods of time to be on campus. The University of Professional Studies of Accra, 
one of such universities to use online learning in a blended classroom, experi-
enced a decline in blended learning enrollments after a few years. A research study 
determined that blended classrooms, while accepted as an idea, were not imme-
diately popular. Students tended to avoid the online aspects of the class due to 
poor infrastructure, technical support, low connectivity speeds, and low instructor 
proficiency (Asampana, Akanferi, and Ami-Narh 2017). In addition, some school 
and university staff exhibited a reluctance to change, which hampered adoption 
of e-learning. Staff resistance to change played a role in the slow acceptance of 
blended classes, because the educators who designed and led the courses did not 
want to do so and showed little enthusiasm. However, with the appropriate sup-
port and resourcing, this obstacle can be removed, making it easier for instructors 
and students to work on e-courses.

Entrepreneurs experimented with an online school based in Ghana. In 2011, 
two men founded the Open University of West Africa in Ghana. The school 
emphasized the need to utilize the country’s growing use of mobile technologies as 
a tool for spreading low- or no-cost educational opportunities to educate people 
who would not otherwise have access to education. The school had more than 
200 students enrolled, primarily in MOOCs, before it closed four years later. No 
information is available as to why the university closed. The founders moved on 
to another project, creating an app that would allow access to training for aspiring 
entrepreneurs.

MOOCs appear to be popular in Ghana, as demonstrated by students who used 
the Open University of West Africa to access them. Researchers have conducted 
several studies on their feasibility to enhance existing educational institutions, and 
the Open University of West Africa enabled students to take MOOC offerings, with 
the U.S.-based Coursera being frequently mentioned. However, actual statistics 
for how many Ghanaians enroll in international MOOCs in unavailable; in fact, 
the major MOOCs only announce estimated worldwide usage statistics. There is 
local interest in developing MOOCs. As of early 2019, the University of Ghana has 
partnered with universities in Belgium, South Africa, Zimbabwe, and Rwanda to 
develop a course about clinical nutrition (University of Ghana 2019). The partner-
ship will allow local instructors to gain experience in developing, and potentially 
managing, a MOOC. If successful, the university may develop additional courses.

Ghana is still working to achieve goal four of the UN Sustainable Development 
Goals, which encourages nations to ensure that quality education is available to 
everyone equally. A 2019 study found that the country’s ability to reach the goal 
is not related to spending; in fact, Ghana spends more on education than the 
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top-ranking countries, meaning that its return on spending is lower than in other 
nations. The study found that the reasons for the disparity between spending and 
performance are related to low completion rates, gender imbalances, insufficient 
teacher-student ratios, and a need to ensure high-quality teachers at all levels 
(Kwadwo 2019). While this study did not specifically focus on e-learning, the 
same hindrances and challenges exist to making online learning more widespread 
and effective. They may be key to aiding Ghana to achieve goal four and may high-
light why additional spending on education may not be the answer to improving 
access to education. Diverting some of that spending to improve ICT infrastructure 
and increasing access, on the other hand, may be a potential solution, although it 
too is not addressed in the research.

Overall, Ghana has had some success with e-learning. The combination of 
e-learning in blended instruction, which overlaps with the accepted approaches 
to distance education, a longer-standing educational construct, has provided adult 
students with greater flexibility. The full, optimized impact of e-learning has not 
yet been achieved; training, infrastructure, and access must be improved to reach 
the wider student population, especially those residing outside urban areas. Purely 
online classes, as well as MOOC series or programs, require further exploration; 
there may be further benefit from developing a national or regional platform 

The Coursera headquarters building in Silicon Valley, California. Coursera exemplifies the 
numerous international online learning platforms that reach African nations like Ghana and 
enhance educational opportunities in the country. The success of platforms such as Cour-
sera has started to inspire local professors to collaborate with other educators across the 
continent to create online courses tailored to local populations and their educational needs. 
(Andrei Gabriel Stanescu/Dreamstime.com)

http://www.Dreamstime.com


126 e X a M I n I n G  I n t e r n e t  a n D  t e C H n o L o G Y  a r o U n D  t H e   W o r L D

tailored to the needs of Ghana’s students. As the demand for e-learning is projected 
to grow through 2030 at minimum, Ghana will have to work to determine how 
best to package and market e-learning, which may also include computer literacy 
and other individual training to improve confidence with the software in order to 
encourage more students and instructors to invest time in online learning.

Laura Steckman
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INDIA
E-learning is a large and growing phenomenon in India. As internet and broad-
band connections continue to improve, the market continues to expand. People 
in India are users of both international and in-house e-learning platforms. The 
national government in India has also been involved in the promotion and growth 
of e-learning, has supported university platforms, and has built its own national 
e-learning platform. E-learning is not without its particular challenges in India; 
however, it shows all signs of playing an ongoing role in both formal and informal 
education in the country.

India has the second-largest market of massive open online course subscribers 
after the United States. On the Coursera platform, which is the largest MOOC plat-
form globally, approximately 3.4 million users are located in India (Goyal 2018). 
India also has one of the fastest growing bases of MOOC learners, which is also 
coupled with one of the fastest internet growth rates. The online education indus-
try in India is estimated to grow to six times its current size by 2021, reaching an 
estimated 9.6 million users (KPMG and Google 2017).

All of the top international MOOCs are available and used in India, including 
Coursera, edX, and Udacity. There are also e-learning MOOC platforms that have 
been developed in India. The Indian Institute of Technology (IIT) Kanpur, for 
example, developed MooKIT, a MOOC management system that is used by IIT 
Kanpur as well as others around the world to host online courses.

Similarly, IIT BombayX is another MOOC platform built by IIT Bombay. They 
offer typical MOOC-style courses that can be either instructor paced or self-paced. 
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However, IIT BombayX specializes in hybrid MOOCs, similar to a flipped class-
room model. It allows IIT Bombay registered students to take a course from one 
of their remote centers where they will periodically engage in video conferencing 
with their instructor while primarily using the MOOC platform. As of 2019, IIT 
Bombay has over 500 remote centers throughout almost all of the states in India.

Other e-learning companies and efforts in India are focused beyond the open 
MOOC system. There are some, for example, that are primarily engaged with 
corporations to deliver online corporate training, such as Dexler Education. Oth-
ers work closely with schools and K–12 education, such as BYJU and Educomp. 
EduKart, on the other hand, is an online higher education platform that offers 
fully online certificate and degree programs through affiliations with institutions 
of higher education.

Online learning in India started developing as early as the late 1990s. The first 
virtual campus in India launched in 1999 at the Indira Gandhi National Open 
University, or IGNOU. Established in 1985 by the central government of India, 
IGNOU focused specifically on distance and open education; as such, develop-
ing strategies for distance education has been a primary thrust of this institution. 
The School of Computer and Information Sciences offered the first online courses. 
Offerings have expanded greatly since that time and continue to be offered via 
the larger Study Webs of Active Learning for Young Aspiring Minds, or SWAYAM, 
platform.

The national government of India has engaged in other e-learning efforts as 
well. With the third-largest higher-education system in the world, India contin-
ues to fund efforts to educate its growing population. Some of these efforts focus 
on the expansion of digital tools and resources for classroom use and beyond, 
while another addresses internet access. Other government-funded projects focus 
on e-learning programs and platforms directly. One example is the National Pro-
gramme on Technology Enhanced Learning (NPTEL), a project funded by the 
Ministry of Human Resource Development that combines the efforts of a num-
ber of Indian Institutes of Technology. Beginning in 2003, this project originally 
developed online courses in engineering and science. In 2014, NPTEL moved 
to a MOOC system with an expanded scope of subjects, while also offering the 
possibility of certification via an optional in-person exam with one of the IITs. 
From 2014 to 2019, NPTEL offered 1,300 courses with a total enrollment of over  
6 million.

In July 2017, the Indian Ministry of Human Resource Development (MHRD) 
launched a new e-learning platform called Study Webs of Active Learning for 
Young Aspiring Minds, or SWAYAM. SWAYAM is intended to bring together the 
e-learning resources of multiple institutions, similar to Coursera. It is coordinated 
by nine national coordinating institutions, including IGNOU and NPTEL that serve 
to moderate quality of content. Quality of new courses is also assessed through a 
process involving subject matter experts, multimedia experts, and an all-India aca-
demic advisory committee. The courses hosted on SWAYAM are both self-paced 
and instructor paced, and they allow students the possibility to earn certificates or 
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Commuters on the Mumbai metro use their smartphones to access content. Students of all 
ages can use their connectivity to access e-learning programs such as the Study Webs of 
Active Learning for Young Aspiring Minds (SWAYAM), a platform created by India’s Ministry 
of Human Resource Development, as well as a wide variety of global e-learning platforms, for 
degrees or professional development on demand. (Emmanuel Nalli/Dreamstime.com)

course credits via an in-person exam. As of August 2018, SWAYAM had delivered 
over 800 MOOCs, listed over 1,500 courses, and announced the goal of hosting 
2,000 courses by 2020 (Press Information Bureau 2018).

SWAYAM was partially enabled by a regulation approved by the University 
Grants Commission in around the same time as SWAYAM’s official online debut 
in 2018. This regulation granted approval to higher education institutions to offer 
certificate and degree programs in a fully online mode. This regulation also set 
up what is now the standard model for SWAYAM, as well as some other Indian 
e-learning efforts: a four-part model of video lectures, online reading material, 
self-assessment, and a discussion forum.

Education has been a central priority in recent years for India. E-learning is one 
potential avenue that the central government views as a solution to meet the chal-
lenges of educating its citizens. E-learning also comes with its own challenges in 
India, however. While internet connectivity and the penetration of mobile devices 
continue to expand, they have not yet reached all parts of the country, especially the 
rural regions. In order for e-learning platforms to function for students, they must 
have connectivity that allows for a reliable, high-speed connection. As SWAYAM, 
in particular, attempts to develop for-credit e-learning options alongside in-person 
exams, there will be additional limitations depending on the resources available 
locally for the exams.

http://www.Dreamstime.com
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Another challenge for these government-driven efforts in particular is that the 
e-learning efforts are decentralized. Multiple projects exist within various institu-
tions and are supported through various ministries, including the Department of 
Information Technology and the Ministry of Human Resources and Development. 
With the recent push for SWAYAM, there is a strong effort to centralize many of the 
various institutional and government efforts, including assigning designated coor-
dinators and being centrally supported through MHRD and the National Mission 
on Education through Information and Communication Technology, an initiative 
of the MHRD.

Finally, India has the additional challenge of reaching speakers of multiple 
vernacular languages, including some that are not well supported in the current 
online environment. In fact, currently, only 12 percent of the Indian population 
uses English (Baxi 2018). Some of the current platforms offer content in Hindi in 
addition to English; however, the use of other Indian languages is extremely lim-
ited. While technology is changing to accommodate this, e-learning will remain 
limited to a certain population in India in the meantime.

Karen Stoll Farrell
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OMAN
Located on the southeast Arabian Peninsula, Oman has increasingly implemented 
online learning as an alternative to traditional, brick-and-mortar classrooms. Many 
Omanis see digital technologies as a key tool to encourage students to invest 
more time and interest into their studies. Omani youths use technology daily; it 
makes sense to incorporate the technologies that they are already using to promote 
advanced learning. Within the country, there is a growing interest in developing 
and applying educational technologies to e-learning as well as m-learning, the 
transition of electronic learning to mobile devices. Educators are slower to accept 
e-learning than the population, although researchers continue exploring new 
e-learning enablers, such as LMS with Arabic-language interfaces and MOOCs. 
The country has the potential, as well as the aspiration, to be a leader in e-learning 
in the Middle East.

Omani educators recognized the importance of integrating technology with 
curriculum relatively early to acceptance of the internet. In 2007, they formed a 
professional society, the Omani Society for Educational Technology. It has three 
major goals: perform research to understand the impact of educational technolo-
gies within Oman and, comparatively, across the Middle East; develop an under-
standing of how these technologies enhance and contribute to society; and provide 
educational specialists with professional development opportunities (Al Musawi 
2018). From the government’s standpoint, e- and m-learning hold great potential 
for Omani society. The Information Technology Authority determined that Omanis 
under the age of thirty-five spend three to five hours online daily. Combining the 
time youth already spend online with flexible, low-cost education has the potential 
to transform Omani education.

Most Omani cultural and social life occurs in Muscat, the capital. Because it is 
not feasible for people outside the city to travel to events and workshops, intro-
ducing e-learning and better ways to communicate have facilitated greater inclu-
sion. For this reason, the Omani government has invested heavily in e-learning. In 
2015, it invested OMR 3 billion into quality education, which included e-learning, 
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and saw an increase in online enrollment of 19.6 percent (Smith 2016). As of 
2017, data from Omani universities indicated that 80 percent of the student body 
participated in e-learning for at least a portion of their education (Kutty 2017). As 
these numbers rise, e-learning should connect even more students from all around 
Oman with affordable, high-quality education.

At the university level, many schools offer e-learning. Sultan Qaboos University, 
the state-sponsored school, encourages the use of e-learning to deliver instruction. 
It offers two course types: academic and nonacademic. Academic courses are those 
for credit that have approval from the school’s leadership to be online or have an 
online component. Nonacademic courses are those typically considered continued 
education. They can also help train the population to acquire new skills or update 
a current skill set.

In addition to course offerings, the university has several faculty members who 
research e-learning in Oman extensively. Individually or on research teams, the 
university faculty study student acceptance of e- and m-learning, assess trends in 
e-learning, and present their findings through conferences and published papers. 
Many public universities also offer e-learning courses or course components to 
reach more students. One of the innovate e-learning programs coming out of 
Oman teaches about the Holy Quran, the religious text for the Muslim religion.

In the business sector, industry leaders and business professionals have dis-
covered that e-learning can upskill workers, keeping them current on the latest 
developments in the field. For example, Muscat University launched two cyber-
security courses in 2018. Cybersecurity Awareness, a course developed with the 
British government, teaches trainees to be cognizant of proper cyberhygiene and 
cyberthreats. The second course is on the General Data Protection Regulation 
(GDPR), which governs all organizations that process EU citizens’ data. Omanis 
wishing to work with European data in any capacity must follow these regulations 
(Oman Observer 2018). Because these courses address new fields and emerging 
data requirements, e-learning is the most viable way to convey this knowledge and 
keep businesses in compliance with strict data collection policies.

Omani entrepreneurs have created a domestic e-learning platform called Edlal, 
which means pointing out in Arabic. Developers intended this platform the bridge 
the skill gap between university and the demands of the business world. As of 
2017, the site had 15,000 registered students, with the majority from Oman and 
the remainder from across the region; it offered twenty-two free video courses, 
with aspirations to add more courses from Omani and eventually foreign educators 
(Sekka 2017). The platform started with Omani experts giving instruction in Ara-
bic, which filled a gap in the lack of available Arabic-language instruction online, 
and plans to add English subtitles to recruit more international students. Omantel, 
in partnership with several organizations, sponsored the platform development.

There are cultural considerations in education that extend to e-learning. In 
Oman, students must receive permission from the Ministry of Higher Education 
before enrolling in a program. The approval usually includes the study mode, such 
as online or traditional learning. Universities or schools that offer e-learning must 
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also receive approval from the ministry (Kutty 2017). Therefore, it is critical that 
students approved for e-learning enroll at a school and in a program with govern-
ment approval. Some disciplines, such as those involving medicine and health, 
are barred from e-learning; the government requires that these programs involve 
in-person, face-to-face education (Kutty 2017). Projections from across the Middle 
East suggest that demand for e-learning will continue to grow with time.

While the government touts e-learning as a success—and indeed, it has made 
significant progress within the country—some studies suggest that Oman’s univer-
sity system has hesitated to embrace e-learning. According to the research, only a 
small number of universities has made an attempt to incorporate e-learning into 
the curriculum, compared to the total number of possible schools. Omani students 
have expressed interest in using educational technologies to enhance learning but 
feel that the technologies have limited utility and are not easy to use (Al-Hajri, 
Amor, Ghayas, and Echchabi 2018). Improving educational technologies promises 
to increase utility and usability. Changing course design and format are other ways 
that Omani instructors can promote student success in e-learning courses.

There are additional challenges to e-learning, such as cost to the institution 
and widespread acceptance. Omani schools are currently working to address these 
issues. Developing online courses to best-practice standards takes resources. In 
many cases, a well-designed online course costs more to develop than delivering 
a traditional, classroom-based one. The cost per student drops over time depend-
ing on enrollment and the length of time the course remains relevant or current, 
based on content. Technology courses, for example, may have shorter shelf lives 
than literature courses due to rapid changes in technology. For students, online 
courses are usually cheaper than traditional ones, so the start-up course costs are 
not immediately evident to them. Additionally, designing and implementing online 
courses also require that instructors devote time and patience to develop the skills 
to create worthwhile online instruction. Because the learning curve is steep and 
the initial benefits are low, some Omani professors have expressed reluctance to 
experiment with e-learning. To address these barriers, both the government and 
the schools are investing in e-learning.

Due to investments by the government, schools, and industry, Omani e-learning 
will grow, with the potential to grow the fastest in the Middle East. Current 

In the Middle East, all Arabic-speaking people have been invited to participate in the 
Translation Challenge, an effort designed as part of the Arabic e-Learning Project. 
Based in Dubai, the project aims to crowdsource the translation of more than 11 
million terms used in math and science education (Arabian Business 2017). Once 
translated, these terms will be used to upgrade e-learning courses and produce edu-
cational videos in the Arabic language, with the ultimate goal to provide quality 
online education to millions of Arabic speakers. The effort intends to decrease the 
educational gaps found in different parts of the Middle East. Everyone who speaks 
Arabic and has internet access may participate in the challenge.
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e-learning trends suggest that the most substantial growth will be in workforce 
development to upgrade and upskill workers. Efforts to increase digital skills are 
already underway, with the domestic platform Edlal representing one way that 
Oman can reach its workforce online. There is also room for growth in schools, 
which will need to address instructor hesitancy and better convey the benefits to 
students, the ultimate consumer for online courses.

Laura Steckman
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RUSS IA
As the global job market grows more competitive and depends more heavily on 
technology, the need to invest in and nurture human capital effectively becomes 
a ubiquitous part of international development. One of the pillars of closing the 
human capital gap in the modern world is investing in education to attain greater 
equity and economic growth. Russia acknowledges the need to develop its human 
capital and is thus investing in e-learning as a means to achieve a well-educated 
workforce that can adapt to changing market demands and become more fluent in 
the use and development of technology.

The boom in online education is driven primarily by a growing desire for flex-
ibility and wider accessibility. First, as the number of students seeking to acquire 
degrees and certificate programs in nontraditional ways grows, the education sphere 
has to adapt. Second, for many individuals who may not have the opportunity to 
enroll in on-campus programs for different reasons (e.g., distance to a good, quality 
university and existing life commitments, such as work or family), online learning 
provides an opportunity for continued education, breeding inclusivity and allowing 
more people to attain a higher level of education and professional development. 
Generally, there are two types of online learning programs: purely online courses 
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with no in-person contact with the instructor and hybrid courses, which are a blend 
of in-person contact with the instructor and time online with digital content.

While research suggests that face-to-face instruction or hybrid courses are still 
preferred to fully online programs due to better outcomes, perceptions about online 
learning are nevertheless shifting. The pervasiveness of technology has already 
altered education in the developed world, and it is making significant headway 
in the developing world. For example, according to the Babson Survey Research 
Group, an organization that tracks online enrollment, as of fall 2016, 31.6 per-
cent of all higher education enrollments in the United States were students taking 
at least one distance education course. This includes students taking all of their 
courses remotely and those who were engaged in hybrid models (Seaman, Allen, 
and Seaman 2018), While in the United States and other Western nations online 
learning is already widely accepted as the norm, in many developing countries, it 
is only beginning to carve out a space for itself.

In Russia, interest in online learning is similarly growing. Ten years ago, it may 
have seemed counterintuitive to advocate for e-learning in the developing world; 
however, the online learning model has the potential to help countries move closer 
to universal access to quality education. In fact, the fourth sustainable develop-
ment goal ) set by the United Nations for the year 2030, which aims to “ensure 
inclusive and equitable quality education and promote lifelong learning opportu-
nities for all” (Sustainable Development Goals Fund 2019), emphasizes the impor-
tance of digital education and using information technologies more effectively to 
advance this goal. E-learning has the potential to reduce costs usually associated 
with education and it can be used for skills acquisition.

Education in the Russian Federation

The Russian Federation, the world’s largest country by landmass, is complex and 
diverse in terms of geography, ethnic composition, and spoken languages. It is 
made up of eighty-five federal subjects and is home to roughly 145 million people 
(World Bank Data 2019). In part thanks to its Soviet heritage—a time when educa-
tion was universal and highly centralized—Russia boasts the second-highest share 
of adults attaining tertiary-level education out of all countries belonging to the 
Organization for Economic Cooperation and Development and partner countries, 
with 54 percent of twenty-five- to sixty-four-year-olds holding tertiary degrees 
(OECD Library Country Note 2016). Despite Russia’s long-standing status as one 
of the most educated nations in the world, the level of education has been drop-
ping quickly in the last two decades, and there is a pressing need to modernize 
and upgrade the education system, especially at the tertiary level. The country’s 
leadership has recognized this need and ambitiously pledged to revamp higher 
education, placing an emphasis on quality and international standards, with one 
of the goals being to enhance the global ranking of Russian universities by 2020.

As part of this initiative, in October 2016, the Ministry of Education and Science 
launched a high-priority project, the Modern Digital Education Environment in 
the Russian Federation, which falls under the 2013–2020 Education Development 
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Program, as well as the overarching aim to digitalize the Russian economy. Recog-
nizing that laying the foundation for a digital economy requires creating a highly 
competent well-trained workforce, the Russian leadership has emphasized the 
need to introduce online education programs that include professional develop-
ment and training certificates as well as tertiary-degree programs.

In addition, an important long-term goal of this initiative is to provide citi-
zens with opportunities for lifelong continued education, tailoring each program 
to meet anyone’s needs anywhere in the country. The program is also developing 
massive open online courses, free online courses available for anyone to enroll, 
which serve as a flexible way to learn new skills and to advance one’s career. The 
MOOC model was first introduced in 2006, and by 2012, it had become a very 
popular model of distance learning, with such providers as Coursera, Udacity, and 
edX leading the way with proven success reaching students across the world. In 
order to bring this ambitious initiative to fruition, the project incorporates leading 
technological advances, the best international practices in e-learning, and scien-
tific resources of the country’s leading universities, as well as the ongoing experi-
ence of existing online education platforms and projects. At its outset, the project 
envisioned that by 2017, approximately 140,000 learners would have engaged in 
some form of e-learning, while by the end of 2025, the number of participants is 
expected to reach 11 million.

The Modern Digital Educational Environment project encompasses several key 
components: developing a legal framework to formalize the development of online 
learning; creating a single-window resource center for e-learning courses, unit-
ing existing e-learning platforms under one roof; creating 35,000 online courses 
for upper secondary, tertiary, and continuing education levels by the year 2020, 
involving developers from the government and private sectors; establishing a qual-
ity assessment system of the content of the online courses; and setting up ten 
regional e-learning training centers to train 10,000 instructors and experts in the 
field of online education.

The National Platform of Open Learning

Under the auspices of the Modern Digital Educational Environment project, the 
National Platform of Open Learning, or simply the Open Learning Platform, was 
founded. It is an e-learning platform offering online courses in all core disciplines 
studied at universities across Russia. The platform was created by the National 
Platform of Open Learning Association, managed by a team of leading Russian uni-
versities: the Lomonosov Moscow State University, Peter the Great St. Petersburg 
Polytechnic University, the St. Petersburg State University, the National University 
of Science and Technology, the National Research University Higher School of 
Economics, the Moscow Institute of Physics and Technology, Ural Federal Univer-
sity (UrFU), and the Information Technologies, Mechanics and Optics University.

The Open Learning Platform offers free-of-charge open-learning courses that do 
not require a diploma to apply. Despite being open to all, degree-seeking students 
have the option of obtaining certificates for the courses they successfully complete, 
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test on, and pay for, to be later counted towards a degree at their respective uni-
versities. The Open Learning Platform differs from other Russian e-learning plat-
forms in that it offers courses developed in accordance with the federally regulated 
requirements on educational standards and also with the academic requirements 
developed by universities.

The platform also has an evaluation mechanism to control the effectiveness and 
quality of the e-learning courses, as well as to monitor assessment procedures for 
measuring learning outcomes. To ensure the highest quality, the Open Learning 
Platform selects the best-rated courses by the best professors in the field, and each 
university offers courses in its strongest field(s). Quality standards are also guaran-
teed by an internal review board that makes sure that all courses are aligned with 
the requirements established by the developers of the platform. In addition, eval-
uation mechanisms for the courses are reviewed by academic and methodological 
organizations. As of mid-2019, the National Platform of Open Learning included 
fifteen universities, eight of which are the original founders, 369 online courses, 
and 906,000 subscribed learners.

Another unique feature of this project is that it envisions a strong collabora-
tion between universities to deliver the highest-quality product to learners. While 
traditional e-learning courses are already available at many Russian universities, 
they each exist in a vacuum; however, the Open Learning Platform encourages 
active cooperation between providers. As such, the platform’s online courses may 
be included in a student’s curriculum from any university in Russia. The National 
Platform of Open Learning Association manages the agreements between the stu-
dent’s home university and the university that developed the online course. In 
addition, the student’s home university has access to the information regarding the 
learner’s performance in the course, allowing for early intervention should prob-
lems arise, as well as continuous support throughout the learner’s education.

While a student’s home university program already has a syllabus for each of its 
courses, the Open Learning Platform offers several benefits to supplement tradi-
tional syllabi. By using the courses offered by the platform, the student’s home uni-
versity is able to fill in any existing gaps in the resources of a given program, limit 
costs of teaching core subjects, expand the variety of courses offered in a given pro-
gram, guarantee a student flexibility of the learning process, provide an individual-
ized approach, enhance the quality of student learning by motivating learners with 
innovative approaches to the educational process and a fresh curriculum, ensure 
an unbiased evaluation of the student’s performance, increase the competitiveness 
of its programs by including courses with the brand of Russia’s leading universities, 
and free up some of the professors’ time to dedicate to research.

The Ural Federal University: A Case in Point

In March 2019, the Ural Federal University, one of the founding partners of the 
National Platform of Open Learning, became the first Russian university to be 
accredited for programs using open learning courses of partner universities. The 
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Federal Government Educational Standards granted initial accreditation for the 
duration of six years, attesting that the content and quality of UrFU’s programs 
comply with federally set standards of higher education.

UrFU is a leading public university in Russia with nearly a century-long history, 
over the course of which the university has prepared more than 300,000 grad-
uates. In addition, UrFU scores high in the rankings in the field of engineering 
among Russian universities. For over ten years, UrFU has been using e-learning 
technologies in its programs. Also, UrFU is one of the founders of the Open Learn-
ing Platform and, thus, one of the key members of the association, UrFU’s. Its 
professors have substantial experience building virtual laboratories and developing 
online courses. Seeing as the university’s main strengths lie in engineering, UrFU 
began its participation with the Open Learning Platform by offering online courses 
mainly in the engineering career tracks.

The Ural Federal University is just one example of a higher learning institu-
tion in Russia making strides to modernize the education system. While enhancing 
e-learning is no panacea for revamping the education sphere in the country, it marks 
an important step to bringing tertiary education closer to international standards. If 
the ambitious goals of the National Platform of Open Learning and more generally 
of the Modern Digital Educational Environment project are achieved, the approach 
to educating Russian citizens will change drastically, putting the country on better 
footing to advance in the digital era and become more competitive on a global scale.

Liza Yanovich
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SOUTH KOREA
It is undeniable that the government has played a pivotal role in promoting 
e-learning in South Korea. This entry will review how the government has imple-
mented policies to lay the foundation for e-learning and advance e-learning. Next, 
it will explain the current state of major governmental initiatives that impact prac-
tice of teaching and learning such as digital textbooks, Korea Open CourseWare 
(KOCW), and the Korean Massive Open Online Course (K-MOOC) in terms of 
success and issues.
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South Korea has been renowned for its exceedingly fast internet connections 
and the highest rates of internet usage in the world (IDG Connect 2017; ITUNews 
2018). Since announcing its goal to transform the country into an information 
society, the government has implemented a series of master plans, such as the 
National Informatization Master Plan (1996–2000), Cyber Korea 21 (1999–
2002), e-Korea Vision 2006 (2002–2006), Broadband IT Korea Vision 2007 
(2003–2007), and u-Korea Master Plan (2006–2010; National Information Soci-
ety Agency 2018). With these master plans, South Korea has striven to build a 
world-class information-technology infrastructure and internet facilities to allow 
universal internet access across the country. As of July 2018, more than 90 percent 
of the Korean population uses the internet, and nearly 90 percent of the popula-
tion obtains wireless access on their smartphones (Ministry of Science and ICT and 
Korea Internet and Security Agency 2019).

As the country becomes equipped with the necessary infrastructure for e-learning, 
the government has established a legal framework to support the development and 
adoption of e-learning. With the E-Learning Development Act that was enacted 
in 2004, South Korea has implemented three master plans to advance e-learning. 
With the ultimate goal to complement public education, support lifelong learning, 
and close the knowledge divide among the population, the government has pro-
vided direction and strategies for the diffusion of e-learning, especially for primary 
and secondary education, higher education, corporate training, and adult educa-
tion (Ministry of Commerce Industry and Energy 2005; Ministry of Knowledge 
Economy 2011; Ministry of Trade, Industry, and Energy 2017).

The First Master Plan for E-Learning (2006–2010) focused on the quantitative 
growth of e-learning in order to create a virtuous circle of supply and demand 
for e-learning (Ministry of Commerce Industry and Energy 2005). The govern-
ment laid the foundation to foster the growth of the e-learning industry and, at 
the same time, established the e-learning standardization and certification system 
to suggest directions for improvement. It also encouraged research and develop-
ment for the use of the latest technologies in e-learning and promoted the use of 
e-learning in every sector of the society. Regional e-learning support centers, which 
had remained at seven in total, were designated in three more regions in 2007 to 
support the development and diffusion of e-learning across the country. KOCW 
was initially launched in 2007 in order to increase open access to educational con-
tent. The R & D of the digital textbook project was also initiated in 2007 for the 
purpose of practical use in primary and secondary schools (Ministry of Education 
and Korea Education and Research Information Service 2018).

The Second Master Plan for E-Learning (2011–2016) aimed for qualitative 
improvement of e-learning so that types of e-learning could be diversified and the 
various needs of learners could be better served (Ministry of Knowledge Econ-
omy 2011). The regional e-learning support centers were emphasized as a regional 
hub to support the development and dissemination of e-learning for the uses of 
individuals, businesses, and schools. Mobile learning was suggested as an area for  
R & D and the standards and infrastructures (e.g., wireless network, cloud system) 
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of mobile learning were established to support mobile learning. K-MOOC was 
also initiated in 2015 to improve the quality of university education through open 
education and to expand opportunities for lifelong learning (Ministry of Education 
and Korea Education and Research Information Service 2018).

The Third Master Plan for E-Learning (2017–2019) stresses e-learning that 
involves innovative technologies such as AI, VR, and AR for customized and 
immersive learning (Ministry of Trade, Industry, and Energy 2017). Expansion of 
the use of the digital textbook is also highlighted, as elementary, middle, and high 
schools have used digital textbooks since from 2018. Advancement of K-MOOC 
is also pursued by inviting more universities and public institutions to participate 
in the development of courses (Ministry of Education and Korea Education and 
Research Information Service 2018).

As a result of such endeavors, the number of e-learning suppliers increased 
from 381 in 2005 to 1,753 in 2018. At the same time, the e-learning market grew 
up from KRW 1.47 trillion in 2005 to KRW 3.8 trillion in 2018. While just 13.6 
percent of individuals adopted e-learning in 2005, the rate rapidly increased to 
59.0 percent in 2018. The rate of e-learning adoption increased from 2.6 percent 
in 2006 to 6.7 percent in 2018 in businesses with fewer than 300 employees, 
whereas the rate of e-learning adoption increased from 39.2 percent in 2006 to 
69.8 percent in 2018 in businesses with more than 300 employees.

In the case of formal education, the rate of e-learning adoption increased from 
26.5 percent in 2005 to 88.5 percent in 2018. In the case of government and 
public institutions, the rate of e-learning adoption increased from 43.0 percent in 
2005 to 83.7 percent in 2018 (Ministry of Commerce Industry and Energy and 
Korea Institute for Electronic Commerce and 2007; Ministry of Trade, Industry, 
and Energy and National IT Industry Promotion Agency 2019). Overall, e-learning 
usage in South Korea increased more than twofold in every sector of society since 
the master plans for e-learning began to be implemented. Cleary, the Korean gov-
ernment played a momentous role in masterminding such rapid increases in a 
short time.

In terms of primary and secondary education, digital textbooks are considered 
a major initiative that impacts the current and future practice of e-learning. In fact, 
digital textbooks have been used since 2018, after educators and the government 
have spent years of research developing prototypes and testing their effectiveness 
at pilot schools. Importantly, an e-textbook contains learning materials (e.g., mul-
timedia contents, glossaries, advanced learning materials), learning support and 
management systems, and links to other learning materials as well as the contents 
of an existing textbook in print. As of March 2019, 117 digital textbooks have been 
distributed for primary and secondary education in subjects such as social studies, 
science, and English (Ministry of Education and Korea Education and Research 
Information Service 2019).

Interestingly, 160 pieces of content involving reality technologies (e.g., AR, VR) 
have been included in digital textbooks for social studies and science. Digital text-
books have been found to increase student-centered activities, such as self-directed 
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individual learning, information search, discussions, and project-based activities. 
As a result, digital textbooks have been found effective in the development of stu-
dents’ self-directed learning, creative thinking, information literacy, and collab-
oration ability (Kye, Choi, Gwak, and Jun 2015; Seo et al. 2017). Contrary to 
general concerns, no negative effects have been found from digital textbooks, such 
as addiction to devices or decrease of sociability (Kye, Choi, Gwak, and Jun 2015; 
Seo et al. 2017).

Digital textbooks are currently provided through EDUNET, a one-stop 
information-service platform operated by the government to support primary and 
secondary education, with research studies and case reports in relation to digital 
textbooks. As the use of digital textbooks is expanded, more content needs to be 
developed in subject areas other than social studies, science, and English. Consid-
ering that log data and test scores are accumulated in digital textbooks, content 
and support systems need to be supplemented in a way that data-based custom-
ized learning can be provided to learners.

Also initiated by the Korean government, KOCW and K-MOOCs have gained 
attention as they open university education to the general public online. KOCW 
started with 150 open lectures from 40 universities in South Korea in 2007 and has 
grown to offer 32,500 open lectures from 225 universities and institutions in and 
outside of South Korea as of 2018 (Ministry of Education and Korea Education and 
Research Information Service 2018).

Most of the content is related to humanities, social sciences, natural sciences, 
engineering, and education, and relatively little content is available in the fields 
of medical and pharmacological sciences and arts. Once content is produced, 
providers classify it into disciplines, and then group it by topic, such as popular 
lecture, foundation course, social work education, and the Fourth Industrial Rev-
olution. In regard to the type of the content, video accounted for 63.3 percent, 
followed by PDFs (29.6 percent), flash-type lecture material (6 percent), and other 
resources including audio (1.1 percent), as of 2018. In order not to remain just as 
a data warehouse but to encourage active use of the content, KOCW has provided 
guidance about how to use KOCW through casebooks published every year since 
2016. Through these guides, users can learn how others with similar interests have 
made the best use of the content for their purposes.

KOCW has been available through the website and the mobile application; 
however, limited content and functionality have been available on the app due to 
compatibility issues. As of 2018, 32,679 lectures and 396,415 lecture materials 
were available on the Web, but only 5,335 lectures and 71,073 lecture materi-
als were accessible on the app. Content with incompatible extensions, content 
available through links given by the providers, and flash-based content have not 
been accessible through the app (You and Lee 2013). Other problems are that the 
advanced search options have been limited and video clip function has not been 
available on the mobile app. Due to delayed update of the app, problems have 
been reported, such as the user interface not working on tablets and there not 
being sound on lecture videos operating on the latest operation system. Simpler 
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and more user-friendly platforms are needed with compatibility ensured across 
devices.

K-MOOC started with just seven courses from ten selected leading universities 
in 2015 and has gradually increased the number of participating universities every 
year (Ministry of Education and Korea Education and Research Information Ser-
vice 2018). KMOOC provides courses where interest and demand are high in gen-
eral and has added content in areas where strategic supports are requested, such 
as the Fourth Industrial Revolution, Korean studies, foundation courses, and voca-
tional education. Starting in 2018, four to five course bundles were added along 
with courses from universities overseas and public institutions in South Korea. 
Before opening new courses, providers have required permission from the qual-
ity inspection committee comprised of experts from the content areas as well as 
instructional technology and Web accessibility experts, who require them to make 
modifications where requested if necessary. K-MOOC Insights, a website with a 
course-data analysis system, has been provided to help instructors with data-based 
course management.

As of 2018, K-MOOC offers 510 courses from eighty-seven universities. Vis-
itors increased from 446,832 in 2005 to 1,842,219 in 2018, and the number of 
users who signed up for a K-MOOC increased from 55,559 in 2005 to 205,515 
in 2018. As the number of K-MOOCs increases and more institutions recognize 
K-MOOC, the number of those complete courses with certificates has increased 
from 2,058 in 2005 to 22,212 in 2018. As of 2018, those in their twenties 
account for 42.0 percent of the learners, followed by people under the age of 
twenty (17.7 percent), those in their thirties (14.3 percent), and those in their 
forties (13.9 percent).

K-MOOC has provided quality content but still lacks the quantity and variety 
of courses when compared to MOOCs overseas (e.g., 1,980 courses at Coursera 
and 1,500 courses at edX). Considering that the majority of K-MOOCs are related 
to the humanities (28.0 percent), social sciences (23.7 percent), and engineering 
(21.2 percent), more courses need to be added overall, including in fields such 
as natural science, medicine, and art. K-MOOC has started to diversify the level 
of courses by providing bundle courses for professional development. Consid-
ering that K-MOOC mostly consists of introductory-level courses, more courses 
are needed for the intermediate and advanced levels so that learners can choose 
courses by level of difficulty.

K-MOOCs have provided guidance to users by collecting best-use cases from 
individuals and institutions and sharing them through a website. For the promo-
tion of quality improvement, excellent MOOCs are awarded blue ribbons based on 
the results of annual evaluation, and the courses that scored high on learner satis-
faction surveys are displayed with the score on a five-star scale. K-MOOC has been 
driven by the Korean government, but as the number of courses increases and 
requests for customized support for learners grow, a sustainable business model 
needs to be explored.

Jeong-Eun Oh
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UNITED  STATES
The internet and education are becoming inseparable. With ease of access to an 
endless stream of information, internet users are learning all the time. For educa-
tion, the internet can be utilized as a virtual tool to reach students in new ways 
despite time and geographic limitations. Today, higher education institutions 
around the world are expanding their online learning services to meet student 
demands. Over the past few years, the United States has seen a steady 5 percent 
growth in students taking online courses, averaging 350,000 students per year. 
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For-profit colleges have seen the largest growth, but public and nonprofit colleges 
have likewise seen an increase in numbers (Lederman 2019). Online learning is an 
experimental process, one filled with trial and error as students and educators must 
constantly assess the effectiveness of online learning and learning the necessary 
technologies to facilitate learning. Beyond online courses, educators and adminis-
trators have incorporated internet technology through the processing and analysis 
of student data, virtual on-demand help, multimodal learning methods, and even 
AI for student assessment. Among these many uses, the internet-education rela-
tionship in the United States flourishes, posing new challenges regarding the ethics 
and effectiveness of online learning.

The internet has experienced multiple transitions, starting with Web 1.0 in 
the 1990s, characterized by stable web pages and hypertext mark-up language 
(HTML) code. In terms of education, most Web 1.0 courses generally consisted of 
WebQuests and simple tasks involving reading and memorization. Web 2.0 and 
3.0 introduced new ways to enhance learning and training as digital technologies 
continued to develop (Choudhury 2014). Currently, we are in the throes of the 
next anticipated evolution for innovative, digital education: Web 4.0, which, while 
still under development, should incorporate the world of artificial intelligence (AI) 
and, in particular, machine learning to improve online learning (Almeida 2017). 
Student and teacher decisions will be made based on the data inputs and analysis, 
and then users will have the chance to make decisions based on the results. Web 
4.0 requires both human and machines to work together to optimize the function-
ality of the web for human decision making.

According to the Wall Street Journal, 47 percent of companies have embedded 
some type of AI process (Wladawsky-Berger 2019); as this number grows, AI usage 
will also increase in online training programs and digital learning platforms. Some 
of most notable examples include Amazon, the music streaming service Spotify, 
and even the athletic brand Under Armour. All these companies use AI to produce 
more customized recommendations for users. With new technologies utilizing 
machine learning and AI under development, Web 4.0 will evolve as an organic 
and flexible tool to help support education, among a variety of additional applica-
tions across social, economic, and other sectors.

Web 4.0 can impact education in perhaps some of the most crucial ways as it 
eases and increases access to education. Moreover, the integration of the internet 
and education can radically change commonplace misconceptions of each: the 
internet disconnects us from “real life,” and education is a rigid system of obliga-
tions and tasks. Even if there is some truth to these ideas, the integration of the 
internet and education can dispel both stereotypes by providing new modes of 
building relationships and adding flexibility to the time and distance confines of 
typical degree programs. Generally speaking, the current state of online education 
is one of growth in interest, enrollments, and possibilities, even as higher-funded 
schools can grow these programs more easily. Beyond online classes, the inter-
net and its many related technologies can supplement in-person classes, provide 
open-access information and textbooks, help optimize student evaluation and data 
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analysis, and even support alternative communication modes for instructors and 
students.

Online education in the United States has exploded as new virtual platforms, 
programs, and resources support not only students but also institutions as a whole. 
According to the Online Learning Consortium (2015), there are three primary 
desires motivating the growth of online education: the administration’s smooth 
functioning as a business, the faculty’s teaching quality, and the students’ learning 
conditions. Online programs can help administrators increase revenue through 
high-volume courses, enhance institutional reputations for innovation, reduce the 
amount of physical classroom space, and stay competitive with market demands. 
With the increasing demand for virtual learning, faculty rely on online research net-
works and resources to stay current with teaching trends and technologies. These 
developments benefit the students; they want easier access to quality courses while 
maintaining affordability and a flexible lifestyle. Online learning delivers, in that it 
helps students maintain a work-life balance and graduate on their own schedules. 
Work-life balance is an ongoing process of managing one’s time, finances, and 
needs and can include incorporating online education when students choose.

Online education has perhaps the greatest potential for the increasing number 
of adult learners and returning students because it offers enough flexibility to per-
mit greater work-life balance. Often, adult students deal with many familial and 
financial obligations and find that the only way to further their studies is through 
online education. Other students, despite their age, also find online education 
attractive. A 2016 study reported that 31.6 percent of all higher education students 
in the United States, totaling approximately 6.4 million students, had taken at 
least one online course (Babsom Survey Research Group 2018). Furthermore, this 
number is increasing; Seaman, Allen, and Seaman (2018) describe the change: “It 
stood at 25.9% in 2012, at 27.1% in 2013, 28.3% in 2014, and 29.7% in 2015.” 
Furthermore, the Online Learning Consortium (2015) found that 70.8 percent of 
students reported online education as a critical part of their learning and path to 
graduation.

These numbers demonstrate why U.S. institutions must adapt to offer more 
online learning without diminishing the quality of education or increasing costs. 
There are challenges to achieving these goals, such as ensuring everyone has fair 
access to technology, which can become expensive. Software is extremely pricey 
for schools to buy, especially top AI and machine learning programs. There are 
also considerations surrounding student engagement and the many health risks 
of spending too much time on a screen (e.g., attention, eyesight, lowered memory 
retention, and posture).

One experimental method of delivering online education comes in the form of 
free and low-cost MOOCs and universal access tools. These are courses or pro-
grams developed by renown institutions and offered to anyone, anywhere, either 
on demand or in large groups that can number in the thousands per course. Top 
universities like Harvard, Massachusetts Institute of Technology, and Stanford tai-
lor their courses for the online environment; they can be free and adapted into 
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different formats and languages and can be accessed on laptops and smartphones, 
making them extremely portable. MOOCs provide education that bridges social 
strata and classes; all people, regardless of income, mobility or other special needs, 
and native language have greater access to quality education. While MOOCs do 
not solve every potential barrier, such as access to a stable internet connection, they 
do remove significant barriers to receiving quality education. Some of the major 
platforms for MOOCS in the United States include Coursera, edX, and Udacity.

Dynamic online courses and MOOCs are only possible through the develop-
ment of the internet and associated digital technologies. The earliest iterations of 
the internet supported the use of visual connections via virtual webinars and other 
platforms to ensure that learners felt the instructor was working alongside them. 
Web 4.0 promises a new model of user interaction for faculty and students through 
personalization and intelligence. For example, assignments can be reviewed via 
machine learning, and the feedback can be given in real time. Although not cur-
rently in use in the United States, various testing service programs are already 
experimenting with these programs to improve learning outcomes. This approach 
could be expanded into the higher education space to ensure learning occurs on 
a continual basis tailored toward individual students rather than static classroom 
time frames.

Adaptive learning, learning that changes according to a student’s needs, may 
also change entire curricula and have added benefits such as reducing time to 
graduation time. Adaptive learning is also sometimes referred to as just-in-time 
learning, meaning that students can request on-demand learning modules once 
they need a skill or choose to upskill their current knowledge. For instance, many 
university libraries now offer online tutorials for students to learn how to access 
resources and perform scholarly searches. These tutorials include chat features, 
like Ask a Librarian, where students can consult a librarian twenty-four hours a 
day, seven days a week (UW Libraries 2019). The virtual chat features are par-
ticularly important because they imply that instructors and learners can develop 
relationships through ongoing virtual connections. In addition, faculty can benefit 
from these same on-demand resources as a part of their work environment. Rather 
than training all new faculty at once on the library system, faculty can learn their 
own time and place as they adjust to their new workplace.

On-demand learning also plays a growing role for the workplace. Some employ-
ers rely on these online learning platforms, such as Skillsoft and Adobe Captivate 
Prime, to keep workers’ skills and knowledge up to date, benefitting both the 
worker and the employer. Skills needed for a particular job or task can be learned 
at the time they are most needed. The growing demand for new and specialized 
skills attests to how online learning can create new learners, not just service cur-
rent ones. The potential to create and sustain lifelong learners is more seamless 
than ever before, at school and work, because of online education. In a world of 
accelerating change, lifelong learning is of high value.

Combining online education with emerging technologies also holds great prom-
ise. One notable aspect of Web 4.0 includes applying intelligence technologies to 
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automate tedious tasks, including data analysis. More specifically, machine learning 
can benefit higher education by processing large data sets to determine students’ 
needs. For instance, Yates and Chamberlain (2019) used machine learning to ask 
university donors, “Can we identify a group of students who need an additional 
scholarship that would eventually lead to increased retention?” They took advan-
tage of machine learning to process student data, and the effort paid off. Students 
in need of scholarships were identified, and these students’ retention rate rose from 
64 to 90 percent. Machine learning and other artificial intelligence–enabled tech-
nologies could revolutionize online learning and the services associated with it.

Online education is not without challenges. Questions about ethics must 
become an evolving conversation, as these programs pose new challenges and new 
questions with continued use. In general, ethicists argue that we need to keep 
continual vigilance over acceptable use of the internet (Bostrom and Yudkowsky 
2014). In addition, cybersecurity may be an issue, as the number of hackers con-
tinues to grow. Protection of private, personal information is of utmost importance. 
In addition, protections surrounding intellectual property must also be enhanced. 
Thus, educational institutions must continuously update policies to manage this 
data and comply with privacy, copyright, and trademark rights.

A young man attends a class online from a coffee shop. Online education in the United States has 
risen sharply as students, institutions, and corporations have grasped the benefits of just-in-time 
training and on-demand education, and also as educational institutions have responded to the 
COVID-19 pandemic. With growing demand for flexible learning, there has been a sharp increase 
in the number of platforms, courses, and programs available at the touch of a button, delivered  
by expert educators from around the globe. Most recently, in the United States, as well as around 
the world, e-learning has grown rapidly due to the COVID-19 pandemic and in response to  
requirements to meet local shutdown and social distancing policies. (Fizkes/Dreamstime.com)

http://www.Dreamstime.com
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Internet usage, and specifically online education, will play an increasing role in 
the overall learning experience for educational institutions and workplace envi-
ronments. To benefit fully from it, institutions and employers will need to embrace 
Web 4.0 developments in strategic planning. Interdisciplinary teams will need 
to form and collaborate to move toward a dynamic future learning environment 
accessible for lifelong learning. It is an exciting time for online education and full 
of great promises for technological enhancement and advancement.

Janet Staker Woerner
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Chapter 5: Online Privacy

OVERVIEW
One vision that precipitated the internet’s creation was the idea that people would 
freely exchange information online. As the internet has matured and more people 
and corporations have gained access, the internet has also become a marketplace 
for data and information. Individuals and companies collect data with the intent 
to study and monetize it. In recent years, the monetization has led to questions 
about online privacy rights. Online privacy, or internet privacy, refers to the control 
that people have over their personal online data, including who has permission to 
access it and how it is used. The level of individual privacy and data usage, includ-
ing data repurposing, storing, repackaging, and reselling, varies according to how 
a person chooses to use the internet, websites, and apps. Rights to online privacy 
are, in some cases, guaranteed all or in part as legal rights in some areas, while they 
do not exist in others. The question of internet privacy and whether it constitutes 
a right that should be guaranteed under the law has led to varying levels of debate 
over who owns the data and the expectations attached to securing the data.

While using the internet is educational and entertaining, there are privacy risks 
and sacrifices involved with participating in almost any activity online. Using a web 
service or website usually entails agreeing to a terms of service, which spells out the  
rights that as user is supposed to have and includes a section on how the site or 
company will use any data collected. These terms are often as long as hundreds of 
pages, which many users choose not to read, and use vague or heavily jargoned 
legal language, which makes it challenging to understand what the document says. 
Agreeing to those terms of service always favor the company and often requires the 
user to give up most, or all, control over how the company uses the data. For exam-
ple, Facebook’s terms of service have historically contained wording that allow it 
to collect everything about how people use the site and what devices they use, and 
they even have mechanisms to track internet browsing through internet cookies. 
In 2014, its terms of service allowed Facebook to use any user’s content, including 
uploaded photographs that would normally be subject to copyright laws, in any 
way it wanted without compensation to the user (Scherker 2014). In response to 
Facebook’s data collection, which it allegedly performs through browser tracking 
techniques even when a person is not logged in, the Mozilla Firefox browser offers 
an extension that blocks the Facebook trackers to increase personal privacy.

Internet privacy laws vary greatly in strength and protections across the world. 
In technologically advanced countries, laws protecting citizens’ privacy tend to be 
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stronger and more developed. Japan’s updates to its Act on the Protection of Per-
sonal Information, or APPI, went into effect in 2017. While APPI does not guaran-
tee online privacy, it regulates how companies must explain the purpose for which 
they are collecting and using data and limits a corporation’s rights to transfer data 
to third parties without obtaining permission directly from the individual.

The European Union has some of the most advanced online privacy rights pro-
tections. In May 2018, it passed the General Data Protection Regulation, a bill that 
puts privacy controls and permissions into the hands of consumers rather than 
corporations. Essentially, the law changes the business model to require consumers 
to opt in to data collection rather than the traditional model of the consumer opt 
out. The GDPR also allows users to view the data the company has collected, per-
mits them to correct errors, and requires companies to grant the “right to forget” if 
users would like to delete portions of that information (Tiku 2018).

In contrast, the United States has no federal law or regulation that requires com-
panies to offer the option to refuse or limit collection, and even when the option 
is available, it is often very difficult or requires the sharing of additional personal 
information to the company. Some sites that claim to scrape data and put together 
detailed profiles of an individual ask people to send copies of official identifica-
tion, such as a photocopied driver’s license or passport, before they will consider 
deleting information. The state of California passed state laws to improve online 
privacy rights in June 2018. Across the rest of the country, and around the world, 
online privacy remains an open question that tends to favor less regulation, which 
ultimately places personal data under the auspices of for-profit companies.

Nations focused on developing their internet and telecommunications infra-
structures and advancing technologies domestically are also joining the debate 
over internet privacy rights. As many people around the world gain access to the 
internet, their governments must begin to address the political, economic, social, 
and cultural implications of their populations interacting online. In many cases, 
online privacy laws generally do not exist; it is unusual to consider laws and their 
implications prior to people changing behavior, including going online and regu-
lating future online exchanges. In instances where internet privacy laws do exist, 
they are often not enforced due to lack of resources. Article 19, a registered charity 
in the United Kingdom that works to promote freedom of expression worldwide, 
determined in early 2018 that more than half of African countries had no data 
or online privacy laws; of the fourteen countries that had them, the organization 
found nine did not have the ability to enforce those regulations (Reuters 2018). 
Europe’s GDPR has sparked debates over the “right to be forgotten” in Latin Amer-
ica. Being forgotten is a right with serious implications in the region, because of the 
region’s experience with corruption, impunity, freedom of expression, and manip-
ulation of historical memory (Sendoun 2017).

There is also a lack of consistent laws surrounding usage and monitoring of 
the internet. Panama, for example, has no regulations on the monitoring of inter-
net traffic, while more than half the countries have some legal mechanisms to 
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address privacy rights. Thus, questions surrounding basic internet privacy issues 
need resolution before tackling more nuanced issues. There are efforts worldwide 
seeking to improve online privacy education to ensure that people understand the 
importance of privacy and the regulations surrounding it. At this time, there is no 
one standard for even the most basic internet privacy rights. There are also govern-
ments that believe online privacy is not an individual right.

Governments grapple with internet privacy because they view that maintaining 
privacy for individuals requires trade-offs with security interests. For democratic 
societies, finding a balance between the people’s rights and the government’s need 
to protect itself and its interests is especially critical. The Internet Society (2017) 
found that governments’ need for security often entails surveillance policies and 
lower transparency. In Asia, it noted an increase in the number of national biomet-
ric programs that collect data for identity verification to access financial and social 
services. With national databases, especially ones that contain personally identify-
ing information, there are built-in privacy concerns. In addition, large databases 
are often prized targets for hackers and cybercriminals. There is also a risk when 
the database requires combining data from other sources; the more ways to access 
a system, via network or people, the greater the possibility that the data will be 
intentionally or unintentionally breached.

There are tools online for people who consider online security an important 
aspect of their internet activities. These tools vary in availability from country to 
country, and in some countries, they are strictly prohibited by law. The tools gen-
erally fall into several categories: virtual private networks, password managers, 
privacy search engines, spyware removal tools, and privacy browsers. A VPN is a 
service that creates a protected or encrypted connection between a computer and 
the service. After connecting with the service, all internet traffic is then blocked 
from tracking by the sites visited. The information can still be tracked by the VPN, 
so this method is not foolproof. A password manager is a service, usually available in 
a downloadable format, that will store passwords for online sites. These managers 
often generate complex passwords that can be used when creating new passwords 
for new site accounts. The advantage is that a privacy manager only requires mem-
orization of one strong password; however, if it is forgotten, there is no way to 
retrieve the file with all of the passwords.

Spyware removal tools are products designed to detect and remove programs 
embedded in downloads or online ads that, once clicked, secretly install on the 
computer to track movement and content. The tools also help reduce the possibil-
ity of a malware infection, as viruses or worms can spread through invisible spy-
ware. A privacy browser is an internet browser, akin to Google Chrome or Microsoft 
Edge, that is designed not to track and collect data as those popular browsers do. 
Most of these browsers are not well known; some of them only work on computer 
operating systems that developers prefer over the average user. The mainstream 
browsers do have extensions that can block ads and help protect from intrusions of 
privacy, although none of them guarantee close to 100 percent protection. Privacy 



152 e X a M I n I n G  I n t e r n e t  a n D  t e C H n o L o G Y  a r o U n D  t H e   W o r L D

search engines allow for web searching without the fear of those searches being 
tracked. DuckDuckGo is an example of a free privacy browser. More sophisticated 
privacy browsers exist for a fee.

New privacy protection tools reach the market frequently. Researching options 
and pricing is a good first step when considering online privacy and data protec-
tion tools. Online privacy tools also carry risks. No online tool is infallible. It is 
possible to use all of the different tool types and encounter instances where there 
is data leakage or the ability to connect the user’s IP address to a particular service. 
The risk with using a combination of tools is unknown. The price, however, can be 
very high in some countries. VPNs, for example, are not legal everywhere. While 
they are legal in most of the world, as of early 2018, they were banned in Belarus, 
Iraq, North Korea, and Turkmenistan; they were heavily restricted and under gov-
ernment control in China, Iran, Oman, Russia, Turkey, and the United Arab Emir-
ates (Mason 2018). The laws apply to visitors in the countries as well as citizens, 
demonstrating the need to check on the legal status of online privacy tools when 
traveling. VPNs are only one example of tools that can lead to arrest, fines, and/or 
imprisonment when used in unauthorized locations.

The differences and variation in online privacy laws occur due to each nation’s 
unique political, social, and cultural circumstances. Israel is a country built on 
collectivism where privacy has historically played a lesser role due to the need 
for physical security. However, in recent years, local civil society organizations 
have pushed for official policy supporting digital privacy rights (Daskal 2017). 
Policies that work well in one context may not transfer easily to another country. 
No one has all of the answers, and there is no way to predict how important the 
consequences of establishing, or not establishing, online privacy laws may be in 
the future.

Most countries are considering if there is a need to protect online privacy and 
how to do so effectively. This section examines a wide variety of responses from 
nations that severely limit internet privacy rights to those that believe such rights 
are critical for populations online who could otherwise be exploited by companies 
and services with interests that are not benign. Online privacy sits at the heart of 
discussions about how the internet affects societies, acknowledging that the need 
to address it increases with the emergence of new technologies and the speed that 
information is collected online.
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COLOMBIA
Colombia has had aspirations to grow its international and online business oppor-
tunities for the past decade. As part of this strategy, the government noted early 
in the process that with the increasing demand for internet and electronic trans-
actions, it had an obligation to ensure that online activities aligned with its citizens’ 
guaranteed privacy rights. Using legal channels and drawing upon other sectors 
as needed, Colombia has sought to legislate and regulate online privacy. It actively 
seeks to punish offenders who violate privacy regulations and protections. While 
it has enjoyed success in this area, the country has found it challenging to keep 
up legally with changes in technology and the internet, especially as they apply to 
online privacy, a facet of the privacy rights guaranteed under national law.

Colombia enshrined its first privacy law in 1991, within the Political Constitu-
tion. Under this law, citizens have a fundamental right to personal and familial pri-
vacy, which includes the concept of protecting their names and reputations. This 
law provided the constitutional basis for privacy rights and served as the founda-
tion of succeeding laws focused more specifically on internet users as well as those 
who use or provide personal information through other types of electronic means.

The introduction of the internet led to the need for new and, in many cases, 
supplemental laws to cover new forms of data collection, processing, and transmis-
sion. In 2008, Law 1266 placed privacy protection rights on the financial sector, in 
particular on credit reporting agencies. As part of these protections, citizens gained 
the right to know, rectify, or modify data held about them. Law 1273 of 2009 
criminalized activities that sought to “obtain, gather, subtract, offer, sell, exchange, 
send, buy, intercept, divulge, modify or use personal data . . . for personal purposes 
or of third parties without being authorized to do so” and placed the penalty at 
four to eight years in prison and a maximum US$220,000 fine on the commission 
of these acts (Pulecio Velásquez 2012). Some researchers use this law to claim that 
Colombia enacted the first laws on cybercrime.

In 2012, Colombia enacted its first law to address online privacy and regu-
late personal data protection. The law places responsibilities on parties or entities 
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that process personal online data. Companies that process this data, according to 
the law, must include a privacy notice in easy-to-understand Spanish that details 
exactly what the data will be used for and how long it will be retained, must 
receive notice of consent from the individual for collection and use of the data 
as well as for the use of cookies on websites, and are expressly prohibited from 
processing sensitive personal data, such as characteristics about demographics or 
other information that could lead to discrimination. In addition, if the data must 
be transferred for the specific purpose for which it was collected, any third-party 
organization processing the data must also agree to uphold the same protections.

International data transfers are mostly prohibited unless the country where data 
will be processed has the same or higher standards for data protection. Initially, 
only countries in the European Union, Japan, Australia, and Argentina met these 
standards, although in recent years countries such as the United States have been 
deemed to have “adequate” enough protections to participate in data transfers with 
Colombian firms (Hunton 2017). In 2013, the government added an addendum, 
Decree 1377, to designate the Superintendency of Industry and Commerce (SIC) 
to enforce violators with high fines and a suspension of operations for six months 
with an option for permanent suspension if corrections have not been imple-
mented sufficiently.

The Colombian government decided to add to these laws with Decree 1074 
of 2015 to update the requirements for registration with the National Database 
Registry (RNDB), officially established under Law 1581. This decree outlined who 
must register, including people and companies that process personal data. In many 
cases, these entities were similar to those that had to register with the Chambers of 
Commerce and Companies of Mixed Economy or those required to register under 
Law 1266. The decree required all involved entities to register in the RNDB within 
one year’s time. Further updates to RNDB registry occurred with Decree 886 of 
2014, Decree 090 of 2018, and Resolution 090 of 2018. For example, Decree 090 
delineated when companies must register their databases based on tax value units, 
or UVTs, a value set by the Colombian tax authority; companies valuing between 
100,000 and 610,000 UVTs, the equivalent of approximately €5.8 million, had to 
register prior to September 30, 2018, while companies with higher UVTs had until 
January 2019 (Nelson-Daley 2018).

As part of Colombia’s commitment to data privacy, it hosted the First Latin 
American Congress on Data Protection in 2013. 300 individuals from across the 
region and Europe gathered at the Irotama Resort in Santa Marta, Colombia, to 
discuss the major concerns surrounding data privacy. Discussions revolved around 
the definition of personal information, guidelines and limitations on consent, and 
the privacy challenges involved in the use of mobile devices. The presentations 
and subsequent conference discussions covered policy shaping and development, 
international data transfers, accountability, and the importance of Big Data. To 
show Colombia’s position as a regional leader in data protections, José Alejandro 
Bermúdez (n.d.), the Deputy Superintendent for Data Protection, spoke about the 
county’s data protection system and the importance of Law 1581 of 2012.
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After attending the summit, the Ibero-American Data Protection Network, 
which focuses on collaboration between Spain and the Americas, held a meet-
ing in Colombia. This group advocated expanding data protection considerations 
to cloud computing and advertising and creating regulations around the “right 
to be forgotten,” a concept that dictates individuals should be able to ask online 
platforms to remove content, although the rules and guidelines surrounding the 
right to be forgotten remain opaque. Online platforms do not have to comply with 
requests.

The government takes privacy breaches seriously. In 2016, it penalized Uber 
for a data breach that affected at least 260,000 residents. Oddly, while Uber is 
illegal in Colombia, it is a fairly popular app because it offers a high-demand ser-
vice, although drivers can face suspension of their licenses for up to twenty-five 
years for driving with the company. Despite not sanctioning Uber as a service, 
the Colombian government gave the company four months to improve its data 
protection services substantially. Along with proving that personal data has higher 
safeguards, the government required the company to employ a third-party entity 
to certify its compliance. In an interesting turn of events, Uber announced its plan 
to open a support center in country.

In 2019, the SIC penalized the organizations Banco Falabella and Rappi with 
monetary and behavioral sanctions for not allowing people to control their data 
under the current law. Specifically, the SIC found that these companies did not 
allow people to opt out of their data being used for advertisers, nor were they 
offered the ability to delete data under legally sanctioned circumstances. It fined 
Banco Falabella COP$496 million and Rappi COP$298 million for improperly 
processing personal data and disrespecting people’s privacy rights, respectively 
(SIC 2019).

Despite Colombia’s seemingly comprehensive systematic approach to online 
privacy and data protection laws, some critics claim that while those these laws 
demonstrate significant progress, they are often missing key, clarifying information. 

In South America, new technologies provide commercial benefits while bringing into 
question digital privacy rights. Brazilian advertisers adopted a new system in 2017 to 
track responses to advertisements. The Audience Analytics System, which relies on 
artificial intelligence, tracks people waiting for subway trains in Sao Paulo. When ads 
are displayed on specialty doors, sensors identify the number of people waiting on 
the platform and characteristics about them such as age, gender, time spent waiting, 
and facial expressions. The data is sent at fifteen-second intervals to a dashboard that 
allows advertisers to customize the ads shown immediately in order to increase sales 
and product engagement (Metro Magazine 2018). Marketers view this program as a 
way of using artificial intelligence to respond to customers’ interests while reaching 
them while they are performing their daily routines. However, the system also raises 
questions about data privacy and protections that remain unaddressed.
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For example, Law 1581 places restrictions on companies about how they must 
uphold privacy rights but does little to specify the requirements that they must 
meet. The laws also state that companies must have a data protection group within 
the corporation to ensure compliance with the law; however, companies are not 
technically required to have a data protection officer whose primary responsibility 
would be to run such a group. The group structure itself has also not been pre-
scribed; questions such as who must participate in the group or how many people 
the group should contain depending on the size of a firm remain unanswered. 
Thus, Colombia must, at minimum, issue these guidelines in the future. If the past 
is reflective of the future, it also suggests that Colombia will continue to issue new 
laws and decrees to address the gaps in the legal framework as well as to address 
unanticipated consequences that affect online privacy with the emergence of new 
technologies and cyberspace.

Laura Steckman
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governments to address. In these cases, Finland seeks to regulate, and often boost, 
those areas for which it can legislate for greater protections.

The Finnish take privacy and the protection of data seriously. In fact, the country 
convicted seventy-two authorities, members of government and the police, of illegal 
snooping into electronic medical records in 2013. One of the country’s skiers, the con-
troversial six-time Olympic medal winner Mika Myllylä (1969–2011) died in 2011 
of unknown causes. After his death, many authorities accessed his records trying to 
learn about what happened. Although they cited curiosity and professional develop-
ment as reasons for checking his records, the courts found their actions a violation of 
his privacy. Most defendants spent fifteen days in jail (Reinboth and Teivainen 2014). 
More recently, in July 2018, the Jehovah’s Witnesses took their case to a top European 
court. Finland banned them in 2013, in part because they took notes when they 
visited people’s homes without permission, violating Finnish privacy laws. The Euro-
pean courts upheld this ruling and determined that religious groups must adhere to 
privacy laws. While these cases did not specifically refer to online privacy, Finland 
also holds privacy in electronic communications to high legal standards.

Over the past few years, Finland has sought to simplify and boost internet pro-
tections. With the passage of the Information Society Code in early 2015, the 
government significantly reduced the number of rules placed on electronic com-
munications, increased consumer protections and privacy rights, enhanced secur-
ity, and promoted competition among telecommunications companies. Within the 
code, Finland imposed higher standards on data providers and media platforms. 
It required media companies such as Facebook and other social media platforms 
to guarantee confidentiality of all electronic communications. The code requires a 
user or subscriber to opt in to data collection and requires service providers follow 
the agreement for the handling and processing of that data. Once processed, all 
data must be disassociated from the individual, and barring a valid legal reason, 
that data cannot be stored in any way that reidentifies the person (Government of 
Finland 2014). In addition, the code guarantees net neutrality, the idea that service 
providers cannot show preference for certain sites while restricting others, such 
as by slowing speeds, unless the situation fits clearly into one of four exemptions.

Other countries have viewed Finland’s move toward greater privacy as a potential 
model for how to address online privacy issues. In 2015, the courts invalidated the Euro-
pean Union’s Safe Harbor policy, which allowed for the transfer of data between Europe 
and the United States, because the United States had insufficient oversight in place to 
protect European citizens’ privacy and data. In 2016, the Privacy Shield framework 
replaced Safe Harbor. While it included stronger protections for data and privacy, many 
people felt the framework provided inadequate protections. In July 2020, the European 
Union rejected the framework for exactly these reasons, believing that the United States 
and global technology companies were not protecting citizens’ privacy adequately.

Germany, one of the countries particularly concerned with data privacy, worked 
with the Finnish government to build a special, 685-mile-long cable to connect the 
two nations. The cable followed a route designed to avoid shallower water because 
the Germans feared wiretapping (Williams 2015). Finland also worried that its 
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reliance on Sweden as a conduit for information posed a risk because of television 
reports that Sweden had assisted in American efforts to spy on Russia. This event 
marked Finland’s quest to brand itself as a truer safe haven for data and privacy 
protections, all while keeping personal data away from American companies that 
had previously misused it.

Finnish researchers actively pursue projects that seek to enhance privacy. The 
Finnish Geospatial Research Institute’s National Land Survey has been an active 
participant in efforts such as MyGeoTrust (mygeotrust.org), an experiment in 
crowdsourcing geolocated data with privacy controls intact as an alternative to the 
model used by large corporations, and the Insure project (insure-project.org), an 
effort to secure vulnerabilities in devices that process geotagged data while increas-
ing privacy protections.

Finland is one of the few countries to have laws against spamming, which it 
defines as the receipt of unsolicited commercial communications. The country 
enacted its first antispamming law in 1999, the Protection of Privacy and Data 
Security in Telecommunications, also known as Act No. 565. Under this law, con-
sumers have control over what they do and do not receive. They must opt in, or 
agree, to receive communications from a company or marketer. Even when they do 
opt in, they must always have a mechanism to opt out. Corporations that violate 
these terms may be forbidden to contact Finnish people or may even be prosecuted 
for violating the law.

The European Union has similar directives established after the Finnish law. 
European Directive 2002/58/EC on Privacy and Electronic Communications also 
imposes restrictions on spamming and supports a consumer’s right to accept or 
reject commercial communications. Finland boosted these provisions again with 
the Act of the Protection of Privacy in Electronic Communications in 2004 and 
amended in 2011. This law deepened the privacy rights attached to electronics 
communications like email and text messaging. Some of the additions it made 
included requiring any person or entity who mistakenly received a message to 
maintain that confidentiality under penalty of sanctions and allowing consumers 
to use a technical means at their disposal to protect their messages, provided that 
those means do not violate or circumvent the law (Government of Finland 2011).

The days of Finland’s open, unrestricted internet and liberal privacy protec-
tions may be waning. In early 2018, Finland’s National Bureau of Investigation 
partnered with the Save the Children Foundation to designate a list of websites 
to block. Together, the organizations developed a list of 1,600 websites suspected 
of hosting child pornography. Critics worried that the organizations may not have 
taken due diligence in identifying the sites to block. Using a previous version of 
the block list, researchers found that 1 percent of the sites contained actual child 
pornography and less than 4 percent contained links to illicit material (Wilmoth 
2018).

The country is also deciding if and how to use the internet for surveillance 
purposes, although it is currently restricted to certain limitations under the con-
stitution. Presently, authorities can only access personal data when investigating 

http://www.mygeotrust.org
http://www.insure-project.org


 o n L I n e  P r I Va C Y  159

a crime or during a trial; exploring data at any other time is impermissible under 
the law. Imposing increased restrictions could require amending the constitution, 
an act that the citizenry may condemn. However, Finland must balance the legal 
right to use the internet, strict privacy and data protection laws, and the fact that 
criminal schemes and other events could jeopardize national interests.

Another reason for the reassessment of policy and regulations concerning pri-
vacy is the country’s third-largest recorded data breach in April 2018. The com-
pany Helsingin Uusyrityskeskus, or New Business Center, in Helsinki lost 130,000 
user ids and passwords when hackers managed to breach a website that it operated 
(Kumar 2018). Finland has not typically required notification in the event of a 
data breach, although Europe’s GDPR requires that all European citizens be noti-
fied within seventy-two hours of any data breach that might affect them. The loss 
of user ids and passwords encouraged the government to consider not only the 
upcoming regulation but also whether its current laws provide sufficient protec-
tion and notification. In an unusual data breach case, hackers found a vulnerable 
smart fish tank at a North American casino, used it to gain access to the casino’s 
systems, and sent the data to Finland before being discovered. It is unknown if the 
hackers were Finnish, but the case does demonstrate the dangers of data breaches 
due to unsecured devices connected to the internet. Though this case did not 
prompt new laws in Finland, it is a reminder that data breaches can send data over 
great distances very quickly.

On top of potential and actual data breaches, the Finnish Communications Reg-
ulatory Authority has noted an increase in phishing and data loss through Office 
365. Company executives are common targets because they make decisions and 
often have access to online bank accounts. Although the companies often suf-
fer significant financial loss, they are not required to report the effects of these 
scams to the government. Thus, the Finnish government has attempted to increase 
awareness surrounding the dangers attached to phishing and other fraud scams.

In spite of the potential dangers criminals may pose, many Finnish organiza-
tions oppose any change to the laws that lessens the country’s strong privacy rights. 
Groups such as Electronic Frontier Finland and politicians from the Left Alliance 
have spoken out against measures that restrict privacy rights. They feel that these 
actions will start chipping away at what has been considered a fundamental right. 
They cite other nations, like the United States, as having traded its citizens’ privacy 
rights ultimately because of fear as well as laws that allow for internet and social 
media monitoring. These repercussions are something these groups would prefer 
to avoid; instead, they advocate for maintaining, if not enhancing, the high privacy 
and data protections in the country.

Regardless of whether Finland pursues new or amended legal frameworks, the 
country must adhere to Europe’s GDPR, which went into effect in May 2018. The 
regulation left several areas for the individual members to legislate domestically.  
To strengthen protections, Finland is debating the adoption of HE 9/2018, the Data 
Protection Act, to enhance the GDPR’s privacy provisions (Government of Fin-
land 2018). The act was still under discussion as of July 2018. Other laws under 
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consideration include an enhancement to the Act on the Protection of Privacy in 
Working Life to maintain privacy rights and increase protections with the passage 
of GDPR. The current law limits employee monitoring and supervision, especially 
through technical means, and strictly regulates how and when an employer can 
read employee emails. The enhancements address surveillance and the sanctions 
that employers breaking the law may experience.
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ernment and private apps. At the same time, the Supreme Court recognizes the 
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ulate how the data is used and even mined for information. The debate intensified 
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The idea of data protection and privacy laws is not new in India. In 2010, a 
group of government experts contemplated the need for such a law. By 2011, 
they concluded that India needed a framework to address rights and restrictions 
as they relate to personal data collection and usage. The group released a paper in 
2012 explaining its recommendations. The paper outlined nine privacy principles 
and suggested a legal framework to address violations. Although the report lacked 
some detail, such as operational definitions and criteria for compliance, it laid the 
basis for further discussions. In 2017, the group produced another report updat-
ing those earlier findings to address the internet’s maturity. This version asked 
citizens to provide feedback and comments for additional consideration. While it 
may foster debate and solicit needed commentary, the paper does not substitute 
for a federal law.

Some laws partially protect personal data. The Information Technology Rules, 
released in 2011, state that a corporate body must maintain reasonable security 
practices or compensate the injured party. The Consumer Protection Act of 2015 is 
another law expected to provide additional privacy protections. This law explains 
that corporations cannot misuse data in unfair trade practices or in ways that could 
cause emotional or psychological harm. Additional law includes the Right to Infor-
mation Act, which allows citizens to request data the government has on them. 
These three laws together, however, do not equate to strong privacy protections. 
The issue is complicated further by the fact that India does not have a body to 
oversee data protection or privacy.

Some Indian politicians have attempted to write bills that regulate data privacy. 
Prime Minister Narendra Modi (1950–) has admitted that data is a valuable com-
modity. Member of Parliament Shashi Tharoor (1956–), now controversial because 
of his alleged involvement in his wife’s death in 2014, drafted a bill that outlines 
a framework for data protection, which he argues is urgently needed to align with 
the Supreme Court’s ruling. As of mid-2018, Congress had not yet considered the 
bill. Tharoor has refused to provide details on the framework until it reaches Con-
gress but did state that he believes that data generated is owned by the person who 
generates it. When a user requests it removed, he stated that companies should be 
required to destroy that data (Tharoor 2018). These ideas are represented in his 
proposed bill.

Tharoor is not alone in the idea to push laws through parliament; other policy 
makers seek to do the same to regulate the data privacy issue. Other politicians are 
considering whether a model such as Europe’s General Data Protection Regulation, 
which places data ownership in the hands of its creator, would be suited to India. 
It is also a question of how the GDPR will affect trade with Europe, as companies 
the European continent does business with will have to conform to the law or risk 
exclusion. Similarly, a GDPR-like policy for India could have extensive implica-
tions for business and trade.

Questions about data protections and privacy are becoming more import-
ant in the country, especially considering the amount of personal information 
collected for national and personal reasons. In an attempt to reduce welfare 
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corruption and improve access 
to resources, the government 
instituted Aadhaar, a national 
biometric database whose name 
translates into foundation in 
English. This database collects 
mandatory fingerprints, pho-
tos, and eye scans as part of 
the national identity system; 
the government has already 
collected the information for 
the majority of the 1.3 billion 
people residing within its bor-
ders. The database is the larg-
est worldwide and, as such, has 
also become a potential target 
for hackers and other groups 
that might profit from large 
amounts of personal informa-
tion. It also has the potential to 
grow; some states are consid-
ering linking e-health records 
to the database, increasing the 
value of the data and the poten-
tial for privacy violations. On 
top of this, India is considering 
a DNA profiling database for 
law enforcement agencies. The 
proposal does not address pri-
vacy concerns or the people’s 
rights, nor does it include much 
information on data protection.

The second side to the Aadhaar and privacy concern debate is that the gov-
ernment wants to link it to every service and possible use. For example, the 
database will play a role in banking, pensions, education, healthcare, food for 
the malnourished, traffic tickets, and countless other examples. The system orig-
inated as a tool to stop the production of fake documents and has transformed 
into a tool that will control everything related to identity. Linking these pieces 
of information entails additional security concerns that extend well beyond pri-
vacy. The database has captured the attention of many other nations; Russia, the 
United Kingdom, and the Philippines have expressed interest in its progress. 
Other countries, such as Sri Lanka, have announced they will develop a similar 
national system.

The Aadhaar identity program allows residents and 
passport holders of India to register their biometrics 
to receive a unique, 12-digit identity number. The 
number, while currently part of a voluntary registra-
tion process, allows individuals access to online and 
offline benefits and services in the country. There 
are concerns, however, that this massive data trove 
will become a target for hackers and lead to identity 
theft-related crimes. (Maneesh Upadhyay/Dreams-
time.com)
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Despite international curiosity, Aadhaar has already become embroiled in con-
troversy. In early 2018, a journalist claimed to purchase administrative access rights 
to the database for approximately `500 (Indian rupees), the equivalent of about 
US$8, over WhatsApp (Cameron 2018). This episode marked the second major 
data breach, as the system leaked 130 million residents’ data in early 2017. Other 
improper data access issues have arisen, such as government websites displaying 
the information unexpectedly and employees using the database for their own 
enrichment (Doshi 2018). Between the breaches and the leaks, privacy invasion is 
no longer the biggest concern. With the amount of information available on each 
individual, identity theft is a growing concern. The current lack of laws to address 
data protection leaves these individuals without much recourse in the event their 
identities are stolen.

The Indian government employs other technical solutions to address political 
and social issues. As a result of the 2008 Mumbai terrorist attacks and the need 
to protect its citizens, the government has proposed a Central Monitoring System 
to intercept communications on most devices. The system would also allow for 
data mining, which would require a database of user data and other information 
collected while running the program. It has been under development since 2009. 
In addition, the government also uses and considers other monitoring systems to 
maximize its ability to prevent violent and criminal activities (Privacy International 
2018). While safety is a clear concern, these systems also raise questions about 
online privacy.

Privacy is also a concern on social media, where people share personal infor-
mation that each company collects for its own use and enrichment. India has the 
second-highest number of internet users after China, at approximately 462.12 mil-
lion (PTI 2018). Many of the people enjoying social media platforms are unaware 
of future consequences of data collection. There’s also an economic facet to the 
issue of social media and other data collection. Improving data protection and pri-
vacy could affect some local businesses. Some Indian IT firms accept cross-border 
and third-party data transfers for processing. Data transfers occur worldwide due 
to third-party purchases of that data and because storage and usage laws vary 
depending where the data storage is physically located. In India, this data mining, 
processing, and analysis leads to employment. Other industries, such as entrepre-
neurs with ideas for apps that will collect data, could also be hurt by data restric-
tions. Thus, there are two sides to the data protection issue that impact the entire 
society.

India’s current use of data and media indicates there is a need to institute regu-
lations for data protection and online privacy. The country’s politicians and experts 
have considered the need for almost a decade. At this point in time, Indians must 
provide data to the government that allows them to access public services, as in 
the case of the national biometric database. They are also freely providing data 
to collectors on social media and other outlets, which will grow in volume as 
more people gain access to the internet. This increase in data sharing, whether 
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mandatory or voluntary, raises many questions about the amount of control people 
have over this data. Over the next few years, India must address these questions 
about online privacy in addition to other ethical and legal issues on the horizon 
when dealing with emerging technologies.
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NIGER IA
Nigeria does not have a data privacy law that governs how companies, such as 
social media and mobile app providers, decide to utilize user data. Although 
government and corporate entities collect and process personal data, there is no 
comprehensive legal framework to protect personal data (Web Foundation 2018). 
Rather, following the rising global trend, Nigeria has data protection based on 
the country’s constitution (Aderiibigbe 2018b). The country’s existing regulatory 
frameworks that apply to personal data protection are from the broadly phrased 
Section 37 of the 1999 Constitution of the Federal Republic of Nigeria, which 
provides that “the privacy of citizens, their homes, correspondence, telephone con-
versations and telegraphic communications is hereby guaranteed and protected” 
(Web Foundation 2018). Industry has developed some protection frameworks, 
although they are often limited to specific circumstances. Even taken together, 
these frameworks provide little protection because they neither define the breadth 
and limitations of data protection nor specify how personal data must be handled 
to ensure adequate protection (Web Foundation 2018).

Nigeria has the fourteenth-highest number of internet users in the world, at 
approximately 47.8 million, or 25.7 percent of the population, and its consumers 
have little control over any aspect of the data value chain (Okunola 2018). A 2017 
survey further reflects this problem: 97 percent of survey respondents indicated 
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that their highest security con-
cern relates to use of their per-
sonal data (Web Foundation 
2018). In the past, various data 
sets have been put up for sale; 
often, they include sensitive, per-
sonally identifying details, such 
as email addresses and phone 
numbers. For example, the 
Independent National Electoral 
Commission violated basic data 
protection in 2016 when it pro-
vided sensitive voter data—data 
it has a mandate to protect—to a 
third party. In addition, the gov-
ernment has tended not to con-
sider and build data protection 
into the development of its elec-
tronic and computer systems, 
so hackers routinely gain access 
to government websites to steal 
data (Okunola 2018).

An additional challenge 
related to data protection is the 
parallel data collection by indi-
vidual government agencies. 
There is no robust or national 
data-management infrastructure, 
and different government sys-
tems frequently do not commu-
nicate with others to ensure that 
the same data is not collected 
and stored on each system. The 
issue is not unique to govern-
ment, either; the situation is the 
same with banks, telecommunication and insurance companies, and start-ups. 
The common theme in Nigeria’s data landscape is that there are many information 
silos without adequate measures of data coordination (Okunola 2018). Therefore, 
personal data may reside on multiple systems with varying degrees of protections 
while citizens have no control over what data is collected, stored, or shared.

Cybercrime is a major problem for Nigeria’s financial sector. According to 
the Nigeria Electronic Fraud Forum, the financial sector lost 2.19 billion naira 
(approximately US$6.1 million) to cyberfraudsters in 2016. Moreover, Nigeria’s 
financial sector experienced devastation in 2017 when the country’s largest-ever 

A campaign sign hangs from a Nigerian street corner 
during the 2015 presidential election. In a major 
breach of online privacy, an opposing candidate 
allegedly hired a firm to hack the current Nigeri-
an President Muhammadu Buhari’s medical and 
financial data to use against his political campaign. 
The company that supposedly hacked the president 
was Cambridge Analytica, a data firm tied to scandal 
through its dealings with Facebook and alleged 
attempts to use digital, private data to manipulate 
elections worldwide. (Billkret/Dreamstime.com)

http://www.Dreamstime.com
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cyber–Ponzi scheme, popularly referred to as MMM, which stands for Mavrodi 
Mundial Moneybox, collapsed. As a result, the country lost around 11.9 bil-
lion naira. Despite this traumatic financial loss, public participation continues 
to drive support to cyber–Ponzi schemes. The evolution of these schemes may 
worsen if they transition from traditional monies to cryptocurrencies, where 
currency ownership allows for a high degree of anonymity and the currencies 
themselves are not regulated. The Nigerian government is concerned with the 
potentially fraudulent aspects of cryptocurrency and has set up a national com-
mittee to examine the regulatory frameworks required to regulate them (Kuit, 
Folabi, Ugochukwu Obi, and Seth Azubuike 2017). The intent is to reduce the 
potential for future cybercrime and limit the use of cryptocurrencies like Bitcoin 
in cyber–Ponzi schemes.

In 2018, Nigeria also uncovered its own Cambridge Analytica scandal, during 
the country’s 2007 and 2015 elections. The Strategic Communication Laborato-
ries’ election services division, also known as SCL Elections, a Cambridge Analyt-
ica affiliate, organized antielection rallies to dissuade opposition supporters from 
voting in 2007. According to Nicholas Garba Shehu (1960–), a spokesperson for 
President Muhammadu Buhari (1942–), the government created a committee to 
investigate the claims surrounding a 2015 hack of President Buhari’s personal data, 
which was allegedly perpetrated as oppositional research during the presidential 
campaign.

One part of the investigation included looking into Cambridge Analytica to 
determine whether it broke Nigerian law or interfered with other political cam-
paigns illegally in conjunction with its work for the then-ruling People’s Demo-
cratic Party. The UK-based Cambridge Analytica’s political activities and potentially 
illegal actions in Nigeria are similar in scope to allegations that the organization 
improperly accessed data from the social media website Facebook to target vot-
ers prior to the U.S. presidential election and Britain’s Brexit referendum in 2016 
(Ohuah 2018).

Authorities Responsible for Data Protection 

Nigerian Information Technology 
Development Agency (NITDA)

The NITDA Guidelines for Data Protection 
2013

Nigerian Communications 
Commission (NCC)

Nigerian Communications Commission 
(Registration of Telephone Subscribers) 
Regulations 2011

The NCC Consumer Code of Practice 
Regulations 2007

Central Bank of Nigeria (CBN) Central Bank of Nigeria’s Consumer Protection 
Framework 2016

Credit Reporting Act of 2017
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There are multiple agencies responsible for some aspects of data privacy, as 
depicted in the table above listing each agency and the respective law(s) passed 
surrounding data rights. The number of agencies and laws have complicated Nige-
ria’s response to data protections. Recent government reorganization has sought 
to rectify data privacy problems. In 2007, the country established the National 
Information and Technology Development Agency (NITDA), through the National 
Information and Technology Development Agency Act 2007, to develop guide-
lines for electronic governance and monitor the use of electronic data interchange. 
Through this statutory mandate, NITDA developed the 2013 Guidelines for Data 
Protection (NITDA Guidelines), which stand out from other legislation. Other pol-
icies that contain data protection provisions are merely supplementary to the leg-
islation’s primary objectives, whereas the NITDA Guidelines are principally for the 
purpose of prescribing guidelines for data protection (Aderiibigbe 2018a).

There are additional laws that aim to protect personal data. In 2017, the National 
Assembly enacted the Credit Reporting Act (CRA) 2017. Like similar acts in the 
United States, Jamaica, and Zambia, the CRA establishes regulations for credit 
bureaus to ensure that the personal information collected is accurate and reliable. 
In addition, it also includes some protection for data subjects, such as guarantees 
for confidentiality, data protection, and guidelines for when data can be accessed, 
by whom, and for which purposes.

The telecommunications sector has also started adding more protections to per-
sonal information. In 2011, the Nigerian Communications Commission (NCC), 
the regulatory body for the telecommunications industry, created policies to protect 
personal data that also extend to independent registration agents. These policies 
address data collected, aggregated, retained, and managed within the telecommu-
nications industry. Other consumer data has also received increased protections. 
In 2007, the NCC issued the Consumer Code of Practice Regulations to regulate 
individual consumer information. Specifically, the NCC Consumer Code requires 
licensed businesses to comply with its policies, which include minimum standards 
for data protection (Kuit, Folabi, Ugochukwu Obi, and Seth Azubuike 2017).

There are also laws that address data privacy and protection under specific cir-
cumstances rather than blanketing an entire sector. For example, Nigerians may 
request public records and information under the Freedom of Information Act No. 
4 of 2011, although the law exempts some personal data. Children’s data is also 
protected under law. The Child Rights Act No. 26 of 2003 apply standards to data 
collected from children. Another example is the Cybercrimes Act 2015 that regu-
lates electronic information to prevent its use in the commission of crimes. It also 
establishes penalties for using electronic means to perpetrate a cybercrime (Kuit, 
Folabi, Ugochukwu Obi, and Seth Azubuike 2017).

Official government agencies are not the only entities involved in developing 
privacy policies. Nongovernmental organizations, academics, industry, and advo-
cacy groups also play a role in their development. These groups not only work to 
recommend improvements and create better privacy policies; they also assist with 
educating populations about them and improve implementation. The National 
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Youth Service Corp is one example of an NGO that has worked to increase aware-
ness of the Freedom of Information Act (Kuit, Folabi, Ugochukwu Obi, and Seth 
Azubuike 2017). NGOs have become an important channel for creating better 
public awareness of data privacy and protection rights.

Nigeria’s current use of data and media indicate that there is also a need to insti-
tute regulations for data protection and online privacy. Advocates for increased 
data protection, such as the African Academic Network on Internet Policy, have 
suggested that the National Assembly consider potential regulatory changes such 
as, but not limited to, the following: requiring that personal data be used solely 
for the purpose for which it was intentionally collected (purpose specification), 
ensuring that user consent is obtained prior to collecting personal information, 
and establishing procedures for individuals to have legal recourse for misuse and/
or unauthorized access to personal data.

Civil society organizations also have a role to play in advocating for data protec-
tion. Specifically, they should focus on promoting the need for a comprehensive 
data protection framework and should take strong positions to promote greater 
protection. Possible positions include condemning data breaches that expose per-
sonal data, initiating litigation that supports data privacy laws and protections in 
the public interest, educating society about the need for data protection and the 
risks associated with data breaches, and promoting the use of privacy enhancing 
technologies, such as parental control programs (Web Foundation 2018).

Nigeria’s next step forward in terms of data protection will be the reconsider-
ation or recrafting of the Digital Rights and Freedom Bill, also sometimes known as 
the Anti-Social Media Bill. The house initially passed the draft legislation and sent 
it to President Buhari for assent. The president, however, rejected the bill in early 
2019 because he claimed it covered too many topics and none in any substantial 
depth; he also stated that other draft legislation contained similar information and 
preferred for the bill to be narrower in scope. The purpose of the bill was to offer 
a better protective shell around data handling, collection, and use in Nigeria. Once 
Nigeria has established foundational policies for data privacy, the country can start 
to look at more comprehensive coverage in the likeness of Europe’s recently acti-
vated General Data Protection Regulation (Okunola 2018).

Anthony Ortiz
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PHIL IPP INES
Located in Southeast Asia, the Philippines is a country teeming with 107.7 mil-
lion people with an internet penetration of 71 percent. The country’s social media 
penetration reached 67 percent in 2019 (We Are Social 2019). As more and more 
of the Filipino population access the internet, the urgency for online privacy 
strengthens. While internet users recognize the importance of their personal data, 
they typically do not protect themselves online, thus putting their personal data at 
risk. To offset the risk, the Philippines’ Data Privacy Act was introduced in 2012. 
This act addresses the Filipino population’s personal data in relation to its growing 
online presence and activity. Not only did the Data Privacy Act set down rules and 
regulations for personal data, but it also created the National Privacy Commission 
(NPC) to oversee and enforce the privacy law (Jefcoat 2017).

As of 2019, the Philippines is the twenty-fourth most cyberattacked country in 
the world. Despite the initiative to protect the Filipinos’ online privacy, Filipino 
online users need to be more proactive in protecting their personal information. 
There are exceptions in regards to the 2012 Data Privacy Act in which protections 
can lapse. While the internet has become a resourceful tool for the average Fili-
pino, there is an insufficient awareness about the amount of personal data that is 
uploaded to the internet or shared on mobile apps; once it is uploaded, there are 
few, if any, means to control data usage by legitimate companies, nor from those 
who seek to exploit the data for more nefarious purposes.

In response to the Philippines’ growing online presence, President Benigno 
“Noynoy” Aquino III (1960–) passed the Philippines Data Privacy Act of 2012. 
The purpose of this particular act is to protect the population’s online privacy while 
ensuring the growth and innovation of the internet (Luces 2013). With more and 
more Filipinos spending time on the internet, their personal data had become at 
risk of being attacked or stolen. In 2017, the Social Weather Stations conducted 
a survey on data privacy and internet usage. Results showed that 85 percent of 
the Filipino participants agreed that data subjects’ rights were important (Jefcoat 
2017). However, this did not mean that individual Filipinos online took the neces-
sary precautions to protect their personal data.

The Data Privacy Act serves as a series of protections to secure that data. By 
regulating the process of collecting personal information, the law ensures privacy 
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protection from public and private entities. These entities must notify any online 
user or subscriber of what personal information will be collected before consent 
is given. Without their consent, public and private entities cannot collect any per-
sonal information, nor can they sell and/or trade the collected data to another 
entity (Luces 2013). While businesses within the Philippines are policed by this 
comprehensive act, it also applies to international businesses with offices in the 
Philippines as well as any kind of equipment based in the Philippines used for pro-
cessing personal information. The Philippines has a large population of citizens liv-
ing outside the country as overseas workers. To ensure the protection of overseas 
workers while working abroad, the Privacy Act also encompasses the protection of 
Filipino citizens wherever they reside (Wall 2017).

Under the Philippine’s Data Privacy Act, the National Privacy Commission offi-
cially formed until March 2016. The purpose of the NPC is to regulate privacy 
compliance by implementing, monitoring, and enforcing (when needed) the rules 
and regulations of the Data Privacy Act (Jefcoat 2017). With a comprehensive 
privacy law, the NPC ensures that the Philippines is set to international standards 
for data protection and brings the country more soundly into the digital age. The 
NPC strives to be the authority on data privacy, ensure accountability, and build a 
culture of privacy (National Privacy Commission 2019).

The NPC also serves as an enforcement agency that polices the country’s busi-
nesses, as well as the multinational businesses in the country that collect per-
sonal information. If any entity violates the privacy law, the NPC enforces the 
penalties outlined in the Data Privacy Act. Entities can face imprisonment, rang-
ing from three to six years, and/or a hefty fine, ranging from PHP$1,045,461 to 
PHP$5,227,425 or US$20,000 to US$100,000 (Wall 2017). However, even with 
legal protections, Filipinos online cannot be entirely reliant on the protection of 
the NPC. Experts urge Filipinos to be more aware of their data rights and to protect 
their personal data (Malig 2019).

Despite the comprehensive state of the Data Privacy Act and the NPC, there 
appears to be a gap in the legislation that allows for lapses in the protection of 
online privacy. While the Data Privacy Act includes stipulations requiring consent 
from data subjects to ensure data protection, consent is not required if the data 
subject, usually an individual, is subjected to contractual agreements outlined by 
the data controller. Consent is also not required when processing personal data is 
necessary for the legitimate interests of the data controller. These lapses restrict the 
data subjects’ rights to determine how much or how little data they want to share 
(Wall 2017).

These lapses are also not the only challenges to privacy. As 67 percent of the 
population are active mobile users, they tend to download a variety of social media 
apps, such as Facebook, Instagram, and Twitter (We Are Social 2019). As part of 
the download process, users must give a variety of personal information before 
they are allowed access to the application in what is called app permissions. While 
the app discloses what information it wants access to, most users do not notice 
what the access list entails. Because users allow access to personal information 
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that may not be relevant to the purpose of the app and can neither accept nor 
reject some of the data streams collected, this allows the app unauthorized pro-
cessing of personal data. For example, as part of its app permissions, the Philippine 
National Police (PNP) Know Your Rights application requested access to text mes-
sages, phone logs, media files, and photos. The PNP’s app was later criticized for 
collecting unnecessary data when the purpose of the app was purely informational 
(Gavilan 2018).

Data privacy lawyers in the Philippines remind online users to be mindful and 
careful while perusing the internet, as the country’s population spends an average 
of ten hours online daily (We Are Social 2019). While online, Filipinos are warned 
about oversharing personal information. As technology is routinely upgraded and 
improved for easier use and access, data is easier to obtain without consent (Gavilan 
2018). One of the ways to protect an internet user’s online privacy is to refrain from 
using an unsecured network. In 2017, President Rodrigo Duterte (1945–) signed 
the Republic Act No. 10929, in which free internet is made available to public 
locations, such as public hospitals, health centers, public education institutions, 
libraries, plazas, and any public transportation terminal (Ranada 2017). While this 
initiative was intended to make the country more connected and provide access 
to the internet, free Wi-Fi comes with a large amount of risks. Persons with the 
knowledge and ability to manipulate the connection can steal personal informa-
tion and distribute malicious malware, as well as intercept and monitor all online 
activity while on the public network (Gavilan 2018).

Social media is another place where people do not think or worry about online 
privacy. Most of the Filipino population, at 71 percent penetration, spends about 
four hours every day on social media. The most popular social media platform in 
the Philippines is Facebook. On average, the monthly traffic is 423.3 million vis-
itors, and they spend about fifteen minutes on Facebook per visit (We Are Social 
2019). Data privacy lawyers suggest using social media platforms at a bare mini-
mum, but considering how many Filipinos are present on Facebook, it is difficult 
to limit their online presence because they use it primarily for connectivity to 
family and friends, especially for the overseas foreign workers around the world.

The fact that Facebook is the favored social media platform creates other chal-
lenges for Filipinos’ user privacy, particularly due to the numerous data breaches 
and unethical data sharing involving the company throughout 2018. Using the 
platform exemplifies why social media users need to utilize the privacy settings 
for added security. In September 2018, Facebook discovered a worldwide breach 
where data from at least 29 million users, initially reported at 50 million, were 
compromised (Snider 2019). Of the 29 million, a total of 755,973 Filipino users 
were affected. Facebook had exposed Filipino user information, such as full names, 
email addresses, phone numbers, and locations, for three days before it discovered 
the breach. Facebook then took an additional eleven days to fix the breach.

The exposure of personal data put these users, as well as others globally, at risk 
of cyberattacks, spam, phishing, and identity theft. Even though Facebook notified 
affected users through the app, with a breach of this magnitude, the NPC issued 
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a compliance order. The order required Facebook to put together a more com-
prehensive report and to notify and explain the breach’s risks to affected Filipino 
users. In addition to this compliance order, the NPC instructed Facebook to either 
provide insurance for identity theft and phishing scams or install a help desk in the 
Philippines within a six-month time frame (Canival 2018).

Karen Ames
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RUSS IA
Online privacy and censorship often go hand in hand, especially under authori-
tarian regimes. Russia has a long history of having little regard for the privacy of 
its citizens, so it is no surprise that they have very few privacy protections when it 
comes to their online dealings. Over the last several years, things have only gotten 
worse. The government has stripped away what few protections there were and 
has move toward a sovereign, highly surveilled internet for their citizens, much 
like China.
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Within the European Union, privacy is treated as a fundamental human right. 
The European Union’s privacy and protection laws are some of the most stringent 
in the world. But Russia and China see things differently; they see individual pri-
vacy as something that should not be kept from the state as an individual right 
but instead as a right both controlled and restricted by the government. In Russia, 
privacy and other laws are made at the federal level, and regions follow the federal 
laws, not issuing anything on their own. Although Russia has issued laws and  
mandates since the inception of the internet, it has focused more on mass sur-
veillance, which has not been kept secret since the late 1990s. Citing several terror 
attacks foiled thanks to its monitoring efforts, the Russian state claims that such 
surveillance is necessary for the protection of national security.

By 1998, the Russian government had once again turned to Soviet-era tech-
nology to monitor communications, known as the System of Operative Search 
Measures (SORM). Over the years, this technology has been seriously upgraded, 
but the purpose is the same: to monitor Russian citizens’ activities in the digital 
domain. The SORM model is to copy all internet communications and send one 
of those copies to the government, while sending the original to its destination. 
Russia’s oppressive surveillance relies less on filtering information from its web and 
more on watching what is done with that information (Polyakova and Meserole 
2019).

In 2006, privacy for Russian citizens on the internet was established based on 
initial privacy laws. Federal Law 149-FZ, “On Information, Information Technol-
ogy and Protection of Information,” established a right to be forgotten, a law in 
which inaccurate, outdated, or irrelevant information about a person should be 
removed from the internet. It also established procedures for failing to comply 
with the law, including the need to provide the Russian government with informa-
tion it “required,” including decryption keys (Gulyaeva and Sedykh 2015; Guly-
aeva, Gorbushina, and Cohen 2019). Federal Law No. 152-FZ (Russian Federation 
Federal Law 2009) was legislated in 2006 and applied to the handling of personal 
data. Since that time, however, the laws have been slowly piling up to supersede 
those few protections.

The first major step in changing the data protection laws was Federal Law No 
97-FZ of May 2014, which significantly amended 149-FZ. In July 2014, Russia 
introduced what are called data localization laws, which mandate that certain types 
of data collected in a certain country be stored and/or processed only in that coun-
try. Another law, Federal Law No. 242-FZ, was originally scheduled to be effective 
in 2016 but was moved up a year to come into effect on September 1, 2015 (Bow-
man 2015). Failure to comply with this law can result in the total ban of companies 
and websites. Some companies have quietly complied, but not all. In 2019, Russia 
fined Facebook and Twitter over the violations in the amount of 3,000 rubles, 
roughly US$47, for violating these laws. But be sure that the government has no 
problem banning sites outright, like it did to LinkedIn in late 2016 (Wei 2019).

Around the same time as the enactment of the 2014 laws, the government was 
pushing for more ways to assert control over privacy. In one attempt to make sure 
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that users could not hide, the government went so far as to offer prize money for 
anyone who could figure out a way to identify otherwise-anonymous users of Tor, 
a browser that protects the identity of its users to make them anonymous and dif-
ficult to link to an offline identity. To further complicate privacy rights, Russia has 
fought against the use of secure internet protocols like HTTPS.

In July 2017, Russian President Vladimir Putin (1952–) signed two federal laws 
that further eroded data privacy. The first of the new laws, Federal Law No. 276-FZ, 
banned owners of information and telecommunications networks and information 
resources from providing access to restricted sites. The interpretation of this law is 
a total ban on the use of internet proxy servers, like virtual private networks. The 
second act, Federal Law No. 241-FZ, prohibits the anonymous use of online mes-
senger applications; citizens must use their cell phone numbers to login, and ISPs 
are required to restrict access if the user is suspected of violating Russian legisla-
tion (Global Legal Monitor 2017). The laws are enforced by the Federal Service for 
Supervision in the Field of Communications, Information Technology, and Mass 
Media, or Roskomnadzor. Between the Roskomnadzor and the Russian Federal 
Security Service (FSB), Russian internet privacy is virtually nonexistent.

Shortly after the aforementioned laws came into effect, in December 2017, Rus-
sia fined a popular instant messaging app, Telegram Messenger LLP, for failing to 
reveal its decryption keys. The FSB requested that the app maker give them codes 
that would compromise the privacy of its encrypted service, making user conver-
sations easily available to the FSB. Critics worried that this point would be forced 
and that the FSB would come for other apps as well.

In one report from Agora, the Canadian Civil Liberties Association, over the ten 
years prior to 2017, the Russian courts had granted 98 percent of the requested 
wiretaps on telephone calls or other communications (Canadian Civil Liberties 
Association 2017). In 2019, Russia moved in on the dating app Tinder, ordering 
the company to share its user information with security services. Further, in 2019, 
Apple agreed to store the digital data of its users in Russia on a server in the coun-
try. This action has opened the door for the FSB to request decryption information 
from Apple, as it did with the Russian search engine company Yandex in June of 
2019.

As a part of Russia’s anti-terror legislation, Putin signed several laws, one of 
which required all mobile and internet companies to store all text messages, phone 
conversations, and chat logs for six months in data centers within Russia, and for 
up to three years in some cases. This part of the law came into effect in July 2018, 
presumably so that the FSB can require the providers share the information when 
requested. The law also did away with the requirement of a warrant from a judge 
when accessing this data.

To further assume control over internet data, Russia has taken a step even China 
has not: the parliament approved the Stable RuNet Law, which would allow the 
country to cordon off its internet and establish a “sovereign” internet. The censor-
ship and privacy ramifications for this type of move are untold, as it has never been 
attempted before. There are major concerns over whether or not Putin can pull this 
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off and make it work, but Russia is swiftly moving toward the RuNet break from 
the worldwide internet.

Providers have to adopt new routing and filtering technology by November 
2019 and allow authorities to monitor online communications at will. The big 
move, however, is that Putin intends to create a national domain name system 
by 2021. This would allow the country to keep internet traffic within its borders 
alone, cutting its populace off from the open internet and limiting communications 
with and from other parts of the world. More important for the state, any guise of 
user privacy would be eliminated, as it would have indirect access through numer-
ous organizations to all communications over RuNet (Bremmer 2019).

When interviewing Russian citizens, opinion polls routinely show that Russians 
believe their privacy should be a right and the state should have no access to their 
data. But they have done little about their views, though not all of the public has 
complacently allowed the government to strip their privacy and rights away. As 
Putin cracks down on even more internet freedoms, a small group of lawyers and 
techies has risen up in defiance. They have dedicated themselves to mounting legal 
cases and unblocking websites with the final goal of not allowing Russia to firewall 
itself off from the broader internet as China has (Kantchev 2019). Whether they 
will have any success is as of yet unknown.

The Brookings Institution, a foreign policy think tank, refers to Russia’s internet 
model as “digital authoritarianism,” which they define as “the use of digital infor-
mation technology by authoritarian regimes to surveil, repress and manipulate 
domestic and foreign populations” (Polyakova and Meserole 2019). This definition 
describes the country’s situation perfectly. What is perhaps even scarier than the 
authoritarianism Russia imposes on its on its own citizenry is that it is exporting 
its model around the world. Countries throughout the former Soviet states, Latin 
America, and the Middle East have all used SORM-like systems. The country’s 
model of imposing harsh legal and technical moves to tighten control is a low-cost 
way for other nations to establish their own control over their populace (Polyakova 
and Meserole 2019).

Kerryann Kauffold
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SAUDI  ARABIA
Saudi Arabia is the largest country in the Middle East and contains the fourth-largest 
total population, with one of the highest internet penetration rates in the region. 
Most of the population on the internet use multiple social media accounts and 
often carry more than one mobile phone. However, online privacy is extremely 
limited because the government monitors communications and has strict, enforced 
policies on content considered criminal. Despite the popularity of internet and 
social media use, the country monitors all internet communications and disallows 
many types of commentary; for these reasons, users often self-censor and utilize 
technologies that can help them evade detection and improve the chances of main-
taining anonymity. While online privacy is limited, there have been government 
attempts to produce apps that enhance privacy; some are successful, and others are 
more controversial because they reinforce the patriarchal system and limit women’s 
digital privacy.

Saudi Arabia’s government is cautious when it comes to social communications. 
The Saudi government has invested profoundly in information and communica-
tions technologies since they became available internationally. It also prepared for 
them; before permitting public access to the internet in 1999, the Saudi regime 
spent two years constructing and updating the telecommunications infrastructure, 
aiming to circulate all communications through a regime-controlled database. 
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With the massive growth in wireless networks and emerging technologies, the gov-
ernment has maintained its strategy by permitting the expansion of new technolo-
gies while continuing to monitor and control social communications. This media 
monitoring is part of Saudi social and political culture, said to keep the country 
and people safe. The monitoring also suggests that most Saudis have little control 
of their data and limited rights to internet privacy.

Despite whether or not the population has online privacy, Saudi Arabia has 
rules related to privacy. For example, the haq al-khososyah allows an individual “the 
right to protect some aspects of his/her private life and maintain confidentiality 
to safeguard his/her reputation and aspects of his/her life that are kept away from 
the interference of people” (Abokhodair, Abbar, Vieweg, and Mejova 2017). Social 
communications are abundant in the country. In 2015, Saudi Arabia rated seventh 
globally in terms of the gross number of social media accounts per person, with the 
average individual having seven different social media accounts (Arab News 2015). 
It also showed that 26 percent of Saudi youths use Snapchat for at least an hour 
daily, ranking Saudi Arabia eighth globally for use of this platform; for WhatsApp, 
the country ranks fourteenth (Arab News 2015). The country’s population is also 
active on Twitter (often via hashtag), Facebook, YouTube, and Instagram. The pop-
ularity of social media, coupled with the amount of time people spend online, 
implies that they produce substantial data, all which must process through the 
central filter. The government has access to all of this data and can monitor or use 
it at will.

Social communication continues to be the least oppressive space for commu-
nication despite Saudi Arabia’s communications-monitoring infrastructure and 
restraints on voice over IP. In 2016, Saudi Arabia placed extreme restrictions over 
VoIP calls and voice communications apps such as Skype. In 2017, it announced 
that as part of its Customer First policy, the country would reinstate these tech-
nologies as long as they met their needs and expectations and did not harm public 
safety (Everington 2017). The restrictions were finally lifted in 2019.

To have a semblance of privacy and to access more content, a large number 
of people utilize devices such as virtual personal networks in order to be able to 
connect to prohibited content and services. Even using these technologies, most 
people self-censor; they are unwilling to be themselves due to severe legal punish-
ments for communication on specific religious, political, or social issues. VPNs are 
popular for this reason, and their use is on the rise; as of 2018, one in five Saudis 
used a VPN, with 54 percent of the internet-using population reporting relying 
on VPNs to access content (Northwestern University in Qatar 2018). Social com-
munication has profoundly transformed the way Saudi Arabia’s young generations 
interaction with one another. However, they must be cautious not to create or 
share content online that treads near the country’s cybercrime and anti-terrorism 
regulations, which have implanted some degree of fear into everyday social media 
consumers and activists alike.

Communicating about sensitive issues online can be potentially perilous for 
some internet users. The Council Ministers, Saudi Arabia’s legislative body, issued 
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a number of laws in March 2007 that introduced regulations and policies for 
social media and other online communicators in Saudi Arabia. The policies estab-
lished regulations on forbidden types of social communications, such as posting 
or sharing information that might encroach upon anything that violates the Saudi 
explanation of Islamic ideologies (directly or indirectly), blaspheming the purity 
of Islam and its Shari’ah laws, upending public decency, criticizing heads of the 
regime or heads of familiar diplomatic missions in the kingdom, critiquing official 
dealings with or policy toward other nations, spreading revolutionary philosophies 
or the disturbance of civic order, or supporting violence against individuals in any 
shape or form, among many other things.

While other nations share some of these policies about responsible online con-
duct, many are open to interpretation; when scrutinized, many comments can be 
designated to fall into one of these prohibited categories. When that occurs, the 
punishment is often extreme. For example, Fouad Al-Farhan (1975–), a Saudi Ara-
bian blogger who had chosen not to use a pseudonym, spent more than a year in 
jail for posting on his blog about the advantages and disadvantages of being Mus-
lim (Soares 2008). Saudi Arabia is often compared with China as having some of 
the most restrictive social communication access rules, although it has made some 
recent policies that seem to have relaxed some of these restrictions.

More recently, the government launched an app that it claims helps protects 
individual privacy. In 2017, the government launched Kolonna Amn, meaning 
we are all security, to monitor privacy violations. The app allows internet users to 
log an official complaint when they suspect that a violation of their privacy has 
occurred, allowing citizens themselves to become part of the state’s security appa-
ratus, should they choose to participate. When reported, violators could face heavy 
fines if convicted as part of the country’s anticybercrime law.

While the media reported the app as a tool to stop the spread of malicious 
photographs online, the app also accepts reports of crimes or traffic accidents and 
dispatches the appropriate police or security forces in response. Thus, while the 
app could protect privacy, it also functions as a crime-watch app. In 2017, the 
government reported that citizens had used the app to make half a million reports 
in its first year (Saudi Gazette 2017). It is unclear how effective the app has been 
in protecting privacy, although it appears to have helped the country’s police fight 
crime, ultimately improving public safety.

Another government app has been highly criticized for violating the individ-
ual privacy of a subset of the country’s population. Absher, meaning good tidings, 
launched in 2015 as an e-service app to connect people with government ser-
vices. It allows users to register vehicles, renew driver’s licenses, make government 
appointments, and apply for visas, and in some cases, it can be used as an iden-
tification for crossing borders or showing when requested. However, this app has 
an extra, controversial feature: it allows men to set receive notifications on their 
wives’ movements and set limitations on them. For example, if a man registers his 
wife’s name and passport number, he can set in the app how many times she can 
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travel and for how long; for this reason, many people have dubbed the app the 
“wife tracking app.”

While the app complies with Saudi Arabia’s male guardianship law, which 
requires women to receive approval from their fathers or husbands for activities 
like travel, many tech advocates have asked major companies such as Google and 
Apple to remove the app from their app stores, stating that U.S. companies should 
not promote the discrimination—as well as loss of privacy rights—for women. 
Human Rights Watch has asked the Saudi government to remove the tracking 
feature from the app, which would still allow it to be used for e-governance, 
while allowing the companies selling or retailing these apps to remove them-
selves from promoting what it calls “gender apartheid” (Bostock 2019). However, 
the app remains available in their stores, and the tracking feature has not been 
removed.

Sanctioned under law, the app represents one way in which the Saudi gov-
ernment restricts women’s online privacy rights. The Saudi regime has frequently 
reacted to external demands to change its deeply censored communications struc-
ture by proposing that civilians mostly self-regulate and self-censor, offering that 
the communications process follows quasi-democratic voluntary guidelines rather 
than represent government-imposed control. Still, this reply is too simple, as there 
is no rule in place to defend minorities from the broader spiritual community, 
controlled and frequently powered by conformist religious “scholars” or other pro-
government interests.

Despite the debates and nuances surrounding social communication in the 
country, online communications have come to be instruments for promoting social 
transformation. Citizens are involved in broadcasting human rights violations 
and acting against them, illuminating issues that might otherwise stay under the 
radar. Furthermore, social communication is key for raising mindfulness among 
the other citizens. In some cases, technologies help individuals circumvent tradi-
tional social-communication restrictions, allowing them to assert their desire for 
increased privacy online and share information about human rights issues or other 
events that the censors often limit. In light of the so-called Arab Spring, wherein 
social media played an important role in information sharing, social communi-
cations have demonstrated themselves to be significant conduits for spreading 
announcements quickly for very little cost.

One of the central concerns regarding Saudi Arabia’s position on communica-
tions is the need to modify existing rules to permit greater freedom of expression, 
equally offline and online. Like many other countries, the Saudi regime has diffi-
culty balancing social communication safety concerns and human rights obliga-
tions. It has a wide backing from many domestic citizens and groups who press 
for added restrictions and monitoring for adherence to traditional Islamic values. 
On the other hand, the country’s journalists and other citizens demand greater 
openness and information sharing to improve safety and ensure protections for 
human rights.
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For Saudi Arabia to raise its stature as a front-runner for more open communi-
cations in the Middle East, it must endorse the free movement of social commu-
nication without intruding on the constitutional and human rights of individuals 
on the social network. To do so, the government would need to reconsider its 
communications restrictions and promote laws that increase online privacy. At the 
same time, it would need to find a balance that describes when content will be 
screened on national security or religious grounds. Additionally, the government 
could bolster its position by improving transparency, such as through distributing 
a list of all screened websites, including explanations for how these sites violated 
the law.

Susan Makosch
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Online privacy involves having the right to maintain personal agency over what 
data is stored, provided to unknown third parties, repurposed, or displayed on 
the internet (Editorial Board 2017; Wheeler 2017). Online privacy is part of a 
larger conversation on data privacy and has been a concern since the inception 
of computer sharing (David and Fano 1965). In general, online privacy is broken 
down into two levels: personally identifying information (PII) and non-PII. PII 
encompasses any information that can be used to identify an individual person. 
For example, a birthdate and an address can identify an individual, even if their 
name is not known.

Non-PII information pertinent to the privacy conversation includes data 
such as websites users visit and their behavior on the site, as well as their online 
searches. Debate is ongoing about just how much information should be pro-
tected by being labeled “PII.” For instance, GPS tracking data collected by various 
mobile applications show the daily routine and commute information of users 
and, in many cases, is unique enough to reveal an individual’s home and work-
place (Valentino-DeVries, Singer, Keller, and Krolik 2018). Currently, however, 
such data is not provided the same protections as PII under laws and regulations 
governing data privacy.

Traditionally, the concept of privacy has pertained to physical personal space 
(like vehicles and homes) and sometimes to personal decisions. Online privacy, 
however, has been slow to be recognized as a need by the public in the United 
States; in fact, it is often not a well-understood concept by citizens and lawmakers. 
However, online privacy is a public conversation that is increasingly surfacing, 
tied to heated debate and political views. In the late 1990s with the spread of the 
internet, it became clear that both the internet and companies that used it needed 
some regulation to protect an individual’s privacy.

In 1993, Vice President Al Gore (1948–) created the Information Infrastructure 
Task Force (IITF). While the IITF did not touch privacy rights initially, in 1997, 
it developed privacy standards to coincide with the rise of internet commerce. At 
that time, the task force defined information privacy as “an individual’s claim to 
control the terms under which personal information—information identifiable to 
the individual—is acquired, disclosed, and used” (Editorial Board 2017). Despite 
the definition, individuals did not gain much control over their data and, in many 
cases, did not understand what was being collected and for what purpose.

In 2011, the House of Representatives introduced a bill intended to “promote 
prosperity, creativity, entrepreneurship, and innovation by combatting the theft of 
U.S. property, and for other purposes” (H.R. 3261 2011). The bill quickly engulfed 
the country in controversy and was referred to as SOPA, the Stop Online Piracy 
Act. Although on its surface the bill seemed to offer to protect intellectual prop-
erty holders and prevent online trafficking in counterfeit goods, enacting the bill 
would have required libraries and popular websites to delete or block links to any 
sites deemed to be in violation of the bill. Other provisions included requesting 
court orders to bar advertising networks and requiring internet service providers 
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to block access to websites. It would also have imposed a maximum penalty of five 
years in prison for those who streamed unauthorized content.

Although the bill’s opponents didn’t necessarily have an issue with protect-
ing unauthorized streaming or piracy, they frowned upon the increased govern-
ment policing of all internet users. Many opponents viewed the bill as the first 
step down a slippery slope of violating First Amendment rights. So great was the 
controversy over the bill that English Wikipedia carried out a twenty-four-hour 
blackout on January 18–19, 2012. Except for articles on SOPA, every Wikipedia 
page led to a black page that protested SOPA, asking page visitors to “imagine a 
world without free knowledge.” Researchers estimated that more than 160 mil-
lion people saw the banner (Engleman 2012). Congress could not come to a 
consensus on amendments that might make the bill acceptable enough to pass, 
so early in 2012, the bill died. While failing to impose laws on internet users that 
would infringe on their privacy, in a way, Congress ensured users’ security from 
government scrutiny.

Part of the difficulty in obtaining any type of online privacy for users is not sim-
ply the risk of malicious actors stealing information; it also pertains more to the 
risks to internet privacy as a direct result of using the services the internet offers. 
In order to make money, companies that facilitate internet use gather a great deal 
of data about their customers and the users of their sites and, in some cases, the 
users of sites that carry their advertisements. Some companies observe the websites 
that users visit and then tailor advertisements to target those users based on their 
browsing histories.

Use of social networking sites further increases risks to user’s online privacy: 
browsing logs, contents of a Facebook profile, or search queries can be immedi-
ately processed to infer more personal details about users, such as political and 
religious views, sexual orientation, intelligence, personality, and even substance 
abuse. While these may seem like an innocent gathering of data, those concerned 
with the lack of privacy cite concerns about what could be done with such a wealth 
of personal information if an organization or person became interested in caus-
ing, or doing, harm with it. For example, in 2007, Facebook launched a program 
called Beacon, where users’ rental records were released for all their friends to 
see. So great was the backlash to this act, that the court case Lane v. Facebook, Inc, 
a class-action lawsuit filed against Facebook and its Beacon program in the U.S. 
District Court for the Northern District of California, ensued. When Facebook lost 
the suit in 2010 after several years of appeals, it had to cancel the program and put 
US$9.5 million aside for privacy and security issues. No users received any restitu-
tion for the data privacy breach.

In an absence of laws mandating online privacy regulations for the internet, 
users have to be the masters of their own online security. However, online security 
is increasingly complicated, requiring more and more education to enact. Inherent 
in this gap in education and protection is a general lack of comprehension that 
online security directly impacts real life. One such situation is the potential for 
identity theft. Although past trends showed that the public assumed the focus of 
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identity thefts was large corporations rather than individuals, recent reports show 
the trend shifting away from that belief. An internet security threat report released 
in 2007 indicated that approximately 93 percent of gateway attacks were targeted 
against unprepared home users. Gateway attacks, in this report, referred to attacks 
aimed at gaining access for future attacks rather than for immediate data theft 
(Krapf 2007).

Concerns abound that children growing up are becoming fluent in using online 
technology without being taught the skills to protect themselves adequately. To 
address this issue, in 1998, the Federal Trade Commission created the Children 
Online Privacy Protection Act. It limited the options for gathering information 
from children and created warning labels to be attached if potential harmful 
information or content was presented. In 2000, the government introduced the 
Children’s Internet Protection Act to implement safe internet policies and filter 
software. These laws, along with parental and adult supervision strategies, can 
help to make the internet safer for children around the world (Valentino-DeVries, 
Singer, Keller, and Krolik 2018). Children, however, are not the only population 
about which online security proponents are concerned. But does the public want 
online privacy?

Public discussion regarding the issue of online privacy in the United States often 
comes back to a resounding question: is there actually any harm in collecting all 
that information about an individual or group? One response many people often 
offer in defense is, “I haven’t done anything wrong, so what could I have to hide?” 
This sentiment is given further credence by the binary perception of either/or that 
surrounds the privacy debate: either you want law enforcement and government 
to be aided in their missions by having more ready access to data about everyone, 
or you have something to hide. This strict divide has hindered productive conver-
sation on the subject throughout its history. Some researchers, however, believe 
that there may be personal harm in disclosure even if we have nothing to hide. For 
example, researcher Danah Boyd (2010) has written, “Often, privacy isn’t about 
hiding; it’s about creating space to open up.” Jay Stanley (2012), a senior policy 
analyst for the American Civil Liberties Union (ACLU), notes that

Privacy is about much broader values than just “hiding things.” . . . [U]ltimately the 
fullest retort to the “nothing to hide” impulse is a richer philosophical defense of 
privacy that articulates its importance to human life—the human need for a refuge 
from the eye of the community, and from the self-monitoring that living with others 
entails; the need for space in which to play and to try out new ideas, identities, and 
behaviors, without lasting consequences; and the importance of maintaining the bal-
ance of power between individuals and the state.

In broadening the online privacy conversation to include more nuanced per-
spectives and definitions, scholars claim that we rise to the occasion and bring 
light to all the complex seriousness of online privacy issues in the United States. 
Irina Raicu (2017), director of the Internet Ethics program at the Markkula Center 
for Applied Ethics, claims that “In addressing issues such as the balance of power 
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between individuals and the state, weighing the benefits and harms that result 
from a particular privacy-related practice, or considering whether privacy is a right 
that must be respected, you are engaging in a process of ethical analysis.” Because 
there have been no resolutions in the online privacy debate, the conversation will 
continue until a side wins, for privacy concerns, both online and offline, directly 
impact the present and the future of multiple generations.

A. R. Mallory
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Chapter 6: Alternative Energy 
Technologies

OVERVIEW
Alternative energy refers to energy sources that do not rely on natural resources and 
do not harm the environment. The term can refer to any nontraditional energy 
form, source, or technology that people use to meet their energy consumption 
needs. Some of the more common examples of alternative energy are solar, wind, 
geothermal, hydroelectric, biomass, hydrogen, and tidal. Nuclear energy also falls 
into this category.

Of the alternative energy sources, solar energy is used across the world. Solar 
energy is easy to produce; when the sun’s rays hit the planet’s surface, it is stored 
in a container for later use. The most common containers are solar thermal tech-
nology and photoelectric cells. For solar thermal energy, the sun’s rays heat water, 
which is then absorbed in dark glass tubes and piped into a storage tank. The 
heated water is used in household appliances, heating systems, and certain types 
of swimming pools. Photoelectric cells are made up of small cells made of silicon. 
When the sun hits them, it causes electrons to move in the same direction, creating 
an energy current that is stored in charge cells or inverters. When enough energy is 
stored, it can power a range of devices and reduce household energy costs.

Wind energy is another popular alternative energy because the wind is a free, 
naturally occurring resource. Windmills focused on producing energy appeared 
in the nineteenth century in the United States, Denmark, and Scotland. Since the 
1990s, engineers have adapted the power produced by wind turbines to connect 
to major energy grids, making wind power more effective for a larger number of 
activities. Wind turbines located together, or wind farms, function best when they 
are constructed in areas that have high rates of continual wind flow across the land. 
Recent advances in technology have allowed turbine height to increase, which has 
increased the turbines’ ability to produce electricity. The increased supply then 
translates into lower prices.

Today, countries around the world invest in wind power. They invested more 
than US$107 billion in wind energy technologies. At the end of 2017, twenty-nine 
countries possessed enough equipment to produce 1,000 megawatts of wind 
power, while nine have already installed enough for 10,000 megawatts (Global 
Wind Energy Council n.d.). Current goals focus on increasing power output, 
which will require more investment in developing taller turbines and larger blades. 
It also precludes creating stronger materials that can withstand the atmospheric 
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forces placed on the turbines and blades, because the pressures increase in correla-
tion with the amount of surface area.

In addition to the more traditional forms of alternative energy, investors and 
researchers are experimenting with nontraditional options. The common forms 
of alternative energy include geothermal, or the heat emanating from the earth; 
hydroelectric, or the power of the water in moving rivers and other water sources; 
biomass, or energy produced from burning organic materials; tidal, the churning 
of the oceans and predictable tide tables; and nuclear, or techniques surrounding 
fission or fusion, energies. To identify additional energy sources with the potential 
to reduce harmful effects to people and the environment, experiments include 
working with human waste, coffee waste products, and plants or small organisms. 
This approach to alternative energy is similar to recycling, which seeks to reuse or 
repurpose resources to meet current and future energy demands. Identifying addi-
tional natural or abundant sources, such as the coffee grinds and containers world-
wide, could also reduce the amount of materials buried in landfills and improve 
overall environmental health.

Alternative energies are often labeled clean, sustainable, or renewable energy 
sources, although none of these terms are completely synonymous. Renewable 
energy is considered infinite because it is always available. Examples include solar 
and wind energies that will exist as long as the Earth has a sun and an atmosphere. 
Alternative energy encompasses sources such as natural gas, fuel cells, or waste 
energy. These energy sources do not self-replenish. What renewable energy and 
alternative energy have in common is that both types emit lower levels of car-
bon than energy based on fossil fuels like oil or coal. Alternative energies can be 
clean when they do not add pollution to the atmosphere. Sustainable energy is also 
slightly different, as it refers to energy that can meet present-day demands without 
depleting the resources needed for future generations. Therefore, alternative energy 
can be synonymous with the other categories, but it can also refer to other sources 
that people consider healthier for the environment even if they are not unlimited.

In less developed nations, the need for new energy sources has led to increased 
interest in alternative energy. In fact, since 2015, developing nations have outspent 
developed nations in alternative energy development; in 2017, developing nations 
spent US$74 billion more in alternative energy investments than their counterparts 
(Loesche 2018). While people in the past viewed it as part of an alternative sub-
culture, the move to harness alternative energies has now gone more mainstream, 
as more people understand how these energies can improve people’s lives. Solar 
power has become increasingly popular in some parts of Africa where environmen-
tal conditions make it difficult to install power grids and lines. Interestingly, the ris-
ing number of cell phones has positively impacted the alternative energy market. 
Through electronic payments and various types of mobile money, people can easily 
pay power bills. When the community pays on time and easily, companies are able 
to keep costs low and provide their services to more people.

In addition to the ability to provide more people worldwide with power and 
electricity, another benefit of the expanding alternative energy sector is job creation. 
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Researchers estimate that by the end of 2017, more than 10 million people had 
jobs directly or indirectly as a result of the renewable energy sector. In breaking the 
jobs down by country, alternative energy technologies employed approximately 
4 million people in China, 1 million in Brazil, 1.2 million in Europe, and less than 
a million in the United States, India, Japan, and Germany, when broken out sep-
arately from the European Union (REN21 2018). Employment as a result of the 
expanding energy job market should remain a long-term benefit while investment 
increases and there is opportunity for innovation in the sector.

Despite the appeal of alternative energy, there are a number of barriers to its 
development and distribution. The most prohibitive barrier to alternative energy is 
the capital, or start-up cost. Building the infrastructure to meet energy needs and 
demands requires significant up-front costs. In some parts of the world, loans may 
be easy to borrow based on credit score. In others, loans for start-ups are much 
riskier; credit or similar scores may not exist to offer money for investments. Costs 
for alternative energies and the required infrastructure are decreasing as the associ-
ated technologies improve. At the same time, the lower costs do not always spread 
to rural or remotes areas, especially when factoring in the price of installing lines to 
transmit the energy. Depending on the country, other barriers include competition 
from other well-established energy industries and well-funded lobby networks 
that are able to persuade policymakers to support them. The United States, for 
example, has wealthy oil and coal companies that can outcompete smaller energy 
industries. Oil and gas have powerful lobbyists who are heavily networked in the 
government. When they choose, they can exert tremendous influence to raise the 
barriers to entry to the energy marketplace.

Complicating the cost issue are misconceptions about alternative energy. Skep-
ticism that the energy works has led many governments to not support its devel-
opment in national policy or national development priorities. Without a strong 
commitment from the highest levels of government, viable large-scale alternative 
energy production may be unfeasible. Another misconception is that alternative 
energy costs are more expensive than fossil fuel-based sources. While the start-up 
costs to any new energy source are high, renewable energy can provide long-term 
savings in overall costs and prices. As the technologies continue to mature, prices 
are expected to decrease per unit of energy consumed. Another mindset is that 
clean coal, where clean refers to the idea that the technology captures potential 
pollutants during processing and burning, may provide better answers than newer 
energy sources. The reality is that using coal impacts human health and destroys 
geological features through the processes used to extract it from the ground. It 
is also a nonrenewable resource. When it is no longer available, coal will cease 
to exist in any substantive form underground. Other misconceptions exist; these 
examples reflect a portion of the myths surrounding alternative energy around the 
world.

An emerging threat to alternative energy technologies comes from cyberat-
tacks. Alternative energies require additional infrastructure to connect to power 
grids. They can also require advanced command centers to control the energy 



188 e X a M I n I n G  I n t e r n e t  a n D  t e C H n o L o G Y  a r o U n D  t H e  W o r L D

transfer and storage. Many command centers connect to a single computer or to 
a designated computer network. Once these networks connect to the internet, 
they become potential targets for cyber threats. To illustrate, in 2013, hackers 
targeted industries in Canada, the United States, and Europe in an operation 
later called Dragonfly and Energetic Bear. The hackers introduced two Trojan 
viruses to provide them backdoor access into the industries’ computer oper-
ations. Cybersecurity firms determined that these programs gathered intelli-
gence but could also be used to take control of the systems to hijack them (MSS 
Global Threat Response 2014). In 2015, a cyberattack targeting Ukrainian wind 
farm command centers successfully cut off power. Subsequently, the attackers 
damaged the computer system to delay recovery. Alternative energy technol-
ogies require sophisticated cybersecurity to protect against unwanted system 
intrusions. The economic impact of a sustained blackout has the potential to 
devastate an economy.

The three countries at the forefront of alternative energy technologies are China, 
India, and the United States. China is the largest investor in these technologies. 
Expected to account for 40 percent of the alternative, or renewable, energy tech-
nologies by 2022 (Smith 2018), China is the global market leader in hydroelectric 
and bioenergy. India and the United States rank in either the second or third place 
for alternative energy technology development; different sources place them at one 
rank or the other, making them fairly close in alternative energy production in 
2018. Other countries lag behind, though many from the European Union and 
African continent continue to explore alternative energy options.

According to the United Nations, the international body that set the global 
goals for development milestones known as the Sustainable Development Goals in 
2015, the world has fallen behind in meeting its 2030 targets. Renewable energy is 
one exception, though only in one area. The need to experiment with it has led to 
some progress in terms of electricity production and access. More people in lesser 
developed nations have electricity, in part due to these measures. At the same time, 
the sectors that need to address energy consumption the most, namely transpor-
tation and heating, have not kept the pace. These two sectors consume around 80 
percent of the world’s energy, yet they still lag behind in exploring opportunities 
to reduce fuel consumption or utilize a cleaner source through alternative energy 
(World Bank 2018).

This issue is serious, because reliance on fossil fuels releases carbon dioxide 
into the atmosphere. Once trapped, it raises temperatures, which can lead to other 
environmental problems. Researchers believe that at least 80 percent of all cur-
rently known fossil fuel deposits must remain in the ground to reduce the risk 
of climate change caused by people and industry (Ritchie 2017). These statistics 
suggest alternative energy sources are increasingly important to avoid significant 
global implications.

This section examines multiple countries with varied approaches to alterna-
tive energy technologies. Whereas some governments seek to innovate further in 
accepted technologies, such as solar or wind power, others focus on nontraditional 
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resources to resolve the global energy crisis. Each country is developing or updat-
ing existing policies related to energy production. Some are more advanced in 
their investments in alternative energy, while others are closer to the beginning of 
the process. Each has unique needs and challenges in their development efforts 
to harness alternative energy sources, invent improved ways of accessing existing 
resources, and explore even more new alternative energy sources.
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BOL IV IA
Since 2006, the Bolivian government has worked to alter its energy consumption 
from fossil fuels to alternative energies. By issuing policies and following its com-
mitment with renewable energy initiatives, Bolivia has made progress achieving 
one of its primary energy goals, which is to make electricity produced through 
alternative sources universally accessible. The country has also devoted resources 
to enhancing its capacity for wind, solar, and hydroelectric power. In addition, it 
has been exploring how to integrate nuclear power as a renewable energy source. 
Although the country has made progress, and in some cases significant progress, 
toward its goals, not all of the projects it pursues are popular. Some may have long-
term environmental and human consequences, all of which would be irreversibly 
damaging. While the country continues to explore these efforts as options, it also 
desires to enter the renewable energy market as a world leader in lithium produc-
tion to manufacture lithium batteries for export.

Bolivia’s desire to change its energy consumption to renewable energies is sup-
ported high in the government. President Evo Morales (1959–) has connected the 
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renewable energies effort to his commitment to fight climate change and global 
warming. Once he became president, Morales announced that energy would be a 
fundamental human right. Since that time, Bolivia has worked to accomplish this 
goal, tripling its renewable energy output. In 2019, Bolivia held a presidential elec-
tion. Although the candidates had different visions for Bolivia, Carlos Mesa Gisbert 
(1953–), the opposing candidate to Morales, had a renewable energy plan, demon-
strating high-level political support for alternative energies. Ultimately, Morales 
won the presidency, although he resigned shortly thereafter. His successor did not 
enact any environmental policies but will not run in the 2020 elections. Bolivia’s 
next president may decline to pursue the country’s shift toward alternative energy.

Bolivia has historically depended primarily on fossil fuels for energy. In 2015, 
only 14 percent of the country’s energy came from alternative sources, mainly from 
hydro, solar, and wind power. One of the challenges is energy storage. Commonly 
used techniques include pumped-storage hydropower, where water and gravity 
capture some electricity during low-usage periods, store it above a turbine, and 
then release it when more power is needed. Another method is compressed-air 
energy storage, which compresses air into underground facilities, man-made or 
natural, and releases it as demand requires. Each of these methods has some degree 
of energy loss, which reduces the total capacity.

The government has spent years creating legislation and initiatives that support 
the dream of relying on alternative energies. Bolivia’s 2009 constitution guaranteed 
that the state would devote resources to developing alternative energies. The gov-
ernment also established goals to meet the country’s entire energy needs through 
alternative sources by 2025, particularly concentrating on replacing fossil fuels in 
electricity production by 2015. Subsequently, in 2011, it released its Policies for 
Renewable Energy in the Electric Sector and, later, the 2014 Decree 2048 to intro-
duce regulatory and pricing mechanisms to govern new energy production. The 
progress that has been made on electricity production, particularly the conversion 
of electricity production from fossil fuels to alternative sources, has been remark-
able. In 2005, Bolivia had the lowest electricity access rate in Latin America. It is 
now on track to meet most, if not all, its growing demand for electricity by 2025.

To make the switch to renewable energy, the government has reorganized to address 
the needs of different energies and fuels. In 2017, Bolivia split its Ministry of Hydro-
carbons and Energy into the Ministry of Hydrocarbons and the Ministry of Energy. 
The new Ministry of Energy’s focus is on electricity and alternative energies, with plans 
to initiate new alternative and renewable energy resource projects across the country.

In late 2018, the government made a number of announcements that realize 
its commitment to renewable energy and planned to devote US$1.5 billion to 
renewable energy projects. It announced plans to increase its wind energy produc-
tion, aiming to quadruple its wind power. The project, supported by the Danish 
and Bolivian governments, includes the construction of three wind farms. It also 
opened its largest solar-powered electricity plant near Potosi. Run by the National 
Electricity Company, the plant can generate enough power to sustain 880,000 res-
idents and is considering selling some energy to Argentina (teleSUR 2018). Potosi 
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was also selected as the site of a new geothermal plant, tapping a relatively new 
source of energy for the country.

Hydroelectric energy sources have also received attention. There are several 
efforts underway to construct dams for these plants. One project on the border 
with Brazil has stalled due to some unforeseen setbacks. Two of the dams are slated 
to be built in protected areas, such as a biosphere reserve, which has led to compli-
cations. Other projects require referendums. Bolivia’s indigenous peoples are also 
often against hydroelectric plants because they inhabit the areas most suitable for 
those plants, meaning they would be forced off their lands in the event that many 
of those proposals received approval. Critics also add that most of these projects 
would cause irreversible environmental damage. Other researchers estimate that 
none of these efforts will produce sufficient power to make it saleable.

There is also rising interest in nuclear power as another alternative energy 
source. In late 2018, Bolivia agreed to a Country Program Framework with the 
International Atomic Energy Agency to explore how nuclear energy could help 
Bolivia achieve its development goals. In 2019, Bolivia signed several agreements 
with Russia to allow Russia to start a nuclear program in the country. The project 
includes building a reactor outside of La Paz, along with a Nuclear Research and 
Development Center. The agreement is a culmination of ongoing discussions and 
cooperation that started in 2015.

Many Bolivians are just as committed to renewable energy as the government. 
In 2017, the school Unidad Educativa Sagrado Corazon 4 in rural Bolivia won the 
Zayed Future Energy Prize, sponsored by the United Arab Emirates, for its pro-
posal to use renewable energy to make the school entirely self-sustainable. With 
the prize money, school administrators constructed a solar energy grid and rainwa-
ter capture system. Although there were some setbacks, the school’s system even-
tually worked and inspired students and teachers to seek other ways to make their 
communities greener (Field 2018). Many residents believe this program has, and 
will continue to, inspired students to improve society.

International programs offer the people different types of energy alternatives. 
Etta Projects works with rural women in Bolivia. In 2019, the group won a grant 
to teach village women how to use bicycle-powered appliances, allowing them 
to convert energy from riding a bike into electrical energy to run small electrical 
appliances. Other international efforts teach villagers to construct and use solar 
cooking ovens, which introduce clean energy, rather than traditional wood-burn-
ing stoves, which can introduce health hazards.

Bolivia may also support renewable energy in a different way. As the owner of 
some of the world’s largest lithium supplies (estimated as the second-largest sup-
ply in the world), Bolivia could play a future role in the manufacture of lithium 
batteries, used in all kinds of technological devices, such as electric car batteries. 
As of 2018, Bolivia operates a pilot plant in Uyani, where it produces 250 tons of 
lithium carbonate. If the government can meet its projected goals, it will increase 
production over the next five years to the point that it would support about 20 
percent of the world’s lithium consumption (Millan Lombrana 2018).



192 e X a M I n I n G  I n t e r n e t  a n D  t e C H n o L o G Y  a r o U n D  t H e  W o r L D

The biggest challenge is how to mine it. The mines are extremely remote, and 
the processes to extract lithium require specialized equipment. Experts predict that 
it will be years before Bolivia can mine enough lithium to be competitive globally. 
The potential difficulties have not stopped the planning, however. The government 
currently has fourteen plants scheduled to start production by 2024, with a total of 
forty-one planned by the year 2030; many of these involve international partner-
ships with other governments and corporations (BNamericas 2019). The results 
of these efforts are entirely dependent on whether the lithium can be mined large 
scale, which includes transporting the required mining technologies and personnel 
to the remote areas.

Bolivia’s progress in achieving its renewable energy goals has been commend-
able. The country seems poised to meet its objective to supply the entire country 
with electricity produced by renewable sources by 2025. While it continues to 
establish renewable energy projects, there are potential drawbacks, some of which 
could permanently alter the country’s landscape. Some, such as the nuclear pro-
gram and the lithium mining, are more nascent and experimental; it is not yet 
clear how they will develop. In addition to the government’s efforts, many people 
and nongovernmental organizations work to provide more accessible, affordable, 
immediate alternative energy sources. Bolivia is unusual in that it is one of the only 
countries to declare access to energy a fundamental human right. However, while 

Miners work the salt flats in Salar de Uyuni, Bolivia. Salar de Uyuni contains the world’s larg-
est lithium deposit, though due to austere conditions and recent developments in technology, 
it is only now being explored for mining purposes. Lithium is one of the components used in 
batteries to power modern-day technologies, such as smartphones, and Salar de Uyuni may 
be a lucrative source of the mineral for continued global high-powered, long-lasting battery 
consumption. (P7edch/Dreamstime.com)

http://www.Dreamstime.com
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it may achieve universal accessibility, it also needs to consider the impact of its 
renewable energy projects and how they affect the country, and its people.

Laura Steckman
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I CELAND
Iceland has used alternative energy sources, such as hydro and geothermal energy, 
to transform itself from fossil-fuel dependence and low economic standing in the 
early twentieth century to a high standard of living and, with some exceptions 
from market swings, economic development. In fact, almost 89 percent of Ice-
land’s energy supply and 100 percent of Iceland’s energy come from exploiting 
the island’s abundant natural, renewable resources, which is significant because 
Iceland uses more electricity per person than any other nation (OECD 2019). The 
island is also privileged with the ability to experiment with new forms of alterna-
tive energy to determine what will best address its future energy needs. Despite the 
country’s success with alternative energy, some researchers have exposed a down-
side to the push for renewable energy sources; it has, at times, resulted in damage 
to the environment and the population’s health.

Iceland uses hydroelectric and geothermal power as its primary alternative 
energy sources. Although the country relied on fossil fuels until the 1970s global 
oil crisis, the first hydroelectric plant started operations in 1904. As of 2019, 
Iceland produced 100 percent of its electrical energy through renewable sources, 
with hydroelectric power contributing around 71 percent, geothermal 29 per-
cent, and other renewable sources the remaining 0.1 percent (Iceland Magazine 
2019).

These energies meet Iceland’s current needs. However, there is interest in mov-
ing Iceland toward clean energy. While renewable, geothermal energy is not an 
entirely clean energy because of the gases and chemicals that it vents into the 
environment. These gases and chemicals are linked to climate change, which poses 
a special danger for an island nation mostly covered with ice and glaciers. As the 
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country expects its energy needs to grow in the future, not only for its population 
but also for industry and its large tourism sector, additional energy sources may 
prove more sustainable long term.

In other countries, wind and solar are often reliable sources for renewable 
energy. In Iceland, wind energy is only now receiving more attention as the coun-
try seeks to expand its alternative energy usage. Wind energy has the potential to 
augment the country’s alternative energy supply and is attractive because it is a 
greener source of energy than some currently being generated. Icewind, a collab-
orative project between multiple universities including the University of Iceland, 
has developed a wind atlas for Iceland to predict wind energy potential and the 
success of wind farms at different locations (Nawri et al. 2014). After conduct-
ing numerous studies, Icewind has recommended more extensive construction 
of wind power projects, as the return on investment for wind power makes it an 
attractive addition to Iceland’s renewable energy portfolio.

Iceland is also examining the viability of ocean-based power. Tidal, wave, and 
osmotic power may prove important future sources of renewable energy. Iceland’s 
Innovation Center has studied the feasibility of these types of projects and has 
designed several small prototype projects to explore the feasibility of ocean-borne 
energy sources. Tidal energy harnesses the power of the changing tides by either 

The construction of the Kárahnjúkar hydropower project, part of the 71 percent of hydro-
power network used across the island to produce renewable electricity. Iceland adeptly relies 
on its natural resources and terrain to produce alternative energies. While these help to re-
duce reliance on fossil fuels, they are not entirely risk free; studies and reports from Kárahn-
júkar show that there is a trade-off for clean energy, as the hydropower project irreparably 
damaged local ecosystems. (Larysa Uhryn/Dreamstime.com)

http://www.Dreamstime.com
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using the rise and fall of the tides to produce energy through specialized technol-
ogies or treating them similarly to wind farms, where the tides push turbines to 
create power. Wave energy relies on the power built up by waves traveling over 
distances, which only lose small amount of power during transit. Osmotic power 
would require placing underwater turbines in areas where river water mixes with 
seawater. When the fresh water flows through the membrane, or semipermeable 
barrier that separates it from the seawater, it produces energy to turn a turbine. All 
of these energy types require further research before determining how well they 
will perform for Iceland. Other parts of the world have achieved some success with 
ocean-based power production.

The government wants to make the entire country carbon neutral by 2040, 
which means that Iceland will not have a net release of carbon dioxide into the 
atmosphere, either by not producing carbon dioxide as a byproduct or by using 
offsets like planting trees to cancel out emissions. Its major incentive is to reduce 
the effects of climate change, insofar as it can do so unilaterally, because global 
warming is already threatening to melt the country’s glaciers. Iceland has already 
taken steps to realize this goal. The country imposes a carbon tax, which adds costs 
to oils, such as diesel, motor, and heavy fuel oils, in addition to other taxes that 
stack to increase fuel prices. The tax rose by 50 percent in 2018. After 2019, this 
tax increases 10 percent annually to disincentivize fossil fuel usage, at least through 
2020, and most likely through 2023.

Due to Iceland’s terrain, it is experimenting with several forms of clean energy 
that are specific to the island’s composition. For example, the Iceland Deep Drilling 
Project (IDDP), founded in the early 2000s, has been using a special rig known as 
Thor, after the Nordic god, to dig more than three miles into the Earth’s crust, into 
a volcano. Engineers have designed a way to use the pressure and steam coming 
off the volcanic magma to create steam that will power a turbine and produce 
electricity. This effort is called IDDP-2, as it is the second major attempt to tap a 
volcano to produce energy.

IDDP-2 has faced some setbacks, such as the equipment being unable to with-
stand the pressure and temperatures at great depth. However, after a workshop 

Wind turbines are complex pieces of machinery. Each turbine has more than 8,000 
parts to allow it to collect and convert wind energy into electricity (Global Wind 
Energy Council n.d.). The electrical system alone requires a power control, genera-
tor, special electronics, and connectors. These parts can be customized to the wind 
turbine’s environment; a turbine located in the ocean can require additional compo-
nents to anchor it to the seafloor, where it may require a horizontal orientation as 
opposed to the vertical axis found in land-based turbines. Many countries pioneering 
in sea-based wind energy technologies include the United Kingdom, Norway, China, 
Japan, Germany, and the United States. European nations, in particular, anticipate 
benefiting from future power produced by oceanic winds.
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in 2018 that brought representatives from industry, academia, and government 
together, the group decided to push forward, as a successful outcome could not 
only be a breakthrough for Iceland’s energy production but could also reshape the 
geothermal energy industry (IDDP 2018). Volcanically produced electricity would 
not technically be entirely clean energy, though it would be renewable; as a type 
of geothermal energy, drilling and the subsequent carbon dioxide emissions affect 
the environment. Estimations place these effects significantly lower than those of 
oil or gas, but they can nonetheless cause harm, as the carbon dioxide is vented 
into the atmosphere.

One Icelandic company, Carbon Recycling International, has invented a tech-
nology that could scrub some of the carbon dioxide emissions from geothermal 
energy and convert it into usable—and salable—methanol fuel. The process also 
reduces the carbon dioxide in the atmosphere, which could contribute to slowing 
the effects of gas buildup linked to rising temperatures. The company and its tech-
nologies have been successful. It received the 2019 Icelandic Growth Consortium 
Award for being the fastest-growing innovation company in Iceland over the year. 
It has also signed some international agreements for expansion, such as a deal with 
China, where it will incorporate its technologies into a new methanol-producing 
plant (CRI 2019). There are other corporate initiatives underway that may produce 
similar innovations. For example, another effort wants to use hydrogen fuel cells 
to power electric cars. Although this technology is still new, it promises to deliver 
electric cars that produce no pollutants, which would surpass the electric car mod-
els available today.

Despite the apparent success of renewable energies, Iceland had to make com-
promises in some cases that ultimately damaged the environment in order to 
develop some alternative energy projects. Henner Busch (c. 1983–), a professor 
in Sweden, examined two major projects that created additional problems. First, 
Busch (2018) looked at the Kárahnjúkar hydropower project and found that the 
project permanently damaged ecosystems surrounding the Hafrahvammagljúfur 
canyon, which had serious effects on the fish and deer populations. He also noted 
that the immense subsidies the government offered meant that it has not received 
any tax revenue or other profits from the international firm running the project. 
Thus, apart from the energy production, the project has provided little benefit. 
Busch also looked at a second case, the Hellisheiði geothermal project. Contam-
inants traced to this project have been definitively linked to environmental and 
health problems.

Additional research on these cases has indicated that industrial energy produc-
tion and consumption, along with the government’s desire to attract industry, have 
complicated the questions surrounding alternative energies and sometimes created 
additional social and political detriment (Guðmundsdóttir, Carton, Busch, and 
Ramasar 2018). Through case studies and alternative energy experiments, Iceland 
will be able to apply the lessons learned and make responsible choices about its 
future energy program.

Laura Steckman
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INDIA
India boasts the second-largest population in the world, which translates into large 
demands for energy. These demands continue to increase; the country faces rising 
poverty levels as the population grows and urbanization intensifies. Urbanization 
draws people to cities for economic opportunity, which then increases the energy 
demands for those cities to support massive, continually increasing populations; in 
turn, urbanization can feed the growing urban-rural divide, causing less developed 
areas to receive fewer resources. In addition, India is experiencing the negative 
effects of climate change, with the effects expected to worsen as temperatures rise 
by at least four degrees.

To maintain an efficient and operational economy through the changes wrought 
by climate, renewable energies will be crucial for sustainable development and 
divestment from the fuels that have contributed to the increased temperatures. 
Historically, India has relied on fossil fuels, although in 2018 the country’s invest-
ments in renewable energy surpassed traditional fuels. These investments repre-
sent India’s aspiration to lead the world in renewable energy. The country has 
already starting making major progress toward this goal, through products in 
standard types of alternative energy, such as solar and wind, as well as through 
research to develop new, or better, forms of clean energy. It currently ranks fourth 
for regional renewable-energy production behind China, the United States, and 
Europe, although it also ranks third for carbon emissions, and these levels con-
tinue to rise with population growth and urbanization.
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India took an early interest in the potential of alternative energies. It inscribed 
protecting the environment into its constitution and issued policies to develop 
renewable energies in the 1970s. By the late 1980s, it had a Renewable Energy 
Department and later formed a government ministry to focus on alternative energy, 
which came to be the Ministry of New and Renewable Energy in the early 2000s. 
In 2003, it passed the Electricity Act, which made multiple mentions of using 
renewable sources for electricity production and sale (Ministry of Law and Justice 
2003). The Act also called for the creation of a national policy, released in 2005 as 
the National Energy Policy. The policy emphasized the importance of renewable 
energy sources for environmental preservation and reduction of effects related to 
climate changes. The National Energy Policy culminated in decades of interest 
in renewable energy sources and growing knowledge that traditional fossil fuels 
would not promote a sustainable environment, economic growth, or future.

Climate change and the danger it poses encouraged further interest in alter-
native energy sources. In 2008, the National Action Plan on Climate Change 
launched eight national missions, most of which revolved around sustainable 
resources. For example, the National Solar Mission focused on increasing utiliza-
tion of solar power while acknowledging the need to explore nuclear, biomass, and 
wind energy options (Government of India 2008). Further, to encourage alterna-
tive energy development, India ordered taxes on coal and carbon, which increase 
costs of fossil fuel-powered energies and make alternative, cleaner sources finan-
cially competitive. It also cut state subsidies to traditional fuel sources.

As part of the process of promoting renewable energies, India pulled all major 
stakeholders together to discuss the country’s future with renewable energies. In 
2015, they produced a Renewable Energy Roadmap to help India fully develop 
to its potential. The report made four major recommendations: a comprehensive 
policy framework, support mechanisms, grid integration, and off-grid access con-
siderations to reach more remote populations. Each of these recommendations 
included specific programming required for the successful implementation of the 
framework, ranging from developing critical metrics and targets to updating grid 
technologies and assuring financial support (NITI Aayog 2015). The government 
has made progress toward many of these recommendations and related program-
ming. However, progress has not occurred overnight; more work is needed to 
realize all these recommendations, with additional reforms and support required 
to continue to modernize the energy sector with an eye toward alternative energy.

The momentum of investments into India’s renewable energy sector is growing. 
Between 2015 and 2018, investments into the energy sector increased on aver-
age 7 percent annually, with 2018 showing a 12 percent expansion (Dash 2019). 
Through 2024, there is an anticipated increase of eighty gigawatts in capacity 
through investments into large- and small-scale solar projects and wind farms, 
which will help the country close the gap to reaching its goal of 175 gigawatts new 
renewable energy production by 2022, for a total of 225 gigawatts in capacity that 
same year (Economic Times 2019). As there has been a recent decline in invest-
ment, most experts state that this goal in not achievable on this timeline, although 
the government continues to work toward fulfillment.
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As of 2019, total renewable energy capacity is calculated around seventy-eight 
gigawatts. Some experts predict that northern India may have the potential to 
produce over 300 gigawatts of renewable energy if it reaches its full production 
capacity. Current investments have yielded the Shakti Sthala, the world’s largest 
solar park, and several multi-billion dollar partnerships with private companies. 
Investment may lead to an additional economic boost, as new energy infrastruc-
ture translates into job creation for individuals who possess the needed skills or 
can acquire appropriate training. Increased employment is a potential benefit from 
investments into the sector.

India is also advancing research into new kinds of renewable energy. In a remark-
able breakthrough, Pune’s National Chemical Laboratory developed an improved 
way to convert industrial biomass into biofuel. Through the use of an enzyme, the 
team can hasten the conversion process, reduce production costs, and deliver these 
savings to consumers. Some companies located in India are also working with 
wastewater. When microorganisms break down the contents of the water, they 
produce methane gas, which then can be converted into heat and electricity. The 
result is that researchers are finding new ways to convert waste into more efficient 
fuels. These alternative sources, along with others under investigation, could pro-
vide a boost, albeit a small one initially, to the country’s renewable energy efforts.

Despite India’s progress with renewable energy capacity and production, the 
country faces some barriers to achieving its energy goals with alternative sources. 
Tongia and Gross (2018) describe barriers that the energy sector must address 
regarding renewable energy: it is not yet competitive with existing coal-generated 
power, and it does not yet have a sufficient power infrastructure to integrate it 
into local energy grids. Thus, while the government pushes for renewable energy 
development, it must also consider policies that allow local governments to pre-
pare for these energies and devise effective ways to lower reliance on coal and 
other fossil fuels. Without incentives, the support behind alternative energy is not 
enough to supplant the current power system.

Consideration is also needed with regard to cost reduction; despite increased 
availability, until costs come down, local people and governments will prefer the 
cheapest option, even when it is less environmentally friendly. These challenges 

Algae is a small plant, often a single-cell organism, that can grow very quickly in salt 
or freshwater. When it is processed correctly, it produces more energy than most 
other plant sources grown on comparable acreage. Algae can also combine with die-
sel to create biodiesel energy, a process being explored in countries like India. The 
question is whether algal energy can be produced at scale. Many researchers believe 
that it can, which should help reduce reliance on fossil fuels. The U.S. Department 
of Energy and large oil companies, such as Exxon Mobil, are investing to develop 
cost-effective algal fuel. They are experimenting with natural and genetically altered 
forms of algae to determine which has the most potential as a renewable energy 
source (Barth 2017).
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make India’s renewable energy targets for 2022 more daunting. Some economists 
report that that India’s growth momentum is slowing, which will also create obsta-
cles to the 2022 targets. These barriers, while significant, are not the only ones that 
challenge India’s clean energy movement.

India’s size and geography are a major advantage as the country works toward 
higher rates of renewable energy consumption. It identified the need for renewable 
energy decades before many other regions to meet its populations’ demands and 
to stave off the effects of climate change. While India has made progress and has 
high ambitions for achieving renewable energy targets in the coming years, prog-
ress has not been easy. Through significant investments, solar and wind energies 
have increased in capacity. However, despite the promise and progress toward a 
sustainable alternative energy solution, there are local and national challenges to 
widespread adoption of renewable energies. In spite of these obstacles, the gov-
ernment continues to pursue its goal to become the world’s leader in renewable 
energy. If it meets these goals, the country has amazing potential to increase its tar-
geted production capacity between three and ten times with continued investment.

Laura Steckman
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(Graham and Viscidi 2018). In that same year, Mexico generated 28.3 percent of its 
electricity through clean energy, an increase of nearly 7 percent over the previous 
year (Energy Secretary of Mexico 2016). By 2021, Mexico may rank fifth in the 
world for production of energy from photovoltaic sources, behind China, India, 
the United States and Japan (Arias 2018).

To optimize its capacity for clean energy, Mexico must first surmount some of 
the obstacles to renewable energy production. Mexico’s electricity infrastructure 
is decrepit. Transmission lines are old, and more electricity is lost during trans-
portation and distribution than in high-income countries. Along with technical 
challenges, developers often face resistance from local communities. Since a large 
portion of Mexican territory is collective property, developers need to consult with 
tens, or even hundreds, of people before starting a project. This process is often 
carried out inadequately and with insufficient supervision, which generates long 
and costly legal battles (Graham and Viscidi 2018). Infrastructure and sociocul-
tural challenges will continue to impede progress for the foreseeable future.

In general, the country supports clean energy. Political support, both internal 
and external, contributes to Mexico’s success in renewable energy generation. By 
2030, Mexico is expected to generate nineteen gigawatts of solar energy nation-
wide. NAFTA, the bilateral trade agreement between Mexico and the United States, 
should contribute to this growth by allowing the importation of solar power at a 
lower cost (Arias 2018). Domestically, the political movement toward renewable 
energy strengthened after the July 2018 elections.

At the time of President Andrés Manuel López Obrador’s (1953–) election, 
renewable energy represented less than one-quarter of the energy production 
in Mexico. In an effort to reduce natural gas imports from the United States, 
President López Obrador announced plans to increase energy production from 
renewable sources both large and small, including the installation of new hydro-
electric dams as well as solar roof panels on homes and businesses. The govern-
ment approved tax incentives and easier access to bank credit to aid in building 
renewable energy plants (Graham and Viscidi 2018). These programs were suc-
cessful; by late 2018, Mexico had thirty large-scale solar power plants after an 
investment of US$5.2 billion. 80,000 private homes had solar panels installed on 
rooftops for self-sufficient energy needs, and the number was expected to grow 
to 100,000 by the end of the year (Arias 2018). Exact statistics on homes adding 
solar panels are not available, but the market saw a 62 percent growth between 
2018 and 2019.

Mexico’s adoption of renewable energy sources is possible because of its large 
size and geographic location near the equator and its varied terrain. The country 
hosts and invests in wind, solar, biomass, geothermal, and hydroelectric power. 
According to data from the Mexican Wind Energy Association, there are 1,935 
wind turbines distributed in forty-two wind farms, located in the Baja California 
region, and the states of Nuevo Leon, Tamaulipas, Jalisco, Oaxaca, and Chiapas, 
the strategic areas where there are strong wind currents. Strong winds, such as La 
Ventosa in Oaxaca and the winds of Santa Ana in Baja California, provide ideal 
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conditions for wind farms. In fact, the Santa Ana blows along the entire coast 
of California and reaches over one hundred kilometers per hour (Capilla Vilchis 
2017).

Solar energy production is an important and growing segment of Mexico's 
renewable energy sector. The states of Durango, Baja California Sur, Chihuahua, 
Sonora, Nuevo Leon, Yucatan, and Coahuila have the best conditions to exploit 
solar energy (Lara 2018). As of 2016, solar energy comprised only 1 percent 
of Mexico’s total energy production. Through private auctions, this number is 
expected to have risen to 13 percent by 2019 (Forbes Mexico 2017). Because of 
the growth in solar energy, some forecasters predict Mexico will become the solar 
energy leader in Latin America within the next five years.

Biomass energy is another prominent renewable energy source, with thirty-two 
Mexican states having the potential to provide biomass energy generation. Bio-
mass-produced energy can be derived from crops grown for producing fuel, such 
as sugarcane, palm oil, and other forestry-related products. Residual biomass can 
be sourced from forestry or agricultural waste, livestock, and urban/industrial 
waste (Energy Secretary of Mexico 2018a). One biomass project is the Bordo Poni-
ente Plant (Stage IV), which will use 70 million tons of garbage per year to generate 
508 gigawatts of power for 1,700 public buildings in Mexico City.

The country also has a small industry for converting cactus waste to biogas 
(Mellino 2016). As of 2017, Mexico had nineteen energy plants that produced 
electricity from biogas in eleven different states (Aldaz 2017). Nestlé, a Swiss com-
pany known for its chocolates, has instituted a local biomass project. The compa-
ny’s largest Nescafé factory in the world is located in Toluca, State of Mexico. Its 
manufacturing process generates organic waste, called coffee bagasse. At the site, a 
boiler fed by the bagasse, rather than natural gas, generates heat for steam in the 
production process (Nestlé México n.d.). Nestlé offers one example of how indus-
try can contribute to promoting biomass energies.

Geothermal energy generation provides another source of renewable energy. In 
fact, it has such huge potential for energy creation in Mexico that the country has 
founded an innovation center specifically to invent safe, new ways to explore the 
potential of geothermal energies and has developed a regulatory framework to 
govern its use and study. The energy has a decades-long history in the country; 
production began in Mexico in 1959 in Pathe, Hidalgo. As of 2010, four separate 
geothermal installations generate 965 megawatts of electricity, placing Mexico in 
fourth place worldwide for geothermal energy production, which relies on the 
earth’s heat to produce energy.

Finally, Mexico relies on hydroelectric energy sources to provide the backbone 
for the renewable energy on which the country depends. Hydroelectricity con-
tinues to be the main source of clean energy generation with 30,891.54 gigawatt 
hours, followed by wind energy, at 8,745.15 gigawatt hours (Energy Secretary of 
Mexico 2016). Much of this is due to the eighty-six hydroelectric plants installed 
throughout the country. A hydroelectric plant generates electricity from the energy 
released through the movement of water, but this often requires dams and gravity 
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to increase the speed and force of water passing through pipes. Even though 
hydroelectric plants are emission-free, the impact on the marine environment can 
be significant (Martinez 2018). Nonetheless, hydroelectric power provides a sig-
nificant amount of energy domestically.

Overall, Mexico’s renewable energy infrastructure continues to benefit from 
positive political support, investment from the private sector, and the country’s 
geographic characteristics. While local laws and aging infrastructure serve as hur-
dles to continued growth of clean energy, the private and public sectors lend the 
support and investment necessary to sustain it. Few countries can benefit from the 
same size and location that contribute to Mexico’s ability to generate renewable 
energy, especially from wind, solar, and hydroelectric sources. It is quite possible 
that in the future, Mexico may rival and surpass the world’s current clean energy 
leaders: China, India, the United States, and Japan.

Jeffrey M. Skrysak
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1, 2016. This law bans the use, production, or import of plastic bags throughout 
the country. On July 15, 2016, an additional law was passed, partially due to cit-
izen engagement. As a result, the Moroccan Parliament suspended the import of 
foreign waste for disposal.

Morocco showcased these accomplishments in 2016, when it hosted 196 coun-
tries for the Twenty-Second Conference of Parties (COP22). COP22 was the suc-
cessor to COP21’s Paris Agreement, and its main purpose was to lay the foundation 
for future projects. As a result, the conference worked toward creating a standards 
and implementation plan, or rule book. This plan outlines the technical details 
that will make the Paris Agreement operational. The rule book addressed a vari-
ety of topics including “how parties will communicate their efforts on mitigation, 
adaptation, climate finance, transfer of technology and capacity building; how 
efforts will be ambitiously reviewed and scaled up in time; and how a process to 
facilitate implementation and promote compliance will be designed” in a five-year 
work plan (Carraro 2016).

This international, multilateral collaboration helped establish multiple inter-
national initiatives for Morocco including the Marrakech Investment Committee 
for Adaptation Fund, the Marrakech Partnership for Global Climate Action, and 
the Marrakech Action Proclamation for Climate and Sustainable Development. 
In addition, several start-up funding initiatives for small- and medium-sized 
enterprises focused on innovative technology and sustainable development 
have emerged, such as the Moroccan Innov Invest Fund. In the scope of capac-
ity building, there have been programs across the country focused on educating 
the public and mobilizing youth on issues pertaining to the United Nation’s Sus-
tainable Development Goals and Agenda 2030 and the African Union’s Agenda 
2063.

Even though these programs and policies are still new, the wide variety and 
success of them has ranked Morocco as the fifth most climatically conscious coun-
try in the world, and it placed number one in the developing world for 2019. 
This ranking is based on criteria set forth by GermanWatch’s Climate Change 
Performance Index, which includes carbon dioxide emissions, renewable energy 
development, efficiency, and climate policy. The report states, “the country has 
significantly increased the share of renewables over the past five years and has 
increased new renewable energy capacity. With the connection of the world’s larg-
est solar plant and multiple new wind farms to the grid, the country is well on 
track for achieving its target of 42 percent installed renewable energy capacities by 
2020 and 52 percent by 2030” (GermanWatch 2019).

The organization that is leading the way for Morocco to achieve energy indepen-
dency is the Moroccan Agency for Solar Energy (MASEN), a public-private part-
nership that designs and creates wind, water, and solar projects across the country. 
Notably, the Ourzazate Solar Complex, or Noor CSP, is the largest solar farm in the 
world. The complex currently has a total capacity of 580 megawatts and produces 
an estimated output of 1.2 terawatts a year to meet the power demand of more 
than 1 million people (Zafar 2019). In addition, its wind power projects produce at 
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total of approximately 1,215 megawatts, while the hydropower generated is about 
1,770 megawatts (MASEN 2019).

Multiple successful projects have been implemented in Morocco in recent years. 
These efforts encourage sustainable growth through supporting larger municipal-
ities, government entities, and private organizations. They adhere to the policies, 
programs, and initiatives that the government implemented. However, long-term 
sustainable projects for smaller towns are not the norm; these towns still lack 
basic public services and infrastructure and may have additional environmental 
issues that are unique unto themselves. This gap between national priorities and 
municipal operations may be due to smaller municipalities not having the means 
to create these projects or simply not knowing where to begin. Luckily, local asso-
ciations serve as mobilizers of citizen participation and engagement to unite public 
initiatives and government involvement. The most concerning areas are the rap-
idly growing towns outlying larger metropolitan areas, which are experiencing an 
increase of population and a strain on resources.

Local Initiative—Waste-Powered Pottery Kiln—Tameslouht, Morocco

Tameslouht is a growing town of about 11,000 people located seventeen kilometers 
southwest of Marrakech, a large tourist city. Between 2004 and 2014, Tameslouht 
grew from 6,346 to 9,093 people, a 43.4 percent growth (City Population 2019). 
The most alarming statistic to consider for future development is that 47 percent 
of Tameslouht’s population is under the age of twenty-four years, in comparison to 
46.2 percent throughout Morocco (High Commission for Planning 2014). The rea-
son for this population growth in Tameslouht is from the influx of people migrat-
ing from Marrakech and other rural areas in search of affordable housing in close 
proximity to Marrakech. This migration has increased the demand for housing 
and proper waste management services, which has placed a bigger spotlight on 
Tameslouht’s other environmental issues.

The current waste management situation is simple. Tameslouht has three gar-
bage trucks that gather the trash and throw it in the nearest landfill. There are 
about eight landfills of various sizes located around the town. A common method 
of disposing trash is to burn it, releasing dioxins and harmful carcinogens that 
can be absorbed through the skin, inhaled, or ingested. Even though the burning 
method is still the preferred way to dispose of waste locally, the municipality has 
recently built a temporary walled-in landfill to relocate the 2.6 acres of garbage 
strewn across the neighboring land. Plans are underway to design a permanent 
landfill and recycling facility with a local association.

The town also produces a significant amount of olive oil. Olive oil trees surround 
the northern edge of the town, offering the only vegetation visible in Tameslouht. 
The traditional olive oil mills that are currently used create four times more waste 
by volume than actual product. The three main byproducts are olive press cake 
(OPC), semisolid residue (SOR), and olive oil mill wastewater (OOMW). The OPC 
is often combusted to heat public baths or in the potter kilns, but after the final 



 a Lt e r n at I V e  e n e r G Y  t e C H n o L o G I e s  207

separation process, there is 30 percent SOR, 50 percent OOMW, and only 20 per-
cent olive oil (Dimitrios 2012). Without stringent environmental regulations, the 
untreated OOMW is placed into man-made basins or discharged into water bod-
ies, which is problematic because the wastes cause environmental degradation and 
pollute groundwater sources.

Tameslouht is known for its traditional artisanal crafts including clothing, bas-
kets, metal work, carpentry, and especially pottery. Tameslouht has a potter sector 
of approximately seventeen traditional beehive-design pottery kilns, a majority of 
them located on the southeastern edge of the town. The area’s arid climate provides 
no wood for the pottery kilns to be fired, so tires are brought in from Marrakech 
to provide combusted energy. Approximately 120 tires are burned each workday 
(nine hours). The burning releases thirty-four different toxic chemicals and wastes 
31.2 million British thermal units of energy for one kiln. In a modern pottery kiln, 
the earthenware would only require 12,000 British thermal units per hour.

Based in Cincinnati, Ohio, and in Tameslouht, Resilient Communities is an inter-
national nongovernmental organization that has been developing ways to address 
these issues in a way that can benefit the community economically, environmen-
tally, and socioculturally. The NGO has designed a pottery kiln that can potentially 
be powered by the combustion of organic solid waste and also from methane gas 
produced by the local wastewater treatment facility (WWTF), using small amounts 
of OOMW as a substrate to the pretreatment system. The organic matter naturally 
produced by the WWTF can also be dredged and made into biobricks that can be 
incinerated in the kilns. Therefore, the kilns will rely on alternative energy, as the 
larger project seeks to use existing waste materials in the area and turn them into 
new energy source, which will keep the project cost lower and provide the people 
with potential economic and health benefits.

For the design process, Resilient Communities partnered with the University of 
Cincinnati and created a capstone project for mechanical engineering students. It 
also consulted with two environmental engineering students, one environmental 
engineering professor, and one ceramics professor. To ensure sustainability of the 
project, the organization partnered with the University of Cadi Ayyad’s engineering 
department in Marrakech to help analyze the OOMW in the wastewater pretreat-
ment system. Contracts have been signed with the local government of Tameslouht 
and with the National Office of Electricity and Potable Water to provide access to 
the WWTF in Tameslouht. For local application of the prototype designs, Resilient 
Communities has partnered with the Alibdaa Cooperative for Pottery and Ceram-
ics in Tameslouht to provide their expertise.

It is helpful to find proper resources that can be adapted to fit the context of a 
region’s particular environmental issues. This can be achieved with the encourage-
ment of the sustainable development and the formation of local, regional, national, 
and international partnerships. It takes citizen participation as well as the right 
partnerships to utilize local resources that will create a project that can genuinely 
and effectively address an area’s most pressing issues.

Eastman Johnson
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Schematic Diagram of Prototype Pottery Kiln System. (Courtesy of Eastman Johnson)

Tameslouht traditional pottery kiln. (Courtesy of Eastman Johnson)
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PAKISTAN
Pakistan has been slow in its uptake of alternative energy technologies. While 
hydropower has been used for decades, there has been little growth in the use of 
other alternative energy sources. Pakistan also continues to be in the midst of its 
own energy crisis as its demand greatly supersedes its own internal supply. How-
ever, a number of current studies show that Pakistan has a great capacity for mul-
tiple forms of alternative energy. Pakistan’s national government has taken some 
recent efforts to increase alternative energy production.

Pakistan has an ongoing energy crisis, in that it cannot meet the energy needs 
of the country. Because of this imbalance, it relies on purchasing energy resources 
from other countries. It imports almost one-third of its oil, and in 2016, the gov-
ernment signed a fifteen-year agreement with Qatar for the purchase of natural 
gas annually. Access to electricity has been on the rise; however, the Ministry of 
Energy estimated in 2019 that 25 percent of the country’s population still had no 
access to energy. Access generally is significantly lower in rural areas than urban 
centers (APP 2019). Even in area where electricity is available, there are often 
massive blackouts or brownouts, which are intentional or unintentional drops in 
the power supply, that last several hours per day, affecting private homes, as well 
as the industrial and commercial sectors. To address its energy needs, the country 
is pursuing strategies to harness renewable energy sources, which may also reduce 
costs, as some renewable energy sources cost less than traditional, nonrenewable 
sources (Nicholas and Buckley 2018).

Pakistan’s national electric grid receives 5–6 percent of its energy from renew-
able resources (Mukhtar 2019). Hydropower is the only alternative energy source 
in Pakistan with significant usage across the country. It accounted for 60 percent 
of Pakistan’s energy production in 1978; however, that number has continued to 
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decline. It dipped as low as 25 percent in 2000 and now hovers around 30 per-
cent of total energy production in the country (IRENA 2018). Currently, operating 
hydropower plants exist primarily in the northern provinces and along the Indus 
River. The primary governing authority for the development of large-scale hydro-
power resources is WAPDA, the Pakistan Water and Power Development Author-
ity. Smaller-scale development of hydropower plants also continues under regional 
governments and within the private sector, with significant potential for further 
development. Additionally, there are numerous micro–hydropower plants in the 
north and northwest regions of the country that are off of the national grid.

In addition to hydropower, other alternative energy efforts in Pakistan fall 
under the purview of the Alternative Energy Development Board (AEDB), a group 
under the Ministry of Energy. The AEDB’s goal is to facilitate and promote alter-
native energy development in the country. More specifically, it has been tasked 
with increasing the use of alternative energies in remote villages in the Sindh and 
Balochistan provinces and more broadly with increasing Pakistan’s alternative 
energy power generation to 5 percent by 2030, although a 2019 policy proposal 
may increase this goal. The AEDB also coordinated with the International Renew-
able Energy Agency to produce a renewables readiness assessment for Pakistan in 
2018.

In addition to WAPDA and the AEDB, the Ministry of Science and Technology 
also has a Pakistan Council of Renewable Energy Technologies (PCRET). PCRET’s 
primary responsibilities include the research and development of alternative 
energy technologies and particularly the promotion of current alternative energy 
technologies to the public. A separate entity, the National Electric Power Regula-
tory Authority (NEPRA), has regulatory oversight and, as part of its work, reviews 
tariffs for proposed renewable energy projects (NEPRA 2017).

The national government developed the Policy for Development of Renewable 
Energy for Power Generation in 2006. This was the first federal policy in Pakistan 
with the sole goal of increasing alternative energy production. The Power Gen-
eration Policy of 2015 also impacts alternative energy with a focus specifically 
on thermal and large hydropower plant development. Some provincial level gov-
ernments in Pakistan have either adopted the federal alternative energy policy or 
developed their own local policies regarding alternative energies.

A lack of implementation strategies and assigned federal dollars, however, has 
prevented many of the country’s alternative energy goals from being realized. A 
proposed 2019 federal budget bill, if approved, will grant a five-year exemption 
from taxes for the manufacture and assembly of solar and wind energy equipment. 
In 2019, the Cabinet Committee on Energy initially approved a new Renewable 
Energy Policy 2019, but this policy has remained under review by other stakehold-
ers before it can receive formal approval. In connection with this potential policy, 
the newly appointed minister of power stated a new goal of reaching 30 percent 
renewable energy usage by 2030 (Jorgic 2019).

There is a high capacity for solar energy in Pakistan, particularly in the south 
and southwestern parts of the country. The first on-grid solar power station was 
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installed in Pakistan in 2012. This was the result of an aid project with the Japan 
International Cooperation Agency (JICA 2012). The plant was built at the Plan-
ning Commission and Pakistan Engineering Council building in Islamabad, and 
it allowed for excess energy to feed into the national electric grid. Another plant, 
the Quaid-e-Azam Solar Park, located in Punjab, came into operation in 2015; 
however, goals to increase the power production from 100 megawatts to 1,000 
megawatts have not yet been met.

Pakistan was able to double its installed capacity for solar energy production 
between 2017 and 2018, going from 742 megawatts to 1.5 gigawatts (Martin 
2019). In early 2019, the World Bank awarded a grant of a US$100 million to the 
government of Pakistan to construct the Sindh Solar Energy Project. This project, 
located within the Sindh province, is intended to develop solar parks for public 
utilities, private investment, and private households. The private sector in Pakistan 
is also served by a number of providers for smaller solar energy systems, such as 
solar lighting and water heaters.

Pakistan has a large capacity for wind power, particularly in the southern parts 
of the Sindh and Baluchistan provinces. Much of this territory falls within what is 
called the Gharo-Jhimpir Wind Corridor. Zorlu Energy, a Pakistani subsidiary of 
a Turkish private firm, established the first wind power plant, the Jhimpir Wind 
Power Plant, in the country (Khan 2017). The plant first began producing energy 
in 2009, with an increased capacity to over fifty megawatts beginning in 2013, 
which it then began selling to the government of Pakistan via an electric distribu-
tion company.

The China-Pakistan Economic Corridor, a collection of projects agreed upon 
by China and Pakistan in 2015 (Zehra 2015), also includes Chinese investment 
in wind power. The Chinese built another wind farm in the Gharo-Jhimpir Wind 
Corridor in 2017, with a capacity of about fifty megawatts, while others are still 
being planned in the region. Overall, a total of twelve wind power plants were 
operational as of the end of 2016 (IRENA 2018), with others still undergoing 
construction. The Sindh and Punjab regions in particular have also approved wind 
projects under their regional governments.

Biomass energy is primarily used by sugar mills in Pakistan. Eight companies 
are currently listed by AEDB as operational for biomass energy production. In 
2013, an addendum to the 2006 Renewable Energy policy, called the Framework 
for Power Cogeneration (Bagasse/Biomass), added biomass and waste to energy 
to the renewable energy mix. In rural areas of Pakistan, there is both widespread 
availability and use of biomass fuels at the local and private levels. However, these 
methods are not always sustainable, and sugar mills in remote regions are unable 
to be connected to the national grid.

Pakistan has identified the need for growth in expansion of alternative energy 
technologies to meet its energy consumption needs. Hydropower, which has a long 
history within the country, combined with solar, wind, and biomass energy offer 
promising alternative solutions to meet these needs. Investments and research into 
these technologies have increased energy production, and although more effort 
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will be required to realize their potential, the country is taking steps to grow and 
adapt these new technologies to resolve the country’s energy crisis.

Karen Stoll Farrell
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UGANDA
Uganda has the necessary alternative energy potential to be energy independent. 
With adoption of on- and off-grid solar energy, continued use of hydropower, 
and use of geothermal energy, Uganda can separate itself from its current depen-
dence on fossil fuels. Making this transition is needed for the country’s growing 
population, and to accomplish it, Uganda must diversify its resource base and 
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strive to optimize all aspects of how those resources are converted, used, and 
stored as energy sources. Researchers have identified five potential alternative 
energy sources that enable Uganda to achieve these goals and be energy inde-
pendent: biomass, geothermal, hydro, solar, and wind. The following sections 
describe these five alternative energy sources and existing large-scale and small-
scale technology processes to use them for energy (Gustavsson, Broad, Hankins, 
and Sosis 2015).

Biomass

Uganda relies primarily on biomass energy; it represents around 94 percent of 
the country’s energy consumption and is the primary energy resource for rural 
industries. Charcoal, rather than biomass, is the preferred energy source in urban 
areas, whereas rural areas rely on firewood, agro-residues (the organic byproducts 
remaining after an agricultural harvest), crop residues, and wood waste as the pri-
mary sources of biomass fuels.

For agro-residue, sugar companies have been relying on sugarcane residue for 
electricity and heat production. Other potential sources of biomass energy, such 
as coffee and rice husks, remain to be explored within the country. On a small 
scale, biogas technologies have proven cost-effective means to provide electricity 
to poor communities. Presently, five districts across Uganda have implemented 
biogas technologies: Iganga, Kabarole, Mbale, Mpigi, and Tororo. Between them, 
there are fifty biogas plants, or approximately ten per district. Due to their success, 
the Ugandan government should consider implementing this technology in the 
remaining 116 districts (Fashina et al. 2018).

The Ministry of Energy and Mineral Development has made efforts to pro-
mote the use of rocket stoves among households and institutions, which reduce 
deforestation and the use of wood fuel. The rocket stove burns biomass cleanly 
and almost completely, promoting more efficient cooking that also minimizes 
losses that may negatively impact the increasing biomass energy demand. The 
rocket stoves are constructed from no- or low-cost local materials that corre-
spond to what is available for people living in rural areas, allowing them to 
produce affordable, efficient energy for cooking and heating (Scott 2003; Rocket 
Stoves 2019).

In Uganda, the Sesame Girls Secondary School is experimenting with an unusual 
type of fuel. With the help of scientists from the Bristol Bioenergy Centre in the 
United Kingdom, the school now uses the bacteria produced naturally by human 
urine to power the lights in the toilets, as well as to illuminate the path to the toilets 
to improve safety because they are not connected to the main building. The technol-
ogy, also known as Pee Power by its creators, is being considered for implementation 
in other parts of Africa where gaining access to electricity has proven challenging 
(Cole 2017).
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Since 2005, over 500,000 rocket stoves have been successfully distributed 
in the Rakai and Bushenyi districts, both located in the southwestern part 
of the country. Although about 10 percent of all households in Uganda have 
benefited from the expansion of the rocket stove program, more households 
could benefit from increased awareness of the effectiveness of biomass stoves to 
reduce less effective, less clean fuelwood consumption in other areas (Fashina 
et al. 2018).

Another government project has Uganda’s largest slaughterhouse turning 
organic waste from the processing of agricultural products into energy. The project 
puts biomass waste, such as animal blood, wastewater, and other organic waste, 
through a process that allows it to ferment and then harnesses the methane it 
releases to produce electricity. In addition to using biogas, the project uses solar 
panels to heat water and raise the temperature to allow it to produce the most 
burnable methane. Besides helping the slaughterhouse avoid being affected by the 
city’s frequent blackouts, using biogas for energy has cut the plant’s monthly diesel 
bill by 90 percent. There are environmental benefits for nearby Lake Victoria as 
well, since these byproducts are also no long drained directly into Murchison Bay. 
The project is in the process of being scaled to treat all of the slaughterhouse waste; 
presently it can only accommodate around 40 percent.

Uganda’s government monitors biogas energy programs, such as the harnessing 
of slaughterhouse and other organic wastes, to evaluate whether they offer promis-
ing solutions to Uganda’s energy needs. Biogas energy has the potential to resolve 
energy deficiencies for populations residing in rural areas away from established 
power grids. The long-term effects of switching to biogas power generated from 
waste and wastewater would not only promote cleaner, alternative energy usage 
but could also aid the country to prevent deforestation and the destruction of 
other lands containing traditional fuel sources (Mbugua 2015). The effort would 
also allow Uganda to achieve the United Nation’s post-2015 agenda for the Mil-
lennium Goals, one of which is to provide its population access to affordable and 
clean energy.

Geothermal

Geothermal energy is still in the exploration stage in Uganda. Current estimates 
show potential resources for development to be 1,500 megawatts in twenty-four 
known geothermal areas. At present, there has yet to be reported technology to 
develop the country’s geothermal resources. According to Godfrey Bahati, Com-
missioner of the Geothermal Resources Department, the aim of geothermal energy 
is to develop more energy and complement other sources of power to meet the 
energy demand.

The Kibiro, Panyimur, Buranga, and Katwe regions in western Uganda have a 
high potential for the development of geothermal power generation, with an esti-
mated geothermal energy potential of 450 megawatts. Results from studies indicate 
a suitable temperature range in these locations, between 150 degrees Celsius and 
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200 degrees Celsius, for electricity generation and direct use in industry and agri-
culture (Fashina et al. 2018; Richter 2018).

Hydro

Hydropower in Uganda uses two approaches: large scale and small scale. Small-
scale hydropower generally refers to production less than ten megawatts, with large-
scale producing more than ten megawatts. Large-scale hydropower includes three 
power stations—in the Nalubaale, Kiira, and Bujagli regions—with a combined 
capacity of 630 megawatts. Three additional large-scale stations are under devel-
opment for future use in Isimba, Karuma, and Ayago, with a capacity of 1,383 
megawatts.

While the Nile is ideal for large hydropower projects, smaller hydropower sites 
are more suitable in the mountainous western and the eastern regions of the coun-
try. Local rivers flowing through these areas hold promise for small hydropower; 
more than fifty potential sites have been identified as potential future hydropower 
sites. Three of these small hydropower stations, in Kuluva, Kagando, and Kisiizi, 
supply electricity to isolated hospital grids, and other sites can be used for energy 
supply to the national grid (Fashina et al. 2018).

Wind

Preliminary research has shown that wind power has potential in some parts of the 
country, albeit not for large-scale production. The first step in determining how to 
harness wind power for electricity is the Ministry of Energy and Mineral Devel-
opment’s wind mapping program, which has led to installing wind measurement 
equipment at high-altitude sites in the Napak and Kotido districts. The project 
aims to increase understanding of wind strength and patterns in these areas and 
will use this data to determine how to implement wind power technologies.

Current efforts to experiment with wind power have had some success. A joint 
project between the Karamoja Development Authority, the Roman Catholic Mis-
sion, and the Church of Uganda has begun in Karamoja and other parts of the 
northeast through the installation of wind pumps. One of the barriers to harness-
ing wind energy, however, is the high start-up cost; installation can be prohibitively 
expensive, and the technologies generally have increased costs because they are 
not created locally, meaning they must be imported (Fashina et al. 2018).

Solar

In 2018, Uganda had more than 30,000 installed solar photovoltaic systems with 
enough capacity to increase energy distribution to some rural areas. Because these 
systems have had success generating energy, there have been increased efforts 
to promote awareness of solar power technologies in country. For example, the 
Denmark-based Joint Energy and Environment Projects Uganda Nordic Folk 
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Center for Renewable Energy has been a major player in promoting awareness 
surrounding solar photovoltaic systems and the benefits of solar power, particu-
larly in the Tororo, Luwero, and Arua districts (Fashina et al. 2018). Other non-
governmental organizations and joint projects could be critical for increasing the 
awareness and adoption of solar power technologies countrywide.

In 2016, Uganda built its first grid-connected solar plant with the goal of increas-
ing its net output capacity of solar energy. The government has long regarded solar 
energy as a viable option for renewable energy generation, and according to the 
renewable energy policy, the country has a solar electricity potential of about 200 
megawatts. The grid also gives Uganda the opportunity to further develop alterna-
tive energy sources to diversify away from its hydropower plants, which are cur-
rently beset by unstable water levels as a result of dry spells and changing weather 
patterns (African Business Magazine 2016).

In order for the government of Uganda to meet its commitment to achieving the 
energy needs of its people and promoting alternative energy, a number of barriers 
should be addressed, including lack of information and public awareness; huge 
initial investment cost; high operation and maintenance cost; inadequate attention 
to research and development; lack of human capacity, training, and education; 
grid unreliability; ineffectual quality control of products; and institutional barriers 
(Fashina et al. 2018). The country’s best approach to address these challenges is to 
strengthen an environment that attracts innovative approaches to the production 
of alternative energy in order to include the invention and adoption of emerging 
technologies.

Anthony Ortiz
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UNITED  STATES
The United States, one of the highest consumers of energy worldwide, has con-
tinued to increase its usage of alternative energies since the 1970s. It primarily  
relies on hydropower, biomass, wind, and solar energies, and it devotes resources 
to continued research and development to increase efficiency and lower costs asso-
ciated with them. The country is, however, not one of the world’s renewable energy 
leaders.

Instead, it continues to rely on fossil fuels, and most recently, its federal gov-
ernment has demonstrated a desire to refocus on energy produced by coal and gas 
over renewable energy sources. This shift is in contrast to some state, and even 
city-level, efforts to promote alternative energies. In fact, there are no comprehen-
sive legal frameworks, guaranteed incentives, or targets for renewable energy adop-
tion. Thus, policy and economic challenges create the largest barriers to renewable 
energy production.

The United States relies heavily on fossil fuels, such as coal, petroleum, and nat-
ural gas, and only uses a small percentage of renewable energy sources. As of 2015, 
fossil fuels powered 81.5 percent of the country’s energy needs, with only 9.7 per-
cent made from alternative sources. Compared with the 1990s, when fossil fuels 
accounted for 85.6 percent of the country’s energy supply and renewable sources 
7.1 percent, progress has been slow in harnessing alternative energy sources (Pro-
con 2018).

Reasons for relying on fossil fuels include their abundance and the relatively low 
monetary cost of continuing to use them rather than newer, more expensive energy 
types. The renewable energy that is used is primarily, though not exclusively, used 
for electricity production. Projections over the next decade show demand for 
renewable energy sources rising. The federal government itself is slated to be part 
of the growing demand, as Executive Order 13693 requires all federal agencies to 
use renewable energies for a minimum of 30 percent of their energy consumption 
by 2025.

Interest in renewable and alternative energies exists, with research to develop 
more efficient, cost-saving technologies underway. As of 2018, alternative energy 
contributed to 11 percent of U.S. energy consumption. Preliminary data shows 
that 11 percent breaks further down into hydroelectric (25 percent), wind (21 per-
cent), solar (6 percent), geothermal (2 percent), and biomass (45 percent), which 
includes energy produced from wood, biofuels, and biomass waste (EIA 2019).

The U.S. Department of Energy’s National Renewable Energy Laboratory 
released a study showing that with proper preparation and guidance, the United 
States could produce at least 80 percent of its electricity through alternative energy 
sources by 2050 (NREL 2012). More than one hundred experts contributed to 

http://www.aprovecho.org/?paybox_id=91
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the study. It does not explain, however, to what degree the Department of Energy 
will choose to support the policy changes needed to make this switch a reality and 
whether it has additional political backing. High-level governmental support, as 
well as funding and financing, will be required to realize the 80 percent objective. 
To date, there has been limited public progress toward advancing this goal.

Alternative energies are most often applied to electrical works. The American 
Public Power Association notes that 3,304 providers comprise the electric industry, 
including 2,012 publicly owned utilities, 876 cooperatives, 187 investor-owned 
utilities, 218 marketers (often counted as public utilities), and 9 federal utilities 
(APPA 2018). From these sources, around 20 percent of the generating capac-
ity for electricity, meaning the maximum amount potentially producible, comes 
from renewable energy sources. Hydroelectric power is the top producing source 
for electricity, followed closely by wind energy, with solar trailing behind. In fact, 
the United States is the world’s third top hydropower producer. Wind and solar 
power energies have the potential to surpass hydroelectric power production in 
the future. With 80 percent of electricity still generated by fossil fuels, renewable 
energies currently comprise a small portion of the fuel production. Theoretically, 
assuming they become better regulated and more cost-efficient, renewable energies 
have space to expand within the context of electricity generation.

Tax credits have allowed companies and the government to pursue alternative 
energy sources. At the federal level, the production tax credit of 1992, established 
under the Energy Policy Act of that same year, credits companies a small amount 
for each kilowatt of electricity produced by renewable energy over a ten-year 
period. The volume produced translates directly into the amount of the credit, 
which encourages the use of alternative power generation. There is also an invest-
ment tax credit that reduces the installation costs and makes the new technologies 
profitable faster. This tax credit is set to expire in 2020, however, so its ability to 
encourage the switch to alternative energy technologies may be limited unless it 
receives an extension.

One way for energy developers to benefit without the investment tax credit is 
through the 2009 American Recovery and Reinvestment Act, which can provide a 
cash grant of up to 30 percent of a project’s eligible costs to implement renewable 
energy projects. The Act is one of the mechanisms through which the government 
extended the production tax credit. It, along with the Bipartisan Budget Act 2018, 
now places regulations on the start dates needed to qualify as well as different 
regulations on the various energy types, specifically on wind and solar energies. 
Congress has discussed implementing laws or, at minimum, a comprehensive legal 
framework with alternative energy standards, but the attempts to do so have never 
made it out of committee. With the U.S. withdrawal from the Paris Agreement on 
climate change mitigation in 2017, the future for renewable energy in the country 
became more uncertain.

Tax credits continue to exist at the state level; in some areas, they are increas-
ing along with policy to regulate renewable energy companies. State governments 
have the option of offering additional credits and incentives to promote alternative 
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energy technologies. Many states already have a renewable portfolio standard that 
requires a certain percentage of electricity production occur through renewable 
resources; the percentage varies by state where these portfolios exist. In some 
cases, the states also specify which energy type must satisfy the standard, although 
this choice is often left with the utility companies.

Iowa, for example, has reaped great benefit for its policies surrounding wind 
energy. The industry has created thousands of jobs, has brought more than $11.8 
billion in investments, and accounts for a $17 million lease for lands supporting 
wind energy technologies (Hickey 2017). At least twenty-one other states have 
renewable energy standards, and additional states have voluntary standards and 
targets (NCSL 2019). Some cities have also started to establish renewable energy 
standards. However, the country lacks a comprehensive renewable portfolio stan-
dard at the federal level, which creates challenges for renewable energies at the 
national level. Without a national standard, the tax credits provide some incentive 
to move away from fossil fuel dependencies, but after 2020, there are questions 
as to whether the remaining state-level tax credits will be sufficient to sustain the 
momentum of alternative energy development.

Additional laws have supported the growth of the renewable energy sector. The 
Energy Independence and Security Act of 2007 set targets and standards for renew-
able fuel for 2020. The Energy Improvement and Extension Act of 2008 added to the 
tax credit regulation and provided some tax exemptions surrounding fuel-efficient 
technologies. In addition, several laws either instated or extended tax credits for 
renewable energy. These included the Tax Relief, Unemployment Reauthorization, 
and Job Creation Act of 2010; the American Taxpayer Relief Act of 2012; the Tax 
Increase Prevention Act of 2014; and the Consolidated Appropriations Act of 2016. 
All of these laws have contributed to growing the supply of renewable energies and 
associated generation capacity. However, even together they do not equate to a 
comprehensive, national-level framework to regulate alternative energy.

The transportation sector plays a large role in energy consumption and usage. 
While electric power comprises around 37 percent of the United States’ total 
energy consumption, the transportation sector is not far behind at 28 percent, 
followed by industry at 22 percent and residential/commercial properties at 10 
percent (AGI 2017). The transportation sector also has policy that affects renew-
able energy. Initially, the Energy Policy Act of 2005 set the minimum standard for 
renewable fuels in gasoline at a little under 3 percent. In 2007, the Energy Inde-
pendence and Security Act increased the amount of renewable fuel to around 7 
percent, with a target date of 2022. Some of the energy used in the transporta-
tion sector is electricity, and the rest is the fuel required to run a vehicle engine 
whether or land, in the air, or in the water. Petroleum is the most common fuel 
used in the industry, although there is a growing potential to apply biofuels to 
engines adapted to consume them.

The U.S. nuclear policy allows for the use of nuclear power as an alternative 
energy source. The first reactor went online in 1951 to produce electricity. Since 
that time, the use of nuclear power has increased, as well as the number of power 
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plants. In mid-2008, the Department of Energy created a loan guarantee program 
for the construction of approved plants and uranium enrichment facilities. After 
2010, however, the loan program had difficulty granting loans, as one of the funded 
project’s parent companies applied for bankruptcy in 2011.

In recent years, nuclear power has not been a competitive energy source. Many 
nuclear plants have shut down or have applied to close. New plants are unlikely 
to undergo construction, assuming they pass the three-to-five-year approval and 
permitting process, because they are cost-prohibitive compared to costs accrued 
by traditional fossil fuel plants. Since it appears to be a source that can cut carbon 
dioxide releases into the atmosphere and has fewer fatalities associated than other 
fuels, there may be a future for nuclear energy as an alternative to fossil fuels. 
However, nuclear energy production is not entirely clean; it produces waste that 
must be stored properly (Wilkerson 2016). For these reasons, there is an ongoing 
debate about the future of nuclear energy in the United States, with its proponents 
emphasizing that it is a continuous power source versus the intermittency of other 
alternative energies.

More recently, U.S. policies have increased the challenges of bringing renewable 
energy to market. The withdrawal from the Paris Agreement has allowed the U.S. 
government to implement policies that support its fossil fuel industries, such as 
coal and natural gas. By applying resources to these industries, there are fewer 
resources for alternative energy technologies, which makes it more difficult to 
develop and implement them. In addition, the government has scaled back, or in 
some cases removed entirely, protections for clean air and water that have helped 
to maintain cleaner environments and promote better health. Because these pro-
tections are at odds with the production of coal, gas, and oil—fuel that is not 
clean energy and produces pollutants and other byproducts that can affect the 
environment and health quality in surrounding areas—they were removed to sup-
port those industries.

Despite the reduction of these protections, the United States could do more to 
promote clean air and water. For example, the United States currently has few reg-
ulations to promote carbon capture, the idea of trapping carbon dioxide produced 
as a byproduct at several types of plants, including those that process fossil fuels, 
to prevent its release into the atmosphere. Carbon dioxide has been linked to rising 

In 1958, the U.S. Navy launched Vanguard 1, the fourth man-made orbital satellite to 
circle the planet. At the beginning of the space race, the Soviet Union launched the 
world’s first satellites, Sputnik 1 and 2. Two months later, the United States sent up the 
Explorer 1. Vanguard 1 was the second U.S. satellite. It was also the first Earth satellite 
to use solar energy as its power source. Part of its mission including measuring the 
Earth from multiple dimensions; it even discovered that the planet is not truly a cir-
cular sphere but rather has a slight pear shape (Oberg 2008). As of 2018, it remains 
the oldest satellite in orbit and has travelled more than six billion miles.
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climate temperatures, so preventing its reintroduction into the atmosphere could 
have national, as well as global, benefits. With the federal government expressed 
decreased interest in renewable energy, the brunt of these efforts will fall to state 
governments.

The United States is one of the world’s highest power consumers. With its large 
population and varied terrain, alternative energies show great promise, although 
there is a divide in level of interest between federal and state efforts to develop 
and incorporate them. The current renewal in federal interest in fossil fuels 
demonstrates their cost-effectiveness and perhaps less concern over some of their 
drawbacks, such as their environmental and human health impacts. Meanwhile, 
many states are either pursuing or researching how to harness natural renewable 
resources to meet growing energy demands—at least for electricity, as opposed to 
the other sectors that rely heavily on fossil fuel power. The future of alternative 
energies remains in question for the United States; should the country choose to 
meet targets such as 80 percent renewable-energy-powered electricity by 2050, 
there remains a significant amount of work required to develop goals and mile-
stones intended to achieve that target on time.

Laura Steckman
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Chapter 7: Artificial Intelligence (AI)

OVERVIEW
Artificial intelligence, or AI, describes the technologies that teach machines how 
to simulate intelligent human behavior. In reality, AI is an umbrella term that 
encompasses multiple approaches to developing these technologies, because AI 
itself is a branch of computer science that focuses on creating machines that sim-
ulate how humans think, work, and react; using available data inputs, they learn 
to make decisions like people. AI technologies are able to perceive and respond 
to their environments in order to achieve the objectives defined in their program-
ming, almost as if they were autonomous beings with the ability to think and act 
independently.

AI technologies demonstrate promise for accomplishing tasks at record speeds 
that humans would take years to complete. Yet, at the same time that AI offers 
so much potential, such as its ability to process big data at scale, there are limits 
to what it currently can do. Questions remain as to how well people will want to 
integrate AI into their lives, and there could be real positive and negative economic 
impacts for implementing the technology. There are also doubts about relying too 
heavily on AI, as it still requires testing to see how well it performs across multiple 
real-life contexts.

Many people view AI as the next major technological innovation. They antic-
ipate that it will revolutionize many industries, including making entertainment 
more realistic and improving the way that businesses provide services. Some of the 
biggest changes may occur in medicine, marketing, and the financial sector. AI, 
however, is not a new concept. Ancient Greeks, Egyptians, and the Norse dreamed 
through their mythologies that objects could come alive with human qualities. In 
1956, a group of scientists attending a conference in New Hampshire invented the 
term artificial intelligence and placed great optimism on what it could eventually do 
for humanity (Lewis 2014).

Interest in AI waxed and waned for decades, until 1997 when Deep Blue, an 
IBM supercomputer, beat world chess champion Garry Kasparov (1963–), using 
both programmed chess skills and lessons it had learned from IBM about human 
behavior. For example, Deep Blue’s programming included waiting as if it were 
trying to figure out its next move even when it had determined the next move 
within seconds (Levy 2017). This humanlike behavior may have caused Kasparov 
to react as he would to a human player rather than respond to the calculations of 
mathematically derived algorithms. From 1997, AI matured, due to the increase 
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in computer processing power and the amount of data available for analysis. Many 
researchers and governments view it as a possible solution to many of the world’s 
problems.

There are three types of AI: narrow AI, artificial general intelligence, and super-
intelligence. Narrow AI focuses on a specific task that does not require sentient 
intelligence. Voice recognition is an example of narrow AI that functions on a 
mobile phone; a phone itself consists of multiple narrow AI technologies that work 
either in harmony or in unison to make it fully capable. Artificial general intelligence 
(AGI) is more versatile than narrow AI. AGI does not need to solve a specific prob-
lem, but it would have the ability to apply intelligence to any problem. Technically, 
true AGI does not yet exist, although advances in AI bring it closer to realization 
every day. When it exists, it may be classified as a sentient, humanlike being.

Superintelligence is a purely hypothetical construct that, should research actual-
ize it, may lead to great controversy. Superintelligence would outperform the most 
intelligent people on the planet. It would create ethical and moral questions about 
how it fits into society and how it should be treated. It might also play into fears 
that it would try to overthrow humanity or choose to perform outrageous acts. 
The CBS television series Person of Interest (2011–2016) featured two machines 
with superintelligence—one that tried to save the world, while the other tried to 
rule through surveillance and immoral actions. Although both represent fictional 
depictions of superintelligent AI, they demonstrate the power that some people 
believe AI-enabled machines will have the more human, or even godlike, they 
become.

Another type of computing, called cognitive computing, is often equated with AI. 
While they are similar in some ways, cognitive computing has some significant 
differences. For example, it often focuses on incorporating the five human senses 
(i.e., sight, touch, sound, smell, and taste) into computer programming. Another 
difference is that AI has greater autonomy. After processing data, the machine 
returns an answer or decision. In cognitive computing, the system is part of a 
human-machine team where the computer advises the human or even engages 
in two-way communications. Elements of cognitive computing, like the senses, 
could be added to an AI machine if its task required those skills. There could also 
be future overlap between the two that has not yet developed. In general, cognitive 
computing is discussed with AI, but many computer scientists would disagree that 
it is another type of AI.

In addition to the different types of AI, there are also different methodological 
approaches within the field of AI. Machine learning (ML) is one of the most import-
ant methods that fall under the AI umbrella. It is essentially a form a data analysis 
that starts with a set of algorithms. Through training on large sets of data, the 
machine learns what is important and starts to see connections within the data that 
might not be otherwise detectable. Many companies experiment with the applica-
tion of ML to improve usability and functionality. For example, Google applies ML 
to its email service, Gmail. Initially, the ML filters suspected spam messages into a 
junk mail box. As a person continues to use Gmail and marks email as spam, the 
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ML algorithm learns how to filter those messages into the junk folder and then 
continues to apply them. Over time, Gmail will filter 99.9 percent of spam mail 
from its users inboxes (Narula 2018).

Deep Learning (DL) is a subset of ML. DL uses a technology called neural net-
works, designed to be similar to the connections of neurons in the human brain, 
to solve complex problems. Because it incorporates approaches from neural and 
neurological science, it is quickly becoming the preferred technique for training 
computers to solve challenging issues. For example, to solve the issue of having too 
few radiologists to view over a billion CAT scans to diagnose illnesses in the body 
annually in China, DL examines the scans to increase the accuracy of identifying 
cancer and decreases the errors that doctors can make due to fatigue (Marr 2018). 
As the neural networks learn from historical data, they continue to build on that 
learning by using the neural networks to process information. It is even possible 
for them to detect cells that are likely cancerous that a trained doctor might miss 
because it has extracted correlations and patterns from more people than a doctor 
could see in multiple lifetimes.

Countries interested in developing and applying AI technologies must consider 
their specific cultural and political contexts when addressing these opportunities 
and challenges. The United States and China lead the world in AI research, while 
the rest of the world accepts that AI has opportunities and challenges. According 
to the World Wide Web Foundation (2017), the opportunities for AI in middle- 
and low-income countries are employment, economic growth, and redistribution 
of wealth; delivery of public goods and services; and strengthening democracy. 
The major challenges fall into the same categories. However, the report also iden-
tifies that, instead of strengthening democracy, which has anticipated benefit from 
emerging digital technologies, AI could undermine some democratic principles.

Most of the benefits associated with AI are economic. One of the more contro-
versial economic opportunities relates to employment. As a discipline, AI requires 
advanced training in computer science. It is not a field that is typically offered 
in elementary and secondary schools, although some schools around the world 
have begun to offer related classes. To have sufficient workers for the industries 
impacted by AI technologies, new training programs must emerge. Education is 
important because experts anticipate that AI will create 2.3 million new jobs by 
2020; they also predict that one in five people will need to rely on AI at work by 
2022 (Gartner 2017). These figures only look at the United States.

The numbers would be larger for the rest of the world, with the biggest losses 
for Mexico, Vietnam, and Indonesia and a total world job loss of 800 million when 
considering AI and automation (Koetsier 2018). At the same time, American com-
panies will cut 1.8 million jobs because they will become redundant (Gartner 
2017). These numbers point to a positive overall economic outlook, assuming 
that the needed training opportunities exist. They also suggest that many people 
working today will need to upgrade their skills in order to shift to work involving 
AI technologies. The transition period may not be smooth, as people take time to 
learn, especially when the skills and techniques are new.
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The negative consequences are typically more political or ideological than eco-
nomic, although in many ways they include a portion of all three. AI technologies 
can weaken democracy. EthioTelecom holds a monopoly on internet and phone 
connectivity and can shut them down as it chooses or as the government demands. 
In addition, ML techniques might be able to identify dissidents or activists based 
on their mobile internet usage (World Wide Web Foundation 2017). AI also has 
the potential to spread misinformation or propaganda over the internet, which 
could affect the stability of nations worldwide. Misinformation could also pro-
vide governments with the desire to strip people of their civil rights in countries 
where people enjoy them. These actions demonstrate how technology can weaken 
democracy and increase authoritarian tendencies. Thus, AI is generally not a one-
size-fits-all solution to the world’s most challenging problems. In some cases, its 
application could worsen an emerging situation.

Another, lesser known consideration in AI is the cultural bias of algorithms. 
Algorithms often contain hidden biases because human beings create them. All 
humans have biases, and while people can address them if they choose, algorithms 
work as programmed. If biases exist in the coding, algorithms will continue to per-
petuate them. The consequences can be devastating to certain populations, not to 
mention the economic and political consequences they can have when algorithms 
make decisions with imperfect knowledge.

In the United States, for example, some cities are considering predictive polic-
ing to prevent crime. PredPol, a company hired to create algorithms to predict 
where crimes will take place and therefore inform local police where to apply 
resources, used a biased algorithm, according to a 2017 study. Researchers found 
that it focused heavily on police arrest reports as the main indicator of where to 
station the police. Because the program only received reports from areas where it 
sent police, it kept sending police to those same areas (Reynolds 2018). In other 
words, PredPol did not predict crime but rather suggested that an area that had 
prior arrests will have more. Without sending the police to other areas, it did not 
make valid predictions about criminal activity. It may also have inadvertently tar-
geted some socioeconomic classes or racial groups because of this algorithmic bias.

Google Translate has suffered from criticism that it contains gender biases 
regarding jobs; in some languages, it makes doctors male and nurses female due 
to historical biases that certain genders perform specific jobs (Zhou 2018). Algo-
rithms that contain biases can harm segments of the population. When they are 
used in AI, machines start making decisions based on these biases. Training data 
sets can further emphasize, or even create, additional biases. These issues have 
resulted in calls for algorithmic accountability to ensure that algorithms do not 
contain biases that can cause harm or lead to discrimination.

Despite the challenges inherent in adopting emerging technologies like AI, gov-
ernments around the world are either embracing it or seeking to balance potential 
benefits against the people’s needs. Ideally, these countries will develop policies to 
address the use of AI in advance of future incidents or problems with the technolo-
gies. No one nation has the answer, although many have plans under development 
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or are prepared to experiment with AI. The following section depicts countries in 
various states of AI adoption, from the more advanced to the nations that are just 
starting to examine AI-based solutions.
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ARGENT INA
Argentina is one of South America’s leaders in technology start-ups, working to 
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governance frameworks, the slow adoption of emerging technologies, limited sup-
port to research and development, and difficulties for start-ups to obtain the capi-
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in them. In 2017, the government passed the Ley de Emprendadores, or Entre-
preneurs Law. Part of President Mauricio Macri’s (1959–) efforts to open the econ-
omy to greater opportunities and make the country more competitive regionally, 
the Entrepreneurs Law eases the bureaucracy surrounding starting a new business, 
which allows start-ups to form quickly, increases access to loans and capital, and 
incentivizes new businesses with tax breaks. The government has also started accel-
erator programs to realize innovative developments and get them to market quickly.

Most countries intending to emphasize AI solutions start by implementing a 
national AI strategy. Argentina has paved the way for such a strategy, although 
it has not yet adopted one. There is a national AI strategy in draft that multiple 
government ministries are creating together. The effort is part of the Innovative 
Argentina 2030 Plan and is further supported by the 2030 Digital Agenda. A piece 
of the strategy includes building a National AI Innovation Hub, which will con-
centrate on well-designed projects and metrics to measure progress. The plan will 
enable AI development and adoption in the public and private sectors, covering 
the 2020–2030 decade.

The 2030 Digital Agenda aligns Argentina with other countries and organiza-
tions that promote AI and modernization efforts. Argentina signed the Organization 
for Economic Cooperation and Development’s Principles on Artificial Intelligence 
in May 2019 along with forty-one other nations. These principles promote trans-
parency, safety, and prosocial applications of AI, while further recommending 
international cooperation and development of digital and human infrastructures 
to support AI. Along the lines of international cooperation, Argentina had previ-
ously hosted the conference the First Artificial Intelligence Forum and Internet of 
Things in Smart, Sustainable Cities in Latin America, bringing together AI experts 
to discuss AI’s potential to transform the public sector.

The economy is one of the main drivers behind Argentina’s AI push. Ovanessoff 
and Plastino (2017) predict that AI will add US$59 billion in gross value to the 
Argentina’s economy by 2035. Its agriculture, manufacturing, and public sectors 
could benefit greatly from enhancement with AI; in fact, a group of U.S. research-
ers used AI to predict soybean yields in Argentina with some success based on 
limited data.

Argentina has several AI success stories, though they are fewer than in other 
parts of the region. Prometea is an AI program designed to streamline the judi-
cial system inspired by Apple’s Siri. Users tell the system what they need, and 
the program then uses machine learning and other algorithms to create docu-
ments and return information from search requests (Gillespie 2018). The pro-
gram can also offer solutions with a predicted success rate, although its predictions 
are limited to situations and issues for which it has been trained. The automa-
tion of processes allows judicial employees and lawyers to work faster and make 
more informed decisions (Bederman 2019). Emi Labs offers an AI-enabled virtual 
assistant to human resource departments. It automates mechanical tasks, such as 
résumé screening and scheduling appointments. S4, an Argentina-based company, 
developed a technique that draws on satellite and weather information to predict 
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climate risks to farmers and crops. Banco Marco has been working with IBM to 
develop AI techniques to detect banking fraud and improve outcomes for account 
holders.

Building local AI solutions is important for Argentina, as for Latin America as 
a whole, because some of the issues society faces may not be replicated in other 
parts of the world. One localized AI solution comes from Chazki, a Peruvian 
company that built a robot to remap the entire postal system through learning 
coordinates. In many parts of Latin America, including the outskirts of Buenos 
Aires, formal addresses do not exist, but rather descriptive locations are used, 
which challenge nonlocals unfamiliar with the area. Some locations have no offi-
cial addresses. This new solution allows the post office to deliver mail correctly 
to recipients, regardless of whether they have an official or descriptive address. 
In an Argentine example, Buenos Aires has started using dashboards reliant on 
algorithms to determine where to provide direct investments to improve the city. 
These dashboards are for investor use rather than the government itself, allowing 
investors to make informed decisions about the best locations to open businesses 
or start other projects.

While promising much for the country, Argentina’s AI use is still prone to chal-
lenges and even public debate. The Province of Salta, for example, has imple-
mented AI to determine when someone is prone to teenage pregnancy or will drop 
out of school in order to coordinate resources for high-risk cases. In an external, 
expert review of this solution, experts have determined that it is error-prone and 
potentially even ineffective due to biases in the training data (LIAA 2018).

Moreover, the project has received criticism from advocates who believe it vio-
lates privacy rights, especially since it looks at data on underage populations, and 
only reactively identifies people at risk rather than provide a proactive solution 
to social problems. Data storage is also a question; because the data contains per-
sonally identifying information, its protection and security must be held at high 
standards. Whether Salta has been able to secure the data appropriately is a serious 
matter. There remains little information on how the program translates into sup-
port for school dropouts or in preventing teenage pregnancies, meaning that the 
effectiveness of this technology, in addition to the potential privacy and discrimi-
natory risks to teenagers, is unknown.

Argentina has already started to address its challenges to AI development and 
adoption. The National AI strategy will lay out what needs to be done to create a 
sufficient governance framework. It should lead to improvements in digital infra-
structure and create spaces for increased engagement and cooperation. Additional 
prioritization will be needed to increase support to research and development, and 
changes may be necessary in the financial sector to allow innovators and entre-
preneurs access to loans and other capital required for AI investment. The 2017 
Entrepreneurship Law completed another step in this direction.

With the initial steps already taken, Argentina may be well on the path to using 
AI to improve economic growth and, ultimately, to achieve its goal to be a regional 
leader in AI and AI-enabled technologies. With new policies that address the issues 
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that have historically constrained investors, Argentina will reduce investment risks, 
creating a more stable, supported environment for new businesses. While this is 
occurring, the government will also need to establish standards and best practices 
for AI developers that require privacy protections that align with data protection 
laws, risk mitigation, transparency, and, at least to some degree, explainability. The 
government will also have to consider other areas, such as increased cybersecurity, 
where improvement is required to sustain technical innovation.

Laura Steckman
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AI researchers have historically focused on programming through if/then state-
ments and symbolic logic. Only recently, with the introduction of massive data 
sets coupled with fast, cheap processors, has AI begun to approach the type of 
applications that were initially promised (Calo 2017). Researchers have focused 
less on trying to recreate the human mind completely and instead are exploring 
new subfields like machine learning and computer vision, areas where computers 
have the potential to far surpass human abilities. Following the spectacular success 
of AlphaGo, Chinese leaders were quick to embrace the idea of AI as a powerful 
tool capable of reshaping their economy and closing critical gaps with strategic 
competitors like Japan and the United States.

Starting in 2017, the CCP issued a series of industrial policy papers highlighting 
the importance of using AI to shift China’s economy to advanced manufacturing. 
Key among these papers was the fifteen-year New Generation Artificial Intelligence 
Development Plan, which called for goalposts like homegrown AI systems to match 
those developed in the West by 2020, new technologies by 2025, and solidification 
of China’s role as a global leader in AI by 2030. Although these nebulous goals are 
unlikely to be established purely through political decrees, private corporations 
have already started investing heavily in research and development to meet them.

The ability to corral private firms into following government priorities is one 
of several key factors that potentially provide China with an advantage over other 
countries. In the United States, free market capitalism has allowed a handful of 
homegrown innovators to dominate; companies like Google and Facebook have 
used their vast troves of data and hefty coffers to crowd out or purchase potential 
competitors. In China, on the other hand, CCP leadership is willing to bet that a 
more disciplined, regimented approach will help its own burgeoning firms leap-
frog over their Western counterparts. This top-down approach, with the Chinese 
government essentially choosing the winners in its own domestic AI competition, 
provides its local champions with access not only to generous state subsidies but 
also to the CCP’s massive data sets on its own citizens.

The massive amount of data in turn leads to another key advantage for China’s 
AI industry: a general lack of privacy concerns among the Chinese public. Even as 
democratic societies struggle with how to protect personal information in an age 
of omnipresent social media and constant security breaches, Chinese society has 
appeared to accept, begrudgingly, the fact that the government engages in mass 
surveillance and compiles reams of information on its citizenry. These data sets 
are exactly what modern AI requires. A common adage among software engineers 
is that the software is only as good as the data behind it, and this is particularly 
true for modern applications like evolutionary computing, artificial networks, and 
transfer learning (Zhu, Huang, Chen, and Gao 2018).

Facial Recognition

This uninhibited access to reams of data has already led China to become a leader 
in certain technologies, most notably computer or machine vision. Machine vision 
plays a role in a myriad of functions, such as automated manufacturing, 3-D 
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printing, and self-driving vehicles, but China has made the greatest progress in 
applying it to facial recognition programs. The government maintains a vast sur-
veillance network to monitor its citizens for any signs of unrest that may undermine 
the authority of the CCP. Key to this effort are the 200 million security cameras that 
surveil all public spaces; the government hopes to connect this sprawling network 
to various databases that track internet connections, hotel stays, and car travel. 
Some local governments have already demonstrated computer programs that can 
scan crowds for wanted criminals, debtors, or even jaywalkers.

The Chinese companies behind these programs are developing globally com-
petitive applications, due in no small part to the fact that they have been able 
to fine-tune their algorithms on biometrics contained in the obligatory resident 
identity cards and the associated household registration databases. However, many 
elements are still being fine-tuned, and companies are taking advantage of cheap 
labor by having thousands of employees manually filter and classify images. The 
resulting resource and computing intensity mean that these programs have yet to 
be rolled out in every city but are mainly limited to areas where the CCP has secu-
rity concerns, like the western province of Xinjiang.

Xinjiang’s Muslim population, the Uighurs, are seen by many of China’s ruling 
elite as a threat, either in form of separatists or religious extremists. As a result, 

Chinese workers assemble CCTV surveillance cameras at a factory in Shenzhen. CCTV 
cameras that use artificial intelligence and facial recognition connect the entire country for 
law enforcement and the social credit score system. More than 200 million cameras cover the 
nation’s public spaces, and surveillance technologies are growing as some of the country’s 
major technological exports abroad. (Bartlomiej Magierowski/Dreamstime.com)

http://www.Dreamstime.com
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cities in Xinjiang have the highest penetration rates of surveillance equipment, 
with several cities even having facial recognition checkpoints established at gas 
stations, shopping centers, mosques, and other public locations (Larson 2018). 
Domestic firms are advertising that the programs used at these checkpoints are 
more than 97 percent accurate; while this might be an exaggeration, such claims 
have drawn the attention of foreign governments wanting to bulk up their own 
security programs. China has shown itself willing to sell or, in some cases, donate 
such equipment to police states, cornering a market that Western democracies 
have traditionally been unwilling to engage.

Social Credit System

Even as Uighurs deal with an intrusive set of surveillance programs, most Chinese 
citizens’ direct experience with AI is in the form of the nation’s Social Credit Sys-
tem (SCS). Whereas Xinjiang represents a draconian vision of the CCP’s efforts to 
crack down on dissent, the SCS is seen as a way to make life more convenient for 
ordinary citizens and a new method for rooting out fraud and corruption. Offi-
cially launched in 2014 but based upon a number of earlier initiatives, the SCS 
was initially part of a larger move to modernize China’s legal system by introduc-
ing cutting-edge technologies. In planning documents, the SCS is described as a 
mechanism to enhance trustworthiness and promote the traditional values being 
undermined by the shift to a more capitalist society (Creemers 2018).

In essence, this means that the SCS inflicts a series of punishments and rewards 
based upon behavioral patterns culled from both government and commercial 
databases. Citizens with a high SCS score—those who have paid their bills on time, 
have property, and maintain stable incomes—are eligible for perks like discounts 
when renting vehicles or easier access to bank loans through reduced paperwork 
or waived application fees. While these perks are not very different than financial 
credit systems in countries like the United States, the system’s punitive components 
are unique and potentially problematic. Not only are finances taken into account 

China announced in 2014 that it would develop a social credit system for its citi-
zens. The system uses big data, or essentially all the information it can gather from 
electronic and nonelectronic means, to rate a person’s trustworthiness, which is 
often equated with loyalty to the Chinese state (Rollet 2018). People who earn and 
maintain higher scores receive special benefits, such as not waiting in lines for cov-
eted services, gaining better status on dating sites, earning scholarships, taking out 
bank loans, and many other privileges. Behavior that can legally lower credit scores 
include playing video games for long periods of time during the day. Penalties for 
low scores include limiting where one can shop and preventing the purchase of a bus 
or plane ticket for travel. The pilot system launched in 2018, and the government 
plans to extend it to every citizen and corporation operating in the country by 2020.
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by the SCS but also minor transgressions like petty theft and traffic violations can 
weigh heavily against an individual’s score. Nightmare scenarios of being denied 
credit cards or even access into a university are beginning to bubble up online. 
More troubling is the potential to be added to the government’s List of Dishonest 
Persons Subject to Enforcement due to particularly low scores, where citizens are 
essentially banned from being able to purchase property, take out loans, or even 
travel abroad.

Much like facial recognition programs, the SCS is still under development, and 
the rollout of pilot programs is still patchy. Contrary to the breathless reporting 
in Western media, many of the more ominous, Orwellian-sounding elements like 
tracking behavior on online dating apps or monitoring purchase habits are largely 
optional on behalf of consumers at this point. But the very idea that the Chi-
nese government works so closely with the private sector to share information and 
develop security programs is something of an anathema in more privacy-minded 
countries. This cooperation, coupled with the sheer amount of data created by an 
estimated 751 million internet users, is propelling China to the forefront of the AI 
race. The West may have a leg up in developing cutting-edge technology, but the 
CCP is willing to bet that it can use its structural advantages to quickly catch up.

Jonathan Dixon
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ESTONIA
Estonia prides itself on technological innovation. It has been at the forefront of 
technological development and deployment of digital solutions; it is the first nation 
to codify internet access as an inviolable human right and the first to implement 
an e-residency program. Part of the reason the country can support high innov-
ation levels is because it contains a small population when compared to other 
nations. Another reason is that the country values creative, long-term thinking to 
address current and future challenges. Along these lines, Estonia views Artificial 
Intelligence as a cutting-edge modernization tool that, when applied appropriately, 
can reduce society’s workload, increase leisure time, and heighten productivity. 
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Because of the interest in applying AI-based solutions to real world issues, and 
doing so well ahead of many other nations, Estonia is one of the first nations 
to struggle with advanced legal and philosophical questions surrounding AI. The 
government and the public must grapple with both the rewards and the challenges 
of implementing AI, especially in respect to the policy, legal, and ethical issues that 
such technologies create.

Estonia is one of the world leaders in e-governance, which is essentially a type of 
governance that relies on information and communication technologies to interact 
with citizens, businesses, and other entities to perform a wide range of government 
functions. Despite the success of e-governance in the country, officials believe that 
AI will provide better services for Estonian residents. To explore the issue fur-
ther, the government’s digital innovation office has initiated conversations across 
the government and with the public on how to deploy AI to improve citizen’s 
lives. Specifically, officials have an interest in understanding the legal and technical 
frameworks required to implement government services and perform other func-
tions through applied AI technologies. The issue has increased in importance since 
the successful test drive of a driverless car in 2017. Since this time, Estonia’s desire 
to develop fully autonomous robots and vehicles has risen alongside the public’s 
demands for proactive state services.

AI has been successful in improving government response times for citizen’s 
questions on e-residency, a program that allows people from anywhere in the world 
who meet the country’s qualifications to become residents regardless of their home 
country. In early 2018, the government launched an AI-enabled chatbot technol-
ogy to respond to e-residency inquiries faster without requiring the government to 
add employees. The other advantage is that chatbots are available to anyone, any-
where, who has internet access. Therefore, chatbot services are persistent; they are 
always accessible at any time of the day or night, as opposed to employees who, by 
law, have restrictions on the number of hours worked before special benefits, such 
as overtime, must be paid. To date, Estonia’s e-residency chatbots have around a 
45 percent success rate for solving customer issues before they are elevated to a 
human (Kaarma 2018). Chatbots have the potential to serve other government 
institutions and businesses in a similar manner, saving time and cutting costs.

Estonians use a unique method to explain complex technical ideas such as AI. They 
draw upon centuries of local mythology to explain the concept using local cultural 
analogies that citizens have understood since birth. For AI, Estonians draw upon a 
character named Kratt, a creature that traditionally comes to life from hay. When a 
potential master, often depicted as the devil, wants to own Kratt, the master gives it 
a soul. Once Kratt has received its soul, it becomes a slave to its master. When the 
analogy is applied in context, Kratt represents the AI. The soul is the algorithm used 
in AI. Once the algorithm functions, the AI can serve its creator (Kaevats 2017). 
Analogies such as these make difficult concepts like AI more accessible to laypeople.
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The legal issues surrounding AI in Estonia are related to its rights and responsi-
bilities. To perform functions of governance and daily life, the rights of AI must be 
clearly delineated. For example, if a mobile phone user wanted a service like Alexa 
or Siri to do something on their behalf, such as purchase songs or videos online, 
the AI component must have the legal right to enter into the transaction. From 
another angle, AI also makes decisions based on available data and the algorithms 
it contains. In an instance where the data was incomplete or the algorithms biased, 
AI might make poor decisions. One solution under consideration is the establish-
ment of rights for robot agents, a category that would fall between the rights of 
people and those of property (Tashea 2017). The decisions in e-governance affect 
people’s lives, and without clearly defined rights and responsibilities, restitution 
for damages might be impossible, leaving people in a worse position.

Estonia has an advantage over some nations when it comes to AI. Instead of 
speaking of AI in hypotheticals, such as superintelligent AI, Estonians understand 
that they are referencing fully autonomous information systems. These are a type 
of narrow AI that, either individually or bundled with other autonomous informa-
tion systems, perform a specific function. They are designed to complete specific, 
focused tasks rather than attempt to solve multiple problems at the same time. By 
focusing on discrete tasks, the government can focus on the issues and services the 
public considers the most important.

Recognizing the need to address the present and future challenges of AI, the 
Government Office and the Ministry of Economic Affairs and Communications 
created a specialized experts group. Their earlier tasks included developing a bill 
to utilize autonomous information systems, and their largest assignment was to 
develop a national AI strategy (Government of Estonia 2018). The strategy and 
roadmap were released in 2019. While Estonia was not be the first to develop an AI 
strategy, it joined the ranks of nations like Canada, Japan, Singapore, China, France, 
and Italy as some of the earliest adopters of AI for governance and improved social 
welfare (Dutton 2018). Estonia may still be, however, the first country to consider 
granting rights to the AI-enabled technologies that carry out people’s requests.

An additional reason the country needs to develop a coherent strategy involves 
the desire to augment humans with AI. In February 2018, the Estonian govern-
ment joined representatives from other nations and some of the world’s largest 
technology firms to discuss AI in the future. Of the topics discussed, augmenting 
humans with AI received a great deal of attention. The idea would be to use AI 
for practical purposes, such as creating contact lenses with the ability to mon-
itor glucose levels in diabetic or at-risk patients. Using AI or other technologies 
to enhance the body could complement the AI that is speeding up services. 
However, it comes with its own moral, ethical, and legal questions that remain 
unresolved at present.

As part of its strategy to develop AI, as well as to protect against cyber threats, 
Estonia seeks international partnerships. In May 2018, Estonia and Canada signed 
an agreement on digital cooperation. The agreement allows for exchange of ideas 
and technologies including AI that the Estonian government wanted. Meanwhile, 
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the Canadians look to learn lessons about Estonia’s experience with e-residency 
(Vahtla 2018). Estonia also houses the North Atlantic Treaty Organization Coop-
erative Cyber Defence Centre of Excellence, which allows NATO member states 
and invited guests to pool their expertise on cyberthreats posed by neighboring 
states, such as Russia. Researchers at the center have considered both the offensive 
and defensive use of AI and automated intelligent agents (Guarino 2013; Tyugu 
2011). They continue to explore the advantages and disadvantages of adopting 
AI-enabled technologies to operate in cyberspace.

The government is not alone in the country’s quest to develop advanced AI 
applications. The country currently hosts a number of groups for interested per-
sons, such as informal Meet Up groups that attract local internet users through 
forum discussions and in-person meetings. Estonian researchers apply AI to solving 
challenging problems. Mait Müntel (1977–), a former particle physicist at CERN, 
started a company that uses AI algorithms to enhance language learning. His com-
pany’s app, Lingvist, is highly acclaimed across Europe. Universities have started 
enhancing their computer science programs to allow for more training related to 
AI and robotics. These examples demonstrate the growing interest and successes in 
the hobbyist, academic, and business worlds within the country.

However, there are risks embedded in highly technological innovations, espe-
cially as they involve the internet or other computer networks, which pose chal-
lenges for Estonia. The country was the first cyberattack victim in history, when 
hackers invaded its computer systems in 2007. While the government works dil-
igently to protect its cyber capabilities and the data associated with them, such as 
Estonia’s genetics database, more connected or interconnected systems can lead 
to greater vulnerabilities from cyberactors. Hacking is not the only area in which 
technology may enable cyber, or even lethal, attacks. In the era of AI, President 
Kersti Kaljulaid (1969–) has expressed her belief that there is a 50 percent chance 
that by midcentury, AI-enabled technologies will have developed to the point that 
they can launch lethal attacks (Aitoro 2018). To mitigate cyberthreats, the Estonian 
government must be vigilant. It also has help from its citizens, the Cyber Defence 
Unit, a group of volunteers with deep expertise in technology, cybersecurity, and 
other fields who wish to protect the country.

Estonia’s innovation and push to harness AI is characteristic of the country. 
Along with countries such as the United Arab Emirates, Estonia demonstrates that 
a country’s technical capability has nothing to do with its size, but rather with drive 
and investments. There is also a cultural component that accepts innovations and 
the associated risks. Estonians understand how technology such as AI can improve 
their lives and are moving toward a plan that addresses the benefits and reduces 
the inherent risks.

Laura Steckman
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NIGER IA
Across Africa, there are several countries that have built technology hubs, and Nige-
ria has seen great success with its efforts. As the most populous country in Africa 
with a population of 197 million (World Bank 2019), most of whom are under age 
twenty-five (Nigeria Data Portal 2006), Nigeria’s fast-growing technology sector is 
developing solutions in artificial intelligence from grassroots projects. Developers 
with an entrepreneurial eye have emphasized language diversity and the nascent 
internet infrastructure to their advantage. The country has over 500 living lan-
guages, and nineteen are institutional, which means that most online services have 
not been created for these languages, data from these languages used in the devel-
opment of other technologies does not exist, and the infrastructure to collect the 
data may also not have been built yet. All of this represents opportunities where 
Nigerians have gotten creative. Many young Nigerians are seeking training and 
education in AI to meet these needs and satisfy local demands for technology. As 
Nigeria’s AI grows, it will be applied to health, transportation, food production, and 
public services by developers who want to bring the emerging technology to bear 
on their experience and see the future as one with technology-enabled services.

One such entrepreneur, the founder of Yorubanames, Kó. lá Túbò. sún (1981–), 
says,
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One thing I’d tell anyone about the emerging technology scene is that it is dynamic 
and fecund. People are approaching many of the problems peculiar to the Nige-
rian environment and trying to solve them, to varying degrees—financial, language, 
health, food, etc. There are startups that help people save money, like PiggyBank.ng. 
There are those like mine that help improve inclusion through language and technol-
ogy by creating speech synthesis, voice recognition etc. There are those like LifeBank.
ng which focuses on logistics and helping patients get access to blood during emer-
gencies. There is Paystack which help people pay for services more efficiently. There’s 
Andela which trains people in software development and gets them remote jobs. 
There is Hotels.ng which helps people book hotels easily. There are other logistics 
and transport services like Max.ng and Gokada, etc. Just think of any local problem 
and you’ll find people creating startups to fix the problem (Túbò. sún 2019).

Each example Mr. Túbò. sún shared has either addressed a need specific to the 
Nigerian context or provided a Nigerian perspective on a conventional product 
so that user requirements are met with a tailored design approach. For example, 
LifeBank.ng was developed by Temie Giwa-Tubosun (1985–) to respond to the 
extreme shortage of basic medical supplies. Her personal experience with receiving 
quality medical attention during a difficult childbirth drove her to develop Life-
Bank to ensure that her experience could reach others and improve care outcomes. 
The online app links medical professionals with blood banks and logistics that 
can transport the blood in locked, cooled containers to the recipients. The app 
filters requests by location and basic triage. Lifebanks’ success quickly allowed 
it to expand its radius of service and staff and to add oxygen and vaccines to its 
deliveries. By contrast, Hotels.ng adapted traditional online hospitality services to 
a platform specific to Nigerian needs and offers support and reviews around the 
priorities of its customers.

Young Nigerians are seeking the skills to become AI developers. The thirst for 
this capability outpaces many universities’ degree offerings, so students turn to 
online and local community courses where they can quickly gain practical expe-
rience. AI Saturdays, located in several major cities across Nigeria, were launched 
to fill this need. A founding member, Tejumade Afonja (c. 1995–), describes the 
boot camp’s education mission as a community service that aims to “democratize 
AI.” The sixteen-week boot camp offers newcomers to AI programming a proj-
ect-based team setting to learn. The group is focused on continually improving 
their approach to education. Already, their courses are booked to capacity (Afonja 
2019; Snow 2019).

Among the areas where Nigeria has led in technology development is language. 
First, advanced technologies for natural language processing (NLP) and automatic 
speech recognition (ASR) are crucial components in the field of AI. These tech-
nologies transform human language or speech into something a computer can 
understand and process. They allow us to communicate with computers. NLP and 
ASR technologies increase not only accessibility to current applications for millions 
of users but also the localized data these users can contribute to which machine 
learning techniques rely on.
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For AI to represent users and requirements of any group, it needs representative 
data and programmers who know how to put that data into context. Moreover, 
language is how we think, imagine, make decisions, and problem solve to create 
new technology solutions. We don’t initially think in code; we do our best think-
ing in our first language. As the creators of the YorubaNames suite of applica-
tions describe, language plays a critical role in technology: “First, we have always 
believed that development comes from innovation and that innovation cannot 
happen when one cannot think properly in their mother tongue” (Túbò. sún 2018).

Additionally, the data we produce as language in applications online and in 
mobile apps such as social media, even simple image tagging, becomes the data 
sources for training in machine learning techniques. This is one of the most com-
mon types of AI. Examples of ML include the famous AlphaGo and its successor, 
AlphaZero, that were “trained” from playing and “learned” the complex game of Go 
well enough to beat the best human players (DeepMind 2019).

One of the limiting factors for ML has been insufficient amounts of training 
data, particularly in African languages. In Nigeria, even with the rise in mobile 
phone use, individuals have been more likely to call than to text. This happens 
for many reasons. First, people prefer to talk as a mode of communication. Also, 
many languages are tonal, and this attribute comes across more clearly when 
speaking than texting, as the keyboards and scripts were not developed to sup-
port tonal languages. Nigeria has been at the forefront of developing keyboards 
and text-to-speech products for Yoruba and Igbo, languages which require tonal 
markings.

The platforms YorubaName.com and IgboName.com were built to bridge the 
gap for speakers of unsupported languages and facilitate a more natural use of 
text-based communication in their native language. The associated products 
include online crowdsourced dictionaries and speech-to-text applications to aid 
pronunciation for language learners. The site describes a specific problem their 
work addresses that can be expanded to other populations: “Many languages on 
the continent are tonal yet most of the software and hardware tools we have were 
not developed with tone-marking capabilities or users like you in mind. The little 
we find are either not easy to use due to complicated keystrokes, not easy to access 
because of where they are produced, or not affordable to the common man who 
just wants to write an email or a text in his native language” (blog.yorubaname 
n.d.). Additionally, there is an assumption in NLP/ASR training data that humans 
speak one language at a time, because the preponderance of projects has been ini-
tiated by monolinguals. However, in Nigeria, switching between languages, even 
in the course of one sentence, is quite common. Training AI to consider this type 
of communication is sparse, but emerging.

Another AI innovation happening in Nigeria is looking at how to perform ML 
with small data sets with an emerging technology called edge computing. Because 
there isn’t enough data yet and access to cloud computing via internet infrastruc-
ture isn’t consistent, finding efficient new computing methods are a priority for 
developers in Nigeria. Data from devices can be processed without going to cloud 
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farms far away over the internet. This saves time because of the shorter distance 
and because some computing tasks will not need to fight the increasing inter-
net traffic to use cloud services. “Proof-of concept in evidence from pilot projects 
demonstrates that a variety of applications benefit from using the edge including 
online games, health care apps, military applications and autonomous cars,” wrote 
Blesson Varghese (2018).

For objects, satellites have accrued an enormous amount of geospatial imagery 
that can show patterns in ecology and food production. These data sets have been 
used for training ML techniques to improve crop yields and learn about the factors 
that affect food production from precipitation levels to the influence of insects as 
well as nutrition value. These efforts can improve food security by spotting prob-
lems before they become crises. Another food-related project, Chownet, looks at 
African foods in order to develop an image classification system that recognizes 
dishes that are commonly made in Nigeria and the region (Afonja 2018). Love 
of food and cooking is a mainstay of the culture, so it is important to be able to 
share images across various platforms with easy tagging and aggregation for users 
to build a repository of data that can be leveraged for rating system platforms and 
business marketing and can be extended to other topics and user bases. This type 
of ML combines algorithms that could be trained to find patterns in images as 
objects with text-based learning for naming categories.

Nigeria will certainly remain at the forefront of AI innovation because of the 
energy and creativity of the developers using their own experiences with language, 
health, commerce, education, and more to evolve technologies in new and inter-
esting directions that bring real solutions to their communities and beyond.

Gwyneth Sutherlin
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RUSS IA
Russian technology does not grab the world’s attention as it once did during the 
twentieth century. At that time, Soviet nuclear missiles and biological weapons 
formed the centerpiece of an aggressive attempt to close the technology gaps 
between the more advanced Western world and its communist enemies. That 
technological battle, like the larger Cold War in which it was fought, was won by 
the United States and its allies. Today’s Russian leaders remember the humiliation 
of that defeat after the glories of the Great Patriotic War fifty years earlier. The 
Soviets fielded some of the most effective tanks, aircraft, and short-range rockets 
in World War II (1939–1945), but transferring those advantages to the Cold War 
and beyond proved more than Russia could endure. The situation is changing, 
however.

With the return of Russian imperialism following the rise of Vladimir Putin 
(1952–), Russian technology, in particular military cybernetics as they were called in 
the last century, has taken advantage of Russia’s asymmetric position relative to the 
United States. By leapfrogging data transfer and storage infrastructure to wireless 
and cloud-based systems, Russian has received large dividends from small invest-
ments. Therefore, unlike the massive military-industrial complex that consumed 
the Soviet Union’s budget in the 1980s, early twenty-first-century cyberdevelop-
ment looks more like a lean and mean venture capitalist start-up within traditional 
military procurements.

At the heart of the new approach lies machine learning and its more advanced 
variant, artificial intelligence. In early September 2017, President Putin declared 
that “AI is the future . . . whoever becomes the leader in this sphere will become 
ruler of the world” (Vincent 2017). Why did he emphasize an unproven, poten-
tially disastrous technology as the sole definition of global power? Part of the 
answer lies in the nature of Russia, part in historical great power competition, and 
part in the technology itself.

Not a Normal State, but a Normal Empire

Conquest defines Russian history. Despite being on the receiving end of over-
whelming violence by the Mongols, Napoleon, and the Nazis, the Kremlin has 
spent centuries subjugating others to its will. The bitterness of suffering combines 
with a messianic view to bring stability to the motherland and beyond through 
sheer power and will, thereby enshrining Russia’s exceptional place in history and 
the world. As the sole Eurasian great power, straddling nearly the same number of 
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time zones as the continental United States, Europe, and China combined, Rus-
sia’s place in global geography speaks for itself. Abundant natural resources in 
oil, gas, timber, diamonds, and precious minerals—including uranium for nuclear 
weapons—have defined Russian strategy throughout its history. With such power 
resources at its disposal, the Kremlin has quite easily compared Russia to past 
empires as the “Third Rome,” responsible for ensuring domestic control amid 
international dominance.

Yet the Kremlin today does not need past draconian measures to control a largely 
passive and poor population. Unlike the growing middle-class expectations for 
freedom and protection from state abuses within communist China, Russian eco-
nomic woes and demographic decline signal less societal threat to overt Kremlin 
rule. In such context, imperial narratives supply the external enemy and a pathway 
to national glory, leaving domestic control squarely in the hands of the Kremlin 
and Putin’s quest for greatness.

The Return of Great Power Competition

Greatness is hard to come by, though, because international politics is a rough 
business. Statecraft requires the use of all elements of national power to pursue 
national interests, often including the brutality of conflict in those pursuits. This 
defines how states, especially those with great power to affect others, approach the 
world around them. Such is the current global competition between the United 
States and its allies, Russia and its fellow dictatorships, and China and its domi-
nated neighbors.

Foremost, great powers seek more power, and always at the expense of others 
seeking the same. That does not mean that cooperation is impossible; quite the 
contrary, as any and all means of international relations are viable tools in the pur-
suit of power. Power is substitutable in that sense; it can be used for many diverse 
things because it comes in so many different forms. Since definitions and applica-
tions of power are so diffuse, the primary method of great power competition is 
hybrid in nature.

As a form of full-spectrum conflict, hybrid warfare spans the political, psycho-
logical, financial, and, critically important for the future, technological means of 
power, as much as the geographic and resource-driven aspects of statehood. In 
that regard, hybrid warfare means everything can be operationalized, so everything 
must be accounted for in both defense and offense. Such a system poses grave risks 
for escalation, and until clear “red lines” and areas of compromise arise in the cur-
rent competition space, adversaries will continue to pursue advantages as quickly 
as possible. Machine learning and AI promise to deliver much in those pursuits.

Rise of the Machines, Sort Of

Perhaps the single greatest analytical challenge in assessing current threats and 
future warnings results from an odd word: heteroscedasticity. Despite its convoluted 
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pronunciation, the word’s meaning is actually quite simple: variations vary across 
the range of outcomes. More simply put, the things we see and analyze change in 
different ways. Chaos theory attempts to make sense of this by showing that an 
underlying order defines the observable mishmash of results. Social sciences break 
the universe of cases into smaller more manageable categories, and big data analyt-
ics assist by collecting and collating massive amounts of information in fractions of 
the time needed by human analysis. Whether based on projections that it would 
take 5 million years to watch all the videos transmitted globally each month in 
2020 or the rapid rise of facial recognition uses by China’s CloudWalk technology, 
set to monitor millions outside of China as well as hundreds of millions within it, 
there is simply too much information to process and too limited human cognition 
to prioritize it.

Machine learning, in particular deep learning based on artificial neural net-
works, has entered the national security construct with more than just bluster. 
Relying on both “human in the loop” and “human out of the loop” processing, AI 
raises the stakes for conflict even as its necessity becomes increasingly ubiquitous. 
As President Putin remarked, ruling the AI arms race gives tremendous advantage. 
Yet while the rise of the “cyber arms bazaar” has fostered state power, it also threat-
ens to undermine governments’ control over their populations (Walther-Puri, 
Boyle, Henry, and Madsen 2019). Communist China’s headlong rush to build the 
Great Firewall attempts to counter the destabilizing trends of more actors with 
greater capabilities fostered by exponential growth in connectivity.

AI itself also comes with significant costs, which are not merely research and 
development expenses. Instead, AI has yet to overcome some of its most perplex-
ing problems, namely unpredictable rule breaking and a lack of nuance. The for-
mer certainly falls in the humanlike aspects of AI, whereas the latter presents a 
more persistent problem. Designing algorithms to do more than find what is out 
there and into the more complex realm of why it is so exceeds current efforts. 
That is not to say that the blockage will remain indefinitely, since that is more of a 
philosophical and religious discussion of the soul and spirit of humanity. Instead, 
the current brittleness of AI combines with its untrained applications and the pell-
mell rush to operationalize it to make the emerging cyberenvironment even more 
dangerous than worries about infrastructure, privacy, and political stability.

Russia’s Place in the AI Race

Much has been made of Russian attempts to influence the 2016 U.S. presiden-
tial election. While the presence of Russian activity has been confirmed, the 
broader question of its impact remains debated, as do the implications for what 
Russia will do next with those tools. Traditional information warfare seeks to 
draw attention away from true facts to “good facts”—those that conform to the 
desired end state. Even in best cases, true facts are still subject to incomplete 
information, imperfect perceptions, and inaccurate recall, producing a fog of 
what is going on and what it all means. Russia excels in such an environment, 
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and with AI-enabled “soft power” influence, Russia looks to become an even 
more destabilizing foe in the future.

Standing in a long line of soft power expertise, Putin and his cadre use all the 
tools at their disposal. Bolshevism’s “politics of division,” democratic openness, 
and human-machine cyborgs present opportunities to maximize existing divisions 
within Russia’s enemies, as well as create new ones opportunistically. As a form of 
swarming—lots of moving parts spread out in a coordinated effort that responds to 
the environment and adversary actions—this kind of influence operation blends 
AI and human analysis to get inside the adversary’s thinking as much as behavior. 
Tied to Russian reflexive control—shaping another’s perceptions so they act in ways 
according to one’s interests—AI-fueled psychological warfare continues to be a key 
priority for the Kremlin. Coupling the brass ring of quantum computing with its 
exponential increase in processing power, Russia stands ready to exploit any and 
all technological advances available to it.

How realistic those desires are remains a subject of much consternation within 
Russia itself. The poverty of the countryside, weakness of state-society relation-
ships, and overreliance on twentieth-century fossil fuels and heavy industry mean 
that Russia needs a game changer to stay atop its region, let alone challenge the 
other great powers in the global contest. Several promising areas of cybercapabili-
ties offer the Kremlin hope for success.

First, utilizing subtle deep fakes and changes to data sets can cause abiding fail-
ures in AI processing as much as popular perception. Mouth synthesis technology 
that alters someone’s speech can work as affectively on people as shifting pixels 
undetectable to humans can change machine learning. Both cause misdirection, 
and in the case of AI, they can lead to noncombatants being classified wrongly, 
or the reverse, enabling hostile forces to move unnoticed. Advances in hardware 
also coincide with software development, and the counter-Ukraine CyberBerkut 
virus presents a clear example of cost advantages Russia has over the vastly more 
expensive Stuxnet effort against Iran, even though some of the cost differential 
came from the intended effect—weakening perceptions of Ukrainian legitimacy in 
relation to Iran’s advanced nuclear systems.

Second, Russia’s 2019 US$460 million investment in AI research pales by orders 
of magnitude compared to $7.5 billion by the United States and China’s $24 bil-
lion; it will not buy anywhere near the surveillance coverage or big data crunch-
ing of its rivals. However, cheaper social media manipulation remains an area of 
Russian expertise. Partly because its antagonisms focus on democratic societies 
penetrated by open social media platforms, Russia has the advantage of punching 
above its weight class with a dedicated clique of nationalist cyberexperts, despite 
large numbers of Russian expats working for non-Russian companies and capital 
flight for the past twenty years.

Third, drones have become a pillar of Russian hybrid warfare in Ukraine and 
Syria. Expanding on intelligence, surveillance, and reconnaissance capabilities, 
Russian programs are developing underwater vehicles that identify, retrieve, or 
destroy unexploded ordinance. Plans to expand those allegedly defensive AI 
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platforms to aircraft, missiles, and electronic warfare systems share similarities to 
past dual-use technologies. Similar to vaulting over 1990s internet infrastructures, 
Russian drone capabilities also reap the benefits of others’ research and develop-
ment with cheaper, faster production lines.

Finally, recent high-level dialogue between Presidents Putin and Xi has increased 
Russian-Chinese cooperative efforts, specifically within cybercurrency, science and 
technology centers, and academic collaboration (Bendett and Kania 2019). As 
part of the ongoing Eurasian Economic Union (Russia)–Belt and Road Initiative 
(China) economic integration, technology transfers and joint ventures have raised 
Russia’s access and placement within communist China, while also aiding in the 
development of functional divisions of labor between the two great powers. With 
over US$1 billion already committed to the recently launched Sino-Russian Joint 
Innovation Investment Fund in July 2019, both countries look to gain from fur-
ther advances in STEM (science, technology, engineering, and mathematics) and 
AI-driven robotics research.

In addition, Russia has gained greater capacity to leverage China’s telecommu-
nications networks, partnering with Huawei for its own 5G development. Given 
the fundamental and widespread concerns about espionage capabilities built into 
those systems, Russia’s partnership with China will continue to increase the Krem-
lin’s resources for offensive information warfare. Thus, despite inevitable disputes 
arising from their distinct and at times conflicting national interests, technology 
cooperation provides a critical force multiplier for Russian aggression worldwide. 
Combined with unparalleled drive to remain dominant geopolitically and few eth-
ical restrictions on doing so, Russian military cybernetics will challenge the United 
States and its allies for the foreseeable future.

Spencer B. Meredith III
*The author’s views do not represent official National Defense University or U.S. 
government positions.
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UNITED  ARAB EMIRATES
The United Arab Emirates (UAE) has created an ambition plan to be one of the 
world’s technological leaders. It is currently at the forefront of artificial intelligence 
development and application. In fact, in 2014 the country ranked 36th out of 143 
nations on the Global Innovation Index (UAE Ministry of Cabinet Affairs 2015). In 
its pursuit of innovation, the country has announced that it will build a colony of 
600,000 people on Mars by 2117 and that it plans to mine space metals from aster-
oids (Government.ae 2017a). To meet this objective, the government has begun 
advancing artificial intelligence policy and plans to secure its position as a global 
leader in technology.

The United Arab Emirates’ shift to technological advancement began in 2006, 
when Sheikh Mohammed bin Rashid Al Maktoum’s (1949–) became the vice pres-
ident, prime minister, and ruler of Dubai. At that time, he sought to decrease 
the UAE’s dependence on oil, which constituted around 50 percent of the coun-
try’s gross domestic product (Zillman 2018). Rashid Al Maktoum recognized the 
importance of economic diversification instead of dependency on one primary 
revenue source, namely oil production. He championed infrastructure devel-
opment and attracted start-up companies from around the world. More than a 
decade in the future, these reforms have proven successful, with the United Arab 
Emirates’ economy barely dependent on oil sales. The attraction of technology 
start-ups also led to an increasing interest in emerging and disruptive technolo-
gies, including AI.

While the UAE has a decades-long reputation for promoting innovation in the 
Middle East, AI is one of its newer pursuits. In 2015, the country released its 
National Innovation Strategy. The strategy stressed the government’s commitment 
to innovation, promising to position the country as one of the forerunners in tech-
nological advancement. It documented the country’s commitment to investing in 
human capital rather than urban development, naming education one of its top 
seven priority areas along with transportation, space, technology, health, water, 
and renewable energy (UAE Ministry of Cabinet Affairs 2015).

As part of the National Innovation Strategy, the UAE issued its Strategy for 
Artificial Intelligence in October 2017 (Government.ae 2017b). This strategy, the 
first of its kind to be announced, is an extension of the 2015 National Innova-
tion Strategy and aligns with the country’s strategic development plan for 2071. 
It focuses on creating a form of “smart government” that will use the technology 
to reduce expenditures and enhance performance across all of its sectors and ser-
vices. In addition, AI is expected to boost the economy and lead to improved 
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education programs that produce some of the most highly qualified technologists 
in the world. The government expects the benefits to the country to be a key part 
of meeting its future objectives and expects to become a regional hub, if not a 
national center, for AI.

In another world first, the United Arab Emirates reshuffled its cabinet and cre-
ated a new position its government, the minister of state for artificial intelligence, 
in October 2017. Omar bin Sultan Al Olama (c. 1991–) received the appoint-
ment after contributing to multiple government efforts to develop future domestic 
strategy and increase the UAE’s reputation for technological advancement interna-
tionally. As part of his appointment, he has selected a ten person AI council that 
represents every emirate. The council will assess opportunities for incorporating 
AI into government, infrastructure, and education. The council will also create the 
legal framework dealing with AI and other new technologies. Sultan Al Olama and 
his council expect the integration of AI across the government could cut govern-
ment spending up to an estimated 50 percent.

The implementation of AI solutions is gaining traction within the country. The 
Ministry of the Interior announced in early 2018 that it plans to use AI to replace 
all immigration officers at airports by 2020. Along with changes to airport security, 
the UAE is examining how AI can improve other security sectors and intends to 
establish a Smart City Control Center to address other safety and security-related 
issues. The technology will also be applied to criminal activity, such as bribery, 
corruption, and fraud. With the assistance of AI, the country projects to become 
resistant to financial crises. Auditors expect to analyze massive amounts of com-
plex data to detect anomalies that suggest criminal activities. AI systems would be 
able to examine multiple data sources, from financial transactions to contracts and 
leases.

The UAE’s banking industry has already started integrating AI to improve 
its customers’ experience. For example, many banks have launched specialized 
AI-enabled chatbots that leverage social media platforms such as Facebook, Mes-
senger, and WhatsApp to provide customer service tailored to each customer’s 
needs (Al Ghurair 2018). Through interactions online and at their physical loca-
tions, the banks also collect data on customer habits, which they can use to per-
sonalize customers’ banking experiences. They use the data to offer additional 
financial services that fit their customers’ lifestyles. AI algorithms are also applied 
to stock market trading, aiming to increase the chances of buying and selling 
stocks at the best prices. The downside to improved services is that AI reduces the 
number of employees a bank needs to function; some banks plan to eliminate jobs 
due to the success of AI technologies in the sector.

One immediate challenge the UAE faces centers on the need for skilled AI pro-
fessionals. To address this issue, the UAE’s Higher Colleges of Technology signed 
an agreement with Oracle to start a training program to prepare the future work-
force. In early 2018, the government selected 500 men and women for training 
in AI in Dubai. At other levels of education, such as elementary and secondary 
schools, the government wants to integrate AI and other emerging technologies 
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into the curriculum. Curriculum change, however, is not as simple as deciding to 
make changes. It requires developing level-appropriate materials and bringing in 
talented instructors. The government recognizes that lack of training is an immedi-
ate issue facing its youths. It acknowledges that education related to AI is critical 
for the UAE to grow a skilled workforce prepared for emerging technologies and 
seeks to remedy the need for quality training programs.

The UAE’s increasing reliance on AI has challenges beyond that of education 
and training. In spite of economic increases, such as the 14 percent GDP growth 
anticipated by 2030, widespread use of AI and automation will eliminate an esti-
mated 45 percent of jobs in the Middle East (Prakash 2018). These figures, how-
ever, do not include the number of jobs that AI is expected to create globally for 
people with technologically-oriented skills. Until those jobs exist, AI applications 
could increase unemployment rates.

Many people in the UAE and the rest of the Middle East have concerns about 
how AI may affect their lives. While they acknowledge the beneficial applications, 
they also recognize that AI technologies could have detrimental effects. Specifically, 
they have concerns about privacy rights, safety, and ethics due to private and pub-
lic usage of AI. While these issues garner debate, the UAE announced at the end of 
2017 that it was working with a local firm to allow the police to use AI to see what 
people are doing inside their cars. It planned to install cameras on all police cars 
and to mine that data to understand people’s driving behaviors. When drivers per-
form reckless acts, or even eat or drink in their car, the AI machine will inform the 
police. The advantage is that police will be able to catch people who break traffic 
laws and even detect wanted vehicles. Ultimately, the ability to catch drivers who 
endanger other people leads to greater safety on the road. At the same time, the 
police will be informed of activities occurring inside the car, which will eliminate 
privacy for drivers following the rules. The public has expressed mixed reactions 
to the trade-off between safety and privacy.

Laura Steckman
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UNITED  K INGDOM
The United Kingdom has identified artificial intelligence as a key priority for devel-
opment and modernization. As part of that designation, the country has published 
a large volume of strategy, policy, and guidance related to AI. These documents will 
not only advance technology development in the country but also set the coun-
try on a path to become a world leader and hub for research, development, and 
eventual implementation. It is already a European leader in AI, as it has identified 
AI as a way to boost its economy. To support its vision to become an international 
leader in AI, the United Kingdom has made significant financial investments to 
develop the technology and ensure that it is applicable for all people and all social 
and economic sectors.

The United Kingdom has a long history of involvement in AI. Though it had 
funded research projects through monies given to universities and other institu-
tions in the 1960s and 1970s, the government’s first official program supporting 
AI began in 1983. The Alvey Programme built the United Kingdom’s IT sector 
and allowed it to become an early player in IT globally. The “AI winter” from 
the late 1980s through the 1990s contributed to this dismantling of the program 
in 1987. A trade deficit surrounding IT contributed to ending the program; it 
was also unsuccessful in improving the United Kingdom’s competitiveness in IT, 
one of the project’s main objectives (Clery 1991). Afterwards, the country had no 
national plan for AI, although private companies continued working on it and 
instead chose to participate in regional and international collaborations. The recent 
advances in computer processing resparked the United Kingdom’s national interest 
in AI. These advances have caused the country to reengage with national program-
ming and partnerships with industry and academia.

In recent years, the United Kingdom has started pursuing AI at the national 
level with vigor. In 2017, the government released the document Growing the Arti-
ficial Intelligence Industry in the UK. It outlined how to progress the country’s AI 
development, stressing the need to improve access to data, maximize the research 
within the country, improve training and skill sets, and support the integration of 
AI into the relevant sectors (Hall and Pesenti 2017). This report was a precursor 
to the country’s Industrial Strategy (HM Government 2017), which identified AI 
as a technology that will “transform the way we live and work, from the way we 
diagnose cancer to the security of online transactions.”

The strategy outlined how the government would sponsor Grand Challenges to 
drive innovation and transform the economy. It also committed funding to support 
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AI, as well as other initiatives with a similar transformative power to prepare and 
advance the United Kingdom for the future. In fact, Prime Minister Theresa May 
(1956–; Prime Minister 2016–2019) announced at the 2018 World Economic 
Forum that “we are establishing the UK as a world leader in Artificial Intelligence, 
building on the success of British companies like Deepmind” (May 2018). All of 
the country’s efforts signal that pursuing AI remains a serious commitment.

Developed with the Industrial Strategy, the United Kingdom also has an AI Sec-
tor Deal, initially issued in early 2018 by two departments of the cabinet, which 
solidifies public-private cooperation to increase innovation, create jobs, and estab-
lish the nation as an international technical hub (United Kingdom 2019). Previous 
years of AI research had already led to the United Kingdom’s high global ranking 
for scholarship. With public-private cooperation, the government anticipates that 
it will strengthen its reputation for AI development and scholarship. It eases the 
ability for new start-up initiatives to apply AI creatively.

The agreement also ensures that AI benefits everyone and every sector falling 
under the purview of the United Kingdom and does so while carefully following 
the law and upholding ethical standards. In support of public-private cooperation 
and universal societal beneficence, the government has issued multiple documents 
guiding and explaining how AI must be developed and used for the public sector, 

British Prime Minister Theresa May (in office 2016–2019) visits Copenhagen to speak with 
Danish Prime Minister Lars Loekke Rasmussen in Copenhagen, Denmark, April 2018. The 
United Kingdom has a long history of involvement with artificial intelligence (AI). Theresa  
May, in her capacity as the country’s political leader, made public statements about the 
United Kingdom’s commitment to and strategy for pursuing advancements in AI across the 
country’s sectors. (Ojen/Dreamstime.com)

http://www.Dreamstime.com
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such as the reports Planning and Preparing for Artificial Intelligence Implemen-
tation and Understanding Artificial Intelligence Ethics and Safety (GDS and OAI 
2019). The amount of guidance demonstrates how proactively the government 
addresses AI and works to ensure that the technologies will not create, or at least 
minimally lead to, new social or economic problems.

The United Kingdom has made significant financial contributions to support 
AI development. The AI Sector Deal by itself allocated up to £1 billion through 
investment from multiple sources. The government plans to contribute the major-
ity, with industry and academia also providing financial support in conjunction 
with the government’s endeavors. However, the country has recognized that even 
with the need for spending, it cannot outspend other nations on technology devel-
opment. For example, China is pouring more resources into AI development than 
any other country in the world and at unprecedented levels.

Neither the United Kingdom nor other countries can match this, so instead 
of trying to lead financially, the United Kingdom invests where it sees the most 
opportunity and potential for advancement. Its leadership will fall more along eth-
ical and moral lines to uphold high standards to AI. To this end, the government 
drafted an AI Code for worldwide adoption; the code promotes prohuman benefits 
of AI implementation and the necessity to protect human rights while using the 
technologies responsibly.

AI has the potential to boost the United Kingdom’s economy, which has had 
sluggish growth for more than the past decade; many economists call the early 
2000s the “Lost Decade,” although it has actually lasted more than ten years 
(BBC 2019). The slump started in 2007 with the financial crisis; since then, the 
country has faced very low growth rates, ranging around 2 percent annually, 
though this number is not consistent, as some months or quarters have fallen 
into negative growth (Giles 2018; CEIC 2019). Within the country, there are 
expectations that AI will push the United Kingdom out of the productivity lull, 
with the possibility that it will lead to extreme growth. The Industrial Strategy 
states that AI has the potential to grow the United Kingdom’s economy by £232 
billion by 2030 using AI-enabled technologies (HM Government 2017). If this 
prediction comes true, it will reinforce the importance of the Industrial Strategy 
and the financial investments into AI and other emerging technologies, such as 
autonomy.

The country has some structural weakness that it will need to address as it 
continues to develop and implement AI solutions. The McKinsey Global Institute 
(2019) summarized some of these challenges, concluding that some of the coun-
try’s greatest assets contribute to the current and future difficulties that must be 
overcome for success. For example, the United Kingdom has an innovation culture 
that enhances its ability to make technological advances quickly, yet this culture 
is currently not scalable. Second, the country has a lot of talent to draw from, but 
most of this talent pool does not yet have the needed technical skills for advancing 
the United Kingdom quickly with AI-related technologies. Third, the country is 
well renowned for its world-class academic institutions, but it has been difficult to 
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commercialize their research successes, which means that there is a gap between 
development and making those developments available to the public (McKinsey 
Global Institute 2019). Addressing these three areas could be key to advancing 
the United Kingdom’s AI development and, along with it, boost the economy as it 
desires.

The United Kingdom has started addressing these gaps. In line with the AI 
Sector Deal, which recognized the importance of human capital in AI research, 
the United Kingdom worked with more than sixty educational institutions and 
businesses to establish the Institute of Coding. Ensuring that people are trained 
or retrained to have the most advanced, up-to-date skill sets for AI is critical to AI 
advancement. The government, as well as the country’s industries and academic 
organizations, plans to invest in education and training. This path demonstrates 
one way in which the United Kingdom plans to address some of the challenges 
that it must surmount to enjoy the full benefits that AI portends to offer. Mov-
ing forward with potential solutions to address, or mitigate, these challenges, the 
United Kingdom appears to have a bright future for developing and reaping the 
anticipated benefits surrounding AI.

Laura Steckman
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UNITED  STATES
The United States has been involved in artificial intelligence (AI) since the term 
was conceived in the 1950s. It joined the number of countries with a national AI 
strategy in 2019, later than many of the other nations competing for leadership 
in regard to the technologies, through the issuance of numerous documents that 
together suggest the national strategy; technically, however, it does not have a true 
national strategy. Through the alignment of documents released, the government 
had taken many steps to increase the importance of AI at the national level, and 
even state and local governments had started exploring the benefits of AI. In addi-
tion to government interest, the United States has many corporations and educa-
tional institutions that are driving AI development and training.

The origin of AI, or at least the coining of the term, occurred in the United States 
in the 1950s. The foundational thinking for what would eventually become AI can 
be traced to the year 1637, when the philosopher René Descartes (1596–1650) 
wondered to what extent machines might be able to think and act for themselves. 
Essentially, he envisioned what researchers today refer to as specialized and general 
AI. More than 300 years later, John McCarthy (1927–2011), a Dartmouth College 
professor, first used the term AI in a proposal to get funding for the Dartmouth 
Conference in 1956. The event brought experts together from many fields, such as 
computer science, to discuss what would eventually be known as the field of AI. 
It lasted for two months. Although McCarthy later expressed that the conference 
was a failure because it failed to create a project that could aid machines to think, 
the event did leave a mark on history (Moor 2006). More than fifty years later, AI 
is a household term; companies, universities, and the government are investing 
heavily to see how these technologies might improve society.

In addition to the “invention” of AI, the United States has been home to some of 
the biggest milestones in AI development. These include IBM’s use of AI in the pro-
gram Deep Blue, which defeated chess master champion Garry Kasparov in 1997. 
IBM helped AI hit another major milestone in 2011 when its Watson computing 
system won the television game show Jeopardy. In 2012, Stanford University and 
Google presented work on deep learning that showed how a computing system 
could simulate a human brain and use billions of connections to identify images 
of cats.

https://www.mckinsey.com/featured-insights/artificial-intelligence/artificial-intelligence-in-the-united-kingdom-prospects-and-challenges
https://www.mckinsey.com/featured-insights/artificial-intelligence/artificial-intelligence-in-the-united-kingdom-prospects-and-challenges
https://www.mckinsey.com/featured-insights/artificial-intelligence/artificial-intelligence-in-the-united-kingdom-prospects-and-challenges
https://www.gov.uk/government/publications/artificial-intelligence-sector-deal/ai-sector-deal
https://www.gov.uk/government/publications/artificial-intelligence-sector-deal/ai-sector-deal


 a rt I f I C I a L  I n t e L L I G e n C e  ( a I )  255

In 2015, the ImageNet challenge showed—at least according to some 
researchers—that computers could statistically outperform human in computer 
vision, or the recognition of objects in images more accurately than people. In 
2017, AlphaGo, a product created by Deep Mind, beat a world-level player of 
the Chinese game Go, one of the most sophisticated games on the planet (Mozur 
2017). There have also been great leaps in the development of chatbots, smart-
home assistants like Alexa and Siri, and many others. For these reasons, some 
analysts dubbed 2018 the year that AI “exploded” in terms of interest and applica-
bility. Tesla, SpaceX, Google, and Nvidia, among other companies, have expressed 
how AI will be critical for the future. In other words, many U.S. experts expect that 
AI-enabled technology will continue to grow and change how the world works and 
how we work with the world.

The government has also been involved in AI development and progress along 
with industry. AI first received high-level government attention under the Barack 
Obama (1961–) administration (2009–2017). Toward the end of the administra-
tion, the government released three major reports that would shape future U.S. 
interest in AI: Preparing for the Future of Artificial Intelligence, the National Arti-
ficial Intelligence Research and Development Strategic Plan, and Artificial Intelli-
gence, Automation, and the Economy. These documents paved the foundation for 
future US government policy.

With the foundation for a national AI strategy already laid, in 2019, President 
Donald Trump (1946–; President 2017–) codified the American AI Initiative with 
an executive order. Five principles guide the initiative, including guiding inno-
vation, creating appropriate standards, training, promoting American values and 
trust, and protecting the U.S. advantage in development of AI-enabled technolo-
gies (White House 2019). The document also provided guidance for government 
agencies, including advising them to allocate more funding to AI. This document 
spurred the publication of several important follow-on documents to continue 
building U.S. national AI strategy.

Publications that followed the American AI Initiative included the U.S. Depart-
ment of Defense’s Artificial Intelligence Strategy and the release of a joint National 
AI research and development strategic plan from the Select Committee on Artificial 
Intelligence and the National Science and Technology Council, which differed from 
the similarly named document issued by the Obama administration. All of these 
documents conformed to the administration’s declaration that AI become a national 
investment priority. Technically, however, while these documents together support 
the same ideas and principles, they do not constitute a true national AI strategy.

Both branches of the U.S. Congress, the House and the Senate, have introduced 
numerous bills and resolutions related to AI. In 2018, Congress members intro-
duced five different bills. Only one of these passed, the National Security Com-
mission on Artificial Intelligence Act (H.R. 5356/S. 2806). The bill establishes the 
National Security Commission on Artificial Intelligence, a special independent 
commission within the executive branch designed to review research and advances 



256 e X a M I n I n G  I n t e r n e t  a n D  t e C H n o L o G Y  a r o U n D  t H e  W o r L D

in AI-related technologies intended to support U.S. national interests (U.S. Con-
gress 2018). In 2019, Congress saw eight separate AI-related bills. Many of those 
introduced have been referred for further review and discussion, but none have 
yet become law. The increasing energy related to AI in Congress, however, suggests 
that lawmakers have become more serious about promoting the responsible use of 
AI-enabled technologies to support the nation.

Interest in AI is not solely the interest of the U.S. federal government; many 
states and cities have begun to consider how AI could benefit them and their pop-
ulations. California, for example, has the most advanced AI-related policies of any 
state. It has regulations regarding the safe and ethical use of AI, disclosure laws 
that require bots to be well labeled when used, and privacy laws that allow people 
greater control of their personal data, which include restricting third-party sales 
of that data (Matthews and Bowman 2018). Other states with AI-related policy 
are Vermont and Washington. Connecticut has proposed a study to examine the 
risks and benefits of AI adoption, such as the risks of workforce displacement as 
economic sectors adopt AI. At the municipal level, San Francisco and New York 
City have passed laws regulating technologies. New York has established a special 
algorithmic task force to study and enforce algorithmic responsibility in automated 
decision-making systems (New York City Council 2018).

Academia has also played a major role in shaping how AI becomes implemented. 
While universities also invest heavily in AI R & D to produce cutting-edge technol-
ogies, they also study the effects that AI will have on people and the various levels 
of government. In response to the emerging U.S. national AI strategies in 2019, 
the Open Philanthropy Project gifted over $55 million to Georgetown University 
to establish a research center aimed at studying the impact that AI will have on 
national and international security.

In addition to universities developing specialized centers, many private and 
nonprofit organizations in the United States focus specifically on AI. Their research 
mandates vary, including specialties in AI such as explainable AI, which focuses on 
creating AI-enabled technologies that can explain to people in plain language why 
they came to a conclusion; ethical AI; and AI standard making. This list of special-
ties is not exhaustive, and as AI becomes even more widespread, these organiza-
tions may need to add or fine-tune their focuses to encompass any changes to the 
field.

The United States has several universities offering world-class education in AI. 
Although the rankings fluctuate depending on who compiled the list and the cri-
teria used, some universities that appear frequently on the list include the Massa-
chusetts Institute of Technology, Stanford, Harvard, the University of California, 
Berkeley, and Carnegie Mellon. While they all have highly ranked programs, they 
offer different emphases for their programs because AI is not monolithic; it incor-
porates a number of fields and subfields. Other universities also have talented fac-
ulty that offer courses or programs in AI, as colleges are responding to the rising 
demand for AI research and training.

Laura Steckman
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Chapter 8: Autonomous Robots

OVERVIEW
People have always been fascinated or awed by robots. They are a prolific topic in 
science fiction and popular culture. Inventors and researchers have studied them 
for many decades, taking the concept from a thought to actual robots that are in 
use in households and businesses around the world today. The term robot first 
appeared in 1921, when the playwright Karel Čapek (1890–1938) introduced it 
in his play Rossum’s Universal Robots. The term itself comes from the word slave 
in Čapek’s native Czech (Roberts n.d.). In the 1960s, Joseph Engelberger (1925–
2015) introduced the first industrial robot, the Unimate, to General Motors.

The successful use of robots to complete tasks sparked people’s imaginations. In 
1962, a futuristic cartoon called The Jetsons introduced an entire generation to the 
idea of Rosey the Robot, a robotic maid that could speak, think, and act with little 
prompting from the family in which she lived (Novak 2012). Since the mid-1970s, 
the robots R2D2 and C-3PO have charmed audiences worldwide in the Star Wars 
movie franchise. Rosey represents an autonomous robot, while R2D2 and C-3PO 
are more than autonomous robots; they are practically sentient, or alive. These 
types of robots currently exist only in the imagination. However, around the world, 
there are many researchers developing robots that can perform automatically to 
help people complete tasks so that they divert energy to jobs that cannot be easily 
automated.

Autonomous robots do not need human input beyond their initial programming 
to carry out assigned tasks. More precisely, according to the company Waypoint 
Robotics (2018), an autonomous robot is “one that can perceive its environment, 
make decisions based on what it perceives and/or has been programmed to recog-
nize and then accentuate a movement or manipulation within that environment.” 
After programming, an autonomous robot needs very little human interaction 
unless its assigned function includes one- or two-way communication with a 
human operator. One-way communication can occur with a remote control, while 
two-way communication can involve voice commands and responses.

The European Union’s Autonomous Vehicle Emergency Recovery Tool con-
sists of a robotic deployment unit and four autonomous robots that assist law 
enforcement in disposing of car bombs. Because this situation is dangerous 
for police, the unit is able to scan a vehicle suspected of containing a bomb 
and then send its team to move the car to a safer location. The autonomous 
team can save lives by itself, or via remote control when an operator decides to 
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override the machines’ decision making (Moren 2015). The goal of autonomous 
robots is to improve lives by allowing robots to work independently or through 
human-machine teaming.

Many robotics kits are available on the market today for beginners to explore 
the fundamental types and concepts behind autonomous robots. Three types of 
robots fall under the classification of autonomous robot. These are remote controlled 
robots, such as the remote-control toys available at online and offline toy or gift 
shops; manually controlled robots; and autonomous control robots. Underneath 
these classifications, there are three subclassifications: programmable, nonpro-
grammable, and those considered as adaptive, and intelligent robots (Rethinavel-
subramanian 2015). The type of robot determines the amount of autonomy that a 
robot has, as well as constrains its ability to perform complex tasks.

The first robot subtype is a programmable robot. This type follows its instruc-
tions until it is turned off and will start over when powered up again, without the 
ability to decide that the task is completed or the circumstances have changed. 
Assuming that the robot is not physically designed to prevent certain work, exter-
nal design may not inhibit these robots from being programmed and then repro-
grammed to perform another task. Ideally, however, a robot’s design facilitates its 
programming.

For the second type of robot, a nonprogrammable robot, physical design is critical 
because it is designed specifically to perform a certain task. A mechanical arm used 
at an assembly plant is a good example of a nonprogrammable robot. For most 
assembly lines, the arm must have the exact characteristics, such as length and 
size, to reach the assembly line and to perform its intended job. A nonprogramma-
ble robot could, for example, be used to pitch balls for some sports. For tennis, the 
robot could pitch balls at the same speed while swiveling to change the direction 
of the pitch. This is different from a programmable robot that would offer multiple 
settings to allow the user to customize, or even randomize, the throw’s speed, spin, 
and length, for example.

Adaptive robots can observe facets of their environments, such as temperature, 
and change their actions based on changes they sense; they can also have varying 
degrees of machine intelligence. An example of an adaptive robot is one that might 
choose between software programs based on environmental conditions when per-
forming its tasks. Intelligent robots are those that use sophisticated means to sense 
and process data. A Roomba vacuum cleaner is an intelligent robot because newer 
models have the ability to sense and map a person’s home and then plan the most 
efficient route based on those maps. A Roomba can also avoid obstacles, such as a 
book fallen from a bookshelf, instead of sensing the change to the floor plan and 
stopping all activity. More advanced intelligent robots can sense emotions; some 
also have the ability to see and hear.

Another example of an intelligent robot, which attempted to transform the fast-
food industry, is Flippy, a robot designed to grill and flip burgers for the California 
restaurant chain CaliBurger. Flippy wears a spatula or grill scraper and applies 
artificial intelligence and thermal vision to determine when burgers or sandwich 
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meats are properly cooked. It was designed to work alongside its human counter-
parts to inform them when to prepare the rest of the sandwich. However, multiple 
news organizations reported that the restaurant chain retired Flippy after two days. 
Apparently, Flippy worked too efficiently for the human employees, who were not 
able to keep up with production (Weisberger 2018). The cooked meat must be 
served quickly after being cooked to avoid potential health and safety problems. 
It is currently unknown if CaliBurger will experiment further with Flippy or other 
robot solutions to improve service.

Autonomous robots are working in different types of locations all over the world. 
In cities, they work in sectors such as transportation, construction, waste manage-
ment, entertainment, industrial production, and medicine. They assist in the hotel 
industry, in retail stores, and in many locations that have found their businesses 
enhanced through robotic labor. In more rural areas, they work on farms and in 
businesses that often require manual labor. These robots work in many different 
types of terrain, including wet, humid climates and arid desert regions. They can 
even function in space or under water.

A controversial development in the autonomous robot world is driverless cars. 
The cars are not quite autonomous robots, but they often fall into this category 
because they involve the notion of autonomy, the idea that a successful car can 
make decisions based on continuous sensor inputs without instruction from a 
human conductor. An autonomous vehicle requires a network of sensing and pro-
cessing tools to inform its decision-making processes because, at minimum, a driv-
erless car would need to navigate, steer, avoid obstacles, brake, and control itself 
by obeying speed limit signs and staying within the lane lines. Safety is a major 
concern for drivers, as being in or around autonomous vehicles could be danger-
ous in the event of a programming malfunction.

Another concern for autonomous vehicles is the economic impact many people 
believe they will have on employment. Driverless cars could reduce the amount 
of jobs in certain sectors. For example, some researchers predict that autonomous 
vehicles will put truck and delivery drivers, as well as taxi and other transporta-
tion service operators, out of jobs. According to a Harvard study, around 5 million 
Americans work full- or part-time as a driver; most or all of these jobs could be 
impacted with the adoption of driverless vehicles (Einstein 2017). Several compa-
nies, such as the ride-share company Uber, are testing autonomous vehicles. It is 
unknown, however, when these vehicles will be safely, legally, and socially permit-
ted to operate on the road. In other countries, there are similar experiments with 
the use of autonomous vehicles. Few societies appear eager to be first adopters of 
the technology.

Safety is not the only concern with autonomous robots and technologies. Some 
people genuinely fear robots and other technologies like artificial intelligence (AI). 
In fact, some researchers have coined this the fear of autonomous robots and artificial 
intelligence, or FARAI, and are examining ways to measure and understand the phe-
nomenon (Liang and Lee 2017). For people afflicted with fear of robots, they often 
believe that robots will either learn to hurt or kill people or that they will become 
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more intelligent than humans and take over the world. This is not a new fear; it has 
appeared as the subject of movies and books for decades.

In 2013, a group of concerned citizens launched an International Campaign 
to Stop Killer Robots. Militaries around the world are developing and testing 
autonomous weapons systems. Human rights activists and concerned citizens 
have dubbed these technologies with names such as killer drones, killer robots, and 
slaughterbots. The ethical and moral implications of these types of robots are poten-
tially just as serious as they are unknown. International bodies such as the United 
Nations are discussing the reality of these emerging weapons. As a body, the United 
Nations considers how the world’s governments should respond to these devel-
opments and develops policy for the world’s nations to endorse. An international 
response to autonomous weapons systems should place standards and expecta-
tions on developers, though it is important to note that the United Nations does 
not have the ability to enforce policy should a country refuse to ratify one of the 
United Nations’ resolutions.

There are risks to creating autonomous robots. No one can predict exactly what 
the implications will be but only that humans need to start thinking through the 
problem sooner rather than later. At the same time, many people acknowledge the 
potentially lifesaving uses for such robots. Autonomous robots can explore and 
work in areas where humans should not go. In Scotland, a company is experi-
menting with a newly developed autonomous robot that can work on an off-shore 
oil rig. The robot can withstand explosive conditions and still perform inspections 
and maintenance in instances where humans would risk their lives. In the enter-
tainment industry, Disney has announced the creation of autonomous robots that 
will perform stunts or act as stunt doubles so that humans do not need to risk loss 
of life or limb. There are drones being created for market that can fly into small and 
dark spaces to map areas where people cannot go, such as mines, caves, or other 
unknown spaces.

The future of autonomous robots, and their application worldwide, is in the 
hands of their creators. If people are responsible for their creations, robots can 
improve, and even save, lives. There will be disruption to societies if people expe-
rience job loss due to these robots, which will create tension that societies must 
overcome. In the end, if robots are used responsibly, there will be no need to imag-
ine the world overrun with intelligent, or even sentient robots, as seen in films 
such as The Terminator. However, the responsible employment of autonomous 
robots and vehicles is not a guarantee.

Across the world, researchers and developers are at different stages in the devel-
opment of robots. This section explores nations that are advanced in robot devel-
opment as well as those that are beginning to explore the potential impact that 
robots may have on their societies’ needs.
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CHINA
The People’s Republic of China (PRC) is actively pursuing the development of 
autonomous robots as part of its attempt to achieve its two centenary goals of 
building a moderately prosperous society by the centennial of the founding of the 
Chinese Community Party; the PRC plans to reach these goals by 2021 and achieve 
national rejuvenation by the centennial of the founding of the PRC in 2049. Road-
maps and programs for achieving these goals are sprinkled throughout guidance 
documents such as the Made in China 2025 initiative (May 2015), the Robot 
Industry Development Plan (2016–2020; published April 2016), and the Artificial 
Intelligence Development Plan (AIDP; July 2017). These documents suggest the 
development of autonomous robotics plays a key role in solving a diverse array 
of challenges as the party struggles to cope with a changing geostrategic and eco-
nomic landscape.

Robotics offer potential solutions to a wide range of challenges currently con-
fronting the PRC, including moving up the production value chain (State Council 
2015), dealing with demographic changes, and rapidly overcoming military gaps 
with the West. To overcome these challenges, the Robot Industry Development 
Plan augments the thirteenth Five-Year Plan (March 2016) in setting an innovation 
and development agenda for the country. This plan identifies ten products that 
will guide the development of the PRC’s “industrial robots to the mid-to-high-end 
development” (State Council 2016). These include arc welding robots, vacuum 
robots, fully self-programing intelligent industrial robots, human-machine collab-
oration robots, dual-arm robots, overloading autonomous guided vehicles, fire res-
cue robots, surgical robots, intelligent public service robots, and smart care robots 
(State Council 2016). However, the plan also identifies key shortfalls in the PRC’s 
technical ability to lead the autonomous robot sector. These weaknesses align 
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around the ability of PRC firms to design and produce the most advanced compo-
nents of robotics, such as high-precision reducers, special servo motors and drivers 
for high performance robots, high-speed high-performance controllers, sensors, 
and end effectors (State Council 2016).

The combination of conviction that robotics are necessary to advance the econ-
omy with the recognition of serious shortfalls in this sector have led the PRC 
to focus on the sector as a priority for state-directed economic development. In 
January 2016, Wan Gang (1952–), Minister for Science and Technology, listed 
“intelligent manufacturing and robots” as one of the Science and Technology Inno-
vation 2030 Mega Projects, or 科技创新 2030—重大项目 (Ray et al. 2016), thus 
highlighting its centrality in the PRC’s development program. However, the private 
sector has also identified autonomous robotics as an area for strategic growth. 
Given the heavy influence of the CCP and state leadership in the economy, this 
is unsurprising. In fact, investment in the PRC’s autonomous robotics market has 
been assisted by a centralized regulatory environment that has standardized guide-
lines and expressed an openness to trials (Berret 2018).

Autonomous automobiles are an example of a sector that is benefiting from 
state and private enthusiasm. It has been specifically encouraged in the AIDP 
and is being pursued in the PRC by a range of domestic and foreign companies 
(Bloomberg 2018). Adding to this environment is the comparative willingness of 

Robots at Kunming Airport help airlines and passengers receive more efficient services. Chi-
na is among the leading investors globally in technology, which includes autonomous robots. 
These robots are becoming more prevalent in airports and other high traffic areas to assist 
people and enhance the workforce. (Wuwei1970/Dreamstime.com)

http://www.Dreamstime.com
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PRC consumers to adopt and use automated vehicles, which exceeds that found in 
many developed countries (Continental Corporate Media Relations 2018). How-
ever, the PRC’s leadership in this section is challenged by its inability to domes-
tically source key components, such as semiconductor chips, drivetrains, and 
cutting-edge battery technology (Muller 2018). In fact, the desire to overcome 
dependency on foreign suppliers has been a trend in robotics and manufacturing 
development plans and is highlighted in Made in China 2025 and Robot Industry 
Development Plan (State Council 2015, 2016).

Nevertheless, autonomous systems are being pursued vigorously. This is in part 
to overcome what official documents perceive as an artificial intelligence gap that 
still exists between the PRC and developed countries (State Council 2017). How-
ever, it is also based on an assumption—and hope— that integration of autonomous 
robotics will help the PRC move up the value chain from low-skill manufacturing 
focused on the assembly of components designed and built elsewhere to dictat-
ing its economic future. The AIDP envisions a future of automated production in 
smart factories with enhanced operational management (State Council 2017). This 
effort reaches across the PRC, beyond state-owned enterprises to large internet 
companies such as Baidu, Alibaba Group, JD.com, Lenovo, and LeEco, which are 
all pursuing projects across a range of service robot applications (Ray et al. 2016).

It would be myopic to see this development push as solely driven by compet-
itive economic calculous. In fact, the PRC faces serious demographic issues that 
seem intractable in the absence of assistance by autonomous robots. These chal-
lenges center on the rapid aging of the PRC population, started by the infamous 
one child policy and now continued by changes in individual preferences and per-
sonal finances as the country develops. The PRC is now faced with an increasing 
number of elderly individuals supported by a shrinking working-age population.

Consequently, the PRC leadership, which has long had to worry about having 
enough jobs for its citizens, will soon be faced with not having enough workers to 
fill key economic functions. This is especially true with jobs that are considered 
hazardous or boring. Accordingly, autonomous service robot development in the 
PRC tends to focus on sectors such as aging social services, medical rehabilitation, 
disaster relief, public safety, education and entertainment, and major scientific 
research (State Council 2016). Of course, the advance of autonomous robots may 
also simply free laborers from jobs where they are no longer needed. For example, 
the PRC is beginning to heavily automate container port operations, with the Port 
of Caofeidian, Hebei Province, seeking to become the first fully autonomous har-
bor (Prosser 2018).

However, it is not only hard labor that companies are seeking to replace with 
robots. Multiple generations with only one child per couple have led to the situa-
tion in which four grandparents commonly share one, and only one, grandchild. 
Consequently, elderly individuals are worried that there will be no one to take care 
of them in their old age. This concern is especially acute in a Confucian culture, 
where old age care has traditionally been a familial responsibility carried out by 
sons. With a declining number of people to take care of the elderly, technology 

http://www.jd.com
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companies—and PRC leadership—are hopeful that autonomous elderly care 
robots can assume part of this responsibility. At present, multiple PRC compa-
nies are developing elderly care robots for the commercial and healthcare markets 
(Xinhua 2018).

However, not all robotic developments are seen as benign. Some of the advances 
in AI-related technologies that enable autonomous robots are also enhancing sur-
veillance. These systems are being used to rate the citizenship of individuals, 
potentially affecting education and employment, and have gained international 
condemnation for their use in monitoring and controlling ethnic Uighurs in the 
Xinjian Autonomous Region (Mitchell and Diamond 2018; Lehr 2018). Continued 
advances in AI will improve the speed of collection and analysis as the need for 
extensive human involvement is replaced by intelligent systems (Wright 2018).

Another sector where the development of autonomous robots is raising con-
cern in the West is the increasing reliance of the military on autonomous systems. 
The PRC’s struggle with demographics plays a role here, as the People’s Libera-
tion Army (PLA) could use autonomous systems to overcome persistent difficulties 
with human capital and training (Wright 2018). In fact, the PRC appears to be 
investing heavily, both in current systems and the future of autonomous systems. 
In late 2018, thirty-one students were selected straight from high school to partic-
ipate in an experimental Beijing Institute of Technology program that aims to turn 
them into AI-weapons scientists (Kilbride 2018).

Meanwhile, the PRC has become a leading exporter of unmanned aerial vehicles 
(Baker 2015). While the level of autonomous operation varies, China’s willingness 
to develop and export these systems has greatly expanded its presence on current 
and future battlefields. Meanwhile, the PRC may be leading the way in the devel-
opment of unmanned underwater vehicles. The PRC has built the world’s largest 
drone boat testing facility and is aiming to deploy autonomous robot submarines 
capable of completing missions without human intervention by the early 2020s 
(Chen 2018). Some argue that this effort, through a combination of technology 
and number of autonomous systems that can be placed in the water, is aimed at 
closing the gap with U.S. submarine systems (Ray et al. 2016).

Although the PLA is admittedly rushing to increase the quality and quantity 
of the autonomous robot systems it employs, both political and ethical questions 
remain regarding its willingness to embrace fully autonomous systems. Politically, 
the PLA remains an organ of the CCP, not the state, and retains a centralized com-
mand-and-control culture. It is uncertain whether an organization loath to give 
subordinate humans too much autonomy will be willing to cede control to auton-
omous machines (Kania 2018). Such machine agency also calls to mind ethical 
concerns about ceding life-and-death decisions to machines. The AIDP repeatedly 
calls attention to the need to address ethical issues with autonomous systems; 
however, it does not get more specific. In fact, though the PRC claims to be in 
favor of outlawing lethal autonomous weapons systems (LAWS), its delegation to 
the Convention on Conventional Weapons (CCW) stressed that it only opposed 
the use of them (Campaign to Stop Killer Robots 2018). This position is reinforced 
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by its April 11, 2018, position paper submitted to the CCW, which discusses in 
depth the need to define LAWS properly and warns against “pre-set premises or 
prejudged outcome which may impede the development of AI technology” (Peo-
ple’s Republic of China 2018).

In the long run, political and ethical considerations could be rendered moot 
by the same demographic concerns that are seeing elderly care and dock work-
ers replaced by machines. If the working-age population dips too low as a per-
centage of the population, the military may be one more hazardous job deemed 
better handled by autonomous machines. Ultimately, the party and the state see 
autonomous robots as the solution to economic and technological challenges, 
but their real strength may ultimately be born of the PRC’s inability to produce 
enough humans.

Scott D. McDonald
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available at the university level. Some student teams travel internationally to com-
pete with other teams.

One of the key innovators in the country’s robotics industry is Thérèse Izay 
Kirongozi (1973–), sometimes referred to as the “Mother of Congolese Robotics.” 
An industrial electronics engineer graduated from the Higher Institute of Applied 
Techniques of Kinshasa and housewife, Kirongozi reentered the workforce to 
develop robots. Her first major invention is a larger-than-life robot that conducts 
traffic. Inspired by the tragic death of her brother after a vehicle crushed him, pre-
venting traffic deaths was a driver for Kirongozi’s efforts.

Her robot, sometimes called Tamoke, sits on major traffic intersection in the 
country’s major cities. The first was implemented in 2013. According to reports, 
the robots have caused a measurable decrease in traffic accidents. The robot has 
cameras and radar equipment; it is sensitive enough to detect pedestrians. The 
robot itself is made out of at least 50 percent recycled materials and sports solar 
panels for power. In addition to its technical capability, many people prefer the 
robots to traffic cops because they are always on duty and never ask drivers for 
bribes (Qhotsokoane 2018). In saving lives from traffic deaths, the robots have also 
addressed—and created—additional social problems through the disruption the 
technology has caused.

As part of her passion for robots and to further the fledgling industry with 
the country, Kironzogi started the group Women’s Technology, an association of 
Congolese female engineers who focus on robotics and other technologies. She 
also runs two other businesses, one called Planète J that has an entertainment 
and retail focus and another that supports start-up companies run by women. 
Kirongozi is a role model to many Congolese. She has received several interna-
tional awards for her work in robotics and for their role in saving lives. She also 
has a vision to expand her robotics production, believing that it could create 
over 1,000 jobs just for expansion within the DRC. She is also in discussions to 
sell and export the traffic robots to the Ivory Coast and Nigeria (Balogun 2019). 
Because of Kirongozi’s and her colleagues’ work, innovation in the DRC’s robot-
ics industry is high; more robots will be made in Congo to improve people’s 
lives.

Another area where autonomous robots could help the population is through 
the use of drones. In early 2019, We Robotics agreed to work with VillageReach 
in the DRC to test drones as delivery devices. In particular, they wanted to test the 
possibility of delivering medical supplies, such as vaccines, to parts of the DRC 
with few clinics and poor immunization rates. Successful drone flights and deliv-
ery could start to reduce the number of people, especially children, who die from 
life-threatening but preventable diseases. In 2017, reports indicated that in Equa-
teur province, only 67 percent of children received complete vaccine series, mak-
ing it the province with the lowest resistance to preventable diseases (We Robotics 
2019). Successful testing of drone delivery through remote and rugged terrain may 
not only improve children’s health but may also be used in other applications that 
similarly provide needed aid to underprivileged areas. These drones would not 
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necessarily be autonomous, but they would employ people to make and pilot them 
to designated locations.

The addition of robots into the DRC’s workforce offers some promise, but it 
can also fuel controversy. One well-known AI-enhanced autonomous robot in 
the country is Fred. Employed in a shopping mall in Kinshasa, Fred goes around 
the shopping mall to sell cellular phone services to potential customers. Fred is, 
inter estingly, not entirely indigenous to the Democratic Republic of the Congo; its  
parts and operating system come from Russia. The operating system gives Fred the 
ability to greet people and a limited ability to talk to them about the service as it 
moves around the mall, often to the amusement of potential customers. Vodacom 
Congo, the robot’s owner, wants to use Fred and other robots to reduce the num-
ber of people working solely on customer service and sales. The move to reduce 
employees is controversial, however, and has sparked backlash on social media. 
The country’s unemployment rate is extremely high, estimated at 43 percent in 
2014, and the use of robots to replace human workers could raise the rate of 
unemployed people even higher (Bayiha 2019). As robots enter the workforce, the 
country will need to balance the need and desire to adopt new technologies with 
the needs of its human capital.

The main industry where robot employment can protect human workers is the 
mining industry. Mining is the DRC’s main industry, producing cobalt, lithium, 
and other valuable minerals used in advanced and emerging technologies. In fact, 
without some of these minerals, technologies such as autonomous robots and 
mobile phones might not be possible without significant investment into alterna-
tives for their power sources; some experts predict it would take at least a decade 
of solid research to develop an alternative battery (Nicholas 2018). However, while 
minerals are the DRC’s greatest natural resources, they are often found in mines 
controlled by warlords, paramilitary groups, or other groups that use or support 
violence. For this reason, these minerals are often labeled “conflict minerals,” as 
they often are used to earn the money to fight wars and are often mined by chil-
dren or other workers whose lives may be endangered by both dangerous working 
conditions and the violence that surrounds some of the mines.

As a result, many companies, especially in the West, have strict policies to 
ensure that they source minerals from reputable sources. These types of policies 
make robots more attractive for some mining establishments because people are 
not placed into hazardous working conditions and the minerals mined are not 
banned in the international marketplace. Increased efforts to employ robots in 
the most dangerous positions are popping up across the country. In Kibali, for 
example, Randgold Resources has started using automated technologies to load 
and handle materials from the mine. This sector has a lot of space for exper-
imentation, and eventual implementation, of autonomous robots. They could 
not only speed up production in some cases; they would also protect more 
people.

Despite rising interest in robots, one area where the DRC lags behind is in STEM 
education, or Science, Technology, Engineering, and Medicine. Because there are 
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so few schools, the data on what education does exist in the country is scarce. A 
few high schools have robotics clubs in Kinshasa. Of those that have clubs, the best 
and brightest students may be invited to participate on competitive robotics teams 
that travel to international competitions. For example, Lyna Boyoko Nkolobise 
(n.d.) started up a special robotics team after being inspired by Kirongozi in 2016. 
Along with Reyel Kahudi Ndjeka (n.d.), they brought together three students to 
teach and train them on emerging technologies. This team attended the FIRST 
Global Challenge, along with representative teams from over 150 nations. Other 
school teams compete at competitions designed for elementary, middle, and high 
school levels.

Although there are not many teams, the Democratic Republic of the Congo has 
typically competed in PARC, the Pan-African Robotics Challenge. In 2019, teams 
from the DRC did not make the competition in Accra, Ghana, however, due a 
problem booking tickets, so instead they posted their ideas over Twitter so that the 
concepts, such as a solar-powered autonomous bus, would reach the competition 
(Lukisa 2019). Detailed information on the country’s STEM educational program-
ming is currently unavailable; the majority of the information comes from news 
stories and social media. Individual schools may have more robust curricula that 
is not widely publicized.

Although not known for being technologically advanced, the DRC is harness-
ing emerging technologies like autonomous robots to improve society. They are 
applying robotics to their unique social and cultural context to solve some of their 
country’s challenges that in the past have often endangered human lives. They 
are also, albeit slowly, starting to train more youth and women to contribute to 
the technological ecosphere, allowing them to bring in new ideas using designs 
based on the materials to which they already have access. Developing the country’s 
autonomous robotics capabilities to function across the country will bring more 
challenges due to difficulties traveling in remote or distant areas. However, while 
they are being considered for more widespread domestic use, some of the DRC 
technologies are already spreading to new parts of the African continent. Over 
time, the Democratic Republic of the Congo’s reputation for robotics is likely to 
grow, especially as the technologies apply to other nations in the region and on the 
continent with similar issues.

Laura Steckman
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GERMANY
Germany is one of Europe’s technology leaders in the field of autonomous robotics 
and artificial intelligence. According to the Autonomous Readiness Report, it is the 
world’s second most prepared country for autonomy after South Korea (Economist 
2018). It ranks third as the most automated country in the world, with approxi-
mately 309 robots per 10,000 employees, a number expected to increase by at least 
5 percent annually (Crowe 2018). In Germany, autonomous robots encompass a 
variety of robots, although emphasis is often placed on autonomous vehicles, such 
as automobiles. To allow and encourage their development, Germany has estab-
lished or amended several national policies that also require meeting strong ethical 
standards. Automobiles are not the only type of robots being researched; German 
engineers explore a variety of robots intended to replace the need for humans in 
challenging or dangerous places.

Germany has a long history in robotics, most recently in the field of autonomous 
vehicles. For example, Johann Friedrich Kaufman (1785–1865), a watchmaker 
and inventor from Dresden, created a robotic soldier that could play the trum-
pet in 1810. Some people believe this was the first humanoid robot ever created 
(History-Computer.com n.d.). Although a robotic soldier is difficult to compare to a 
self-driving car, the automated soldier demonstrates early interest in robotics. More 
than a century later, initial efforts in Germany to build an autonomous car began in 
the 1980s.

Ernst Dickmanns (1936–), a professor at the Bundeswehr University Munich, 
invented an early driverless car along with a team of engineers. In 1986, the team 
produced a driverless van and tested it at the university and even on the autobahn, 
the German national highway that moves at extremely high speeds. In 1994, he 
created another car that could drive in French traffic (Delcker 2018). The time delay 
between the initial prototype and the test in France was due to the limits of the tech-
nology in the 1980s, although the original success led to the EUREKA Prometheus 
Project, a European Commission–funded effort that invested heavily in driverless 
technologies from 1987 to 1995. Current autonomous vehicles far surpass those of 
Dickmanns, but he is nonetheless credited as the inventor of the autonomous car.

Starting in the mid-2010s, Germany started shifting its policies and laws to focus 
on digital technologies. In 2014, and with an update in 2016, the government 
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released a Digital Agenda 2014–2017 and the Digital Strategy 2025. Between these 
agreements, the country established two data centers to work on artificial intelli-
gence and machine learning, along with deepening researchers’ understandings 
of the full breadth of what big data is and how to analyze it. To complement 
the growing research agenda, Germany organized and hosted a Digital Summit in 
2016. Due to its success bringing together a wide variety of representatives from 
across multiple industries and institutions, the summit became an annual event. 
In 2018, Germany released its first Artificial Intelligence Strategy (Strategie Kün-
stliche Intelligenz) highlighting the importance of ethical and legal standards for 
digital technologies.

Germany is a world leader in crafting national-level policies to govern the use 
of autonomous robots, such as autonomous vehicles. A May 2017 policy created 
a law requiring that any autonomous vehicle have a human operator ready to 
take control at a moment’s notice. This particular policy has a two-year expira-
tion date because of advancements in technology; it will be reassessed in 2019. 
In August 2017, the government issued another policy that autonomous pro-
gramming cannot program ethical decisions into the car’s operating system. Cars 
must be programmed to cause the least amount of damage and must preserve 
human life over that of property; the programming cannot allow the computer to 
choose which kind or type of person is the least valuable in case of an accident 
(Germany 2017).

Germany also amended the Vienna Convention on Road Traffic in 2016 to 
enable vehicles to operate autonomously legally and made specifications regard-
ing the requirements for the vehicles to do so. To continue enable development 
and testing of autonomous vehicles, it also amended the Road Traffic Act in 2017, 
to allow autonomous vehicles to use public roads. The driver must still be ready 
to take control in the event of an emergency. This amendment also increased 
the damages to victims of accidents due to automated cars. Along ethical lines, 
drivers of autonomous vehicles remain the sole owners of their data or data the 
car produces while they are operators; the car manufacturers or developers do 
not automatically receive the data and cannot analyze it without the data owner’s 
permission. This development is indicative of Germany’s preference toward strict 
data privacy laws.

Upholding high ethical standards is an important component of German law. 
In 2018, the government established a German Data Ethics Commission and filled 
it with experts with different scientific backgrounds to address the need for ethics 
surrounding data. Prior to this, it had already created an Ethics Commission on 
Automated and Connected Driving in 2017, which also pulled experts from a vari-
ety of backgrounds together. This commission focuses on safety, privacy, and data 
rights. It establishes guidelines for programming that protect human interests and 
delineate individual responsibilities when operating autonomous vehicles. In addi-
tion, ethics are important because cars can cross borders, making interoperability 
of the technology as it changes borders critical not only for safety and a seamless 
experience. Germany has entered into a partnership with France and Luxembourg 
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to establish a digital test bed across borders, ensuring interoperability for the tech-
nology within different European Union member states.

Of course, Germany’s work on autonomous robotics is not limited to autono-
mous vehicles. It has researchers designing and experimenting with special robots 
to work in flooded or damaged mines, including underground mines. The pur-
pose behind these autonomous robots is to work remotely where people cannot, 
or should not, go. Helmut Mischo (1969–), the chair of underground mining at 
Freiberg University of Mining and Technology, focuses on autonomous robots 
designed to operate in underground mines. Through a project called ARIDuA, or 
Autonomous Robots and the Internet of Things in Underground Mining, his work 
examines how to design platforms, sensors, and specifications for these robots to 
function underground. These robots may contribute in the future to other chal-
lenging endeavors, such as space exploration and in conjunction with space sta-
tions and shuttles.

Using autonomous robots in space is another area Germany is investigating. 
Frank Kirchner (1963–), professor and director of the DFKI Robotics Innovation 
Center, believes that the robots currently under design may provide solutions for 
operating in space, on the moon, or eventually on other planets because they can 
function without sustained human contact. They may also assist human astronauts 
working in space, such as during space station repair or in clearing space debris. 
In 2016, Kirchner joined forces with another team from the University of Bremen. 
Operating remotely from a mission control center in Germany, the team-controlled 
robots positioned in Utah, in a region with geography similar to that of the moon. 
They tested the SherpaTT and Coyote III models, which are essentially land rovers. 
The experiment worked, proving that remotely controlled robots could respond 
appropriately and function in difficult terrain.

While some space robots are still under development, Rollin’ Justin, a robot 
from the DLR German Aerospace Center, appeared in a livestreamed broadcast 
from the International Space Center in late 2018. European Space Agency astro-
naut and geophysicist Alexander Gerst (1976–) directed Rollin’ Justin’s third test to 
determine how well it could function in a human-machine team. Gerst performed 
the test as part of the METERON (Multi-Purpose End-to-End Robotic Operations 
Network) project, an effort designed with four primary goals: validation of the 
technologies; telepresence; human-machine teaming in restrictive environments; 
and interoperability of robots and mission, or other, control centers or devices 
(ESA 2017). Astronauts from across Europe and the United States participate in 
the METERON project.

Germany’s robotics industry is thriving. Between government and academic ini-
tiatives, engineers strive to develop advanced autonomous robots that function 
on crowded streets as well as in remote or constrained environments. Not only is 
Germany prepared to embrace autonomy, but it is also one of the world’s leaders in 
the creation of autonomous robots.

Laura Steckman
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I SRAEL
In recent years, Israel has invested in advanced robotics research and development. 
Through government, university, and corporate initiatives, the robotics industry 
has boomed, gaining interest and large investments from other countries world-
wide. While many domestic and international companies present in the country 
focus on autonomous vehicles, other organizations working in the country are also 
developing autonomous robots to protect its population as well as ones that should 
improve, or enhance, multiple sectors of society. The major area where Israel needs 
emphasis is on that of policy and regulation.

Israel is often dubbed the “Start-Up Nation.” It has had a long-running his-
tory of successful technology start-ups, and the technology innovation center 
of the country is sometimes referred to as Silicon Wadi, as it functions similarly 
to California’s Silicon Valley. Israel’s technology sector is primarily export based 
because the country and its consumer consumption rates are small, yet it produces 
high-quality technologies. For this reason, Israel receives large amounts of direct 
foreign investment for its technology development, although that also means that 
it is beholden to those investors. These relationships do not affect Israel’s ability 
to innovate, but rather they mean that there is less domestic usage of some of its 
inventions. The most promising autonomy effort for domestic use is the autono-
mous vehicle, of which testing is underway. There are also more specialized efforts 
on autonomous social robots that will appeal to domestic consumers.

Israel has moved quickly to develop its robotics industry in a short period of 
time. In 2016, Israeli Prime Minister Benjamin Netanyahu (1949–) called for Israel 
to become a world leader in robotics. This call followed a massive, multi-million 
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U.S. dollar Chinese investment into Israel’s robotic development. Following Net-
anyahu’s direction, Peretz Vazan (n.d.), the Minister of Science, Technology, and 
Space, decided to direct his organization’s research focus to the field of robotics. 
Along with the ministry, the National Council for Research and Development sug-
gested the need for an innovation center to examine robotics and facilitate infor-
mation sharing across the government. Other parts of the government invested in 
robotics education programs and sponsored robotics competitions among schools 
to foster robotics development.

On the academic side, several university programs have gained strong repu-
tations for robotics. These include Ariel University; Technion, Israel’s Institute of 
Technology; Hebrew University; and BenGurion University of the Negev. There is 
also a consortium called the Israeli Robotics Association, which brings researchers 
together to collaborate and exchange information. It works across multiple sectors, 
such as agriculture, transportation, medicine, defense, and security applications 
of robotics and autonomy (IROB 2019). The group host numerous events and 
encourages members to join from all over the world, with a preference for those 
who will promote Israeli robotics.

Foreign demand for Israel’s robotics technologies has grown steadily. China, 
Japan, and South Korea are three of the top nations investing in Israeli robotics. 
China has made multi-million-dollar investments into the robotics industry. In 
addition, it has established the Sino-Israel Robotics Institute in Guangzhou. It is 
a small part of the US$2 billion industrial park that will develop around jointly 
produced Israeli-Chinese technologies. The purpose of the institute is to work 
with Israeli firms to automate menial, rote jobs, and to expand the economy to 
employ people more fully (Shamah 2015). Japan has subsidiaries of its robotics 
industry in Israel and also invests millions of U.S. dollars into Israeli robotics start-
ups. Similarly, South Korea makes large investments and has multiple partnerships 
with Israeli universities and technology firms. In addition, other countries have 
noted interest in collaborating with Israel’s robotics talent. Most researchers find 
foreign investment critical; without it, Israeli’s economy would only allow for lim-
ited opportunities for advancing new technologies.

Israel prides itself on its progress toward realizing autonomous vehicles, 
believing that it will integrate them into society in the near future. Mass trans-
portation, such as shuttles, buses, and even taxis, will be the center of these 
early efforts. Testing has been underway in cities and on major public high-
ways, such as the stretch between Jerusalem and Tel Aviv. The testing in the city 
includes using road that have no lane markings and including pedestrians and 
other obstacles that erratically interrupt the vehicle’s course. Mobileye, a com-
pany that has tested different aspects of autonomous vehicles since 2014, plans 
to launch an autonomous taxi business by 2022, with pilot programs starting at 
the end of 2019. Private companies, such as Hyundai and Porsche, have elected 
to place some of their research into the high-tech aspects of the automotive 
industry in and around Tel Aviv. There is even one company working on a robot 
driver that would make any car an autonomous vehicle instantly, potentially 
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even changing the definition of what an autonomous vehicle is if the vehicle 
itself is not self-driving.

One of Israel’s setbacks to autonomous vehicles is its current lack of a com-
prehensive legal framework to regulate them. While the Ministry of Transporta-
tion does require licenses for testing autonomous technologies, in particular those 
related to self-driving vehicles, they do not quite translate into policy that addresses 
areas of concern like safety, insurance requirements, and the imperative that robots 
do no harm to humans. The country has also started to develop lethal autono-
mous weapons systems, or LAWS. The government has expressed the possibility 
of considering regulations surrounding these LAWS, which are very controversial 
all around the world, but has not clarified how it will review and regulate them.

Other forms of autonomy are under development to protect the country and its 
people. The government, specifically the Israeli Defense Force, describes its role 
in robotics as one of design and manufacturing for the nation’s security. Percepto, 
a local technology company, developed the Sparrow I, an autonomous drone that 
relies on artificial intelligence to perform real-time analytics that inform decision 
makers. These drones are suited to security, such as safeguarding a location, and 
would alert police or other law enforcement personnel when they detect something 
threatening. One of 4M Analytics’ offerings, an autonomous robot driven by artifi-
cial intelligence, can identify and clear landmines. Testing on Israeli landmines has 
demonstrated a high clearing rate, even identifying several landmines that were 
previously undiscovered on land open to the public. The company hopes to export 
its capability to other countries to prevent people from damage or death due to a 
landmine explosion (Halon 2019). RoboTiCan, another local firm, invented the 
Rooster, a search-and-rescue robot with the ability to walk, hover, or fly to sur-
mount obstacles in dangerous terrain. The company envisioned the robot to find 
people after a natural disaster.

Israel’s autonomous robots are also intended to improve people’s lives. Efforts 
are underway to create an autonomous smart home with an autonomous robot 
that controls it. There are also advances in robots that provide some degree of 

Many countries embrace the trend of using autonomous robots as law enforcement 
officers. Robotic police perform the jobs that people often don’t want because they 
are dangerous. They have the ability to note subtle changes that might people might 
miss. In the Middle East, humanoid robot officers patrol the streets in Dubai. Special 
robot police cars patrol the streets, which are equipped with the ability to deploy a 
drone to allow for aerial coverage (Page 2018). Other countries also experiment with 
robotic police. The Congo implemented robots as traffic cops on heavily trafficked  
roads to reduce the number of fatalities. South Korea has used robots as prison 
guards and has robot patrols on its northern border. India has riot-control drones. 
Israeli police have a rover named Dogo that allow them to apprehend suspects safely 
without placing police lives at risk.
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caregiving to senior citizens and others in need of extra help or companionship. 
Researchers at Technion, Israel’s equivalent to the Massachusetts Institute of Tech-
nology, have put forward multiple approaches to develop autonomous robots for 
the construction industry. They see robots as a solution to the long-standing diffi-
culty of employing people in construction and aspire to create robots that can help 
with potential labor shortages (Rosenfeld 1996).

With the progress Israeli researchers have already made in robotics, many peo-
ple believe that a developer’s imagination, coupled with the limits of computing 
power and algorithmic constraints, is the only significant barrier to development. 
They are also aware that there may be future issues to address, such as questions 
about the human impact of these technologies, like those currently occurring in 
the construction industry: What happens if machines replace human labor? In 
some sectors, such as those involving the transport of passengers from one loca-
tion to another, the loss of human jobs is becoming more possible with each new 
development in autonomous vehicles.

Israel is well positioned in the areas of autonomous robots and vehicles. Inves-
tors and researchers in the country’s technology development have high expecta-
tions for technology design and testing within the country. With the exception of 
a strong legal framework, of which the country may find itself in need as auton-
omous technologies continue to be developed and tested, Israel has most of the 

A de-mining robot clears a suspicious object from the streets of Be’er Sheva, Israel. Israeli 
companies, either directly or through international partnerships, seek to develop robots for 
a variety of purposes, including protection and defense. This line of investment encompasses 
robots that can autonomously, sometimes with the use of artificial intelligence enhancements, 
perform actions that safeguard human lives, such as safely defusing landmines or bombs. 
(Irina Opachevsky/Dreamstime.com)
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ingredients it needs to continue advanced work on autonomous robots of all 
shapes and sizes.

Laura Steckman
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MEXICO
Mexico has great potential for the development and adoption of autonomous 
robots. With its large manufacturing sector, it is also a prime location for install-
ing automated systems. While there is growing interest in robotics, the country 
currently ranks low, albeit not the lowest, on most indices of national prepared-
ness for autonomous robots, especially for autonomous vehicles. Despite the low 
rankings, the country’s robotics industry has grown. Over the last three years, the 
importation of robots has been increasing. Much of the robotics work originates in 
academia and industry, with some backing from the government and direct foreign 
investments. Mexico views autonomous robots as the possibility for great technical 
advancement; it plans to test robots on the moon and aspires to use them in the 
future to advance its ability to conduct more wide-ranging space exploration.

Relatively little statistical information is available on Mexico’s autonomous robot 
development. With the exception of news stories that stress the importance of 
automation for economic advancement, data on Mexico’s work on autonomy is 
limited. Research on public perceptions of autonomy and automation are also dif-
ficult to find, likely reflecting that robots have not yet had a great effect on people; 
there is little discussion of the fear that robots will take away human jobs and 
upset the labor market, unlike in more industrialized nations, where more people 
have expressed such concern. The impact automation could have on the country 
is staggering; the McKinsey Global Institute estimates that 52 percent of Mexican 
jobs will be impacted, including a 64 percent job loss in the manufacturing sec-
tor (WEDC 2017). At the same time, Mexican farmers have not been able to find 
the necessary labor to tend and harvest crops, despite considering offering higher 
wages to field hands, and are considering how to use autonomous robots for farm-
ing to meet demand. Most experiments with agricultural robots currently rely on 
foreign-purchased or -leased technologies.
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Mexico has few laws governing autonomy, and emerging technologies offer 
challenges even though some have proven beneficial to the economy. Autonomous 
vehicles, specifically, present challenges for development and usage in Mexico; 
there are many barriers that the country must surmount. While they do exist in 
the country, there are few policies or laws that address them. It’s also unclear as to 
whether the public accepts autonomous vehicles, as only limited tests have taken 
place in public, and the country’s road systems are not generally of very high qual-
ity. However, in terms of automation, such as using robots to more rapidly produce 
auto parts, Mexico has adopted some robots into its manufacturing.

Robots aid in vehicle assembly and also the production of parts like chassis and 
headlights. Some of these robots use programming that includes artificial intelli-
gence to increase their effectiveness. According to some companies, automation is 
critical because it increases productivity, quality control, and agility, which often 
translates into reductions, or no increase, in costs to consumers. However, experts 
also state that 50 percent of automated manufacturing solutions fail because of 
increased risks to the company (IDC Online 2019). Despite potential risks, Mexico 
is eyeing automation and, increasingly, the development of autonomous robots to 
modernize many economic sectors. In turn, these efforts should advance its robot-
ics capabilities and increase investments into these technologies.

Similar to other nations that wish to test autonomous robots in space, Mexico 
planned to launch eight small robots to explore the moon by the end of 2019; 
the plan, now called COLEMNA, has shifted to 2021 and expanded to nine light-
weight robots. After exploring different terrain, the robots are programmed to 
come back together to form a solar panel. If the mission is successful, Mexico will 
be one of the first Latin American nations to operate in space. In addition, these 
robots are economical; they are inexpensive, run on minimal power, and together 
weigh less than half a kilogram, making them cost little to transport. They are 
part of a larger strategy to consider launching a mission to Mars to mark Mexico’s 
accomplishments. Such an endeavor, however, would be years in the future, as 
Mexico would need to work on other technologies to prepare it for space. Gustavo 
Medina Tanco (n.d.), head of the National Autonomous University of Mexico’s 
Space Instrumentation Laboratory, is one of the driving forces behind these robots. 
The effort is further supported and financed through public and private funding. 
One 2019 effort was a success; working with NASA, a group of university students 
built a satellite approximately the size of a breadbox that launched from the Inter-
national Space Station in December.

Despite some of Mexico’s obstacles in tackling the development of autonomous 
technologies, interest continues to grow. The international engineering company 
ATI Industrial Automation opened its first in-country plant in 2015 in Queretaro. 
Genesis Systems, another international company, opened a Mexican subsidiary; 
it is not the only company to envision Mexico’s potential as a robotics hub for 
Latin America. Nonprofit organizations, such as the Association for Advancing 
Automation (A3) México (2019), have also started advocating for domestic robotics  
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engineering and manufacturing. Its website maintains updated lists of robotics 
news and related events across the country. In some cities, local interest groups 
participate in meetings to discuss the future of autonomy; many of these are adver-
tised on websites such as Meet Ups.

Mexico hosts a number of robotics challenges, where teams compete to com-
plete tasks using autonomous robots. These events include, for example, the 
Torneo Mexicano de Robótica and Robofest Latinoamérica. Robofest, created by 
Lawrence Technological University (LTU), attracts teams from across the globe. 
It rotates locations, with the 2019 competition held in Mexico. Competitors are 
fifth to twelfth graders, with university students allowed to compete in the most 
difficult rounds. The competition includes several events, including a parade, exhi-
bition, games, and challenges, some of which are scheduled in advance with others 
announced during the competition to surprise the competitors. The primary goal 
is to encourage innovation and, ultimately, to create a showcase of international 
robotic talent (LTU 2019). In 2019, an all-girls team from Ghana won the top 
prize. Mexico hosted the First Global Challenge 2018 robotics competition, which 
brought 700 teams together to compete in Mexico City. Mexican teams have placed 
well in many of these competitions, showcasing the ingenuity of Mexican students 
and engineers. For example, in 2018, Mexican students performed well at the 
World Educational Robotics contest in Shanghai. The three teams, comprised of 
sixth graders and representing three cities, took the top three prizes after com-
peting with over 500 teams (Mexico News Daily 2018). One school in Gutiérrez 
Zamora holds over 160 international robotics prizes. Robotics education, however, 
is generally only available in private schools.

Mexico’s future with autonomous robots and automation appears bright, 
although many questions remain unanswered. The Mexican government will need 
to create policy, if not a national strategy, to determine how it wants to regulate 
and legislate autonomy. These policies will be important to ensure public safety 
as autonomous vehicles and other technologies overlap with its citizens’ lives. As 
autonomy and robotics more generally upend the labor market, there will be social 
impacts to mitigate. The government will also need to consider an educational 
strategy or curriculum to ensure that its students remain competitive internation-
ally. The success it has enjoyed relies heavily on private funding and limits robotics 
to the elite rather than prepare the entire population for autonomy. In addition, 
researchers may consider conducting surveys to understand public perceptions 
surrounding autonomy and automation. The current lack of information makes it 
difficult to assess how the population might respond to issues surrounding these 
robots.

Laura Steckman
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SOUTH KOREA
South Korea has historically excelled in robotics and today ranks among the top—
and by some standards is the top—nation in terms of preparedness for autono-
mous robots and artificial intelligence. For example, the Economist (2018) created 
the Autonomous Readiness Index to rank countries based on indicators of how 
well national policies prepare the population for the invention and adoption of 
autonomous systems such as autonomous robots. This rating reflects the country’s 
large investments in the public and private sectors that include allocating funding 
for innovative approaches in addition to educational and training programs.

In 2016, South Korea budgeted US$450 to invest in its robotics industry over a 
five-year period and US$1.9 billion to develop new technologies, followed by an 
announcement to spend an additional US$6.5 million to grow its robotics indus-
tries by 2022 (Prakash 2018). By 2017, South Korea employed the highest density 
of robot workers to employees in the world, with 631 industrial robots per 10,000 
workers (Crowe 2018). The majority of these robots are found in the industrial 
sector, primarily in manufacturing and electronics, although the application of 
robots to the country’s textile and food-related sectors lag behind. While South 
Korea generally focuses robotics development on improving society, there is a 
debate in the country over the growing role robotics may plan in future warfare.

Historically, South Korea has frequently experimented with the use of auton-
omous robots. Its efforts generally support robots that improve society and place 
value on human lives. In 2012, it began testing robotic prison guards to patrol 
prison facilities and alert corrections officers of any anomalies. These robots were 
not allowed to interact directly with prisoners by design in order to avert any 
fears or opposition to employing robots in the facility. However, the tests did not 
pass the pilot stage. The government started using drones for safety inspections 
in high, hard-to-reach places in 2017 to detect problems and monitor for areas 
prone to mudslides. In 2017, surgeons used the Korean robot Revo-i in a radical 
prostatectomy that prevents incontinence, the inability to control one’s bladder 
or colon functions. In a role with a smaller social impact, one company has even 
tested using a robot to deliver pizza at a popular food court. Businesses across the 
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nation view autonomy as an important next step in the country’s development. It is 
also helpful that the population generally approves of integrating robots into social 
settings in most cases.

The robotics industry took off in the country in 2008, after the National Assem-
bly implemented the Intelligent Robot Development and Promotion Act. Follow-on 
national plans in 2009 and 2014 built upon the foundation formulated in the act. 
Another strategy, enacted in 2018, included four action plans to expand the mar-
ket for and development of intelligent robots. As part of its plans, the government 
developed a city called K-City for testing new technologies. An unpopulated city, 
it can be used to test autonomous cars and other technologies such as 5G mobile 
networks, including testing combinations of new technologies like autonomous 
vehicles that rely on 5G networks. The government continues to increase invest-
ments in robotics and artificial intelligence to support cutting-edge development.

The year 2018 was not just momentous for South Korea’s technology testing and 
national action plans; but it also saw an increase in deploying autonomous robots 
to aid society and showcase the country’s advancements in robotics with the world. 
In an international display of its robotics capabilities, South Korea employed multi-
ple autonomous robots at the PyeongChang 2018 Olympics. Professor Oh Jun Ho 
(1954–), from the Korea Advanced Institute of Science and Technology (KAIST), 
led the team that selected which robots would feature at the airport and at the 
venues assigned to the major game events. Ho developed HUBO, the country’s first 
humanoid robot in 2004, and it was an Olympic torchbearer (Gahui and Hana 
2018). HUBO previously won the DARPA Robotics Challenge in 2015, receiving 
a US$2 million prize. Its original purpose was to work in places too dangerous for 
people, the focus of the competition inspired by the aftermath of the 2011 tsunami 
in Japan.

HUBO, like the other robots, impressed Olympic visitors, who also had the 
option to interact personally with multilingual robots designed to give directions 
and provide information about the games. Drones performed at the opening cer-
emony, with 1,218 drones flying simultaneously, setting a record in the Guinness 
Book of World Records. Ho spared no attention to detail, even placing robotic fish 
in the Olympic Plaza aquariums. He also organized a robot ski challenge, where 

In the 2015 U.S. Defense Advanced Research Projects Agency Robotics Challenge, 
the South Korean-made robot HUBO won the US$2 million prize. HUBO is a walk-
ing robot with two legs that can transition between walking and kneeling. During the 
competition, it completed all of the required tasks in less than forty-five minutes (Asian 
Scientist Newsroom 2017). The university that created HUBO, the Korean Advanced 
Institute of Science and Technology, has continued to develop the robot. In the 2018 
PyeongChang Olympics, HUBO joined the Olympic Torch Relay to carry the torch 
near KAIST in Daejon. As part of its relay leg, HUBO pulled out a drill to cut through  
a wooden wall in order to pass the torch to its creator for the next leg (Lee 2017).
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Korean university teams com-
peted in events to entertain and 
to test their programming (Gahui 
and Hana 2018). Other robots 
painted, cleaned, and enter-
tained guests; in total, eighty-
five different robots worked the 
Olympics.

Another notable robotics 
accomplishment from 2018 was 
the exploration underneath Ant-
arctica’s Dotson Ice Shelf. The 
Korean Polar Research Insti-
tute, in partnership with the 
University of Washington and 
Lamont-Doherty, carried out a 
year-long project to take measure-
ments of the ice shelf. Previous 
efforts underneath the shelf had 
lasted a maximum of forty-eight 
hours. This effort marks the first 
time that sustained measurements 
of the ice shelf have been possible; 
the data derived from the expe-
dition, though not yet analyzed, 
may provide great insight into the 
future of the planet.

South Korea continues to 
grow its vision for how robots 
can improve society. In fact, the 
country has decided to docu-
ment the changes that robots will 
bring; to do so, it will host the 

future Robot Science Museum in Seoul. The project, carried out by the Turkish 
architecture firm Melike Altınışık Architects, will use robots and drones to con-
struct the museum. The construction plan incorporates robots in almost every 
aspect, including using 3D printers to print concrete pieces and other required 
items. The drones, in particular, will not only map the construction site but will 
also provide security. Targeted for 2020, the building’s first exhibit will feature the 
museum itself as well as the robots involved in its construction. After completion, 
the robots will carry out museum operations and educate visitors on robotics and 
other technologies either used by or featured in the museum, such as virtual reality, 
augmented reality, and holography. The final completion date is projected to be 
2022. It will be ovoid shaped, meaning it will look like a three-dimensional egg.

KAIST university’s HUBO robot climbs stairs in the 
2015 DARPA Robotics Challenge. HUBO won the 
competition by completing 8 major tasks in less than 
45 minutes. HUBO also has the distinction of having 
been an Olympic torch bearer in the 2018 Pyeong-
Chang Olympics and was among the 85 different ro-
bots that performed services or entertainment at the 
event, representing South Korea’s advanced research 
in autonomous robotics and related technologies. 
(Jose Gil/Dreamstime.com)

http://www.Dreamstime.com
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South Korea also looks to robotics and artificial intelligence for its security. It 
uses robots developed by Samsung to patrol the demilitarized zone on the border 
between it and North Korea. These robot are controversial because they carry rifles. 
The country also announced plans in 2018 to build weaponized drones to attack 
North Korea in the event of a war (Perrigo 2018). While the South Koreans do not 
express distress at these robots, international researchers and observers fear that 
South Korea has started to weaponize robotics and artificial intelligence. Experts and 
scientists from more than thirty countries decided to boycott KAIST in 2018 because 
it partnered with a defense manufacturer to allegedly build robotic weapons. The 
boycott corresponded to a meeting of the United Nations to discuss South Korea’s 
work on “combat robots,” which many people fear will be like the Terminator from 
the Arnold Schwarzenegger (1947–) movies. Other developments related to national 
security include the country’s announcements that by 2024, it will employ biobots 
with its soldiers. These biobots will have traits that mimic humans or insects, and in 
later years, other robots will mimic birds, reptiles, and marine animals.

One of the downsides to modernization with autonomous robots is whether 
their use will decrease jobs and how that would affect unemployment. South 
Korea’s cities like Seoul might experience fewer effects due to the diversity of jobs 
available; displaced workers theoretically should be reabsorbed into the econ-
omy. However, cities that rely on manufacturing, such as Busan and Ulsan, could 
experience high unemployment rates if autonomous robots receive wide adoption 
because there are few alternative industries that could receive workers. Manufac-
turing typically involves manual, repetitive work and therefore would be ideal 
places to introduce automated or autonomous solutions. To allay fears of robots 
replacing human jobs, in South Korea introduced a robot tax in 2017; not truly a 
tax, it is a limit on tax incentives for companies choosing to invest in automation 
and autonomy. Despite concerns about the impact robots may have on society, the 
country remains robot friendly.

South Korea’s goal to modernize with autonomous robots may lead to an over-
haul of its many economic sectors and fundamentally change various aspects of 
society. The country has decided to devote significant resources to this endeavor 
and has attained a solid international reputation for its achievements.

Laura Steckman
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UNITED  K INGDOM
The United Kingdom strives to be a world leader in autonomous robots, vehicles, 
and other technologies related with autonomy. It is investing heavily in technology 
development and research-based policy development to raise its global stature in 
these areas. The country is positioned well in terms of government and popular 
support for these technologies, and it stands to benefit economically from their 
adoption. While crafting policy and supporting research, the United Kingdom 
upholds high standards not only for the technology but also for the people who 
participate in every aspect of technology design, especially for ethics, best prac-
tices, and standards. Because the United Kingdom ’s involvement is significant, 
the following summary touches on each of these areas, with the caveat that the 
country’s history and experience with autonomy has greater breadth and depth.

Historically, the United Kingdom has excelled at researching concepts and com-
ponents of new technologies like autonomous robots and vehicles, but the country 
has been slower to deploy them in comparison than many other nations. How-
ever, the United Kingdom has several advantages for moving toward autonomy 
and integrating autonomous robots into society that it plans to use to increase its 
footprint in robotics and autonomy. These advantages include a population that 
tends to accept and adopt new technologies faster than many other societies and a 
supportive, proactive government seeking to implement policy that enables faster 
technological development that reaches consumers faster. Trying to stay ahead of 
emerging technologies, the government issued a green paper in 2017 outlining its 
new industrial strategy incorporating these technologies. The paper included ten 
pillars of how it plans to prepare for fast-paced technological changes, including 
the need to develop, test, approve, and permit the distribution of technologies, 
such as those built to work autonomously (HM Government 2017).

As a sign of its commitment to autonomy and robotics, the government has 
supported various efforts to advance research and development. For example, in 
2018, it committed to a £10 million fund to support policy research. As part of 
this fund, it invested in fifteen projects to investigate the needs surrounding the 
implementation of autonomous robots, such as the use of robolawyers to adjudi-
cate legal issues and rules to govern flying cars (Elgot 2018). It also runs Innovate 
UK, a government agency that seeks to identify and grow technologies that will 
expand the country’s economy. Since 2007, the organization has spent more than 
£1.5 billion for projects with positive economic potential and procured more than 
£1.5 billion in funding from the private sector (Innovate UK 2019). Some of this 
funding has gone to autonomous underwater vehicles and to other autonomous 

https://time.com/5230567/killer-robots/
https://www.roboticsbusinessreview.com/ai/south-korean-ai-sees-continueddevelopment/
https://www.roboticsbusinessreview.com/ai/south-korean-ai-sees-continueddevelopment/


 a U t o n o M o U s  r o B o t s  287

robotics that work in dangerous or remote locations. In 2019, the Department of 
Defence announced multi-million-pound investments that would increase spend-
ing on robotics and autonomous systems for the military (Ministry of Defence 
2019). These efforts represent a portion of investments being made into autonomy 
and robotics; the total amount of investment is likely much higher, demonstrating 
the country’s commitment to these technologies.

The United Kingdom has developed many legal and policy positions focused on 
autonomy, robotics, and other emerging technologies. Currently, they are somewhat 
in question as the country breaks away from the European Union in a movement 
known as Brexit, or British Exit. The European Union’s parliament, or European 
Parliament, has issued regional policy for autonomous robots and vehicles. Until 
the United Kingdom actually exits, it maintains representation on the European 
Parliament and, like other European Union bodies, must uphold that policy.

Involvement includes participating in debates, such as a recent debate over 
whether to grant autonomous robots the status of personhood (Pagallo 2018). 
Giving robots some degree of personhood would affect liability laws, making each 
robot hold liability and requiring personal insurance. However, granting any degree 
of personhood also conveys at least some human rights’ status, which means that 
certain human laws would apply to the robot, leading to longer-term questions 
about robots having the same, or similar, rights as individual people. Although the 
United Kingdom has not taken an official stance on this issue, many experts argue 
against granting personhood to robots at this time.

The personhood debate, which could not have occurred until the past few years 
as the technology has reached greater maturity, is only one aspect of European 
Union law and guidelines that the United Kingdom has agreed to follow as a mem-
ber state. It may choose not to adhere to all of them after departure, although the 
country has committed itself to upholding high ethical and legal standards for 
autonomy and artificial intelligence. It will continue to develop policy based on 
the United Kingdom’s needs, and these regulations will safeguard the rights guar-
anteed in its Acts of Parliament, which, combined, form a national constitution, 
and other laws.

Regardless of how the United Kingdom continues to follow European Union 
policies and guidelines, it is likely to uphold at least some of the recommendations 
contained in the European Parliament’s resolution 2015/2103(INL) from 2017 
that provides recommendations to the Civil Law Rules on Robotics, which outline 
guidelines for liability and ethics (Olivi 2019). The United Kingdom follows a 
number of guidelines termed roboethics that outline ethical principles required in 
the development of robotics technologies. One of the founding principles states 
that human life is priority over that of a robot, as outlined in the European Union’s 
2000 Charter of Fundamental Rights. The Engineering Council and Royal Acad-
emy for Engineering (2017) produced a framework to govern engineering respon-
sibilities for technology development, which outline engineering ethics, such as 
upholding the law and respecting human life. Specifically geared to robotics and 
autonomous systems, the UK-RAS Network (2019) issued a whitepaper to discuss 
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ethics as they relate to these new technologies, including bringing up the out-
standing questions and challenges inherent to them. The government holds ethics 
highly and will strive to ensure these standards apply across industry, academia, 
and other parts of society so that any new technology adoption relies on machines 
that comply with its ethical standards.

Autonomous vehicles constitute an area where the United Kingdom anticipates 
becoming a world leader. The Department for Transportation (DfT) announced 
in early 2019 that it had ordered advanced trials for the automobiles to prepare 
them to be on the roads by 2021. These advanced trials follow several years of 
smaller, simpler trials to learn about risks associated with autonomous vehicle 
usage and questions about how to assure public safety. To address policy needs, 
in August 2018, the government issued the Automated and Electric Vehicles Act. 
This law placed insurance requirements on autonomous vehicles and drivers, simi-
lar to those already in place for other types of vehicles. Considering insurance rules 
early is one of the steps required to prepare the country for autonomous vehicles, 
though it is only an early step. The country will consider additional legislation if 
it wants to have autonomous vehicles on the roads by 2021. Some researchers, 
however, suspect that this goal is too ambitious and that the usage of autonomous 
vehicles will not receive full approval until a later year, once safety and risks are 
better known.

Due to its interest in autonomous vehicles, the government opened a special 
organization to consider the additional issues surrounding these vehicles. The DfT 
operates a center, the Centre for Connected and Autonomous Vehicles, established 
in 2015, where the government focuses specifically on autonomous vehicles, rang-
ing from technology development to cybersecurity, infrastructure, data privacy, and 
other social and legal issues that could prevent adoption. As a government office, 
the center develops draft policies and invites the public to comment, ensuring 
more widespread acceptance of official policy (Gov.uk 2019). Public engagement 
is important; this process also allows the government advanced warning about 
areas of public controversy and concern so that it may focus on allaying them, 
which also aid in raising public trust and acceptance. This center ultimately aspires 
to position the United Kingdom as one of the world’s vanguards for autonomous 
vehicles.

Autonomy, especially in the case of robots and vehicles, is an area where the 
United Kingdom plans to make quick progress and establish itself as a world 
leader. It has spent years preparing the legal framework and guidelines for sound 
and ethical technological development, and alongside the policy-level work, it has 
invested, funded, and otherwise supported the research to realize these technolo-
gies. The United Kingdom is also fortunate that its government’s efforts are mostly 
supported by its people, with the population tending to adopt new technologies 
readily. It also engages with the public to gauge sentiment and address concerns 
early. The United Kingdom’s efforts have positioned it well for the future with 
autonomous robots and vehicles.

Laura Steckman
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autonomy, and the country provides the headquarters for multiple international 
organizations that seek to advance the profession. For the measure of robot density, 
the United States ranks seventh in the world, following South Korea, Singapore, 
and Germany in the top three (Crowe 2019). In terms of readiness for autonomous 
technologies, including autonomous vehicles and other robotics, most rankings 
place the United States within the top five places, although the lists often place it 
differently because they use different criteria. Overall, the United States scores well 
for robotics and work on autonomy.

Some U.S. robotics professionals have seen where U.S. robotics must improve 
in order to remain competitive with other nations. In 2016, 150 researchers from 
top U.S. universities and other national organizations, such as the National Science 
Foundation, produced the U.S. robotics roadmap. Primarily written to describe 
the state of the robotics field to the U.S. Congress, the document sought to guide 
the technological development of the robotics field, to ensure U.S. supremacy in 
robotics, and to create robots that benefit society; in addition, the document advo-
cated for policy frameworks intended to support robot development and promote 
the responsible application of the technology (UCSD et al. 2016). The profes-
sionals involved in building the roadmap predicted that as robots become more 
integrated—and integral—to human lives, the roadmap would help developers 
start thinking about how to address some of the social concerns that might arise.

One of the outcomes of the roadmap, albeit indirectly, is increasing advocacy 
for a federal commission focused on regulating the robotics industry. Automation 
through the application of robots and autonomy through AI-enabled robots are 
poised to change the country, especially in terms of the workplace. Automation 
and autonomy will eventually lead to replacing human workers for robots; while 
in some cases the displacement will have minimal effects, in others, they will be 
disruptive, as people lose jobs en masse. Currently, there are many agencies and 
organizations in the federal administration with the ability to regulate very spe-
cific policies, which are often limited by the organization’s mandate. With many 
agencies issuing limited regulations over the large field and application of robotics, 
there are often seams and gaps between them. Only a federal agency with the man-
date to oversee robotics would have visibility over all these regulations and be able 
to bring them together in line with an overarching policy. The European Union 
and Japan already have national robotics commissions, meaning that the United 
States is behind on establishing a body that can both regulate these technologies 
and make decisions about some of the difficult issues surrounding them, such as 
when a technology is ready and safe for widespread implementation.

Although the United States is lacking a federal commission on robotics, it has 
created organizations to promote robotics as a field. The major organization pro-
moting domestic robotics is the National Robotics Initiative (NRI), which formed 
in 2011 out of the White House’s Office of Science and Technology Policy (Col-
deway 2011). The NRI funds fundamental research in the robotics field using 
funding accumulated through federal bodies that identify projects aligned with 
their mission needs. The first five years of the program distributed several million 
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dollars to researchers. Because the government considered the NRI a great success, 
it was renewed in 2016 to continue funding robotics research and development. 
However, due to annual budget fluctuations, funding is not consistent. Without 
consistent, sustained funding, U.S. robotics could fall behind other nations that 
choose to invest more.

Robotics development moves faster than the law and courts can make deci-
sions. The importance of creating a framework or policy, as underscored in the 
robotics roadmap, cannot be overstated because the United States lacks compre-
hensive guidelines or laws related to robotics and the development or application 
of related technologies. In fact, within the U.S. legal system, most legal questions 
surrounding robots remain at a fairly fundamental level. The major questions being 
addressed in the courts revolve around liability (i.e. questions about who or what 
takes responsibility in the case of a malfunction). They debate whether robots are 
objects, which would likely make the developer or owner liable for accidents, or 
the subjects of the law, meaning that the robot itself would be liable for mishaps. 
Answers to these questions, which will likely occur and evolve as the courts make 
decisions, are human-centric. They will likely be used to determine who can sue 
whom in the event of an event involving a robot as well as determine any monetary 
judgments.

On the other hand, there are already people considering the law from the 
robot-centric view. Questions such as whether robots have rights seem irrelevant 
to many people in the present, but as robots start to think independently through 
AI enhancements, at what point in time do they receive rights or be held to legal 
standards? The release of Microsoft’s chatbot Tay in 2016 placed this question in 
front of the public, generating a large amount of media attention. Tay, a chatbot 
designed to learn from people who traded messages with it on Twitter, went from 
“naïve” to extremely offensive in less than a day.

While Twitter users fed it negative ideas and bad language, the answer to who 
or what was responsible for the chatbot disaster was never declared. Was it the 
Twittersphere? Microsoft? Tay? In this instance, no one was prosecuted, although 
Microsoft should have been able to predict the potential for online misuse (Scherer 
2016). These questions will continue to arise as robots get smarter; some lawyers 
and scholars contend they need to be addressed now (Sherman 2018). In Europe, 
many nations are already considering the human rights surrounding robots. In 
Saudi Arabia, the government granted Sophia, a robot, citizenship—which implies 
a certain level of guaranteed rights. In the United States, robot rights, or robots’ 
human rights, will need to be considered and probably codified.

There are, of course, issues that add complexity to the debate of a robot’s status 
under the law. One of these involves the research and development of lethal auton-
omous weapons systems, or LAWS. These technologies are not new; what is new 
is that with the addition or artificial intelligence, the machines could be allowed 
to decide to act based on their programming. Questions about whether machines 
should be allowed to determine the use of lethal force are controversial worldwide 
and have caught the attention of the United Nations. Even as these questions arise, 
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many nations, including the United States, experiment with their development 
(Fryer-Biggs 2019).

In the United Nations, the Convention on Conventional Weapons has met over 
the years to discuss imposing restrictions and bans on LAWS. Twenty-eight nations 
have signed on to a complete ban, while hundreds of professionals from around 
the world have added their support to ban all autonomous weapons. However, 
organizations such as Human Rights Watch (2019) have pointed out that the 
United States, along with other nations like Russia, has been stalling negotiations, 
insinuating that in some cases, the United States is among the nations trying to 
prevent these negotiations all together. The United States currently does not have 
any policies preventing LAWS development. The U.S. Congress will likely need to 
discuss regulation of these technologies, including discussions on ethical consid-
erations surrounding their future usage, should that appear to become a reality.

Despite questions and controversies surrounding some robotics and autonomy 
applications, autonomous robots have the potential to change the role of humans 
in the workplace, in some sectors. Manufacturing, agriculture, and other areas 
where robots can work more efficiently than humans are sectors ripe for adopting 
robotics in the labor force. As this happens, robots and humans will either work 
side by side or robots will replace humans, meaning that the number of people in 
a workplace may be limited, primarily including the technicians required to repair 
broken units.

In the United States, the Department of Labor regulates health and safety 
issues in the workplace under the Occupational Safety and Health Administration 
(OSHA), meaning it must have a growing role overseeing changing needs in a 
workplace combining human and machine labor. However, as of 2019, OSHA had 
no standards for the robotics industry. It did issue guidelines for robotics safety in 
1987 with PUB 8-1.3, following the lead of the American National Standards Insti-
tute and the National Institute for Occupational Safety and Health (OSHA 1987). 
The 1987 guidelines are now outdated, as they focus on mechanical robots that 
work in a single, specific area on one task. While these robots continue to exist, 
such as in assembly plants, developers are now working on AI-enabled robots  
that can learn and make decisions and that are not glued to a static location, nor 
necessarily limited solely to one task. Therefore, standards and policy for safety, as 
well as for the other areas of life on which robots touch, must be updated to protect 
people and possibly even robots in the workplace.

There are questions and potential concerns surrounding how robots will change 
society. These answers will not come immediately; they will come with the robots 
and the changes they make to society. To a large extent, the robotics field itself is 
limited solely by imagination and the current state of the technology. For example, 
the National Aeronautics and Space Agency (NASA) builds robots to assist with 
exploring some of the most remote places in space where people cannot go. One of 
its projects is LEMUR, a robot that can scale rock and ice cliff walls. The project has 
spawned an entire family of robots for outer space, including Ice Worm to navigate 
the ice and RoboSimian to navigate over icy tundra and other terrain (JPL 2019). 
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Projects like the ones NASA has undertaken have the potential to shape the future. 
Much of the U.S. robotics and autonomy industries are focused similarly to NASA, 
trying to reshape society for the better.

Laura Steckman
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Chapter 9: Genetically Modified 
Organisms

OVERVIEW
Genetic modification is a type of biotechnology. The most basic definition of a 
genetically modified organism, or GMO, is that it is a living organism (e.g., plants, 
animals, viruses) that has been altered through the process of genetic engineering. 
The end result is a product that either has a desired quality or no longer has an 
undesirable characteristic. The process of genetic modification can involve intro-
ducing new genes from one or more species; removing genes, such as those that 
make animals or plants susceptible to a specific disease; or making modifications 
to the organism’s DNA, or deoxyribonucleic acid, the material that contains all of 
an organism’s genes and chromosomes. For example, the Massachusetts Institute 
of Technology has modified watercress plants to give off light. Currently the plants 
produce dim light for four hours at a time, with the ultimate goal to create plants 
that are bright enough to replace desk lamps (Kwak et al. 2017). Most genetic 
modifications aspire to improve people’s lives in some fashion.

The scientific advances making genetic modification and experimentation have 
grown rapidly in the twenty-first century. One of the more popular techniques 
is CRISPR, which stands for “clusters of regularly interspaced short palindromic 
repeats.” First demonstrated experimentally in 2007, this approach is considerably 
different from traditional genetic modifications that combine genes from different 
organisms, including bacteria, thus creating a new organism. In contrast, CRISPR 
edits the DNA within the organism using a protein known as CAS9 to modify the 
existing genetic sequence. Using CRISPR techniques, scientists can turn on or off a  
single gene, allowing them to target specific parts of the genome with precision. 
For agriculture, this method allows for fine-tuning resistance against insects, fungi, 
and molds that decimate crops. For humans, it could lead to cures for debilitating 
genetic illnesses. While more research is still necessary, CRISPR offers potential 
future improvements for society. Not all people approve of CRISPR use for gen-
etic modifications, or in some cases, agree whether it produced a genetically engi-
neered organism.

The question of what constitutes a GMO is a complex and sometimes contro-
versial debate. There is no one accepted definition. In fact, not only do different 
groups in the same country disagree on the definition, but there are also inter-
national variations in the definition. In the United States, the label GMO usually 
refers to the product. From a safety perspective, focusing on the product is often 
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simpler than examining the procedure because procedures can be complex and 
require ethical considerations. Even in examining only the product, there is no one 
American understanding of GMO. Europe has developed a standard definition for 
GMO. According to the European Food Safety Commission, a GMO is “an organ-
ism in which the genetic material has been altered in a way that does not occur 
naturally through fertilization and/or natural recombination” (Cnudde 2018).

There is additional controversy over whether gene modification in processes 
such as plant breeding truly produce a GMO product because officials may not 
view gene editing as gene modification (Nature Plants 2018). The definitional dif-
ferences may mean that an American product may not be considered a GMO in the 
United States but would require package labeling for sale in Europe. The United 
States started requiring GMO food labels in late 2018; by 2022, manufacturers 
selling products that use ingredients, such as soy or corn that may be GMO, will 
indicate that possibility with an approved “bioengineered” label.

Food comprises the largest category of GMOs and receives the most media 
attention. Introduced into the world’s food supply in the 1980s and 1990s, GMOs 
have become fairly common sources of food and food production; food and plant 
crops that can be GMO include cotton, corn, soybeans, apples, beets, papaya, 
alfalfa, squash, and potatoes. Many people believe that GMOs can have negative 
effects of their health. While the long-term effects of GMO consumption is not 
known, thousands of research studies have shown GMOs not to have a harmful 
effect on humans (Borel 2014).

Despite the current state of knowledge, GMOs remain controversial. In China, 
a 2018 study conducted in 193 cities surveyed 2,063 people about how they per-
ceive GMO foods. The results showed that 11.9 percent viewed GMOs positively, 
41.4 percent neutrally, and 46.7 percent negatively; further, 13.8 percent felt that 
the gene modification technology represented a bioterrorist attack aimed at the 
Chinese people (Cui and Shoemaker 2018). These neutral and negative sentiments 
exist across the world. No other society has vocalized concerns collectively about a 
connection between bioterrorism and GMOs, though some scientists have warned 
that every genetically engineered organism has the potential to severely damage 
the ecosystem.

The controversy surrounding GMOs began when the foods first came to store 
shelves. However, humans have a long history of interfering with the natural 
world. They encountered wild wolves and started to domesticate them thousands 
of years ago by picking those with desirable traits to breed. Later, people started 
interbreeding animals and plants to produce hybrids; estimates place the creation 
of plant hybrids around 2000 BCE and animals around 1400 BCE (Newton 2014). 
The hybridization process is a form of genetic manipulation, although it is not 
usually viewed to be the same as genetic modification because combining genes is 
not always equivalent to altering genes. The movie Napoleon Dynamite (2004), for 
example, contained a quote about the character’s favorite animal: a liger. Ligers are 
a cross between a lion and a tiger. They actually exist as a product of hybridization. 
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While most of these experiments did not lead to protests, the increasing availability 
of GMOs, especially in foods, has led to rising vocal opposition.

Some people reject GMOs on philosophical, religious, or moral grounds, while 
others cite the potential dangers to health and the environment. The philosophical 
argument generally boils down to, we can create GMOs, but should we? While  
not the only possible line of argumentation, this argument draws on moral and 
ethical points to conclude that until more is known about unforeseen future 
health and environmental risks, scientists should refrain from developing GMOs 
and associated technologies. The religious objections to GMOs take the view that 
humankind has no right to disturb the natural law; that genetic engineering, when 
not performed with altruistic intentions, violates religious scripture; that support 
of GMOs is due to the work of lobbyists influencing the religious leadership; and 
that biotechnology must be explained through religious doctrine to ensure that 
its usage does not conflict with organizational beliefs. However, leaders from the 
world’s three main religions, Judaism, Islam, and Christianity, disagree within their 
organizations as to the position the religion should take toward GMOs (Omobow-
ale, Singer, and Daar 2009). For the foreseeable future, these anti-GMO positions 
will continue to keep GMOs as an object of controversy.

The next concern on the horizon is that scientists will start to genetically modify 
human beings. While animals have been genetically modified for decades, reports 
in 2017 that university researchers had genetically edited human embryos guaran-
teed that the debate surrounding GMOs will continue (Ma et al. 2017). Advances 
in CRISPR and new emerging technologies could also make modifications easier in 
theory. Questions already exist about whether it is right to create “designer babies” 
that have the characteristics parents prefer over those of natural selection. If the 
push to modify human genes continues, there will be subsequent questions about 
the ethics and implications of GMOs.

In the United States, the GMO controversy has led to public cries for their 
elimination. As the public has gained access to information about GMOs, it has 
demanded that stores and restaurants eliminate genetically modified foods from 
their menus. In 2015, Chipotle, the Mexicanized fast food restaurant chain, gave in 
to the public outcry, deciding to ban GMOs from its food. It received public praise 
for deciding to source its ingredients from non-GMO suppliers. It is unlikely that 
the ban entirely eliminated GMOs, as many of its sweetened beverages still con-
tained high fructose corn syrup and it had little control over whether the livestock 
it purchased for meat ate genetically modified corn (Rupp 2015).

Studies about perceptions and attitudes toward GMOs have resulted in data 
about the GMO controversy in other nations. However, no study has examined 
attitudes about GMOs globally. Without such a study, it is difficult to compare the 
perceptions and resulting controversy in the United States to that of other nations. 
Studies that examine attitudes one country at a time, such as a 2016 study in 
Poland (Rzymski and Królczyk 2016), suggest that similar controversies exist in 
other parts of the world.
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Apart from the ideological controversy surrounding GMOs, GMO creation and 
production is a big business in many parts of the world. Genetically modified seeds 
generate large annual profits for the seed creator and farmers benefit from larger 
crops to sell (PR Newswire 2017). GMO seeds increase crop yield and reduce the 
amount of pesticides needed per harvest. These traits are highly desirable. The 
downside is that there are restrictions on the sale of the seeds. Farmers cannot 
reuse the seeds annually. They are expected to return or destroy unused seeds 
every year. They often must contractually agree to binding arbitration, stripping 
them of the ability to file a lawsuit. The seed owner also indemnifies itself of all 
liability, meaning that if anything bad happens with, to, or because of the seeds, the 
planter takes full responsibility for the outcome.

Because of these legal restrictions, seed owners will seek action against farmers 
who violate the terms. The owners have also pursued legal action against neigh-
boring farmers who accidentally grew the seeds when the wind had blown a small 
number of seeds from the other farmer’s plot. The legal restrictions and degree of 
adherence depend on the country’s legal system. In some countries, these restric-
tions are not enforceable. There are also locations where other political, economic, 
and cultural factors come into play regarding the use of GMO seeds.

Scientists believe that GMOs could revolutionize food production and health 
and could strengthen the economy in primarily agricultural areas. Gene modifi-
cation technology has the ability to alter plants to resist disease and insects. It can 
also explore ways that plants can thrive on less water and under less than ideal 
planting conditions. It can also work to infuse more nutrients into the food, which 
can boost health and productivity and, potentially, even raise incomes for people 
involved in the food industry (Schumacher 2018).

Nigeria has experimented with the development of an insect-resistant cowpea 
since 2008. Cowpea is among the most consumed foods in the country and also 
one of the hardest to bring to market due to the pod borers that infest the crop. To 
test whether cowpeas can resist the borers, the genetically modified cowpea has 
been in field trials since 2010, and although it was expected to reach farmers on 
a larger scale in 2017, it faces additional delays. Researchers investigating the cost 
of the delay used models to estimate that a one-year delay will cost the country 
US$33–46 million and between 100 and 3,000 lives from deaths due to malnutri-
tion (Wesseler, Smart, Thomson, and Zilberman 2017). Other countries may also 
receive both economic and welfare benefits from GMOs if the populations and 
governments choose to accept them.

Policy response to GMO cultivation varies widely across the world. Determining a 
government’s stance toward GMOs is not always clear. While some governments ban 
GMO cultivation, they still permit GMO imports. Some governments have enacted a 
partial ban or special restrictions on GMO cultivation and/or import. Countries that 
set aside land for GMO crops in 2016 include the United States, Brazil, Argentina, 
Canada, India, Paraguay, Pakistan, China, South Africa, Uruguay, Bolivia, Australia, 
the Philippines, Myanmar, Spain, the Sudan, Mexico, and Colombia (Statista 2016), 
though many of these countries have tight restrictions on imported GMOs.
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In addition to policy regarding cultivation and crop importation, many coun-
tries require GMO products to have labels identifying that the product is GMO. 
The European Union, Russia, China, Brazil, Australia, Turkey, and South Africa 
are among the sixty-four nations that require mandatory labeling (Center for Food 
Safety 2018). Countries that banned the cultivation and importation of GMOs 
include Algeria, Belize, Bhutan. Ecuador, Kyrgyzstan, Madagascar, Peru, Saudi 
Arabia, Turkey, Venezuela, and many European nations (Science Literacy Project 
2018). National laws regarding GMOs can change over time based on new research 
and local consumer preferences.

This section examines select countries from different parts of the globe to illu-
minate the issues, trends, and challenges associated with GMO technologies. 
The countries vary in the degree to which they allow GMOs to be cultivated and 
imported. They demonstrate different perspectives toward the adoption of GMOs. 
Some of these countries are further advanced in their GMO-related experiences, 
while others strive to tackle the GMO issue to discover if it is a viable alternative 
to feed the population. There are also businesses watching, waiting to discover the 
next big market for GMO seeds. When philosophical, legal, business, and scientific 
needs mostly balance, there are many people who believe GMOs will advance the 
world in foods, medicines, and through other organisms that promote human-
kind’s interests.
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oppose GMO production and consumption. The internal debate is growing in the 
wake of multiple, natural weather disasters that have affected agricultural produc-
tion nationwide.

Chile is one of the world’s largest producers of GMO seeds; it is also a major 
food exporter, as its position in the Southern Hemisphere allows it to grow crops 
and export them to areas where those crops are in the off-season. The nation’s 
GMO seed production has made it a key exporter to markets in North America, 
Asia, and Europe. In 2014, the GMO seed industry was valued at US$508 mil-
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to GMO salmon and has made some progress in conjunction with researchers 
from Norway.
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Chile’s stance toward GMO seed use domestically, however, is almost ironic. 
GMO seeds can be exported or used in research, but local farmers cannot plant 
them, per policy. Government representatives submitted a bill in 2007 to allow 
local farmers the right to use GMO seeds, but policy on this matter remains unde-
cided. In fact, seeds still technically cannot remain in the country once they are 
ready for use. Limited exceptions occur for controlled field research but do not 
extend to commercial use. One argument against the local use of GMO seeds is that 
Chile does not have the malnutrition problem that other nations have globally and 
therefore does not need to flood the market with GMO foods.

One disadvantage of the policy is that the inability for local farmers to utilize 
GMO technologies makes them less competitive with regional farmers who can 
use them. When farmers go against the rules, the punishment for planting GMO 
seeds is a fine. Carlos Crovetto (n.d.), a farmer in the Bio Bio region, experimented 
with GMO seeds in 2015. He rotated soybeans and corn, noting a 10–15 percent 
increase in yield. When he shared these results with the media, the police showed 
up, ordered the crops torn from the ground, and imposed a fine. The minimum 
fine is 3.5 million pesos, which at the time was more than US$5,000 (Bloomberg 
2017). The total amount the farmer paid was never disclosed, other than to stipu-
late that it was an expensive venture.

The laws regarding GMO production have evolved in the country since the 
first field trials in 1987 through the early 1990s. In 1993, the first regulations 
for GMOs emerged, limiting them to the agricultural exports sector. Interest in 
GMOs increased around 2000 when commercial GM seed production started gain-
ing in popularity. It has increased over time, making Chile a successful seed pro-
ducer. In 2001, Chile legalized the production of transgenic seeds, or those that 
have been developed with artificially induced DNA from another organism, for 
export through Exempt Regulation No. 1523 (Gobierno de Chile 2010). In 2003, 
GMO products gained status as foodstuffs, which included additional regulations. 
Decree Law No. 3557/82, Exempt Resolution Co. 6966, and subsequent amend-
ments permitted the Ministry of Agriculture’s Agricultural and Livestock Service to 
regulate GMOs and created a technical committee comprised of experts to perform 
risk analysis on GMO field tests and production.

Chile allows GMO imports. It gets most of its soybean and corn from neighbor-
ing Brazil and Argentina, the majority of which become animal feed. There are few 
restrictions placed on GMO imports, and they generally do not require labels. As 
of 2015, Congress was considering two laws on the mandatory labeling of GMO 
products. It is unclear if either passed. Chile does, however, require food labels for 
nutrition, making it possible that a future law will require GMO information.

Public response to GMOs has not always been positive. The Coalition for a 
GM-Free Chile corresponded to a group of individuals, organizations, and other 
stakeholders that promoted a national anti-GM campaign around 2010. Other 
anti-GMO movements have developed, such as Chile sin Transgénicos (Chile with-
out Transgenics), Chile Sustentable (Sustainable Chile), and Yo No Quiero Trans-
génicos en Chile (I Don’t Want Transgenics in Chile). Most of the groups have, or 
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have had, active social media presences. They also publish information about the 
supposed dangers of transgenic seeds and food, even though they have not been 
substantiated over years of scientific testing. Examples of the arguments Chile sin 
Transgénicos use include the idea that transgenics adversely affect health, create 
risks for pregnant women, cause immune system reactions, produce toxins in the 
body, and build up over time, increasing health risks (Smith 2010). The groups 
also oppose toxic weed killer and solutions that are not environmentally friendly. 
The ultimate goal of these groups is to raise awareness and, when possible, con-
vince people to join in protests.

Additional challenges to Chile’s GMO policies have come from external forces, 
such as the transnational corporation Monsanto. People around the world pro-
tested the corporation and its policies that diminished the rights of local farmers. 
For example, the company-initiated lawsuits against farmers that neighbored those 
using Monsanto’s seeds, claiming that even if the wind blew seeds onto their farms, 
they benefitted from Monsanto technology illegally and must pay the company 
compensation for losses. In 2014, both proponents of GMOs and their protes-
tors agreed to prevent Monsanto and similar companies from using their standard 
business practices in the country. These companies develop seeds, apply for local 
patents, and then require all farmers to pay for the right to use those seeds.

The questions surrounding GMO production in Chile have had higher stakes 
since 2011. The country has experienced a long-term drought, which some sci-
entists now refer to as a megadrought, that they believed began around 2010 and 
continues in many regions. To amplify the effects of the drought, the country has 
experienced unusual wildfires that damaged even more land and crops. Overall, 
the result of the drought is the need to import more food, including GMO and 
non-GMO products. It has also made researchers wonder if they can, or perhaps 
should, produce drought-resistant GMO seeds, especially as the drought shows no 
signs of abating.

Despite the seemingly contradictory policies surrounding GMOs, Chile con-
tinues to be at the forefront of research, along with its university counterparts 
in Argentina, Mexico, Colombia, and Brazil. In 2017, Chilean universities made 
several notable examples to improve GMOs. At the University of Chile, scientists 
developed transgenic wheat that increases yield and quality (ChileBIO 2017b). The 
company Favet-Inbiogen has found ways of using CRISPR technology, a biologi-
cally inspired and derived method used to alter gene sequences in DNA, to create 
disease-resistant salmon (Feest 2017). In addition, the minister of agriculture met 
with his counterparts from South America’s Southern Cone to establish processes 
to examine new GMO technologies and third-country GMO markets cooperatively 
(ChileBIO 2017a). Because GMOs comprise a significant economic sector, Chile is 
poised to continue advancing GMO technologies.

Chile has been successful in its investments in GMO technologies, as demon-
strated by its ascendance as a global power in the industry. While it has some 
uneven policies applied to its import-export and domestic-international GMO sec-
tors, the country will continue to advance its approaches. One of the next areas  
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where it may reconsider policy is the restrictions that prohibit local farmers from 
utilizing the same technologies that the country’s researchers are developing. 
Reconsideration, though not guaranteed to be an issue open to political discus-
sion, might offer the potential to boost the country’s economy by making it more 
competitive in trade.

Laura Steckman
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production and consumption. In many developing countries, like the Philippines, 
poorer populations face problems like malnutrition and vitamin deficiencies. With 
GMOs, food products can be modified to hold more vitamins and nutrients that 
would not otherwise be available.

Despite potential benefits, the German population consistently supports the 
GMO ban at high levels. Around 66 percent of the population rejects GMO food 
consumption, and 78 percent of the population do not believe that humans have 
the right to create or consume any genetically modified food, plants, or animals 
(Keine Gentechnik 2018). Since 2009, the German government has systematically 
removed GMO crops from cultivation in the country. However, although Germany 
maintains its stature as a leader in the anti-GMO campaign, the government has 
been involved in controversial decision making regarding GMO imports and label 
regulations.

In 2009, the German government banned the only genetically modified crop 
approved in Europe: Monsanto’s insect-resistant maize, MON 810. This move 
occurred after France banned MON 810 in 2008 through the European Union’s 
safeguard clause, which questions the safety of the genetically modified crop for 
public consumption. To address the GMO controversy, the European Union Com-
mission convened to discuss a proposal that would allow individual European 
Union state members to make national-level, rather than union-wide, decisions on 
the GMO issue in 2010. In 2014, after much deliberation on the cultivation of GM 
crops in Europe, the European Union decided to allow countries the decision to 
opt out of planting any of their approved GM seeds (Euractiv 2014).

The following year, the German government notified the commission that the 
country was opting out of planting any GM seeds within in its borders, even if 
the European Union considered the GM strain to be safe for cultivation. Germany 
joined many other countries, such as France and Italy, as they shifted away from 
planting and harvesting GM crops. The following year in 2016, German Prime 
Minister Angela Merkel’s (1954–) cabinet ratified a draft law, an amendment to the 
already existing Genetic Engineering Act of 1993, to ensure Germany’s ability to 
enforce a ban on the cultivation of any GM seeds. Despite the ratified amendment, 
the German government still needed approval from the EU Commission to remove 
Germany from the list of European Union countries approved for growing GM 
crops (TRT World 2016).

The idea of allowing individual nations to make legislative decisions on GMO 
cultivation led to further European Union debate on GMO imports. In addition 
to the GMO cultivation opt-out, the EU Commission initially proposed allowing 
member states the option to impose bans on imported GMO products, even if 
approved by the commission. This proposal allowed the commission to strike a 
balance between its approval system and the member states’ ability to choose prod-
ucts they deemed safe for their citizens. However, the proposal failed in October 
2015 (Euractiv 2015).

Voting against the GMO import opt-out not only allowed the EU Commission 
to continue approving GMO imports for distribution within the European Union, 



 G e n e t I C a L LY  M o D I f I e D  o r G a n I s M s  305

but it also allowed Germany to continue its heavy import of GMO products for 
the German market. Critics believe it is hypocritical of the German government to 
oppose GMO cultivation but allow public access to imported GMOs through the 
food industry. Germany imports genetically modified corn and soy for livestock 
feed and food products in the country. In fact, Germany imports up to 35 million 
tons of soy annually (Lange 2019). Since livestock requires a protein-rich diet to 
grow quickly and meet the demands of the food market, much of Germany’s GM 
soy import is a protein supplement added to the livestock feed (Tost 2015). How-
ever, GMO imports for nonlivestock feed remain extremely limited.

Germany’s anti-GMO stance and desire to ban GMO cultivation is unsurprising; 
the country’s history of opposing GMOs predated discussions of the domestic legal 
ban. In fact, the country’s Genetic Engineering Act, updated in 2004 as a response 
to EU Directive 1829/2003, which imposed regulations of GM foods, feed, and 
subsequent labeling, primarily creates a legal and regulatory framework surround-
ing environmental protections, human health risks, and GMO-related research and 
development. However, by 2003, locals had created GMO-free regions, following 
Munich, which had become Germany’s first GMO-free town in 1999. By 2013, 211 
regions, or approximately 10 percent of Germany’s farmland, had declared them-
selves GMO-free (Stop the Crop 2013). Thus, popular sentiment from the farming 
community and the mass populace tends to be anti-GMO.

From the government perspective, Germany's anti-GMO policies for its agri-
cultural sector continue to be very strict to ensure GMO-free crops for their con-
sumers. At the beginning of 2019, German-owned company Bayer announced that 
farmers in Germany and France planted seeds that were mixed with a genetically 
modified rapeseed strain from Canada. While the GM seed is available for planting 
and harvest in Canada, it is not authorized for cultivation in Germany or France 
due to environmental risks that can affect local crops.

After detecting the GMO strain, Bayer notified all rapeseed farmers and offered 
compensation for the 2019 and 2020 harvests. Instead of preserving the har-
vest and destroying the crop at a later date, both Germany and France removed 
all traces of the GM rapeseed inadvertently transferred from Canada before the 
GM crop’s flowering to prevent the spreading of the unauthorized GMO strain in  
the two countries. Germany destroyed at least 2,150 hectares, which is minimal 
compared to the 1 million hectares of rapeseed in the country (Trompiz 2019).  
The destruction demonstrated the agricultural community’s commitment to GMO-
free crops.

Complicating the GMO issue is not just the availability of GMOs in the mar-
ket but also the existing GMO labeling regulations. Suppliers and producers can 
obtain labels indicating that food products are GMO-free. To receive the Ohne 
Gentechnik (Without Genetic Engineering) sticker, foods must meet European 
Union requirements. However, the sticker does not necessarily mean that the 
product is entirely GMO-free. The European Union allows at least 0.9 percent of 
GMOs in food products without a labeling requirement. While farms must follow 
a strict time frame in which animals must not be fed GMOs before being readied 



306 e X a M I n I n G  I n t e r n e t  a n D  t e C H n o L o G Y  a r o U n D  t H e   W o r L D

for the food market, they cannot provide guarantees the animals will not encounter 
any GMOs or GMO supplements in their lifespan.

They also cannot guarantee that the final product, such as meat, milk, and 
eggs, will be subjected to the same labeling requirements (Lange 2019). To pro-
vide more GMO-free food products in the German market, German food retailers 
feed livestock with certified European soybeans. Through the Hofglück program, 
Edeka Südwest favors a regional feed that uses GMO-free soy grown in the Dan-
ube region. The program uses an independent inspection body to ensure that all 
products are certified and in a controlled environment (Byrne 2019). While this 
program shows how food retailers can assure consumers that food is GMO-free, 
these same processes may be improbable for all foods that reach stores and only 
address one avenue for adhering to GMO labeling requirements.

Germany has experienced further complications with the legal aspects of label-
ing GMO products due to emerging GM-related technologies. Specifically, new 
methods of genetic editing that result in GM foods are not covered by older GMO 
regulations (tg 2017). Since the introduction of CRISPR, geneticists have advocated 
the use of this method of gene editing. CRISPR changes an organism by editing 
its genetic sequence, which could mean altering a single gene, similar to mutagen-
esis. Instead of fusing different organisms together, genome editing is based on 
the premise of natural mutations (Schulz 2019). The process does not necessarily 
change the organism into something different or new. Laws and regulations were 
not written for processes such as CRISPR or to define the altered product and will 
need to be reconsidered as technologies continue to advance.

Since mutagenesis was not covered by older GMO regulations, the German 
government has proposed to review and decide on a case-by-case basis for indi-
vidual products. The review process includes the decision to label or not label a 
product as a GMO. This proposal can be found in Merkel’s ratified 2016 draft law 
within the Genetic Engineering Act, through which others questioned the rele-
vancy to more recent bioengineering advances. Green Party genetic engineering 
spokesperson Harald Ebner (1964–) spoke against this proposal and demanded 
transparency from the German government. Relying on the European Union’s 
definition of GMOs, Ebner argued that a GMO was a process and not a product. 
In 2018, the European Court of Justice determined that CRISPR was another 
method of genetic manipulation and must adhere to current GMO regulations 
(Schulz 2019).
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INDIA
As of 2017, India had the fifth-largest acreage of GM crops in the world, although 
it differs from other high-ranking countries in that all of its GM crops come from a 
single product—cotton—known as Bt cotton (ISAAA 2017). Currently, Bt cotton is 
the only commercially approved GM crop in India. There have been some attempts 
at government approval to grow other GM crops; however, current government 
regulations have yet to permit additional GM crop cultivation. Additionally, GM 
plants have a history of controversy in the country, as they have been linked to a 
rise in farmer suicides. India also has a number of active anti-GMO groups and 
organizations. There has been recent litigation in India’s Supreme Court surround-
ing patents and Bt cotton.

Bt cotton, produced and sold by Monsanto, an American agricultural biotech-
nology corporation acquired by Bayer in 2018, received approved for cultivation in 
India in 2002. An upgraded version received approval in 2006. The cotton is cur-
rently the only GM crop allowed by the Indian government. Bt cotton makes up over 
90 percent of the total cotton cultivation in India, and India is the second-largest 
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producer of cotton in the world. Bt cotton was created to be resistant to a number 
of common pests for cotton crops, such as bollworms, and contains natural insecti-
cides for specific pests, which is intended to reduce reliance on pesticides.

While Bt cotton usage among farmers remains consistently high, it has also 
become a focal point of multiple controversies surrounding GMOs. In 2012, the 
state of Maharashtra banned Bt cotton seeds distributed by Mahyco, an Indian 
partner of Monsanto, after assertions that the state was being sold inferior seeds. 
The government lifted that ban in 2013. Infestations of pink bollworm in Maha-
rashtra during the 2017 and 2018 growing seasons created another point of con-
troversy around Bt cotton. While it is clear that pink bollworms are developing 
resistance to the pesticides used in Bt cotton cultivation, this situation is compli-
cated by other factors, including potential improper farming techniques such as 
leaving the crops to grow for longer than recommended periods and the sales of 
illegal, herbicide-tolerant Bt cotton seeds.

Approvals for GM products are overseen by the Genetic Engineering Appraisal 
Committee (GEAC), a committee under the Ministry of Environment, Forest, and 
Climate Change of the federal government of India. In 2009, the GEAC approved 
the production of Bt brinjal (eggplant); however, this central Indian government 
placed an indefinite moratorium on commercial GM eggplant use in 2010. Minis-
ter for Environment Jairam Ramesh (1954–) justified the ban by citing food secu-
rity, a number of controversial safety tests, and the difficulty in regulating labeling, 
despite the fact that the conclusion does not align with several international agree-
ments to which India has signed and is contradictory to findings from interna-
tional experts. The moratorium remains in place today. As a result, there is also a 
rise in the number of illegal Bt brinjal cultivators within the country.

In May 2017, the GEAC gave an initial clearance to GM mustard, also known 
as DMH-11 mustard, which Indian researchers developed as a potential solution 
to the need for edible oil imports. The Centre for Genetic Manipulation of Crop 
Plants at the University of Delhi developed GM mustard, and the project received 
funding and support from the National Dairy Development Board and from the 
central government’s Department of Biotechnology. However, after pressure from 
anti-GM and farmer organizations, GM mustard did not receive its final approval 
from the central ministry and remains in a limbo state. In October 2018, the 
GEAC approved field tests of the product on honeybees and other pollinators 
to determine any potential impact the crop may have on the ecosystem. How-
ever, these tests cannot be conducted until permitted by the local and state level 
governments.

The Food Safety and Standard Authority of India (FSSAI) oversees genetically 
modified foods and food imports. The organization began creating procedures 
around GM foods in 2018. This new effort originated after the Centre for Sci-
ence and Environment, a think tank, released a study that year reporting that 
46 percent of imported food products in India already test positive for GM. As 
the FSSAI had not approved import or sale of GM food products without a per-
mit, these food imports have potentially entered the country illegally. Currently, 
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the FSSAI is looking at GMO labeling requirements for food products, although 
there has been no specific regulation made. One of the challenges is that the 
current government declared in 2014 that it would not allow GM food products 
within the country.

India’s stated requirement to only import non-GMO foodstuffs has caused other 
difficulties for the country as well. Due to drought and increased demand in recent 
years, India has begun to import corn since 2016, after previously being a corn 
exporter. While the country has so far been successful in importing corn, the non-
GMO requirement has made importation more difficult, as many countries now 
primarily export GMO corn, and the Indian government has had to explore allow-
ing for lower tariff rates to facilitate importation.

GM crops are also controversial for many Indian citizens and have received 
attention from the nation’s highest legal courts. Federal litigation is ongoing for GM 
mustard in India since an established anti-GMO activist, Aruna Rodrigues (n.d.), 
became the lead petitioner in a Supreme Court case to place a moratorium on 
GM crops. While the case remains open, the GEAC was allowed to give clearance 
to limited field trials on GM mustard. In early 2019, there was a Supreme Court 
ruling on GM cotton patents, which awarded Mahyco Monsanto Biotech (MMB) 
an undisclosed amount. The MMB is a joint venture of Monsanto and a Maharash-
tra-based seed company. In 2015, Monsanto filed a lawsuit against a local company 
when it discovered that they were selling genetically modified cotton seeds that 
they believed encroached on their patents.

There are many anti-GMO activist groups in India, as well as high-profile indi-
viduals such as Vandana Shiva (1952–). These organizations represent multiple 
parts of the political spectrum, from the Coalition for a GM Free India, which is an 
umbrella group comprising a number of smaller, left-leaning farmer organizations, 
to Swadeshi Jagran Manch, which is affiliated with a right-wing, Hindu nationalist 
political party. While all of these groups continue to work against the use of genet-
ically modified organisms in India, the country reached worldwide notoriety in 
relation to an assertion that the rise in farmer suicides in the country was linked to 
Bt cotton. Specifically, speculation blamed Bt cotton for its higher costs, which in 
turn create more debt for farmers and a failure to increase crop productivity in a 
single planting season or over multiple years. The mass media picked up this spe-
cific claim, which became a major point of argument for Vandana Shiva and other 
anti-GM activists, and it eventually appeared in a multiple award-winning docu-
mentary titled Bitter Seeds, which premiered in 2013. However, multiple in-depth 
studies have proven this claim to be false, including a 2008 study from the Interna-
tional Food Policy Research Institute, which concluded that there was no evidence 
that Bt cotton contributed to increased farmer suicides.

Karen Stoll Farrell
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KENYA
As the third African country to develop a comprehensive framework for regulating 
GM crops, Kenya is often considered a model for the promotion of biotechnology, 
particularly in the East African region. While GM crops have yet to be approved for 
commercial growth in Kenya, they hold support from the lead regulatory agency, 
the National Biosafety Agency (NBA), as well as President Uhuru Kenyatta (1961–), 
who has challenged government agencies to explore the use of GM cotton to revi-
talize the country’s struggling textile industry. GM cotton and maize are currently 
undergoing national performance trials, after which they will each be evaluated for 
commercial release. Their commercial release, however, faces strong opposition 
from Kenyan civil society, which has questioned their safety and benefits, as well 
as the capacity of the state to adequately test, monitor, and oversee their use. Kenya 
also has a ban on GM imports, which has been in place since 2012 for concerns 
related to public health.
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One of the key points of contestation regarding the adoption of GM crops in 
Kenya concerns their appropriateness for the Kenyan agricultural sector. Simply 
put, Kenya is an agricultural country, with approximately 30 percent of the coun-
try’s GDP and 65 percent of its export earnings derived from the agricultural sector 
(FAO 2019). Furthermore, 40 percent of Kenyans are directly employed in the 
agricultural sector. For proponents of biotechnology, the use of GM crops and 
seeds represent a clear opportunity to achieve significant gains. They believe that 
by adopting GM crops, Kenyan farmers will boost productivity, increase incomes, 
adapt to changing environmental pressures stemming from climate change, and 
compete more readily within global markets.

Kenyan civil society groups have questioned these benefits. In Kenya, farming 
is primarily the endeavor of smallholder farmers; some 75 percent of country’s 
food production is household-level subsistence, and the average farm size is just 
1.2 hectares (Rapsomanikis 2015). Within this context in which production is 
oriented toward subsistence, critics argue that it simply does not make sense for 
these farmers to adopt GM crops, which would require the annual purchase of GM 
seeds, leading to increased dependency and indebtedness. This viewpoint changes 
the question from what are the benefits are to who will benefit. Critics have also 
raised questions regarding the public health impacts of GM crops. Maize, in par-
ticular, is a staple crop within the Kenyan diet and is the foundation for ugali, a 
cornmeal dish made from maize flour that is eaten almost daily by Kenyans. Most 
GM maize, however, is accompanied by the use of glyphosate, a pesticide that the 
World Health Organization has labeled a probable carcinogen, a substance that 
may cause cancer. From this perspective, the use of glyphosate to grow GM maize 
creates clear concerns for public health.

The ongoing debate regarding GM crops in Kenya extends back to January 
2000, when Kenya became the world’s first country to sign the Cartagena Protocol 
on Biosafety. This treaty, designed to accompany the 1992 Convention on Biolog-
ical Diversity, represents an attempt by the international community to ensure the 

The world’s bananas are at risk of extinction again. Most bananas around the world 
today are the Cavendish variety. The Cavendish became the only major banana 
option when a plague known as Panama disease decimated the Gros Michel, the 
more delicious variety that was sold in stores. The Panama disease has mutated to 
attack the Cavendish and is spreading rapidly. It is moving quickly across East Africa, 
where approximately one-third of the world’s bananas grow. Kenya, Uganda, Tanza-
nia, and Burundi have banana plants that are threatened, and researchers across the 
region are examining genetically engineered solutions. The disease is also prevalent 
in Asia, although there are no reports of it in Latin America. Today, genetic engineers 
are working to develop disease-resistant bananas. By modifying the banana’s genetic 
structure, engineers anticipate having a farm-to-store solution in place by 2022 (Bag-
galey 2017).
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safe use of modern biotechnology and to limit its potential risks to environmental 
safety and human health by requiring risk assessments for GMOs. By signing this 
treaty, Kenya committed itself to overhauling its domestic laws and regulations and 
developing a comprehensive framework for the responsible regulation of modern 
biotechnology.

In 2001, the Kenyan Parliament began the process of drafting a Biosafety 
Bill. However, with diverse stakeholders, competing interests, and cabinet 
changes, a final draft bill would not be ready until 2005, and its passage was 
delayed following contestation from civil society groups, particularly the Kenya 
GMO Concern Group and the Kenya Biodiversity Coalition. They argued that 
the proposed bill would promote the introduction of GMOs by multinational 
companies, increase the risk of contamination of traditional crops, undercut a 
public participation process, and ignore the precautionary principle of interna-
tional environmental law. Despite significant nationwide protests, the bill was 
approved by the cabinet in 2007, then by the parliament in 2008, and signed 
into law by President Mwai Kibaki (1931–) in 2009. The bill became the first 
comprehensive biosafety legislation in East Africa (Karembu, Otunge, and Waf-
ula 2010).

The 2009 Biosafety Act introduced three key innovations for the regulation of 
GMOs in Kenya. First, it created a new institution, the National Biosafety Agency, 
to regulate all GMO activities in Kenya, including handling, transfer, development, 
and use. Second, it promoted a multisectoral approach to regulation, in which the 
NBA adopted the lead role but received input from any of eight relevant regulatory 
agencies as part of its GM crop risk assessment and evaluation. Finally, it created a 
formal process for the commercialization of GM crops, in which applications must 
be accepted and then pass multiple National Performance Trials before being con-
sidered for commercialization.

Although the Biosafety Act seemed to prepare Kenya for the adoption of GM 
crops, this trajectory changed when, in 2012, the Minister of Public Health Beth 
Mugo (1959–) presented concerns regarding a controversial research paper, the 
Séralini Study, that linked GM maize to the development of tumors in rats (Séralini 
et al. 2012). As a response, the Kenyan cabinet, led by President Kibaki, imple-
mented a ban on GMO imports (Snipes and Kamau 2012). This ban has remained 
in effect since 2012. At this time, the Kenyan government has created a task force 
to examine the issue of GMOs and food safety, leading to a special report, headed 
by Professor Kihumbu Thairu (c. 1941–) and presented to parliament in 2014. 
This report, known as the Thairu Report, was never made public. Civil society 
groups contend that it recommends rejection of GMOs and continue to demand 
its release. The controversies surrounding these studies serve as active grievances 
for both pro-GMO and anti-GMO groups.

Kenya has yet to approve any GM crops for commercial release. In 2017, the 
NBA received an application for GM gypsophilia, a white flower used as filler 
material in flower arrangements (also known as baby’s breath), which was 
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expected to be cleared for com-
mercial production. The genetic-
ally modified version was altered 
to include a new range of colors 
(shades of red) that would attract 
a premium price on international 
markets. The NBA, however, 
rejected the application on the 
basis of trade considerations; 
Kenya’s flower industry is large, 
and its primary market is the 
European Union, which at times 
takes a strong stance against 
GMOs. Since GM gypsophilia 
would be accompanied by other 
flowers, it was perceived to put 
the entire flower bundle at risk 
of rejection, with potential dam-
age to the reputation of Kenya’s 
flower export market.

While GM crops have yet to 
be approved for commercial 
release, there appears to exist 
a strong political will for their 
use. In December 2017, Presi-
dent Uhuru Kenyatta (1961–) 
announced the four pillars of 
his Big Four Agenda: manu-
facturing, housing, affordable 
health care, and food security. 
As part of the drive to push 
manufacturing sector, Presi-
dent Kenyatta directed the Ministries of Health, Agriculture, and Industry to 
work together to revitalize Kenya’s struggling cotton industry, including the 
exploration of using GM cotton. Under this revitalization plan, the government 
will attempt to create 680,000 new cotton farming jobs and meet the domestic 
annual demand for 200,000 bales of cotton (ISAAA 2018). Currently, Kenyan 
ginneries produce just 25,000 bales annually.

The potential introduction of GM cotton has faced strong criticism from civil 
society groups. They contend that the collapse of Kenya’s cotton industry was never 
about seed. Instead, the collapse was related to the mismanagement of Kenya’s cot-
ton ginneries, which were privatized under the recommendation of World Bank 
and Internal Monetary Fund (IMF) structural adjustment programs and rendered 

Kenyan President Uhuru Kenyatta speaks at the 
Milan Expo in 2015. In 2017, President Kenyatta 
announced that his Big Four agenda for the nation 
included manufacturing and food security, to which 
he assigned multiple ministers to further explore the 
cultivation of genetically modified cotton and other 
crops. Genetically modified crops are controversial 
in the country and none have been approved for 
commercial release; however, from a legal stand-
point, the country is poised to explore the potential 
of genetically modified foods. (Thejaguar74/Dream-
stime.com)

http://www.Dreamstime.com
http://www.Dreamstime.com
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uncompetitive without the assistance of government support (Maina 2019). Civil 
society groups also point to the experience of Burkina Faso, formerly Africa’s top 
cotton producer, which introduced a new strand of GM cotton, Bollgard II, in 
2008. While this pest-resistant variety increased production, it was also found to 
decrease the quality of cotton, leading producers to lose their premium pricing 
(Bavier 2017). Ultimately, Burkina Faso returned to conventional cotton, elim-
inating GM cotton in 2016. Many civil society groups have used this experience 
to show that GM cotton benefits are unclear and may create more problems for 
Kenya’s cotton industry.

Currently, both GM cotton and GM maize are undergoing National Performance 
Trials, after which they may be considered for commercial release. Confined field 
trials are being conducted for GM maize, cassava, sorghum, gypsophilia, sweet 
potato, and banana.

David Greenwood-Sanchez
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MEXICO
Mexico represents a critical case for understanding the ways in which the state, 
civil society groups, and international markets interact to shape both adoption 
and rejection of genetically modified crops. In many ways, Mexico was primed 
for GM crops from the start; the signing of NAFTA in 1994 ushered in a new 
era of agriculture, displacing Mexican farmers and promoting a new model of 
dependency on agricultural exports from the United States. This challenge of 
trade liberalization created a new set of economic pressures for Mexico to adopt 
GM crops.

However, in Mexico the question has been about much more than competitive-
ness in agricultural markets; it is also intimately connected with questions about 
the role that certain crops, particularly maize, play within Mexican culture and 
heritage and the potential risks that genetic modification presents for these com-
ponents of Mexican identity (Fitting 2011). These concerns are also compounded 
by the fact that Mexico is megadiverse; it is considered the fifth most biodiverse 
country in the world and a center of origin and diversity for many types of plants, 
including maize. These conditions make the story of GM crops in Mexico very 
complex; it is part of a dynamic mix of competing economic, cultural, and envi-
ronmental pressures.

Mexico currently holds a mixed policy toward GMOs. The main regulatory 
framework is based on the 2005 National Biosafety Law, which created a formal 
process for the commercialization of GM crops and established requirements for 
conducting risk assessments of each crop prior to release. However, the only GM 
crop that Mexico produces commercially is cotton; the cultivation of GM soy and 
GM maize have been prohibited via court order.

A History of Genetically Modified Crops in Mexico

To understand this policy, it is necessary to review the history and development 
of GM crops in Mexico. This story begins in 1988, when Mexico offered the first 
permits for contained field trials of GM tomatoes. At this time, genetic modifi-
cation of crops was new and poorly understood, and Mexico’s embrace of field 
testing was very much at the vanguard of biotechnology policy around the world. 
The lack of scientific data regarding GMOs led Mexico to pursue a policy of ad 
hoc regulation.

The government put together a committee of experts across scientific fields to 
assess each application for GMO field testing on a case-by-case basis, guided by 
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the “precautionary principle” that a lack of scientific evidence of risk would not be 
considered the same an absence of risk (Serratos 2009). In practice, this process 
meant that the committee of experts would act cautiously in their decision making, 
considering all available scientific evidence as well as the potential risks for which 
complete scientific evidence was not yet available. Under this policy, Mexico pur-
sued contained field testing for numerous crops including rice, zucchini, canola, 
tomato, maize, melon, potato, papaya, pineapple, papaya, banana, soy, tabasco 
pepper, and wheat.

In 1998, however, this group of experts became concerned with the growing 
interest in permits for experiments with GM maize. Of particular concern were 
two issues. First, most types of the maize grown in Mexico are open-pollinated 
varieties that are susceptible to cross-contamination, meaning that pollen from 
genetically modified varieties could potentially mix with native maize varieties. 
Second, Mexico is the “center of origin” of maize and home to over sixty different 
races of maize (as well as teosinte, the wild grass from which modern maize was 
developed beginning some 10,000 years ago). What might happen if GM traits 
were to spread within this area? Could this reservoir of genetic information be 
lost or permanently changed? Given these concerns, along with the limited infor-
mation available regarding the risks of contamination, the committee endorsed a 
moratorium on the GM maize experiments, which Mexico would adopt beginning 
in 1998 (Sarukán 1999).

Despite its intentions, the moratorium had limited effectiveness. In 2001, 
researchers from the University of California, Berkeley published a study in the 
journal Nature showing that genes from GM maize had mixed with native vari-
eties in the Sierra Norte region of Oaxaca, a finding that was later confirmed by 
Mexico’s Ministry of Environment (Quist and Chapela 2001). This study sparked 
a tremendous public outcry and brought the question of GMOs firmly into the 
public discourse, where scientists, campesinos, agroindustry, indigenous groups, 
environmentalists, and other communities would make claims for how to regulate 
this technology appropriately. In this way, the contamination of maize made visible 
the issue of GMOs, transforming it from a technical issue to a social issue of con-
cern to all of Mexican society.

After years of vigorous public debate, Mexico passed a National Biosafety Law 
in 2005. This law created a comprehensive regulatory system for GMOs in Mex-
ico and can be thought of as having three main components. First, it established 
a process for commercializing GM crops, requiring plants to pass three phases: 
experimental, pilot, and commercial. Previously, under Mexico’s ad hoc system, 
crops were grown primarily for research purposes; there was no system that could 
certify crops for commercial purposes. Second, the law established a formalized 
system across state agencies for evaluating the potential risks for each crop in terms 
of public health, environmental effects, and effects on biological diversity prior to 
its release. Finally, it established labeling requirements for the import and export 
of GM crops.
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Mexican civil society groups widely decried the Biosafety Law, which was soon 
named the Monsanto Law, for its alleged benefits toward agroindustry (Ribeiro 
2005). In particular, opponents criticized it for promoting biotechnology rather 
than biosafety, fast-tracking commercialization of GM crops, lifting the morato-
rium on GM maize, neglecting to include a public consultation process, and dis-
regarding the issue of GM food labeling. These concerns remained present within 
civil society groups, and the two largest activist networks, Red en Defensa del Maíz 
and Sin Maíz No Hay País, have repeatedly made calls to overhaul the existing 
biosecurity legislation.

With a new regulatory system in place, biotechnology companies and research 
institutions began soliciting permits to grow GM crops at larger scales. Between 
1988 and 2004, the Mexican government granted 317 permits to grow GM crops 
on 667,510 hectares of land. Between 2005 and 2017, it granted 595 permits to 
grow GM crops on 5.8 million hectares (CECCAM 2017). In 2010, Monsanto 
received a permit to grow GM cotton commercially in the northern states of Chi-
huahua, Coahuila, and Durango. This cotton was the first commercially grown 
GM crop in Mexico and is currently the only GM crop grown commercially in 
Mexico.

In 2012, the Mexican government granted Monsanto a permit to grow GM 
soy commercially in 253,500 hectares spread across the states of the Yucatan 
peninsula. This same year, five companies applied for permits to grow GM 
maize on a total of 2.5 million hectares (CIBIOGEM 2019). These events trig-
gered a firestorm of legal activity. In the case of GM soy, the government had 
authorized the permits without having pursued or received the “free, prior 
and informed consent” of indigenous beekeeping communities, violating Mex-
ico’s international legal commitments under ILO Convention 169. Further-
more, the introduction of GM soy was demonstrated to imperil the economic 
livelihood of indigenous beekeeping communities; bees were transporting 
GM pollen to their honeycombs, causing honey exports be rejected by Euro-
pean Union markets. As Mexico is the world’s fifth-largest exporter of honey, 

Malaria is a mosquito-borne disease where a person contracts a parasite transferred 
from the biting insect. Without treatment, the disease can be deadly. The World 
Health Organization (2017) reported that 90 percent of the world’s reported malaria 
cases occurred in sub-Saharan Africa in 2016. To combat the epidemic, researchers 
have developed a Target Malaria campaign that has genetically modified mosquitos 
to impair them from transmitting the parasite. The technique could also help to 
sterilize the species that carries the deadly disease. The modified mosquitos are ten-
tatively scheduled for release in 2029, allowing researchers to consider and address 
the ethical and ecological ramifications of introducing the changed species into the 
environment (Regalado 2016).
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rejected honey reflected a significant economic loss. In 2015, the case reached 
the Second Chamber of Mexico’s Supreme Court, which revoked the GM soy 
permit and required the government to engage in a full consultation process 
for future permits. At present, no further permits for commercial GM soy have 
been issued.

In 2013, La Colectividad del Maíz, a claimant group of fifty-three individu-
als representing twenty organizations across Mexico, filed a class action lawsuit 
against Mexico’s Ministry of Agriculture, the Ministry of Environment, and the five 
companies that had applied for commercial GM maize permits. In October 2013, 
a federal judge cited the threat of imminent harm to the environment as well as the 
need to respect the precautionary principle of international law and ordered the 
suspension of the commercial cultivation of GM maize in Mexico, a ruling which 
remains in effect.

The future of GM crops in Mexico, however, remains mixed. Public opposition 
to GMOs remains strong and has the support of President Andres Manuel Lopez 
Obrador (1953–), who declared on his first day on office, December 1, 2018, that 
Mexico will not produce GMOs. However, Mexico still imports approximately ten 
tons of GM maize from the United States each year and has approved 188 GM 
transactions for import and consumption. Furthermore, the forthcoming United 
States–Mexico-Canada Agreement, ratified by Mexico on June 19, 2019, contains 
requirements for Mexico to adopt the highly controversial UPOV 1991 treaty, 
which advances genetic modification through a system of intellectual property 
protections for plants. These scenarios present a conflicted and uncertain future 
for GMOs in Mexico.

David Greenwood-Sanchez
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PHIL IPP INES
The Philippines, a Southeast Asian country, is home to approximately 104.9 mil-
lion people. Often referred to as the pioneer of adopting genetically modifying 
technology in developing countries, the Philippines has become a leader in Asia 
for genetically modified food. Due to the import of U.S. Monsanto’s GM soybean 
crop in 1996, genetically modified organisms became an integral part of the Fili-
pino food product and the country’s food market, contributing significantly to the 
Philippines’ daily diet (Grain 1997).

In 2002, the Philippine government approved the first planting of genetically 
modified seeds for commercial cultivation. With a total of 812,000 hectares of 
planted biotech crops, the International Service for the Acquisition of Agri-Biotech 
Applications ranked the Philippines thirteenth in the world for GMO cultivation 
(Cornish 2018). Biotech crops may revitalize the country’s agricultural sector 
and fuel the rural economy (Roxas-Mendoza 2017). However, anti-GMO groups 
believe that the use of GMOs will be detrimental to public health and safety. These 
opponents support an organic solution to solve world hunger rather than what 
they perceive to be a scientifically engineered band-aid that could be more damag-
ing to consumers and farmers.

Agriculture is important to the country’s economy; however, the industry itself 
has not progressed in decades (De Guzman 2018). GM crops show promise for 
progressing the country’s agricultural sector. With the use of GMOs, the Philip-
pine government aims to cut farming costs for the average farmer and revitalize 
the agricultural sector. As most farmers are tenants and not actual owners of their 
farmland, they usually see little-to-no profits after each farming season because of 
accrued debt and high rent. With the use of biotech crops, more and more Filipino 
farmers turn a greater profit from higher crops yields and spend less on additional 
equipment and farming technologies (Cornish 2018).

Engineering plants to be heat tolerant ensures crop survival in the country’s high 
temperatures. Seeds can not only be modified for heat tolerance, but they can also 
be pest and bacteria resistant. For example, since the initial planting of GM corn 
in 2002, the country has introduced thirty-six varieties of GM corn that are both 
heat tolerant and pest resistant. GM corn accounts for 70 percent of the country’s 
corn output (Serapio and dela Cruz 2016). Producing pest-resistant GM seeds allows 
farmers to plant with confidence, ruling out worrying about pests, such as the corn 
borer, that can ruin an entire crop or require the use of toxic pest repellent on their 
fields. Engineered seeds can also repel certain kinds of bacteria and fungi that pro-
duce aflatoxin, a mold that researchers have linked to liver cancer. Other benefits 
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of GM seeds include annual increased yields and profits (Alunan 2017). With GM 
seeds, farmers do not risk losing their crops, and essentially their profits, nor do 
they need to invest more money into pesticide, fertilizer, and labor. Despite the high 
yields in biotech harvests, the Philippine government must address several problems 
the agricultural sector faces with the production of GM crops, such cultivation costs 
and labor. Only 25.96 percent of Filipino workers work in the agricultural sector.

The primary GMO incorporated into the national food supply is textured vegeta-
ble protein (TVP); as many as 2,000 types of foods, including hotdogs, corned beef, 
and cheese, have been genetically modified to incorporate TVP (Roxas-Mendoza 
2017). While TVP has been incorporated into many processed foods, it is not 
the only biotech crop used in the Philippines to support the population’s dietary 
requirements. GM corn production has already had success domestically. Current 
experimentation occurs on GM rice. Rice, as the country’s dietary staple, plays an 
important role in the country’s cuisines. For this reason, farmers are looking at 
Golden Rice, the latest biotech crop offering great promise. After being in devel-
opment for about two decades, the second generation, GR2, is currently being 
tested in trial runs by the International Rice Research Institute and the Philippine 
Rice Research Institute (Simeon 2018). In addition to the typical GM seed features, 
Golden Rice drops seeds intended to produce similar high-yielding harvests for the 
next planting season, unlike other biotech crops that see a significant drop in yield 
with each subsequent harvest (Roxas-Mendoza 2017).

The most unique benefit of Golden Rice is that it is specifically developed to 
target vitamin A deficiencies in developing countries. Large parts of the population 
live in poverty and, consequently, register high in vitamin deficiencies because of 
malnutrition. With this deficiency, poorer populations require, yet often lack, access 
to medical assistance to help alleviate symptoms, which can be especially severe for  
children. Without vitamin A, children’s bodies experience stunted growth and devel-
opment, and they become more susceptible to illnesses, possibly developing blind-
ness or other vision impairments. To correct the vitamin deficiency, Golden Rice was 
engineered to be rich with vitamin A. Because the Philippines relies on rice as its 
primary dietary staple for sustenance, the substitution of Golden Rice into the daily  
diet will ensure the population’s regular consumption of vitamin A (Alunan 2017).

However, GM foods are not without controversy. While showing promise to 
meet national needs for sustenance, Golden Rice has also come under growing 
public scrutiny. Several anti-GMO groups, such as the Stop Golden Rice! Net-
work and Greenpeace, have protested and criticized the use of GM foods in the 
Philippines. They argue that the sale of the more expensive GM seeds will hamper 
the Filipino farmers’ ability to continue farming because they cannot afford the 
up-front and recurring costs. Since biotech crops do not drop high-yielding seeds, 
farmers must buy GM seeds every farming season rather than collect dropped 
seeds from organic crops. The costs are prohibitive; when farmers must buy a 
new batch of GM seeds to plant, they typically spend an average of PHPP= 5,000 
per hectare, or close to US$100, every planting season (Roxas-Mendoza 2017). 
Despite efforts to revitalize the country’s agricultural sector with biotechnology, 
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anti-GMO groups believe the use of GMOs is making it more difficult for farmers 
to have a sustainable livelihood (Cornish 2018).

Anti-GMO groups state that the use of biotech crops cannot be used as a cure-all 
for world problems such as malnutrition. They argue that providing vitamin-rich 
foods produced from sustainable and organic farming is the answer for long-term 
solutions. They claim that organic farming is a better approach to malnutrition 
because organic crops ensure the safety and health of their consumers (Roxas 2018). 
Anti-GMO groups also believe that large biotech companies, such as Syngenta, one 
of the world’s largest biotech companies and the creator of Golden Rice, are trying 
to humanize GMOs to improve marketability and sales while misleading the pub-
lic. Despite studies supporting biotech crops such as the vitamin-rich Golden Rice, 
anti-GMO groups continue to challenge the legitimacy of GMO research because 
they believe that companies only sponsor and support research aligning with their 
claims; they also contend that close examination of this research demonstrates 
flaws that discredit the companies’ sponsored study results (Yap 2013).

Many Filipino organic farmers rally with anti-GMO groups against the use of 
biotech crops in the Philippines. They argue that through cross-pollination with 
biotech crops, they cannot guarantee organic crops for export. The loss of the 
country’s organic export position could cost its niche in the emerging specialty 
foods market. The results of cross-pollination can also be damaging to the plants’ 
genetic makeup or even create a herbicide-resistant superweed. In 2013, Filipino 
farmers appealed to the agriculture secretary, Procesco Alcala (1955–), a huge sup-
porter of organic farming, about restricting GMOs, citing loss of a lucrative posi-
tion in the specialty foods market, possible irreversible damage to the country’s 
biodiversity, and risk to food security and public health (Yap 2013).

In addition to protests from local organic farmers, the Philippines also face the 
rising illegal use and development of GM seeds available at a lower price. Despite 
the appeal of inexpensive GM seeds, they ultimately come at a great price. Because 
the illegal seeds were developed without the same materials and procedures used 
by large biotech companies, their usage does not guarantee the same results. Farm-
ers may lose or produce poor yields because the illegally developed seeds are not as 
resilient as their legitimate counterparts (Icamina 2018). Planting substandard GM 
seeds can devastate farming communities and destabilize portions of the farming 
industry, ultimately boosting anti-GMO sentiment within the country.

After much criticism of the GMO approval process and a petition led by 
Greenpeace, the government took drastic steps to address the GM controversy. 
In December 2015, the Philippine Supreme Court stopped all testing and trials 
for the GM eggplant and suspended all biotech permits and regulations at that 
time (Cornish 2018). In May 2016, the Supreme Court introduced a new, strict 
regulatory system for biotech crops and its products. It takes ten to fourteen years 
for the Biotech Food Safety Review to study a new biotech crop, which includes 
extensive laboratory research, contained greenhouse and small-scale field trials, 
and precommercial testing, before the crop even reaches commercial release 
(Roxas-Mendoza 2017).
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The stringent system also guarantees transparency into the approval process of 
permits to import, cultivate, and commercialize GM crops. To assuage concerns 
of local farmers, the new regulatory system enhances the current risk assessments 
with tighter regulations and more involvement with the local government (Sera-
pio and dela Cruz 2016). Despite the drastic change in regulation, according to 
anti-GMO groups, there is still much to be done surrounding the regulation and 
restriction of GMOs in the Philippines.

Karen Ames
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attribute South Africa’s success with GM crops to a high level of political support 
that other African nations do not enjoy. At the same time, the entire population is 
not enthralled with GMOs; some people continue to hold critical and even oppos-
ing viewpoints on the country’s GMO activities, and there are organizations whose 
primary purpose is to advocate for the reduction, or even elimination, of GM crops.

Agriculture in South Africa today relies heavily on genetically modified or engi-
neered seeds. Approximately 94 percent of all corn plantings use these seeds, while 
95 percent of soybeans and 100 percent of cotton follow suit (USDA 2019). In 
2010, the government established the Agricultural Research Council’s Biotechnol-
ogy Platform to provide high-quality research to ensure high standards for the 
country’s agricultural sector. It is one of several research institutions that seek to 
understand the development and impact of agricultural developments, such as the 
cultivation of GM crops, more fully. Many people view GM foods as a potential 
avenue to decreasing hunger in the country and support the positive economic 
impact that GM cultivation has had for many farmers.

South Africa’s history with GM crop experimentation started in the late 1990s 
and continued gradually with the success of the crops. In 1996, the country first 
experimented with GM maize. In 1997, the government approved the cultivation 
of Bollgard, an insect-resistant GM cotton, and MON 810, a type of GM maize. In 
2001, it approved a herbicide-resistant GM soybean. Since the first approval, the 
country has allowed at least 70 experiments with GM crop cultivation, including 
canola in addition to maize, cotton, and soybeans.

It also tightened the regulations by which companies and farmers could work 
with GMOs by adding the Guideline Document for Work with Genetically Mod-
ified Organisms in 2004 to update the Genetically Modified Organisms Act, Act 
No. 15 of 1997 (South Africa 2004). By 2017, South Africa had planted more 
than 2.73 hectares of GM crops and found that the levels of GM cultivation even 
allowed small-scale farmers to benefit from commercialization, mainly by increas-
ing crop yields and revenue (Agaba 2019). The number of planted hectares con-
tinues to grow annually; the country’s experimentation with GM crops and its 
progressive stance toward them, founded on solid research and policy, appear to 
have been successful to date.

Despite the government’s relatively pro-GM food stance, it nonetheless takes its 
responsibility for GM food safety and societal benefit seriously. In 2018, the gov-
ernment rejected an application from Monsanto, one of the world’s largest devel-
opers of GM seeds, to sell its drought-tolerant GM maize seeds in the country. After 
conducting small field trials and submitting results, the Executive Council for the 
GMO Act determined that the data was insufficient to claim that the crop would 
be drought or insect resistant and noted that the field trials suggested that some 
yields might be lower than those of traditional farming. With no added benefit to 
current crop growth and no ability to confirm claims about the drought tolerance 
or insect resistance of the seeds or the potential of subjecting farmers to a decline 
in revenue, the country had to reject the application.

In response to South Africa’s initial approval to cultivate GM crops in the late 
1990s, researchers and activists established the African Centre for Biodiversity 
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(ACB) to protest this development. The ACB has remained vocal in its criticism 
against GM crops and foods. In April 2019, the ACB launched an objection to an 
application for GM maize with resistance to chemical 2, 4-D, a component in the 
dangerous compound Agent Orange, based on the premise that the crops would 
increase health and environmental risks. With resistance to chemicals such as 2, 
4-D, the ACB argued that companies will increase use of the chemical as a pesticide 
and noted that the chemical itself has been linked to several serious, life-threatening 
diseases. The argument also included that once in the environment, the pesticides 
would not be limited to the crops because they could spread on the wind or sink 
into the ground, leading to fears and speculation about unanticipated, long-term 
environmental consequences.

The ACB shared its objections over social media to raise public awareness about 
the objection, one of its strategies to inform the public about its activities and 
positions. The ACB, however, is not always adversarial to government decisions 
on GMOs; it used a similar social media strategy to approve the previously men-
tioned rejection of the Monsanto seeds in 2018, claiming the rejection as an anti-
GMO victory. Generally, the ACB maintains a critical stance on GM production, 
ultimately contributing to the anti-GMO sentiment that some other South Africans 
share.

Public attitudes on GMOs are often split fairly equally, although for some aspects 
of GM cultivation, the majority opinion is positive or optimistic. Gastrow, Roberts, 
Reddy, and Ismail (2017) reported on a section of the South African Social Atti-
tudes Survey in 2015 that focused on perceptions surrounding GMOs. It found 
that 49 percent of South Africans believe GM foods are safe to eat; 52 percent find 
the long-term health risks unknown, and 75 percent want all GM foods labeled. At 
the same time, 53 percent feel GM foods boost the economy, 56 percent find they 
benefit large-scale farmers, and 47 percent say GMOs increase the sense of food 
security. The overall finding was that 46 percent believed GM foods provide more 
benefits than risks, with 19 percent disagreeing and 36 percent undecided on the 
overall social effects of GMOs (Gastrow, Roberts, Reddy, and Ismail 2017). Unless 
public opinion shifts negatively, a significant part of the population supports GM 
cultivation to some degree.

Domestic perceptions offer only one potential challenge to South Africa’s GMO 
production; international and regional policies also affect the GMO trade. Other Afri-
can nation’s anti-GM or conservative GMO stances, for example, have started to affect 
South Africa’s ability to trade in GM crops. In late 2018, Namibia implemented stricter 
biosafety policies on GM crops entering the country. Crops crossing into Namibia 
must pass through new testing procedures, and all domestic companies accepting 
GM crops must be fully permitted to receive them. Food products containing GMOs 
must also be labeled to meet the country’s guidelines, which could impact South Afri-
ca’s agricultural trade in many grains, such as maize, rice, potatoes, and soybeans, as 
well as cotton and sugarcane, in addition to any other approved GM crops.

In other neighboring nations, debates have emerged on GM crops. In June 
2019, Thamsanqa Silitshena (n.d.), state council for the Ministry of Agricultural 
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Development and Food Safety, spoke on Botswana’s inability to regulate South 
Africa’s GM crop exports, as Botswana has no biosafety or GMO-related law. He 
brought attention to a draft bill that would create the initial parameters for such 
a law and stressed the importance of enacting the bill. Zimbabwe’s policy is con-
servative, allowing the importation of authorized GM foods, with the exception 
of GM grains. Other regional and more distant African nations all have different 
policies that may impact South Africa’s GM food trade.

South Africa’s progressive position on GM cultivation has allowed it to lead the 
continent in GM production, and its successful commercialization has provided 
the country with added benefits. The controversies and criticisms surrounding 
GM production, both domestic and international, do pose some challenges for the 
future of the industry. At present, the government has found the challenges sur-
mountable and the population has, for the most part, accepted GM crops as bene-
ficial for society and the agricultural sector. The future of GM cultivation in South 
Africa is predicated on maintaining the sector’s previous successes and continuing 
to hold a high standard for the acceptance of new GM seeds for cultivation.

Laura Steckman
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UNITED  STATES
Labeling of Genetically Modified Foods in the United States

When asked whether they want genetically modified or genetically engineered 
(GE) foods to be labeled, the vast majority of Americans (more than 90 percent) 
have said yes since the introduction of the first GE food, the Flavr Savr tomato, in 
1984. In general, “the unknown” and “dread” are two concepts that cause people 
to experience increased perceptions of risk that lead them to desire more infor-
mation, such as product labels. GE foods fall into the category of unknown and 
dreaded, as opposed to known and acceptable (Slovic 1987). The United States 
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has historically taken a “science alone” approach to decision making about GE 
foods. Because science has not found GE foods to be harmful to humans nor sub-
stantially different than comparable foods produced without genetic engineering, 
there had not been mandatory labeling of GE foods in the United States. This 
changed in 2016, with the passage of the National Bioengineered Food Disclosure 
Law, passed by Congress in July 2016 (USDA n.d.).

Some foods produced using GE, also known as genetic modification, will carry 
required labels by January 1, 2020. However, the labels will not include the words GE 
or GM. Instead, a new word, bioengineered (BE), has been introduced into the geneti-
cally engineered organism lexicon. And even with the term BE, there are many prod-
ucts that will not be labeled. Even those that meet the federal standards for labels may 
not have an actual label on the product. As with any federally mandated initiative, the 
actual rules outlining what products must be labeled and how the BE characteristic is 
conveyed are complicated. A complicated labeling landscape was anticipated, given 
the complex and hotly debated history of the development of genetically modified 
foods. And with technology advancing at a rapid rate, which gene modifications will 
or should be designated as genetic modification and/or so labeled will continue to be 
deliberated among scientists, policymakers, activists, and citizens.

A couple reads and compares food labels while shopping at the grocery store. As of January 
2020, some genetically modified and engineered foods in the United States are required by 
law to display labeling indicating they are bioengineered foods. Genetically engineered  
foods have faced some challenges to acceptance in the country, and due to controversies  
and questions about the safety and science behind them, the law is not a catch-all, but rather 
a step in the direction of meeting the general public’s demand for product labeling. (Seventy-
fourimages/Dreamstime.com)

http://www.Dreamstime.com
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Confrontation, controversy, irrational, and anxiety are words neither consumer nor 
seller wants associated with their product. These tension-causing words erupted 
during the early introduction of GE products into the human food supply and 
continue today. The first product was a tomato called the Flavr Savr. The Flavr 
Savr tomato was voluntarily labeled as GE but was taken off the market by 1996. 
Since that time, there have been many GE crops developed and debates about how 
and whether to provide information about crop production methods to consumers 
(Kolodinsky 2018).

The National Bioengineered Food Disclosure Law (NBFDL) was passed in 
2016, and by 2020, foods with more than 5 percent of certain GE foods must 
be labeled. Therefore, controversies over GE should end. Consumers now have 
tools that allow them to make their own decisions about GE through purchases 
in the marketplace. Consumer choice may ultimately decide the future of these 
technologies in the United States. Those who embrace GE technologies, those 
who do not embrace GE technologies, and those who do not care either way will 
be able to advance their own preferences as individuals, given their values. While 
greater tension may remain at the public level, facilitating consumer choice can 
buffer the debate.

But the NBFDL does not require labeling of all GE foods. The official list 
includes alfalfa, apple (Arctic varieties), canola, corn, cotton, eggplant (BARI Bt 
Begun varieties), papaya (ringspot virus resistant varieties), pineapple (pink flesh 
varieties), potato, salmon (AquAdvantage), soybean, summer squash, and sugar 
beet (USDA n.d.). The list will be updated annually. It exempts food served in 
restaurants or similar retail food establishments. Regulated entities have several 
disclosure options: text, symbol, electronic or digital link, and text message. Addi-
tional options such as a phone number or web address are available to small food 
manufacturers or for small and very small packages. Foods using technologies that 
were not developed as the law was being promulgated, such as CRISPR, or that 
have not yet been developed will be evaluated on a case-by-case basis.

Even before the labels will appear on products, a new initiative has been intro-
duced that can limit the reach of the NBFDL. In June 2019, the Animal, Plant 
Health Inspection Service (APHIS) introduced a proposed rule, Movement of 
Certain Genetically Engineered Organisms (APHIS 2019), which proposed to 

The history behind insulin shows that it has evolved as a genetically modified organ-
ism with lifesaving properties. In the early 1920s, Canadian researchers discovered 
insulin. After that discovery, medical professional relied on insulin to treat diabetes. 
Until the 1980s, the production of insulin typically involved the pancreas glands 
from pigs and cows, parts that constituted slaughterhouse waste. In fact, it took 
approximately two tons of pig glands to produce eight ounces of insulin (Gebel 
2013). Advances in the biotech industry caused the switch from animal-based insu-
lin. Researchers discovered that they could combine the human insulin gene with a 
sanitized strain of E. coli bacteria to produce insulin.
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exempt certain categories of modified plants, including GE plants with plant-trait 
mechanism-of-action combinations that have already evaluated by a regulatory 
status review and found to be unlikely to pose a plant pest risk. Under the pro-
posed new regulatory framework, a developer would have the option to make a 
self-determination as to whether their GE plant belongs to one of the categories 
on the GE list and will be exempt from the regulations. If passed, the exempted 
categories of plants would also be exempt from labeling, as there will be no list of 
these new technological advances, unless the developer chooses.

In March 2019, the Voluntary Labeling Indicating Whether Foods Have or Have 
Not Been Derived from Genetically Engineered Plants guidance was distributed 
(Office of Nutrition and Food Labeling 2019). This guidance is not only for future 
GE developments but also for food products derived from GE that are exempt 
under the current NBFLD, including incidental additives, meat and milk derived 
from animals fed GE feed, and foods so highly refined that current DNA tests 
may or may not show the GE content in the final product, despite the source of 
the ingredient(s) indisputably being GE. Nongovernmental organizations have also 
entered the marketplace of information. The NonGMO project, for example, uses 
third-party verification to certify that more than 3,000 brands and 50,000 prod-
ucts meet their non-GMO standards.

With the promise that GE technologies will have positive impact on society, dif-
ficulties about deciding what should be labeled and efforts to limit future labeling 
appear out of place. There have been three major contributions to these challenges. 
First, several years ago, it was asserted that GE labels would “scare” people away 
from these technologies, leading to them being abandoned. Second, focusing only 
on scientific advancement has served to bifurcate views on the promise versus vil-
lainy of GE. Third, recent exposure of less than ethical business practices continue 
to contribute to confrontation and controversy.

With regard to the first, a priori studies of consumer “dread” due to labeling 
in the United States showed mixed results. A study that used data from the only 
U.S. state to implement a mandatory GE labeling law, Vermont, concluded that 
compared to the rest of the United States, people in Vermont were more accepting 
of GE. Another study using data from the same mandatory labeling environment 
showed that an overwhelming majority of people who saw mandatory labels used 
the information to make decisions. The information did not contribute to their 
attitudes of support or opposition (Kolodinsky, Morris, and Pasuniak 2018). Each 
of these articles contains an extensive reference list for readers who desire more 
information.

With regard to the second, there are many criteria on which people base their 
food purchasing and consumption decisions. Scientific evidence is only one. Com-
munication experts know that top-down approaches to teaching the public about 
the benefits of technological advances in agriculture, including genetic engineer-
ing, do not change consumer opinions about these technologies. Nevertheless, 
there remains a view that a focus on educating consumers about science will 
help gain public support for GE. When the science of GE ignores the science of 
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communication, it seems that science is at odds with itself. And when the science 
of GE ignores important ethical principles of communication, conflict and tensions 
will arise. A bioethics rubric of autonomy, nonmalfeasance, beneficence, and jus-
tice is helpful to understand the issue.

Ethical tensions about GE foods go beyond safety and include difficult-to- 
quantify issues, such as interference with the natural order of things, religion, 
freedom of choice, environmental concern, trust, risk, cultural identity, equity, 
fairness, consent, and self-determination (See Kolodinsky 2018 for a detailed dis-
cussion of the science alone approach to communicating about GE). And, while 
the National Academies (2016) report found that current scientific evidence 
reveals no adverse health effects related to foods produced using GE, they also 
wrote that GE technology has not had a significant impact on yield increase of 
maize, cotton, or soybean in the United States; there is evidence of pest and weed 
insect increases; there has been gene flow (drift); GE has not been found to have 
causal impact on no-till agricultural practices; and the economics of mandatory 
labeling are uncertain.

With regard to the third, commercial industry has contributed to challenges 
with society’s acceptance of GE. For example, Monsanto (now owned by Bayer), 
knew that one of its first GE entrants into the market, rBST, designed to promote 
increased milk production by dairy herds, was not entirely safe to cows. Reports 
obtained in 2009 via the Freedom of Information Act showed that the company 
knew that the drug caused more health and mastitis incidents as well as repro-
ductive problems in cows than in a control herd, that intramuscular injection was 
unacceptable, and that there was an increase in total cows affected and total days 
observed for hock abnormalities (FDA 1993).

A continuing challenge is with the product Dicamba. In 2017, Monsanto sold 
its Dicamba-resistant Extend soybeans to farmers before approval was obtained. 
It then sold Dicamba to farmers before the Environmental Protection Agency 
approved of a new way to spray it. Dicamba is toxic not only to nonresistant vari-
eties of crops but also to woody plants and trees. It is reported to have damaged 
5 million acres of nonresistant crops. Lastly, after a lawsuit awarded a Califor-
nia man $289 million in damages, German agrichemical Bayer faces 18,400 legal 
cases in the United States over glyphosate, which is linked to a form of cancer 
(see USRTK n.d. for details).

Clear, transparent, and truthful labeling of GE foods can both facilitate the 
potential of genetic engineering and limit undesirable outcomes related to its use. 
In a capitalist society, societal demand typically decides which products will suc-
ceed or fail in the marketplace. It is unlikely, however, that the National Bioen-
gineered Food Disclosure Law will halt the tensions between scientists and the 
public. GE technology is moving ahead rapidly, stimulating increased perceptions 
of the unknown. Mishaps in commercial applications have caused unintended 
consequences to crops and animals. And even with a national labeling law, many 
products that consumers may perceive as GE may or may not be labeled.

Jane Kolodinsky
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Chapter 10: Virtual and Augmented 
Reality

OVERVIEW
Virtual Reality uses technology to provide an immersive experience that seems 
real; for the viewer, the experience will include sensations like sight, smell, sound, 
and touch through multimedia presentations using a 360-degree simulation. Aug-
mented reality is the overlay of virtual images onto, or on top of, the physical envi-
ronment. Ideally, AR provides a seamless transition between the augmented and 
actual realities. There is also mixed reality, MR, which is different than AR because 
it can anchor objects to the physical environment. An MR experience is an exten-
sion of an experience that either begins in the physical world and shifts to the 
virtual world or vice versa. The concepts of virtual, augmented, mixed, and some-
times hybrid realities are increasing referred to collectively as immersive reality. 
This term is appropriate because these technologies seek to engage people deeply 
in an environment, a concept that is known as immersion.

Ivan Sutherland (1938–) created virtual reality (VR) in 1965. His “Ultimate Dis-
play” described the technology conceptually; his ultimate vision was to have a 
computer display a “room within which the computer can control the existence 
of matter. A chair displayed in such a room would be good enough to sit in” 
(Sutherland 1965). Scholars consider it the first VR device invented. Three years 
later, with the help of graduate students, he released the Sword of Damocles, the 
first VR headset. While VR showed potential for simulating different training envi-
ronments, the price tag was prohibitive. An ultimate display or widely available 
headsets would not become a reality for another half century.

The game changer for making VR accessible and affordable allegedly originated 
in a garage. Palmer Luckey (1992–), a teenager with an active interest in VR tech-
nologies, sought support through Kickstarter, a site that crowdsources funding for 
innovative ideas, to create the Oculus Rift. In 2014, Facebook acquired Oculus 
for US$2 billion (Clark 2014). While still expensive at around $600 a unit when 
it launched, the headset was more affordable than the technology had ever been. 
There were also prohibitive additional costs, such as the price of the computer 
required to run the headset. Estimates place the cost of Oculus-recommended 
computer systems at around US$1,000 (Eadicicco 2016). Although the Oculus 
Rift did not become popular with the mainstream or even initially with the gaming 
community, VR continued to attract interest.
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As prices have dropped, VR has gained popularity. It no longer requires an 
expensive computer to use, because some of the newer headsets can work in con-
junction with a cell phone. Some models do not even require a phone connection. 
Prices have also fallen. The low-end models cost less than US$20, whereas some of 
the highest-end models, such as the Microsoft Hololens, can cost over US$4,000 
at full price.

Augmented reality (AR) involves imposing virtual images on the actual physical 
environment. Essentially, the technology involves the creation of an illusion that 
appears real, or semireal, to the person wielding the device. AR requires one of 
two types of devices. It can be run through a smartphone app or eyeglasses that 
support AR, or it works through the use of a headset similar to those used for VR. 
AR is therefore overall less costly and more accessible to a wider audience in many 
applications. Pokémon Go is an example of an AR game. The app imposes virtual 
Pokémon characters into the player’s surroundings, allowing the player to cap-
ture it. The game also establishes virtual gymnasiums where players can user their 
captured Pokémons to battle those of another player. Other examples include the 
yard lines projected onto a National Football League game for television viewers or 
picture filters that allow users to customize effects. Snapchat offers these features 
to its users.

Many companies see AR as adding value to their services. Some are also viewing 
opportunities to increase services or develop entirely new ones. AR is currently 
being explored on multiple fronts. Training, for example, is usually taken in per-
son, online, or in a blended mix of the two. With AR, trainees can see instructions 
while they work, making it possible to involve them in applied, hands-on training 
rather than amplifying their knowledge and later asking them to translate that 
knowledge into their jobs. Transferability of learning is a huge commodity in the 
world of education. Other industries that may receive a boost from AR include 
foreign language translation, gaming, marketing, and tourism. Some unanticipated 
areas are also considering AR; for example, wildlife conservation and heritage pres-
ervation efforts can use AR to educate, gamify, and promote their causes by making 
them interesting and entertaining.

AR researchers have identified several critical features (University of Washing-
ton 2015). AR programs must be able to sense properties about the world sur-
rounding the user. These programs must be able to know where people are, such 
as by reading GPS. Understanding location or other characteristics of the environ-
ment is critical because placing an object of interest in the middle of a river could 
create a health hazard. Medical programs with AR that assist medical professionals 
must be able to identify what the user is observing in order to have any utility. 
Presently, AR-enabled devices are not approved for mainstream medical services. 
If that changes, some doctors anticipate that they will improve patient outcomes.

The devices must also be able to process data in real time. Without the ability 
to work at the speed of real life, AR-enabled devices cannot aid in many profes-
sions. They must show the user the information needed on top of reality. With the 
wrong background, AR projections might not be visible, which is undesirable in 
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circumstances such as the previous medical example. The same is true of contex-
tual information. AR devices must display sufficient information to provide utility 
to the user. Finally, the technology must have the ability to track objects. Without 
these characteristics, AR will have difficulties following the user and supplying 
needed information on demand.

Mixed reality sounds like a combination of VR and AR. While this is close to 
accurate, MR reflects the blending of the physical world with the virtual or aug-
mented world. It has unmistakable similarities to the other immersive technol-
ogies. MR is like VR in that it requires hardware to run, such as a headset and a 
computer. Like AR, MR can project onto the physical environment. Distinguishing 
it from the two, however, is that physical and virtual objects do not only exist in 
the same time and space but also interact. An example of MR is the ability to design 
and project 3D objects on the physical world and then manipulate them. Some 
engineers use this technology to design and evaluate prototype models.

Scholars have high expectations for VR, AR, and MR. Archeologists see the abil-
ity to preserve natural heritage sites and to allow people to experience the sites and 
the associated traditional cultures from afar. They have even invented terminology 
for these technologies, heritage virtual. Doctors foresee the possibility that VR and 
AR could enhance surgery in the operating theater. Psychologists view the tech-
nologies as having the potential to promote mental health or even reduce physical 
pain, by providing distractions, introducing emotionally pleasing elements into 
the daily environment, or promoting positive motivation. The improvements these 
technologies might offer society seem limitless. Thus, they are surrounded by hype 
and enthusiasm.

At the same time, lawmakers and legal scholars foresee the challenges that VR 
and AR technologies introduce into society. They see the potential for the infliction 
of accidental or intentional harm as a result of people who dismiss the real world 
entirely when engaged in these technologies. While this concern has arisen for 
many emerging technologies over the past decades, VR and AR may create new 
legal dilemmas. In most, if not all, uses of the technologies, companies will collect 
data after having consumers agree to lengthy, jargon-filled terms of service and 
privacy policies that they do not understand. The possibility of a great reduction 
of privacy is very real; to function, VR and MR track eye movement and facial 
gestures. If this information is recorded and sent back to the company, it could 
provide them with significant personal biological information. The data becomes 
even more sensitive when combined with other personally identifying information 
that could connect preferences and habits with facial and iris scans. The data also 
increases the risk that third parties will obtain and exploit it.

The Pokémon Go app released in mid-2016 in limited countries and later 
expanded to a broader international audience raised many questions related to user 
privacy. Upon the app’s launch, it required access to all a user’s Google accounts, 
its camera, and GPS location. The app could therefore access all of a user’s email, 
calendar activities, documents, and pictures stored in Google services, allowing 
the service to collect extremely personal data about a person’s life, activities, and 
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contacts (Krishnamurthyprakash 2017). Large amounts of personal data often lead 
to major cybersecurity risks. They can become targets for hackers or other malign 
actors. Presently, most countries allow companies to keep this data and use it for 
their own purposes. The exception is the European Union’s General Data Protec-
tion Regulation, which requires user consent and gives them the ability to control 
what happens with their data.

Another legal aspect that may present a problem is how real-world crimes 
will be policed in VR or AR. Some scholars predict that many of the crimes that 
may occur using immersive technologies will relate to sex, nudity, and violence 
(Lemley and Volokh 2018). Some of the crimes expected to occur in VR or with 
AR—such as indecent exposure, flashing, sexual harassment or abuse, voyeurism, 
and inappropriate sexual acts in public—fall to the police. These same acts in a 
public-private space have undefined jurisdictions. These activities may be difficult 
to control, especially when people use them for criminal misbehavior. Presently, 
there is no mechanism to report virtual crimes to the police and no legal guidance 
as to on whom the responsibility falls. There may also be complications obtaining 
data, such as chat logs, from private corporations that may be unwilling to share 
because the laws have not yet been set. Many questions will require answers to 
ensure that everyone is protected from criminals in a virtual reality environment.

Other dangers attached to AR exist. Pokémon Go provides some examples of 
the potential perils of AR and other immersive technologies. Lost in concentra-
tion and focused on the game, some players committed crimes accidentally. Police 
arrested them for trespassing or for disturbing the peace when they entered areas 
where they were not permitted. A small number of players died or were seriously 
injured in collisions with vehicles or other forms of transportation because they 
did not notice conditions in their environment. In Guatemala, one teenager died 
and another was injured during a suspected burglary attempt as they played the 
game (Moore and Couzens 2016). Some governments, like Bosnia, warned people 
not to search in areas with active landmines. Although no deaths were reported, 
landmines pose serious risks. Pokémon Go is not the only AR or VR technology 
to have dangers associated with it. Because of the global interest in the game and 
the widespread media coverage, it provides an example of the scope of the risks 
involved and the way that those risks differ by country.

VR and AR are set to add value to our lives in multiple ways. They also increase 
our risk of harm in terms of privacy and may have unknown, unforeseen conse-
quences. Most nations have not yet thought ahead to how they will address these 
successes and challenges politically, economically, or socially. In countries at more 
advanced stages of VR and AR, some policymakers are already contemplating how 
to promote the positive aspects of the technology while mitigating the bad. In other 
countries that are developing the technology, many have not examined the poten-
tial implications that the technologies could have. The following section features 
multiple cases of countries at varied stages on their journey to explore and develop 
VR and AR. The solutions they each need rest upon their unique sociopolitical and 
cultural circumstances. As they develop these technologies and their populations 
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adapt them, most likely in ways that are similar and others that are distinct to meet 
their particular needs, there are many factors they will want to consider in terms 
of regulations and policy.
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BRAZIL
In Brazil, when it comes to immersive audiovisual content, the high costs of equip-
ment importation affect supply and increasing demand from buyers continue to 
challenge content producers, who must balance the two. In addition, inflation, 
currency, political, and economic restrictions place Brazil and some other coun-
tries in Latin America in a challenging position to produce content (Lauret 2017). 
Despite these challenges, experts predict that VR/AR in Brazil will have a strong 
future across multiple industries. The technologies have already piqued domestic 
consumer interest.

A study of 2,004 Brazilians found that 73 percent have an interest in shopping 
using VR—significantly higher than other countries surveyed such as Germany 
(59 percent) and Japan (57 percent). In the same study, 85 percent of those inter-
viewed would consider purchasing a product in VR, and 84 percent would like to 
see physical stores using the technology. However, 56 percent say that the ability 
to visualize and experience a product or experience in VR or AR would not change 
their likelihood to impulse buy (Worldpay 2017). Another study forecasts a 2019 
economic projection of VR/AR business in Brazil with the industry generating more 
than $53 million for the year (BIG Festival 2018).
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Video game users also have a high interest in VR/AR, with events such as the 
Brasil Game Show and Brazil’s Independent Games (BIG) Festival offering oppor-
tunities to explore a collection of VR/AR games. The Brasil Game Show and BIG 
Festival both claim to be Latin America’s biggest gaming event, and both events 
have proven to maintain a large following (Be Brasil 2017). In 2018, the Brasil 
Game Show had 320 exhibitors, and that same year, the BIG Festival featured 
eighty-seven new VR/AR games. The expected turnout for Brasil Game Show was 
over 300,000 participants, and the BIG Festival had 36,000 visitors.

Organized by the Ministry of Culture of Brazil and the Municipal Secretariat 
of Culture of São Paulo and Spcine, the BIG Festival is also prominent a business 
hub for both local and international game developers. At the 2018 BIG Business 
Forum, there were more than 400 speakers and 880 professionals from 428 Bra-
zilian and international companies. Regardless of which event is Latin American’s 
biggest gaming forum, both events give Brazil an opportunity to develop VR/AR 
capabilities domestically and through other Latin American partnerships (BIG Fes-
tival 2018; Agencia EFE 2018).

The biggest virtual and augmented reality conference in Brazil is the Sympo-
sium on Virtual and Augmented Reality (SVR). It is distinguished from other VR/
AR conferences in that it presents basic research; the main contribution is that is 
discusses new technology developments that improve VR/AR. Established in 1997, 
SVR aims to promote technology advancement and knowledge dissemination over 
all aspects of virtual and augmented reality, with the conference contributing to the 
history of the field in Brazil (Hounsell, Detroz, Jasinski, Bosse, and Berlim 2014).

The most recent SVR in November 2018 addressed the following topics: VR/AR/
MR systems, frameworks, and toolkits; 3D interaction; input devices for VR/AR/
MR; haptics, audio, and other nonvisual interfaces; user studies and evaluation; 
tracking and sensing; computer graphics techniques for VR/AR/MR; immersive 
gaming and serious games; virtual humans and avatars; advanced display tech-
nology; immersive projection technology; multiuser and distributed VR/AR/MR; 
perception, presence, and cognition in VR/AR/MR; teleoperation and telepresence; 
social, economic, and technical impacts of VR/AR/MR; and virtual environments 
evaluation (SVR 2018). The conference has established Brazil’s reputation as a hub 
of virtual innovation and advancement, and its proceedings help shape the devel-
opment of VR/AR worldwide.

VR and AR education in Brazil is also becoming more popular, and there is a 
growing interest in studying the applications of VR and AR for educational pur-
poses, which has led to the formation of VR/AR research groups. A recent study 
examined the geographic use and subject matter of Brazilian VR and AR research 
groups. In their study, the highest number of research groups is in the Southeast 
region, and research is concentrated in the areas of computer sciences and engi-
neering. The concentration of geographic region and subject-matter usage demon-
strates the importance of expanding this research to other areas of knowledge and 
regions of Brazil. Other results of the study revealed that AR devices and content 
are currently more accessible to the general public in terms of cost and availability 
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than in the past and that the reproduction of AR environments requires less band-
width consumption compared to VR environments. Educators and technology 
experts expect the application of these technologies to education to expand, espe-
cially in low-income communities and places with difficulties of access to internet 
of quality (Queiroz, Tori, Nascimento, and da Silva Leme 2018).

In the medical field, the VR Vaccine project in Brazil, launched by pharmacy 
chain Hermes Pardini, seeks to help kids cope with the fear of medical treatment. 
In their study, a nurse gave kids a VR headset where they watched a 3D-animated 
adventure story involving heroes in coats of armor defending their land against 
a villain. The immersive storytelling alleviated the children’s fears and helped 
by relaxing their muscles, making it easier for the nurse to administer the shot. 
The results of the VR Vaccine project have been positive, and Hermes Pardini has 
installed headsets in all eighty of its pharmacies. Researchers believe that VR has 
the potential to help with a range of other medical scenarios to relieve patients’ 
stress (Mulligan 2018).

Museums in Brazil have also contributed to developing virtual reality capabil-
ities through the use of VR exhibitions. The Museum of Astronomy and Related 
Sciences in Rio de Janeiro, for example, recently hosted a special virtual reality 
exhibition that presented works, images, sounds, and movement that encouraged 
participant interaction to enhance observers’ perceptions, allowing them to expe-
rience the world differently through digital technology. The museum’s exhibits are 
diverse and include a VR experience that simulates symptoms of anxiety disor-
ders, one that promotes citizen awareness of urban air pollution, one that allows 
participants to see new connections between our bodies and the digital universe, 
and another that shows how technology can be used to augment the traditional 
practice of reading by overlapping content that amplifies the original material 
(Arnhold 2018).

Horniman Museum in London offers a different type of VR experience: enabling 
visitors to experience the lives of the Kuikuro community in Central Brazil. 
Researchers from Queen Mary University helped to create a Xingu Village virtual 
reality experience. Visitors can go on a thirty-minute virtual journey to Ipatse vil-
lage to see the day-to-day life, environment, and cultural practices of the Kuikuro’s 
800 people living in the Xingu protected area, which is home to sixteen indigenous 
tribes. The project director, Professor Paul Heritage (n.d.), said, “This international 
partnership project shows how immersive technologies create new connections 
between objects and people, revealing the stories we need to tell and to hear about 
the world around us” (Brooke 2018). According to researchers, the exhibit is the 
first of its kind; it provides indigenous peoples with a direct voice into a process 
that preserves and disseminates their histories and relies on noncontact technolo-
gies. The project raises awareness of remote and fragile indigenous peoples, whose 
way of life is beyond the reach of the world’s general population, without putting 
them at risk (Brooke 2018).

Brazil’s natural environment in the Amazon has been the setting for several VR/
AR experiences; because of its remote location, the technologies allow people to 
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experience the region without traveling. One of the better known experiences 
occurred in 2018 when Australian artist Lynette Wallworth (1961–) released a 
virtual reality film that offers a realistic representation of imbibing a hallucinogenic 
tea called Ayahuasca believed by many Amazonians to have transcendental qual-
ities. Using psychedelic virtual reality, users are able to explore the Amazon from 
the point of view of Brazil’s Yawanawá people. Released in late 2018 in Sydney, 
Australia, the film was part of Create NSW’s annual 360 Vision VR/AR event and 
was played at the Venice and Sundance film festivals and the World Economic 
Forum. The film, from the Yawanawá people’s perspective, hopes to send a mes-
sage to the world that human beings are part of nature and one day will come back 
to nature (Buckmaster 2018).
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CHINA
The virtual reality and augmented reality industries are booming in China. A major 
emphasis of the government’s long-term technology, the country and its major cor-
porations are pouring large amounts of money into training and development, with 
the ultimate goal of making China the world leader in immersive reality technol-
ogies. Many people in China view immersive reality technologies as game chang-
ers for the future across most social and economic sectors. Although these efforts 
require more time to test and implement, VR/AR is already popular as entertain-
ment, especially for gaming, and is under development for education, tourism, and 
marketing. Investing into physical, digital, and human capital, China is working 
to reach its goal of becoming the world leader for immersive reality technologies.

In 2016, President Xi Jinping demonstrated his country’s commitment to VR 
and related immersive technologies in an opening statement at the international 
business summit B20. In that speech, he stressed the importance of innovation and 
pointed at VR as a vital part of the future: “The new round of scientific and indus-
trial revolution with Internet at its core is gathering momentum, and new technol-
ogies such as artificial intelligence and virtual reality are developing by leaps and 
bounds. The combination of the virtual economy and the real economy will bring 
revolutionary changes to our way of work and way of life” (Jinping 2016).

This statement aligns with the country’s Made in China 2025 plan, released in 
2015, to modernize Chinese industries and rank the country first internationally 
as an innovative, technological power. While the English translation of the plan 
does not mention VR or AR, it does point out smart manufacturing as one of the 
plan’s key focuses, where smart manufacturing is the fourth revolution in indus-
trialization through the use of digitization and automation to optimize production 
and organization (Wübbeke, Meissner, Zenglein, Ives, and Conrad 2016). Indus-
tries working in or to achieve smart manufacturing are applying immersive reality 
technologies to achieve this optimization, meaning that VR and AR are important 
technologies for industrial modernization. In fact, interest in the technologies is 
both vertical (from the president to the public, the national to the local) and hor-
izontal (across the business sector) because the technologies promise needed eco-
nomic growth.

President Jinping further demonstrated his and his country’s commitment to 
VR by having government officials read his congratulatory statement at the 2018 
World VR Conference. Held in Nanchang, the conference opening expressed the 
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president’s view on the technology: “China is willing to strengthen international 
exchanges and cooperation in the fields of virtual reality, share development oppor-
tunities, share innovation achievements, and strive to create a smarter and better 
future for human society” (Jiangxi Political Headlines 2018). This statement not 
only reflects the president’s view of the power of VR/AR and associated technologies 
but also mirrors the country’s overall approach to advancing technological devel-
opment, an approach that integrates domestic research and development efforts 
with strategic, often international, partnerships to hasten innovation and progress.

China’s VR/AR craze did not start, however, solely with the president. Along 
with financial support, the government has also focused on creating policies 
and strategies that enable VR/AR development. One key policy is Internet Plus, 
a national-level industrial strategy to allow advanced development of the coun-
try’s digital technologies. Internet Plus includes all internet-based technologies like 
e-commerce, cloud computing, and the Internet of Things, in addition to immer-
sive reality technologies.

Launched in 2015, Internet Plus focuses on digital technologies with the poten-
tial to revolutionize government, manufacturing, agriculture, education, and 
healthcare, among other sectors. Policies associated with Internet Plus have also 
sought to increase internet access more broadly, such as through launching afford-
able, faster internet connections and opening platforms designed for the faster 
sharing of information. In addition, a complementary policy called Broadband 
China aims to bring high-speed internet to every administrative village in the 
country by 2020, along with an updated telecommunications and IT infrastruc-
ture. Together, these and other policies form the backbone of China’s strategy to 
amass cyber power, gained through the internet and digital sphere, and position 
itself as one of the world’s technical leaders.

The Chinese government today is investing heavily in VR and AR. It subsidizes 
training and education opportunities, provides office and laboratory space, pur-
chases and distributes hardware, and even organizes conferences and competitions 
to encourage growth in immersive reality technology development. As of 2019, 
it has dedicated US$3.9 billion to investments in VR/AR, in comparison with the 
United States’ $120 million. Along with these investments, China is now the des-
tination for over 80 percent of all shipments worldwide for VR headsets (Baptista 
2019). It is creating VR hubs in cities across the country, and the Ministry of Indus-
try and Information Technology supports banks financing start-ups and projects 
that support public welfare. Following the government’s drive to increase China’s 
VR and AR development, major firms like Shanghai Media Group, Alibaba, Baidu, 
Xiaomi, and Tencent are pursing these technologies through specific investments 
and partnerships with international corporations and educational institutions.

To date, the investment in immersive reality technologies has received an incred-
ible public response. People in China respond positively to VR/AR; the number of 
users jumped from half a million people in 2015 to 18.79 million in 2019 (Statista 
2019). When Xiaomi, an electronics company in Beijing, launched Mi VR in 2016, 
the first batch sold out with a day. The second also sold out within twenty-four 
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hours. With VR and AR primarily applied to entertainment and training, the peo-
ple patronize the more than 3,000 VR arcades across the nation. Scattered across 
shopping malls and other easily accessible locations, these arcades attract many 
customers who otherwise could not afford the hardware. By making these loca-
tions accessible and affordable, the technologies have become accessible to a large 
swath of the population.

Another large investment that has excited the public is the creation of the VR 
Star Theme Park in Guizhou province. Similar to the United Arab Emirates’ VR 
theme park that advertises itself as the world’s largest, China has opted to provide 
patrons with the ability to immerse themselves in VR/AR on every ride, unlike 
amusement parks in the North America and Europe that have chosen to enhance 
select existing rides. China’s park cost US$1.5 billion and features more than forty 
VR experience rides (Staramba 2018). The park also has exhibits on the history of 
VR and China-specific VR/AR investment to appeal to visitors who are curious to 
learn more or who want to increase their understanding of the technologies.

China’s gaming industry may also gain a huge boost from VR/AR. In fact, gen-
eral interest in VR gaming has slowly built momentum since it entered the Chi-
nese gaming marketplace in 2010. Over the past few years, the government has 
had to impose limits on the number of traditional, mobile video games launched 
in the country and place restrictions on youth playing times, due to the millions 
of people who have become addicted to or obsessed with mobile games. With the 
government push to advance the country’s VR/AR industry, these technologies—
even when applied to gaming—will probably escape the restrictions placed on 
video games. The reasons, in part, are that VR/AR content takes time to develop, 
meaning that fewer games will be released, and as they are, the companies can 
spread them out so as not to saturate the market. In addition, because most VR/
AR hardware remains unaffordable to the majority of the population, it would be 
harder for people to experience addiction. Instead, they would need to venture 
to specific locations to enjoy gaming and other content until headset prices drop.

Until an unknown future point in time, VR/AR gaming will avoid the same 
limitations and restrictions that mobile video gaming has had placed around it. 
Therefore, VR/AR games have the potential to transform China’s gaming industry 
in a way that aligns with the government’s vision to develop immersive reality 
technologies while keeping the population from suffering some of the detrimental 
effects that it previously has with more traditional gaming. VR and AR provide 
exciting gaming experiences, and because of all the support thrown behind them, 
without some of the negative impact, they appear to have a strong future in China.

VR/AR in China is on the rise. It has the potential to be transformative for many 
social and industrial sectors and has already been accepted as a premiere form of 
entertainment. As long as immersive reality technologies continue to receive high-
level government and corporate support, they will continue to grow in demand 
and application. China may be well on its way to reaching its goal of becoming a 
world leader for these types of technologies and experiences.

Laura Steckman
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GERMANY
For many reasons, the Germans are taking VR/AR development slowly. These 
reasons include the need to determine market value and growth potential as 
well as ethical standards for applications, the need for regulations on immer-
sive technologies, and challenges with internet connectivity and speed. Despite 
these challenges, VR/AR technologies in Germany are being applied for prac-
tical and entertainment purposes. These technologies offer great promise for 
training and education, such as in Germany’s Elbedome, the largest 3D lab in 
Europe, and for aiding law enforcement to solve crimes. They are also valuable 
technologies for entertainment. Germany has launched a number of world firsts 
for virtually-enhanced amusement park rides; with their successes, VR and AR 
enhancements have popped up at theme parks around the world.

The German marketplace for VR/AR technologies has experienced significant 
growth. Since 2016, the value of these technologies has grown, with the software 
seeing the largest growth rates, such as over 100 percent growth annually from 
2016 to 2019. Hardware has seen a smaller increase in value over time. The 2020 
projections for the market are €290 million for hardware, a dip from 2019, and 
€730 million for software, the first year since 2016 where the growth has not 
doubled (Statista 2019). The decrease in market value growth offers credence for 
taking the time to develop VR/AR solutions for problems the Germans want to 
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address or pointing them to entertainment areas where they could enhance current 
user or rider experiences.

With the growing demand for VR/AR, one major concern to come out of Ger-
many is the ethics surrounding the technology. Scholars at the Johannes Gutenberg 
University in Mainz were the first to consider the need for regulating VR/AR tech-
nologies. In 2016, they produced a partial ethical code to guide fellow developers. 
Among the suggestions were content ratings, such as currently exist for the movie 
industry, and labeling for violent or pornographic content. A later paper from the 
university offered discussion and recommendations on how to address the poten-
tial psychological impact of immersive reality technologies, wherein people may 
come to feel differently about the world or develop a newfound sense of ownership 
over virtually inhabiting an avatar or another person’s body. They also warned 
about privacy concerns, because VR will produce a lot of data, and potentially 
biometric data from the body itself, over which the user may have limited control. 
The entire VR/AR community will be grappling with these issues as the technolo-
gies mature.

Another potential issue is the lack of regulation over these technologies, espe-
cially with the impact they could have psychologically on users. No different than 
most other nations, Germany does not yet have a legal framework for VR/AR or 
other immersive reality technologies. One law that does stand on the books, how-
ever, is that it is prohibited to fly most drones using VR goggles. Drones or model 
aircraft weighing less than 0.25 kilograms flying under thirty feet and within line of 
sight can be viewed through goggles or video glasses; these are the only machines 
that do not require official registration (Gesley 2017). This law, of course, will not 
be sufficient by itself to regulate VR/AR development, and it was not intended to 
do so. It does suggest that if VR/AR or related equipment need to be regulated for 
specific cases, such as drone flying, they are likely to be needed more broadly and 
systematically.

Internet speed and connectivity have been a challenge in Germany, but this 
could change as the country upgrades its networks. While Europe generally has 
good 4G coverage, Germany has 4G covering about 66 percent of the country, 
often running at lower speeds than other nations (Center for the Promotion of 
Imports 2019). VR/AR requires fast network speeds, so lower bandwidths slow 
development of the technology in areas without higher speed connections. Current 
limitations on internet connectivity permit the development and employment of 
these technologies only in select locations. The introduction of 5G promises to 
change this situation by bringing higher speed internet to the country. Germany’s 
first rollout of 5G occurred in July 2019. Deutsche Telekom launched the first 5G 
networks in Bonn and Berlin (Rahn 2019). They are only usable by expensive Sam-
sung phones configured to handle the network. By 2020, over twenty cities should 
have accessible 5G networks, which will allow emerging digital technologies to be 
developed and utilized across the country.

Even though Germany has some challenges with VR/AR development and has 
decided to move more slowly than other nations as a result, it nonetheless houses 
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a number of burgeoning VR/AR start-ups. Companies such as VR-Nerds, Gamelab.
Berlin, Sehsucht, Vragments, Invr.space Gmbh, and the Fraunhofer Virtual Reality 
Solutions have already made an impact on the country with their innovative devel-
opments. In the media, journalist Julia Leeb (n.d.) and broadcasters WDR and 
ARTE use VR to improve how the news is reported.

In addition, Professor Egbert van Wyngaarden (1967–) uses VR to experiment 
with immersive storytelling, and Professor Frank Steinicke (1977–), who looks at 
VR/AR from a human-computer interaction perspective, holds the world record 
for being the first person to spend twenty-four hours in a VR simulation (Dau-
erer 2018). The country is also home to Europe’s largest 3D lab, the Elbedome, 
where clients use the 360-degree projections for training simulations. Research 
and development is alive and well in the country.

A fun, entertaining application of VR/AR in Germany is the rise of VR/AR-enabled 
rides in the country’s theme parks. In Germany, immersive reality rides have set 
a number of world firsts. In early 2019, the country introduced the world’s first 
VR bumper cars. These came less than a year after the world’s first VR waterslide, 
which provided a nice addition to the VR/AR technologies used on some of the 
theme parks’ roller coasters. Germany introduced the world’s first virtual roller 

Thyssenkrupp offers trade show attendees the opportunity to participate in an interactive 
presentation, the Virtual Steel Experience, during an 2018 event in Berlin. Germany has 
become a hub for immersive reality technology research and trade shows. Despite moving 
forward with the technology purposefully, the country creates start-ups and attracts inter-
national partners due to its success in developing these technologies. (Cineberg Ug/Dreams-
time.com)

http://www.Dreamstime.com
http://www.Dreamstime.com
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coaster in 2015 at its Europa-Park. Since these firsts, virtual and augmented rides 
have been added all over to theme parks all over the world. In Germany, these 
rides add a fresh twist to the same loops and turns by allowing riders to be chased 
by dragons and aliens and even to have encounters with superheroes. VR/AR will 
have other applications for the entertainment industry and may even change the 
face of entertainment and consumer experience as they become more engrained 
into the landscape.

Germany is using VR/AR in unprecedented ways. In 2014, the Bavarian state 
crime office used VR technologies to build the world’s most accurate model of 
Auschwitz, the concentration camp where Nazis executed over a million Jewish 
people during World War II. The VR technology was part of a project to convict 
war criminals. Previously, several had said that although they worked the camp, 
they had no knowledge of the atrocities carried out there. At first, the claim was 
impossible to refute, but with VR, lawyers, judges, and jury members can explore 
the site and assess the validity of these claims.

The first major prosecution using VR occurred in 2016. Reinhold Hanning 
(1921–2017), a former SS guard at Auschwitz, had claimed he was not aware of 
executions in the camp. After judges and investigators used the VR, they deter-
mined that his post allowed him full view of movements around the camp, mean-
ing that he could see people being forced into gas chambers. He was sentenced to 
serve five years in prison for facilitating 170,000 counts of murder, although he 
died from natural causes prior to serving his sentence (BBC 2017). Germany has 
over two dozen cases of alleged former Nazi guards under investigation, although 
with their ages, it is unknown how many might be prosecuted. Should those cases 
go to trial, the VR can provide additional evidence as to where the crimes hap-
pened and what that area looked like in the 1940s. This usage of VR has set a 
precedent as a future law enforcement tool.

Germany’s VR/AR industry has shown that VR and AR have applications that 
few people have explored. While some instances may be uniquely German, oth-
ers have high potential for international appeal, such as theme park rides and 

VR is changing visitors’ experiences at amusement parks worldwide by offering spe-
cial rides that include VR goggles for riders. These rides are designed together with 
the VR technology to allow riders to live the theme, such as escaping from flying 
dragons or evading supervillains, through the headset. Through precise synchro-
nization of the VR programming and the ride, designers have improved the expe-
rience, reducing the nausea and dizziness that can occur when the programming 
and ride movements are not well calibrated (Janssen 2015). Germany’s Europa Park 
opened the Alpenexpress, the world’s first VR ride in 2015. As of mid-2018, amuse-
ment parks have added VR-enhanced rides in Canada, the United States, Japan, the 
United Kingdom, Belgium, Finland, Italy, Australia, Denmark, Spain, Norway, Fin-
land, Mexico, and South Korea.
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entertainment more broadly. The country has shown that there is great potential 
for immersive technologies. At the same time, many questions will need to be 
addressed, such as ethical applications and implications, as well as the need for 
legal guidelines and frameworks that govern the technologies.

Laura Steckman
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NEW ZEALAND

New Zealand has embraced virtual reality, augmented reality, and other immersive 
reality technologies. Although the country is small, the population is known for 
being innovative, lives on land with thousands of years of history, and has a pen-
chant for being good storytellers. Across the country, there has been an explosion 
of companies and universities working on VR/AR, and the market is poised to grow 
tremendously through corporate, academic, and government investments.

New Zealand inaugurated its VR/AR association, NZVRARA, in 2015 to pro-
mote extended reality technologies across the nation. The NZVRARA has four main 
goals: fostering community; promoting education; building a large user base that 
includes businesses, government, media, and educational institutions; and advo-
cating for the application of these technologies to meet social and economic needs 
(NZVRARA 2018). The association attracted interest from corporations across the 
world and even spun off a student chapter in 2017 to capitalize on university inter-
est in research and development in immersive reality technologies. As of 2017, 
approximately 112 organizations within New Zealand worked with NZVRARA, 
complementing the 3,800 businesses involved in VRARA, the international orga-
nization under which NZVRARA falls. With Auckland and Wellington being key 
centers for VR/AR production, training, and innovation, the NZVRARA helps build 
connections and collaborations.
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Filmmaking is an area where New Zealand has successfully integrated VR/AR. 
In 2016, Alejandro Davila (n.d.) produced an immersive reality-based movie for 
his master’s thesis. In a first for the country, the movie, The Green Fairy, combined 
VR and AR. The thesis focused on better understanding how stories must be told 
differently to be effective in VR. Traditional storytelling is not necessarily suited to 
VR because it can leave the viewer feeling unwell after scene changes and through 
some action sequences; storytelling simply and through narrators may be a better 
format (Davila 2017).

For the movie, Davila received a nomination for the Young NZ Innovator of 
the Year award. The movie turned into an interactive book in 2018. Since the 
first movie, World Vision, National Geographic, and other companies have started 
creating VR/AR films in the country. Presently, the country has high hopes for 
Minimum Mass, a movie-like experience expected to feature at the 2020 Sun-
dance Festival (Dreaver 2018). To differentiate the VR experience, developers have 
explicitly stated that it is neither a game nor a film.

Gaming, particularly interactive gaming, has become important to New Zea-
land’s economy. In 2019, interactive gaming, which includes VR/AR games, gen-
erated NZ$143 million; the majority of those earnings came from digital exports 
(NZGDA 2019). Most VR/AR companies are expected to have significant growth 
rates, and the market for start-ups and jobs is expanding. The games they develop 
are primarily entertainment, although other types of more serious games have been 
developed for marketing, education, and other training-related purposes. New 
Zealand already hosts a VR arcade for visitors to experience VR. The industry is 
expected to grow as the costs of VR/AR and other immersive reality equipment 
prices decline.

Universities have increased their emphasis on VR/AR. They not only offer degree 
and certificate programs for VR/AR but also use the technologies in the classroom. 
Massey University Wellington formed the first VR club, VRTX. It also has a VR 
room for training and educational purposes. In 2017, it added elective courses to 
its bachelor’s degree program. Other universities working to advance the state of 
VR/AR through research include Auckland’s University of Technology, Auckland 
University, and Victoria University.

In terms of research, these institutions have many programs seeking to apply 
VR/AR to the learning process, from fields such as tourism to architecture. For 
the classrooms of younger ages, ClassVR is a New Zealand technology offering 
that brings VR into the classroom through headsets. The teacher manages the 
headsets from a central computer, while students access preloaded content or 
school-specific content that aligns with their curriculum. There’s a VR solution 
available to students at every level in New Zealand, from initial exposure to 
advanced, hands-on training.

Corporations and universities are not the only entities interested in VR/AR; the 
government is also a huge proponent and makes investments in the technologies. 
The Minister for Social Development, Carmel Sepuloni (1977–), for example, has 
started a training program to help people train for jobs that have labor shortages. 
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The pilot, planned for late 2019, targets employment in the construction industry. 
Participants will use VR goggles to practice building and testing skills. Employers 
can then use test results to select the best employees and quickly assign them to 
the job for which they have qualified. Future programs may focus on upskilling 
workers for emerging jobs to impact the economy positively.

The idea of using VR to train New Zealand’s construction workers is not new; in 
2017, Fulton Hogan VR won a finalist award for one of its VR training programs, 
the first in the construction industry, which allowed workers to experience a dan-
gerous construction situation and go through the cleanup process step by step 
(Mack 2017). The Department of Internal Affairs has also hosted sessions on VR/
AR. A 2018 session featured an official from the Wellington City Council who dis-
cussed using VR to include more people in city planning. The department’s Service 
Integration Lab also spoke about harnessing VR to improve service delivery and 
explored the different ways VR might connect citizens with government through 
the technologies (Webster 2018).

Industry also sees value in teaming with the government to promote VR/AR 
technologies along with other emerging technologies expected to see growth in the 
future. In a report from the New Zealand Game Developers Association (2019), 
analysts recommended public-private partnerships to create a strategic plan for 
interactive media, provide sufficient investments, train and upskill workers, 
increase access to data, and develop policy in order to grow the technologies. Pol-
icy and regulation gaps are growing around the world; in this sense, New Zealand 
is no different. As the technologies continue to develop and they arrive at a point 
where they disrupt society in a meaningful or controversial way, regulations and 
frameworks may become more critical. With New Zealand’s growing demand for 
VR/AR, it may experience the need for guidance and policy sooner than in other 
parts of the world where the technology is either nascent or people are unsure 
whether it has value.

Air New Zealand, the national airline, has already started investing heavily in 
VR/AR technologies. In one of its AR efforts, the company teamed with Magic 
Leap to create an experience that superimposes images onto reality. Using a special 
viewer, potential customers have the opportunity to explore products and interact 
with the environment. With these options, the program wants to lure travelers to 
use the airline. In another venture with Magic Leap, the airline has constructed 
an AR board game-like experience to allow multiple people to play against one 
another while learning more about New Zealand. The game does require an actual 
board, with the AR viewer enhancing reality. In exploring the country virtually, 
players interact with hobbits, as the movie series Lord of the Rings (2001–2003), 
based on the J. R. R. Tolkien literary trilogy, was filmed there. Players also interact 
with nature specific to the country. Overall, these efforts are intended to allow peo-
ple to prepare for a trip to New Zealand and show them the benefits of using Air 
New Zealand on the journey.

The outlook for VR/AR and other immersive technologies is currently bright. 
Industries apart from the airlines are also exploring their potential. Online shopping 



 V I rt U a L  a n D  a U G M e n t e D  r e a L I t Y  349

and retail sales have the possibility of benefiting. In fact, Heathcoate Appliances 
received the accolade as the first retailer to bring AR into the shopping experience. 
In its testing, shoppers use their phones to run an AR program that lets them 
place new appliances in their homes to envision how they would look. This type 
of technology could reshape how people shop and at the same time could reduce 
costs involved with returns and reshelving. The full range of where VR/AR can be 
applied and how they can improve people’s lives or experiences is not yet known. 
However, New Zealand and its innovators are working on developing these tech-
nologies in ways that will directly and indirectly provide answers to the extent that 
VR/AR will change society.

Laura Steckman
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PAKISTAN
Virtual reality and augmented reality gained popularity in the West in the early 
twenty-first century, mainly with the gaming industry, and now have a strong foot-
hold in a variety of industries. The developing world does not lag far behind. In 
the East, Pakistan is one of a handful of countries that is rapidly gaining momen-
tum in both VR and AR technologies despite its still-fledgling economy. In the last 
five years alone, an impressive number of private companies has emerged on the 
forefront of this immersive technology. And aside from just the gaming industry, 
VR/AR in Pakistan is gaining popularity with real estate and architecture firms, the 
health and medical fields, and the education sector. Local incubators for funding 
along with government initiatives are increasing as the entrepreneurial leadership 
in Pakistan uses its networking and resources to tap into the talent of its population.
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The most obvious use of VR/AR has been seen in the gaming industry. In the 
urban centers of Karachi, Islamabad, and Lahore, VR gaming centers are getting 
attention from the more elite masses who otherwise resort to restaurants and cin-
emas for entertainment. With headsets imported mainly from the United States 
along with handsome user fees, these new arcade centers have received great 
reviews from patrons despite the occasional electrical shortages and voltage fluctu-
ations that increase costs. And to cater to the general public, there are a variety of 
online tech stores, such as Bytes.pk, which occasionally distribute free headsets to 
promote this technology and to inspire content creation.

As the population of Pakistan continues to expand, the major cities are continu-
ing with rapid construction projects beyond their traditional borders. Virtual and 
augmented reality companies are assisting architectural firms by allowing poten-
tial clients to be completely immersed in an unbuilt space to tour their potential 
homes even before the purchasing and building phase. The interactive nature of 
VR even allows customers to design their living spaces through simple things such 
as changing the paint colors, the carpeting, and the lighting and thus creating 
lasting emotions that further help with a real estate firm’s marketing strategies. Not 
only does VR make it easier to sell properties by attracting more customers, but 
it actually reduces costs because physical models can be replaced by virtual ones, 
leading to a significant cost reduction for large residential real estate projects in a 
developing country like Pakistan, where construction is an ongoing endeavor.

With more than 200 million inhabitants, it comes as no surprise that health and 
medicine are two of the most critical sectors in Pakistan (World Population Review 

A Pakistani man uses virtual reality to select his national flag. Pakistan is a country that is 
among the growing number of countries experimenting with and investing in immersive real-
ity technologies. (Aleem Zahid Khan/Dreamstime.com)

http://www.Dreamstime.com
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2019). In a university setting, many medical students are graduating and earning 
degrees without ever having touched a cadaver because of a lack of funding. To fill 
this gap, VR/AR companies are creating educational simulations that students can 
use to visualize human anatomy in an immersive three, rather than a two, dimen-
sional environment. Concurrently, VR technology provides training for emergency 
personnel to learn lifesaving skills without risking themselves or their patients by 
creating realistic scenarios that place them in high-pressure situations so that they 
can respond effectively. Not only can this significantly reduce patient morbidity, 
but also it is a cost-cutting measure that can have lasting effects on the overall 
society. The challenge these VR firms face is to educate medical school faculty and 
staff to embrace the technology without feeling threatened by it; many professors 
feel that their jobs will be at risk if VR enters the classroom, when on the contrary, 
their jobs will be further enhanced and the students better prepared to enter their 
medical professions with greater confidence and training.

Promising VR applications for healthcare are already in the market, specifically 
by Renderlounge, a company that has developed a device for exposure therapy. 
This device is already being used in patients like burn victims, where an initial trial 
has helped induce sleep, leading to faster recovery and rehabilitation. It also shows 
promise for patients suffering from other medical conditions, including anxiety 
and depression, which affect 34 percent of Pakistan’s overall population, with close 
to 50 percent of people affected in the major cities, far greater than the global aver-
age of 20 percent (Mansoor 2017). The noninvasive and safe nature of this therapy 
will lead to other VR-based devices that have the potential to reach patients on a 
larger scale.

Approximately 80 million Pakistani citizens are part of the education system, 
from the preprimary to the tertiary, or university, levels (UNESCO 2017). The 
introduction of VR/AR technology within the classroom is providing students with 
powerful tools that convert the conventional two dimensional (2D) syllabus to 
three dimensions (3D), helping not only to convey the concepts better but also to 
excite students to take more interest in their education. The use of these kinds of 
applications extends beyond the traditional classrooms as well, with companies 
focusing on children with special needs.

Games based on AR are used as therapy, creating cost-effective, efficient, and 
accessible solutions, and are designed to develop motor, coordination, cognitive, 
and functional skills. Some Pakistani students are also part of an international 
effort called PenPal Schools to educate students from other countries through the 
medium of VR. Using VR headsets, these students can take field trips through 
which they learn the history and culture of Pakistan. On a broader note, this VR 
education gives them a view of Pakistan that they would otherwise not be exposed 
to, dispelling misconceptions and building greater understanding.

With an unpredictable political climate and a fledgling economy, Pakistan cer-
tainly faces challenges, especially with respect to funding sources for a technol-
ogy that is still considered relatively new even on the international stage. But 
despite these fairly insurmountable obstacles, the VR/AR start-ups are gaining 
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momentum. To tackle problems relatively unseen in the urban areas of the West, 
such as electricity shortages, internet connections, basic office space, mentors, 
and investment sources, the amount of incubators with impressive international 
support is on the rise. These incubators, backed by government initiatives, pri-
vate organizations, and higher educational institutions, fill these gaps by linking 
potential VR/AR companies to training resources for development of their busi-
ness plans, exposure to international markets, and financial and legal assistance. 
In the past five years, hundreds of companies have graduated from product idea 
to viable businesses.

Pakistan’s entrepreneurial spirit and international influences play a strong role 
in maximizing the future of VR/AR initiatives. These tech-savvy companies are 
entering the global arena with an increased presence at international trade shows, 
harnessing the power of their national talent to gain more projects for the over-
all economic growth of Pakistan. Many Pakistanis are using their skills to net-
work with big technology companies such as Google and Facebook, along with 
renowned universities in the West.

As with any new endeavor, much more has to be done to ensure that VR/AR 
is applied effectively and supports people’s needs. Experts in the VR/AR field in 
Pakistan are optimistic that this technology will be as prevalent as mobile phones 
within the next ten years in combination with more sophisticated devices; some 
experts have made the prediction, though perhaps overly aggressive, that VR/AR 
and other emerging technologies will change the country’s technological land-
scape. VR/AR is an open field with relatively few players right now; the ones who 
will come to the forefront will have not only the technology but also the skills to 
educate and expand it to the greater public at a cost that is results oriented, afford-
able, and reliable.

Saadia Ali Esmail
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SOUTH AFR ICA
South Africa is home to a number of corporations, organizations, and universities 
pursuing the development of virtual reality and augmented reality technologies. 
The country has long considered the use of immersive technologies in sectors such 
as education since the early 2000s, although it is only now that these technologies 
are being explored to provide a digital boost to the economy and society. Some 
companies, as well as academia and the government, recognize that they may ben-
efit greatly from the adoption of new technologies. Because the technologies are 
relatively new, there is no existing policy or regulation, although some grassroots 
and citizens movements have expressed the need to ensure the responsible devel-
opment and deployment of them.

South Africa ranks the highest in Africa and fifty-eighth in the world for global 
innovation (Matebvu 2018). While it is investing in artificial intelligence and other 
technologies that corporations view as game changers, the potential for VR/AR is 
not as clear. According to an Accenture report (2018) on extended reality (XR), the 
larger field that includes all the subsets of immersive reality such as VR and AR, 
business executives are not in agreement on how important these technologies will 
be. In fact, it reports that only 54 percent of executives view XR as an important 
future tool to connect with customers and employees, especially when geographic 
distance exists between them.

Despite the disagreement, however, a growing number of corporate entities 
and educational institutions has focused at least some attention and resources on 
immersive technologies. This fact is evidenced by a growing number of local and 

Internet of Elephants, an Africa-based social enterprise that promotes wildlife con-
servation, launched its augmented reality app Safari Central in late 2017. After its 
release, the organization ran a contest over #RewildYourWorld, asking people world-
wide to add animals to their photos and selfies. The competition ultimately awarded 
Richard Gudz (n.d.) the title of the first-ever augmented reality wildlife photogra-
pher. Internet of Elephants uses technology to share data about animals to enhance 
public awareness and to protect endangered species. As of early 2018, more than 
24,000 people actively use the app (Internet of Elephants 2018). The organization’s 
next major project is to create a mobile AR game similar to Pokémon Go to allow 
players to track animal migrations, capitalizing on the growing interest in AR apps 
and games.
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international conferences, events, and competitions in which South Africans have 
participated, including a large number of them hosted within the country. One 
example is South Africa’s first-place team in an AR event at the multinational AR/
VR Hackathon in 2018, sponsored by Imisi 3D and multiple industry partners.

Corporations drive the majority of virtual, augmented, and immersive reality 
technologies in the country, employing them in the healthcare, tourism, and real 
estate sectors. There is additional potential for filmmaking and video gaming. One 
specific economic sector where companies are investing heavily in VR technologies 
is the mining industry. Training in a working mine can be dangerous, especially for 
the inexperienced. Thus, mine operations are exploring how to apply immersive 
reality to training programs to reduce risk as employees master skills and learn to 
work with machinery prior to applying their training in a real-world mining expe-
rience. For example, Kumba Iron Ore has teamed with the University of Pretoria to 
create the continent’s first Virtual Reality Center, which designs simulated training 
for industrial sectors with an emphasis on mining. On a similar note, in a world 
first in 2019, Forestry South Africa, Fibre Processing and Manufacturing Sector 
Education and Training Authority, and several industry partners developed a VR 
training simulation for chainsaw operators. These types of trainings keep costs low 
and promote safety for workers in high-risk situations.

Another sector receiving investment for VR support is healthcare. EON Reality, a 
global company with branches in Cape Town and Pretoria, offers a VR Innovation 
Academy for students. In its Tshwane, Pretoria, location, the academy partnered with 
the City of Tshwane Health Department to develop an HIV/AIDS awareness cam-
paign using VR. Students worked with healthcare subject matter experts to develop 
the application, designing it to align with the city’s 90-90 strategy to diagnose and 
treat all HIV/AIDS patients by 2020 (EON Reality 2018). Similarly, Makhulu Media, 
a film production company, has also created VR programming to allow medical staff 
and patients with HIV/AIDS to understand what a visit to the doctor’s office is like 
from the other perspective. In theory, such an experience could lower anxiety and 
improve interactions from both sides of the experience. These examples are only 
two of a growing number of efforts attempting to apply immersive reality technol-
ogies to improve healthcare in a culturally sensitive and appropriate manner.

Immersive technologies have potential to deliver improved educational curric-
ula to a wider student population in South Africa. The United Nations studied how 
VR might improve education in the early 2000s, though the country’s telecommu-
nications infrastructure was unable to support mass adoption of online learning at 
that point in time. The barriers to applying immersive technologies for educational 
use have not yet been overcome, however; due to some of the current challenges 
with VR/AR in the country, such as the cost of equipment, while the technologies 
offer future promise, for the moment they are most suitable as teaching aids (Buliva 
2018). At the same time, the training efforts in the mining and forestry sectors have 
already demonstrated that virtual training can lower costs, reduce risks, and allow 
students to participate in experiential learning that differs greatly from book learn-
ing. As these training efforts are assessed for effectiveness, they may provide les-
sons to help usher in the adoption of digital learning more broadly, assuming the 
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costs of equipment continue to drop. Allowing students to use their own devices, 
such as mobile phones, to access instruction could help alleviate some of the cost 
burden when expanding VR and AR to education.

The year 2019 was pivotal for VR/AR in South Africa. It demonstrated that 
immersive reality technologies have started receiving attention and, at times 
acclaim, in the country. A brother-sister team from the country, Rick (1981–) and 
Ree (1978–) Treweek, screened a short, interactive adventure movie called The 
Lost Botanist at the 2019 Annecy animation festival. Selected as one of nine films to 
screen out of ninety submissions, this film represents a huge achievement for the 
Treweek siblings and a significant accomplishment for South Africa’s VR filmmak-
ing industry (Milligan 2019). As filmmaking and gaming are two areas that may 
benefit greatly from immersive and extended reality, this initial success may inspire 
new filmmakers to work with the technologies.

Paid VR entertainment experiences are becoming more common in South Africa. 
Like any consumer-driven market, many of the locations have been unable to stay 
in business. For example, Johannesburg has hosted the VRCade, which is essen-
tially an arcade for virtual reality technologies that allows visitors to experience 
the promise that mixed reality has for South Africa and, more broadly, Africa. It is 
actually the second one to open in the country. The first location opened in Cape 
Town, although it has permanently closed, and it is unclear if the Johannesburg 
location remains open in 2019.

VirtualWorld opened in Cape Town in 2016. As of 2019, it offers more than 
fifty games to beginning and advanced gamers, using high-end equipment. Its 
games include surviving the zombie apocalypse, winning a snowball fight, and 
team-building exercises such as working with colleagues to diffuse a virtual bomb 
(Caboz 2019). In Johannesburg, Blue Ocean VR has great online reviews and spe-
cializes in room-scale entertainment. Across both cities, and in other areas such 
as Pretoria, there are development and entertainment companies specializing in 
immersive reality. As some researchers speculate that extended reality could change 
how people consume entertainment over the next five to ten years, South Africa 
has already provided the world a taste of what it has already started developing in 
this sector.

Success with immersive technologies will enable the country to move forward 
with them. However, one of the drawbacks of immersive technology is that the 
price point remains too high for the majority of South African consumers. If the 
population cannot afford access to the technology broadly, despite costs having 
dropped worldwide, they cannot benefit from them.

As the country develops and relies more and more on immersive technology, 
South Africa will face some of the same challenges as the rest of the world. The use 
of immersive technologies, as well as other digital innovations, leads to questions 
about data privacy, the nature of reality and the implications of experiencing some-
thing fake that can engage all the senses, cybersecurity, addiction, widening of the 
digital divide, and other psychosocial and behavioral changes that can occur when 
people engage with new technology. XR also has another potential implication if 
South Africa does not work on it competitively.



356 e X a M I n I n G  I n t e r n e t  a n D  t e C H n o L o G Y  a r o U n D  t H e   W o r L D

In other parts of the world, travel agencies have developed virtual tours to 
South Africa, ostensibly as a way of piquing people’s interest in traveling there. 
Thomas Cook, an international travel agency that collapsed in 2019, was among 
the first companies to make VR trips to South Africa available to potential tour-
ists. However, virtual tourism has the potential to cripple South Africa’s tourism 
sector should tourists visit it virtually and spend their money in other physical 
locations. To compete, the Department of Tourism may want to develop its own 
immersive programming to entice tourists, which would allow the department to 
control what people see and promote some of the experiences of which only South 
Africans would have intimate knowledge rather than views controlled by foreign 
companies. The one exception to promoting virtual tourism vigorously has been 
due to the COVID-19 lockdown, where many agencies have used virtual tours 
to keep interest in the country’s scenic locations high. Krueger National Park, for 
example, has offered virtual safari tours twice daily to promote interest in future 
travel, although in this case, it relies on regular video aired through its YouTube 
channel and has not sought to integrate VR/AR technologies.

Laura Steckman
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UNITED  ARAB EMIRATES
The United Arab Emirates is well positioned to develop and employ virtual reality 
and augmented reality technologies. Many domestic businesses are exploring the 
viability of immersive reality technologies, with the public sector driving current 
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development and demand. The UAE government is also interested in involved in 
VR/AR; it has accepted that emerging technologies including VR/AR will play a 
larger role in the economy, especially with the introduction of 5G internet speeds. 
Through government support and industry’s innovative approaches to immersive 
reality technologies, the UAE has become known as the one of the forerunners for 
these technologies, particularly in the Middle East.

The UAE is a multicultural nation, and Dubai is a metropolis known for its over-
the-top style and out-of-this-realm concepts fusing futurism with a long ancient 
history. It is through this backdrop that the UAE has become a hub for domestic 
and international companies. Among these, many of the VR/AR companies are part 
of the Virtual Reality Augmented Reality Association (VRARA). Dubai’s local chap-
ter of the international VRARA is guiding the development of cutting-edge VR/AR 
applications in the country. The chapter seeks to inspire leading gamers in VR and 
AR to collaborate with new ventures, connect business owners with funding, and 
generate processes for the implementation of best practices and groundbreaking 
applications. The VRARA Dubai chapter brings together global and local talent to 
generate a community of VR and AR visionaries. It invigorates innovative suppliers 
and the content inventors through state-of-the-art hardware businesses and moti-
vated researchers.

The market for VR and AR is growing in the Middle East and North Africa, 
including the UAE. Across the region, experts predict that the market will grow to 
US$6 billion by 2020 from around US$182 million in 2017 (Forrest 2018). In the 
UAE itself, forecasters have predicted that the VR/AR market value will reach US$1 
billion by 2020, exhibiting high growth rates and market value. Analysts attribute 
this change to two key reasons: equipment pricing, such as the cost of viewers, is 
falling, making the hardware more accessible to a larger swath of the population, 
and the country expects to implement a 5G network that will enable VR/AR to run 
smoothly over high-speed connections. Some experts predict that VR/AR in the 
UAE could grow exponentially, reaching a possible value of US$1 billion in the 
year 2020 (Bussmat Alkayan 2019).

The government supports these efforts, as it understands that promoting bet-
ter internet will allow the country to embrace and adopt emerging technologies, 
such as immersive reality technologies, leading to increased development efforts. 
In many of its recent strategies, the government has espoused support for technol-
ogies for the future of the nation. Domestically, the northern part of the country 
hosts the most significant share of the VR and AR marketplace, and projections 
suggest that it will continue to attract and maintain the largest portion of the 
domestic marketplace.

Government investment in VR and AR is widespread in the country. Immersive 
reality technologies have the potential to attract investment, improve manufactur-
ing, reshape the entertainment industry, and provide new career opportunities. 
The UAE wants to realize every opportunity through applied VR/AR and actively 
experiments with these technologies. Examples include the Dubai Electricity and 
Water Authority, which has recruited the prominent AR solution and hardware 
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supplier DAQRI to formulate smart glasses and helmets for its engineers, utilizing 
AR software created by the Dubai-based corporation Takeleap. The Ministry of 
Health and Prevention has started a program to promote VR usage for physio-
therapy, addressing treatment and rehabilitation for a wide variety of disorders 
(MOHAP 2018).

The Emirates Nuclear Energy Corporation has demystified its energy plant by 
allowing people to take virtual VR tours (ENEC 2018). Dubai itself has a training 
center that allows urban planners to perform their duties in VR in preparation for 
work in the real world. These organizations are bringing the most current tech-
nologies to their specific sectors to improve citizens’ lives. With the emphasis on 
applying immersive reality technologies in innovative ways, the government has 
positioned itself to offer new or improved services; as these applications mature, 
they may spread to more sectors and further contribute to public welfare.

Businesses in the UAE see great potential in VR/AR for a wide variety of appli-
cations. In the country, location-based entertainment has created a buzz around 
VR in both the business and public sectors. There are countless business uses of 
VR, from remote surgery to car test drivers, real estate sectors in relationships of 
growth, gaming, and entertainment, as well as potential in the learning sector, tour-
ism, and retail. Etihad, the national airline, has brought the SkyLights VR headset 
into its lounges with the goal of providing its customers with new, premium enter-
tainment opportunities. Jumeirah Hotels, a luxury brand, allows potential travelers 
and business clients to explore some of its properties prior to booking.

For start-up companies and businesses aimed at the nonluxury market, there 
are also opportunities. The Dubai Future Accelerator, for example, brings together 
government, industry, expertise, and funding for new ventures to tackle difficult 
challenges. Every session starts with an application process, from which a consor-
tium selects the best ideas and puts them through an intensive, nine-week pro-
gram. Each nine-week session, or cohort, generally revolves around a particular 
topic or public sector. Cohort 6, a program that ran from May to July 2018, called 
for proposals to enhance the police force and reduce traffic congestion, among 
other areas of public interest. Cohort 7 focused on applying blockchain to improve 
the public sector in early 2019 (Smart Dubai 2019).

In mid-2019, the accelerator had a competition for “VR and Beyond,” where 
two projects featuring VR experiences in and around Dubai promoting the coun-
try won. Game Cooks, a U.S.-based company, created the winning VR experience 
Dubai Rising Falcon (HTC Vive 2019). The program allows users to explore the 
famous Burj Khalifa from the top, transforming the user into a virtual falcon, the 
country’s national symbol (HTC Corporation 2019). While primarily for entertain-
ment, VR programs underscore how VR/AR can change perspectives and create 
more intimate experiences in a city like Dubai.

The “Dubai Rising Falcon” VR experience received another acclaim, as it has 
come to reside at another unique feature in Dubai, the VR Park. Located at the 
Dubai Mall, the park advertises itself as the world’s largest VR park, although it 
incorporates more reality technologies than just VR. Spanning over 75,000 square 
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feet, the park takes up multiple floors and offers more than thirty rides, some of 
which are single and others multiplayer experiences. Reviews of the park have 
been excellent online. Prices are also reasonable, with general admission free and 
the price of an experience starting at 15 AED, or approximately US$4. Overall, the 
park demonstrates the public demand for new entertainment experiences that VR/
AR have the ability to meet. While VR theme park rides and experiences are not 
the only type of this potential application, they do represent a new wave in enter-
tainment that other countries, such as Germany, Denmark, the United States, and 
China, are developing in different ways.

While entertainment in the UAE may become permanently transformed by VR/
AR, it is not the only industry facing potential disruption. Another area under 
exploration is that of applying VR/AR to e-commerce. NDigitec, a UAE firm known 
for being at the frontier of VR/AR, has launched a concept for a VR mall. Not yet 
launched, the mall will connect consumers virtually with stores so that they can 
experience them and their products in real time. As the experience would simulate 
a physical experience in the store, it would allow consumers to feel like they were 
present without leaving their homes. Through the experience, consumers could 
select and purchase items just as they would in a store. Should this technology 
catch on, it is poised to transform the face of shopping fundamentally, as people 

Dubai Mall’s VR Park is one of the largest virtual and immersive reality entertainment centers 
in the world. Spanning more than 75,000 square feet, the park features more than 30 rides, 
accessible to the public for approximately $4 USD per hour. Immersive reality entertainment 
is one area where the United Arab Emirates excels with its high quality technology. (Ritu 
Jethani/Dreamstime.com)

http://www.Dreamstime.com
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might never need to step foot in a mall or store, should they prefer the convenience 
of shopping using immersive technologies.

The UAE will continue as a strong developer of VR/AR. Along with other emerg-
ing technologies, government and industry support of VR/AR will allow the public 
sector to demand more immersive reality products and experiences. While some of 
these will be pure entertainment—though with the value add of allowing people the 
psychological and emotional experience without any physical danger—others will 
be transformative for how the country functions on a departmental and sector level.

Susan Makosch and Laura Steckman
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Lanier’s story became, at least in part, immortalized in the movie the Lawnmower 
Man (1992) starring Pierce Brosnan (1953–). His company, the Visual Program-
ming Lab, sold the first VR goggles for over $9,000. Throughout the 1990s, several 
games used them, and a small number of companies starting developing technol-
ogies for this market.

From this point in time, VR and AR have been gaining momentum not only in 
the entertainment industry but also as potential solutions to improve other social 
and economic challenges. Similarly, although precursors to the technology existed 
since the 1960s, Thomas Caudell (c. 1952–), an American Boeing employee, 
coined the term AR in the early 1990s. After that point, AR development hastened, 
with companies slowly rolling out their new developments. It is only more recently 
that VR and AR have become household terms.

Niantic, a U.S.-based firm in San Francisco, introduced the majority of the 
world to AR with the release of Pokémon Go in 2016. The game, based on the 
Pokémon franchise, allowed people to use their phones outdoors to capture vir-
tual Pokémon and collect rewards. The app started in Australia and the United 
States and launched incrementally across the world. It became a worldwide phe-
nomenon as people played in parks and on beaches and even caused problems 
when people playing the game ignored dangerous street crossings and trespassed 
into restricted areas in search of Pokémon and “gyms” where people could fight 
against one another in virtual battles. The company later released a Harry Potter 
AR game in mid-2019 that has not achieved the same popularity level as Pokémon 
Go. Regardless, the games have demonstrated worldwide interest in AR entertain-
ment and, in a sense, spurred additional commercial and governmental attention 
in immersive technologies.

The United States currently has the most AR researchers at the largest number of 
universities, meaning that AR research is spread across institutions more than in any 
other nation; of these, the Massachusetts Institute of Technology publishes the most 
papers in ranked journals, although Blair MacIntyre (n.d.) at the Georgia Institute 
of Technology has the most papers in the United States when counted individually 
by researcher (Billinghurst 2018). Along similar lines, universities are not the only 

Morton Heilig (1926–1997) invented the earliest working VR machine in the late 
1950s. Called the Sensorama Simulator, it required the viewer to sit pedaling a sta-
tionary bicycle while watching 3D video and experiencing both an audio and olfac-
tory, or smell, machine to make the experience more realistic. Because 3D films were 
uncommon in that era, Heilig invented a 3D camera and projector to make his own 
videos. Unable to find investors and create public interest, the Sensorama failed. Just 
prior to its invention, Heilig patented the Telesphere Mask, a 3D video headset that 
allowed an individual to be part of the viewing experience, also complete with sound 
and scent (Brockwell 2016). It, too, failed, but the inventions later earned Heilig the 
nickname the “Father of VR.”
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organizations investing in VR/AR. Google and Microsoft, in particular, are projected 
to remain strong contenders in VR/AR development. Many start-up corporations are 
also playing in this space, vying to produce profitable immersive reality technolo-
gies. Many more are likely to join the competition as the market demand increases.

VR/AR and the other extended reality technologies are likely to become big 
business over the next few years. In 2017, Digi-Capital reviewed data on VR/AR 
and estimated that the market for the two would grow to be worth US$108 billion 
by 2021. The company further stated that of the two technologies, AR would grow 
to own over 75 percent of the market, with VR at under 25 percent; while those 
numbers generally held in an updated prediction, Digi-Capital did lower the over-
all projected market value at slightly lower by 2023, at around $100 billion, due to 
2018 setbacks with the required equipment (Digi-Capital 2017, 2019).

In the United States alone, spending on VR/AR may reach $6.6 billion, the larg-
est amount of any nation (IDC 2018). Even though the projections have dropped, 
the investments and potential profits from these technologies are large. As the 
technologies continue to mature, there is the possibility that these estimates will 
increase, and with higher numbers, production could increase and expand across 
additional economic and social sectors to which VR/AR has not yet been applied.

The U.S. government has shown interest in immersive technologies in various 
sectors. The Department of Education ran a challenge in 2016 to explore the poten-
tial of simulations for education and training. In 2017, it selected five finalists to go 
through an accelerator program to realize their ideas. This investment demonstrates 
interest in immersive technology applications to education. VR/AR technologies 
have also been applied to healthcare and safety. Examples of existing efforts include 
applications for preventing opioid misuse, aiding first responders, helping veterans 
with PTSD, providing virtual medical care, food safety, and reducing obesity.

Private and public investments in VR/AR are also growing. In the healthcare 
industry, over 200 hospitals already employ VR assistants to help people under-
stand their treatment plans. The medical industry is also using VR/AR for a variety 
of other tasks. Specifically, it is developing technologies to assist with surgeries, 
radiotherapy, education and training, pain management approaches, rehabilita-
tion, and behavioral therapy. The market value of these technologies in health-
care alone is projected to reach $5.1 billion by 2025, though the reality could be 
much higher if these technologies demonstrate greater benefit sooner (Kite-Powell 
2018). With the current technologies already being used and the projected growth 
for them, VR/AR appears to have a very bright future in healthcare, and it is only 
one sector to which the technologies may apply.

Other industries have started experimenting with VR/AR. Car manufacturers like 
Ford have used immersive reality technologies to enhance business processes and 
address issues in safety and purchasing. The aerospace industry has found VR/AR 
applications successful for designing and testing new prototypes before any con-
struction has begun. The result is that new aircraft should be readier sooner and at 
a lower price point when released. The same principles apply to architecture, where 
designs can be finalized before investing in construction materials. Prospective own-
ers and investors can also visit these locations virtually to speed up investments.
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Retailers can sell more products to consumers because they have the ability to 
visualize and interact with products sooner. For example, shoe companies like 
Nike and Adidas allow customers to try on apparel virtually, allowing custom-
ers to shop and make decisions comfortably without having to brave a crowded 
shopping mall. The technology can also prompt consumers to purchase directly 
online, which can save the cost of running a brick-and-mortar store. Other sec-
tors that involve consumer interaction with a corporation or brand could benefit 
from some form of VR/AR technology, and in the United States, many see value 
and potential profit in enabling extended reality technologies. Exciting future 
advancements may come from VR/AR, such as Lockheed Martin’s exploring its 
use in sending people to Mars.

As VR/AR advance, scholars already anticipate the rise of new issues associ-
ated with them. For some consumers, the top of the list includes data protection 
and privacy rights. The current state of the market in the United States is to give 
consumers very little control of their data and sell that data to places and parts 
unknown for profit. VR/AR may shine a brighter spotlight on these issues, as 
these virtual worlds will not be bound to geography. Along those same lines, VR/
AR may bring new legal questions and challenges, especially as virtual spaces 
could become criminal hot spots and will certainly lead to jurisdictional ques-
tions. There’s also the potential for VR/AR to change people’s behavior. The movie 
Ready Player One (2018) suggests that people will live their lives primarily in VR/
AR and that some people will be addicted to such a lifestyle. In the movie the 
Matrix (1995), most people live in a virtual reality simulation without ever ques-
tioning it. While no research yet exists on VR/AR and potential addiction, similar 
research has been produced on video gaming and smartphone usage, meaning 
that it is possible result but not guaranteed. If it, or any other behavior change, 
occurs, it could have ramifications for society whether positive or negative.

Laura Steckman
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Internet of Elephants, 353; Luckey, Palmer, 
331; mixed reality, 92, 331, 333, 355; Oculus 
Rift, 331; use in e-learning, 110; Virtual 
Reality and Augmented Reality Association 
(VRARA), 346, 357

Virtual private networks (VPNs), 3, 4, 9, 21, 22, 
30, 33, 35, 74, 151, 152, 174, 177

Voice over internet protocol (VoIP), 1, 3, 17, 
177

VoIP. See Voice over internet protocol
VPNs. See Virtual private networks
VR. See Virtual and augmented reality

West Africa, 90, 92, 124
WhatsApp, 10, 18, 20, 33, 35, 49, 62, 63, 64, 

78, 83, 163, 177, 248

Yahoo, 20
Yemen, 8
YouTube, xiv, 20, 26, 30, 47, 53, 62, 63, 112, 

177, 356

Zambia, 109, 167
Zimbabwe, 109, 124
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