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Chapter 1

Introduction to blockchains

Haojun Huang', Jialin Tian', Geyong Min’ and
Wang Miao®

In the current information age, we are constantly exchanging and sharing infor-
mation with each other, in which some networks such as Internet, 5G, and Internet
of Things (IoT) have become indispensable parts. Most of these networks are
centralized, meaning that the important data required for communication is stored
in centralized servers and maintained by specific organizations. Such centralized
storage requires high security for centralized organizations and network infra-
structure, and the data therein could be tampered and forged in the storage,
transmission, management and use, causing serious privacy and security issues.
(In addition, such fully centralized data storage and sharing systems are generally
less fault tolerant. If the centralization organization is attacked or a critical part
fails, the entire network interaction system will be deeply affected.)

In response to the previous challenges, blockchain characterized by decen-
tralization is considered to be a promising technology that can effectively resolve
those challenges and improve network security. A blockchain is a distributed
database or ledger that maintains an ever-growing list of data records in opposition
to tampering and revision. It provides immutable data storage over a distributed
network and supports a large number of encrypted and coded interactions, which
improves the reliability of the entire network interaction system and reduces the
need for trust. Even if some nodes in the blockchain are hacked and fail, the system
can run as usual. (In such a scenario, users are enabled to form a distributed peer-to-
peer (P2P) network in which they could interact with each other in an efficient
manner without a trusted intermediary.) What the decentralized blockchain has
effectively improved in terms of network security has aroused widespread concern
in both academia and industry.

In this chapter, in order to better understand the blockchain technology, there
will be a brief introduction to blockchain, including its overview referring to

"Department of Information Engineering, Huazhong University of Science and Technology, Wuhan,
China
2Department of Computer Science, University of Exeter, Exeter, UK



2 Blockchains for network security

characteristics and classifications, structure, key technologies involved, evolution
and typical applications.

1.1 Overview

Blockchain was originally known around the world for its success as an underlying
technology for Bitcoin, which was the first prototype of cryptocurrency. In 2008, a
person named Satoshi Nakamoto proposed a P2P version of the electronic cash,
Bitcoin, in his paper titled “Bitcoin: A Peer-to-Peer Electronic Cash System” [1].
He defined a cryptographic guarantee rather than the current “trust-based” elec-
tronic payment system and described that it allows electronic cash transferring
directly from one party to another without relying on intermediaries. What supports
such a new type of cryptocurrency is exactly blockchain.

However, Nakamoto did not directly give the term “Blockchain” and its exact
definition in that paper. He described the underlying technology through “block”
and “chain” as a data structure based on a distributed P2P network. A blockchain is
sequentially linked by a number of chronological “blocks” containing transaction
information, forming an ongoing “chain.” Each block contains all the information
in the current block’s constituent time and is encapsulated by a hash value and
pointed to the previous block. Moreover, the transactions recorded therein are
verified by consensus of most participants in the system and cannot be modified
once they are recorded.

In 2009, the first open-source project based on this new protocol was released
and produced Genesis block of 50 coins. Since then, the blockchain has continued
to attract attention and evolve. Nowadays, blockchain technology has evolved more
beyond finance than just the underlying technology of Bitcoin.

1.1.1 Characteristics of blockchain

In addition to being famous for decentralization, blockchain has shown other sig-
nificant characteristics during its development, such as reliability, anonymity,
transparency, auditability and programming [2,3]. A more detailed explanation of
them follows next.

1.1.1.1 Decentralization

In blockchain, the verification, accounting, storage, maintenance and transmission
of data are all carried out at each node based on the distributed system. The trust
between nodes is established by cryptographic guarantee rather than the central
institution, thus forming a decentralized trusted system. Each device can participate
in the P2P network of blockchain as a node, and each node is an independent and
autonomous entity, cooperating with each other and reaching a consensus under
consensus mechanism. In traditional centralized systems, any transaction needs to
be verified by the centralized trusted institution, which results in increased com-
munication costs, heavy load on the central server and collapse of network once the
central node was attacked. In comparison, the data storage and update in distributed
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blockchain can effectively reduce the cost of servers, and the damage to one or
even several nodes will not affect the operation of entire system, which has strong
robustness.

1.1.1.2  Reliability

In the distributed database of blockchain, each transaction needs to be verified,
recorded in the block and reserved permanently by each node. Nodes in the P2P
network can form powerful computing power through consensus algorithms such as
proof-of-work (PoW), the block hashes derived from all transactions and the hash
of its previous one. Unless the attacker has controlled more than 51% nodes of the
whole network at the same time, the data cannot be easily tampered or forged.
Therefore, the stability and reliability of data in blockchain are extremely high.

1.1.1.3 Anonymity

In the distributed P2P network of blockchain, each user can join and exchange data
with others through a meaningless address linked with the users public key. The
only thing that can identify the user is such an address that can be randomly gen-
erated at any time. There will be no other privacy information about the user expect
his address. Besides, a user can even apply for multiple addresses and constantly
change among them. Therefore, transactions in blockchain are not linked to the real
identity of users, but only to the address of them, which guarantees the anonymity
of transactions.

1.1.1.4 Transparency

In the decentralized blockchain, each transaction needs to be recorded by each node
after verification, that is, all nodes need to share data across the network and syn-
chronize one database or ledger. Therefore, the generation, recording and updating
of data in blockchain are transparent to all nodes of the whole network. Users can
get the status of the current blockchain through any node.

1.1.1.5 Auditability

Since the creation of Genesis block, each newly generated “block” will be con-
nected with the previous block and added to the “chain,” forming the blockchain.
Thus, blockchain stores all the transaction data in the blocks from the time it was
created. In addition, each block was printed a timestamp to prevent tampering
when it was generated. Combining transaction data with the timestamp in a block,
the time, participating nodes and content of transactions can be well proved.
Therefore, blockchain performs well in terms of auditability and can track each
transaction data.

1.1.1.6 Programming

As stated earlier on transparency, not only is the transaction data in blockchain
open source but the code of it is also highly transparent. The blockchain platform
has offered a flexible scripting system that allows users to programmatically pro-
duce currencies, advanced smart contracts and decentralized applications. The
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Ethereum platform in blockchain, for example, provides a Turing complete
scripting language that allows users to build any type of smart contracts or trans-
action that can be precisely defined.

1.1.2  Classifications of blockchain systems

According to the different degree of openness and coverage, the current blockchain
can be classified into three categories: public blockchain, consortium blockchain
and private blockchain [4,5]. Their characteristics are somewhat different on
consensus participant, read permission, decentralization, access permission,
immutability and efficiency. Details are as follows and the comparisons of their
characteristics are listed in Table 1.1.

1.1.2.1 Public blockchain

It refers to a blockchain that anyone in the world can access the system at any time
to read data, send transactions and take part in creating new blocks. The public
blockchain, which is also called permissionless blockchain, allows each node take
part in the consensus determination process. All the transactions and data are highly
transparent and available to the public. Its most prominent feature is completely
decentralized and not controlled by any organization, relying on encryption tech-
nology to ensure security. In such a highly decentralized system, transactions and
data are stored in each node; thus, they are almost impossible to be tampered,
which shows great immutability. However, the participation of too many nodes in
the public blockchain makes the propagation of transactions, the synchronization of
data and reaching a consensus particularly time-consuming and inefficient.

1.1.2.2 Consortium blockchain

It is a blockchain with several preselected organizations rather than one public
entity participating in management. Each organization runs one or more nodes.
Different with public blockchain, the consortium blockchain is obviously a par-
tially decentralized blockchain, where there are only a small part of nodes selected
to participate in the consensus determination. For a new node, it needs to be ver-
ified to participate in the consensus process, which shows that the consortium

Table 1.1 Comparisons among public blockchain, consortium blockchain and
private blockchain

Property Public blockchain Consortium Private
blockchain blockchain

Access permission Permissionless Permissioned Permissioned

Consensus participant  All nodes Selected set of nodes Single organization

Read permission Public Public or restricted Public or restricted

Decentralization Yes Partial No

Immutability Impossible to tamper Possible to tamper Possible to tamper

Efficiency Low Medium High
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blockchain is permissioned. As for the read permission, the stored information can
be public or restricted depending on the determination of decision-makers. Besides,
due to the reduction of the size of nodes participating in the consensus, it is easier to
reach more than 50% of nodes that want to reverse or tamper with the data in
consortium blockchain, which performs worse than public blockchain in immut-
ability. Meanwhile, with fewer validators, transaction throughput and the latency in
consortium blockchain could perform better.

1.1.2.3 Private blockchain

It refers to a blockchain whose permissions are controlled by one single organiza-
tion and institution to build, maintain and manage. The qualifications of partici-
pating nodes are strictly restricted; thus, the private blockchain is also called a
permissioned blockchain. However, not all nodes can participate in the consensus
process. Same as the consortium blockchain, the stored information and transac-
tions of it can be public or restricted to public. In addition, because it is entirely
controlled by one organization, it is almost centralized and is the easiest one to be
reversed or tampered, which performs worst of the three in decentralization and
immutability. Meanwhile, with almost the fewest nodes, the validation of transac-
tion and the synchronization of block can be fast.

The previous three blockchains can apply to different scenarios depending on
their features. As the most decentralized and public blockchain, public blockchain
attracts many users. It is mainly used in Bitcoin, Ethereum and Hyperledger Fabric,
among which the ancestor of public blockchain is Bitcoin blockchain. As for the
consortium blockchain, represented by R3, Hyperledger Sawtooth and FISCO, it
emphasizes the strong correlation of values and synergies between institutions or
organizations in the same industry or across industries, as well as the weak cen-
tralization within the alliance. In practice, the private blockchain is often used for
internal auditing because it is faster, cheaper and respects a company’s privacy.

1.2 Structure of block and chain

As initially described by Nakamoto [1], blockchain is a chain of blocks, each of
which stores a complete list of transaction information. Figure 1.1 illustrates an
example of a blockchain [6]. It is the hash value that implements the connection
between blocks, which usually takes the form of a hash pointer to the previous
block. Each block stores not only its own hash value in its block head but also the
hash value of the previous block, so as to indicate the logical relationship to realize
connection. It is a prominent characteristic of blockchain to connect all the blocks
containing transactions in an orderly manner and keep the same current state of
blockchain in all the nodes.

1.2.1 Block

Blockchain can be defined as a linked list, and the block is the data element of it. A
block contains information about the transactions occurring over a period of time,
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Block n—1 Block n Block n+1
Block header Block header Block header
Previous Previous Previous
block | ... | DIk block Block block Block
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Figure 1.1 The chain and connections between blocks

Block header
‘ Block version ‘ ‘ Previous block hash ‘ ‘ Merkle tree root hash
‘ Timestamp ‘ iDifﬁculty target (alternative) Nonce (alternative)
Blockbody
‘ numTxsBytes ‘ ‘ numTxs ‘ ‘ Txs ‘

Figure 1.2 An example of block structure under PoW mechanism. The difficulty
target and nonce exist only when the consensus mechanism is PoW

and it is usually generated by a node that eventually acquired the accounting rights
in consensus process. In addition, those transactions stored in the block are gen-
erally encoded with hash values. Typically, a block is composed of a block header
and block body. The details of the block structure can be different when different
consensus mechanisms are chosen. In this section, we mainly take PoW as an
example to introduce the block structure, as illustrated in Figure 1.2.

In the block header, there are block version, timestamp, previous block hash,
Merkle tree root hash of that block and some alternative fields, which vary with the
consensus mechanism [7]. PoW takes difficulty target and nonce as options.
Detailed explanations are shown next and summarized in Table 1.2

e Block version. With the growing of blockchain, its protocols are also evolving,
producing many versions. Therefore, the block version is used to indicate the
version number of protocols for later verification. It is 4-byte long.

o Timestamp. It identifies the specific time when the block was generated by
miners, ensuring that all blocks containing transactions are recorded in
chronological order. To some extent, this helps one to ensure the transparency
and auditability of blockchain. It is in the form of year, month, day, hour and
second and is 4-byte long. It is the total number of seconds since 00:00 G.M.T.
(Greenwich Mean Time) on January 1, 1970 and is 4-byte long.
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Table 1.2 Fields in the block header

Field Size (bytes) Description

Block version 4 The version number of the block

Timestamp 4 The time the block was generated in
seconds

Merkle tree root hash 32 Hash value of the root of the Merkle tree

Previous block hash 32 Hash value of the previous block

Difficulty target (alternative) 4 The target value of PoW algorithm for
the block

Nonce (alternative) 4 A counter for the PoW algorithm

e Merkle tree root hash. All the transactions contained in the block form a
Merkle tree in the block body and its root is stored in the block header in forms
of hash value, which is what this section is recording. It can be used to verify
the correctness of the transactions stored in this block and is 32-byte long.
What is more, it is the block hash indicated in Figure 1.1. Details about Merkle
tree will be described in a later section.

e Previous block hash. It represents the hash value of the previous block and also
is 32-byte long. Considered to be a hash pointer stored in this block, it is what
makes the connection between the two blocks. In addition to forming the
chain, it also strongly guarantees the tamperability of blockchain. This is
because when a new block is created, the hash value of the old block is quickly
passed on and constantly indirectly cited, making it difficult to tamper with it.

e Difficulty target. It exists only if the consensus mechanism is PoW and is the
target value of PoW. It controls the difficulty of mining by its value, which
means the higher the value, the easier the calculation.

e Nonce. It is actually a 4-byte counter and also exists only in the consensus
mechanism of PoW. In order to generate the hash less than the target, it starts
with 0 and increases with each hash calculation until the most appropriate hash
value is found.

On the other hand, the block body includes numTxs, numTxsBytes and Txs in the
form of hash. Obviously, numTxs identifies the number of transactions that the
block contains and is limited by the size of the block and each transaction, whose
byte size can range from 0 to 8. In order to save storage space, it often adopts the
compressed storage with the help of numTxsBytes. The numTxsBytes, 1-byte long,
exists to indicate where numTxs exists in the block, in preparation for reading the
number of transactions. Therefore, the numTxsBytes should be read first, and the
position of the numTxs will be determined according to the value of this field as
follows:

where numTxsBytes is numTxsBytes < 253
2 bytes after numTxsBytes numTxsBytes = 253
4 bytes after numTxsBytes numTxsBytes = 254
8 bytes after numTxsBytes Otherwise.

Position of numTxs =
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What is more, transactions are stored as hash values and a Merkle tree in the block
body and can be validated through asymmetric cryptography mechanism and
digital signature. Designed for different applications, the block body could be
changed as the application changes.

There are two special blocks, genesis block and uncle—nephew block, in the
blockchain. As mentioned earlier, the genesis block is the first block created in a
blockchain, which is the ancestor of all blocks and deservedly has no previous block.
Therefore, the previous block hash does not actually exist and is usually set to some
special value such as zero. As for the uncle—nephew block, it is actually a name for a
particular set of blocks, which includes an uncle block and nephew blocks. Usually,
there is only one parent block and one child block, which means that each block
usually has only one previous block and one successor block. However, in some
blockchain systems, a block may create multiple successor blocks. In such a sce-
nario, the preceding block is called uncle block and its successor blocks are called
nephew blocks, both of which can continue to create new blocks.

1.2.2 Fork

After the block described earlier is packaged and generated in a node, it will be
verified by some other nodes and reach a consensus according to the consensus
mechanism [8]. The verified block will be broadcasted to each node in the entire
P2P network, thus synchronizing the same blockchain across each node. However,
in the process of negotiation of such distributed nodes, it may occur that not all
nodes are consistent due to time difference or other reasons, that is, different nodes
support different new blocks that should be linked to the chain. Thus, there will be a
fork occurred, which means that a blockchain is potentially diverged into two dif-
ferent paths forward. According to different reasons, the fork can be divided into
two categories: temporary and persistent; and the latter can be divided into hard and
soft forks as shown in Table 1.3.

Among them, temporary fork is generated when the latest block is different on
different nodes. It may be that two independent blocks are generated and broad-
casted at about the same time, or that verified blocks are limited by network latency
during the broadcast process, resulting in that new blocks have been generated
when that block propagated to some nodes. Thus, two (or more) different versions
of the blockchain can appear in different nodes. From the perspective of the overall
blockchain, the temporary fork shown in Figure 1.3 will appear, which potentially
include different sets of transactions.

Table 1.3 Categories and cause of fork in blockchain

Categories Cause

Temporary fork The difference in latest accepted block on different nodes
Hard fork  Blockchain software upgrade not compatible with the older

Persistent fork . . .
Soft fork  Blockchain software upgrade compatible with the older
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As a result, nodes will support one choice over the other and miners will
continue to work on the branch they believe in. In general, it is very unlikely that
two chains will produce a new block at the same time. Therefore, the first branch to
be extended will become the longer branch and is considered to be the main chain
by PoW protocol. The other branch will be no longer increased and the block of it
will become an orphan block. Miners on the abandoned chain will switch to the
main chain and the nodes of entire network continue to agree on the main chain.

Taking the temporary fork shown in Figure 1.3 as an example, as block B4 and
block By, are created and validated simultaneously, the blockchain forks to chains
1 and 2. Then with the production of block By;s that is added to block By, the chain
2 becomes the longer one and will be considered to be the correct chain with all
miners going back to work on it.

The persistent fork results from an update to the blockchain software that
updates the block version to optimize the block structure. However, for the dis-
tributed P2P network of blockchain which contains many distributed users around
the world, synchronous updates of all nodes are extremely difficult. Therefore, the
difference in block verification between updated and non-updated nodes will be
resulted in, which can lead to forking. For the soft fork, the update is backward
compatible with those non-updated nodes, that is, the changed rules still apply to
them. On the contrary, those non-updated nodes will reject the changed rules and
flowing blocks for the hard fork.

A soft fork, illustrated in Figure 1.4, is a software upgrade that is backward
compatible. We call the blocks generated by the new rule as updated blocks, and
those that do not follow the new rules as non-updated blocks. Furthermore,
we assume that the new rule is to reduce the maximum size of the block from

P e e et
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Figure 1.3 An example of temporary fork
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Non-updated block Updated block I: Updated chain  II: Non-updated chain

Figure 1.4 An example of soft fork
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Figure 1.5 An example of hard fork

1.0 to 0.5 MB. For the soft fork, the updated blocks whose size is less than 0.5 MB
can be accepted by those non-updated nodes on non-updated chain 2, because
the update made does not break their old rules of 1.0 MB. Of course, those non-
updated blocks can also be accepted. Therefore, the chain 2 contains almost every
block. On the contrary, the non-updated blocks cannot be accepted by updated nodes
on the updated chain 1, thus there will not be non-updated blocks on chain 1. As a
result, when an update is followed by only a minority of nodes in the network, the
soft fork could make the updated chain to be the shortest one and get orphaned.

A hard fork, illustrated in Figure 1.5, is a software upgrade that is not back-
ward compatible. Usually, all involved nodes will need to update to the updated
protocol and switch to use it. However, if there are some nodes reject to the update,
all of them will be divided into updated and non-updated nodes, and updated and
non-updated blocks will be generated as defined in the soft fork. Because the
updated and the non-updated versions are incompatible, the non-updated nodes
cannot accept the updated ones and transact on the updated chain such as chain 1.
The updated nodes face the same situation and cannot transact on the non-updated
chain such as chain 2. As a result, the updated and non-updated blocks will paral-
lelly develop, and two versions of the blockchain will exist simultaneously as
shown in Figure 1.5. Therefore, hard fork is often considered to be one of the
causes of blockchain splitting. The hard fork of Ethereum DAO is a case of how a
blockchain can split over rules where the majority of nodes moved to the new fork
while the old fork, Ethereum Classic, continued operating.

1.3 Key technologies involved in blockchain

The seemingly complex blockchain technology is actually composed of several
technical components [9]. This section introduces several key technologies,
including hash algorithm, Merkle tree, asymmetric cryptography and digital sig-
nature, and some consensus mechanisms.

1.3.1 Hash algorithm and Merkle tree

Hash algorithm is a typical encryption algorithm applying cryptographic hash
function, which plays an important role in modern cryptography and is a significant
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component of blockchain technology. It is often used to achieve data integrity and
entity authentication, constituting the security guarantee of various cryptography
systems and protocols. The function of the cryptographic hash function is to
compress messages of arbitrary length into binary strings of fixed length in a lim-
ited reasonable time, and its output is called a hash value [9]. It is worth noting that
the mapping from the input value to the output value in the hash computation is
unique. It allows users to prove whether the original data has been changed by
verifying the hash value. To support it, cryptographic hash functions have some
security properties as follows.

e Fast forward mapping. Given the plaintext (e.g., x) and hash algorithms, hash
values (e.g., hash(x)) can be calculated quickly in limited time and resources.

e Hard reverse mapping. The calculations of hash functions are preimage resis-
tant and one-way, which means that they can only map from x to hash(x).
Given a hash value (e.g., hash(x)), it is almost impossible to reversely derive
plaintext (e.g., x) in a finite amount of time.

e Sensitive input. The hash function is sensitive to changes in the input. Even if
the original input changes a little bit or even just a single bit, the resulting hash
value can be quite different.

e Strong collision resistance. Collision is an important concept related to hash
function, which reflects the security of hash function. It means that two dif-
ferent messages have the same hash value under the action of the same hash
function. The collision resistance of hash function is so strong that no one can
find any two different inputs (e.g., x, y and x # y) that have the same hash
value output (e.g., hash(x) = hash(y)).

Two cryptographic hash functions are used in the Bitcoin blockchain system, one is
SHA256 and the other is RIPEMD160. The former is used in many blockchain
systems and is the main cryptographic hash function used to construct blockchain.
SHAZ256 is one of the Secure Hash Algorithm (SHA) [10] and its output size is 256
bits which is equivalent to an array of 32 bytes in length and displayed as a hex-
adecimal string of 64 characters. In the blockchain, the SHA256 is used for many
tasks as following [7]:

e Generating the address. Some blockchain systems use addresses to identify
nodes in transactions as the from and to endpoints. An address is a short
alphanumeric string generated by a public key and cryptographic hash func-
tion. Specifically, a user creates a public key then applies a hash function to it
and converts the resulting hash value to text to get the address. It is not secret
and is shorter than the corresponding public key.

e Simplifying unique identifiers. The hash value of blockchain can uniquely and
accurately identify a block and any transaction. In addition, it will save storage
space for the entire network and improve block efficiency. Any node in the
blockchain can obtain the hash value of this block through simple hash calculation.

e Securing the block data. The transactions in each block are stored as hash
values calculated by cryptographic hash function. The hash values of
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transactions are added to a Merkle tree as leaves, whose root is stored in the
block header also in the form of a hash value. In this way, instead of saving all
the transaction information, nodes can know whether the transaction has been
tampered by verifying the hash value of the root in the block header, effec-
tively protecting the transaction data. What is more, the hash value of one
block header is also stored in its subsequent blocks header by a hash pointer,
which will secure block data very well.

e Used for PoW consensus algorithm. If the consensus mechanism utilized in the
blockchain is PoW, the hash algorithm is used to dig the block. After the hash
value of the Merkle tree root has been worked out, the block header needs to be
continually hashed as nonce changes until the hash value of block header is
less than the target hash, which marks the generation of a block.

Merkle tree is a typical application of the previous hash algorithm in the block-
chain. It is used to store the hash value of the transaction in the block body and
store the root of the tree in the block header for easy transaction validation. In
essence, a Merkle tree is a binary or multi-fork tree with multiple nodes, where the
value of a leaf node is usually data’s hash value, while that of other nodes is the
hash value of the combination of its child nodes. The combination and calculation
of the hash value keep going on until the root hash is generated which can represent
the entire tree structure and information contained [11]. Suppose a block contains
eight transactions, as shown in Figure 1.6, whose hash values are stored as leaf
nodes in the Merkle tree. Taking Hashl and Hash2 as example, their hash values
are combined and sent up and then hashed and stored in the node Hash (1&2). Such
a combination and hash operation occurs on two adjacent nodes at each level,
resulting in a Hash (1&2&3&4&5&6&7&8), which is the root of the tree and
contains all information. In the blockchain, the root node is stored in the block
header to save space and help to validate transactions.

Since the input to the hash algorithm is sensitive, any tampering with the
transaction will cause the leaf node to change, which will be reflected in the tree.
When data is transferred from A to B, in order to verify the integrity of data, it is

! Root of the Merkle tree |

| Hash (1&2&3&4&5&6&7&8) |

Hash (1&2&3&4) Hash (5&6&7&8)

Hash (1&2) Hash (3&4) Hash (5&6) Hash (7&8)

’ Ha?h 1 ‘ ’ Ha?h2‘ ’ Halsh 3‘ ’ Halsh4‘ ’ Ha?h 5 ‘ ’ Halsh 6‘ ’ Halsh 7‘ ’ Halsh 8‘

Figure 1.6 An example of Merkle tree that contains eight transactions
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only necessary to verify whether the root of Merkle tree contained in the block of A
and B is consistent. If so, the data has not changed during transmission, or else the
data has been modified during transmission. Furthermore, the user can verify
whether a transaction is included in the block by checking the Merkle tree root
in the block header [12] and the list of intermediate hash values provided by
other users.

In Bitcoin blockchain, there is a Simplified Payment Verification that takes
advantage of Merkle trees [13] for its lightweight nodes. After merging the trans-
action into a block and validating the block, the network will discard all hash values
in the tree except the root hash contained in the block header. Instead of keeping the
entire transaction record, nodes keep only the block headers in the longest chain.

1.3.2  Asymmetric cryptography and digital signature

Asymmetric cryptographic algorithm is a key part of the cryptographic primitives
used to protect the security of data and process in such a publicly distributed
blockchain [9]. As one of the modern cryptographic algorithms, its typical com-
ponents include encryption and decryption algorithm, public key and private key.
In the process of encryption, the plaintext is encrypted by encryption algorithm
and public key to obtain the ciphertext. In contrast, the decryption process
applies decryption algorithm and private key to convert ciphertext into plaintext. In
asymmetric cryptographic algorithm, the public key and keys are different, and
each user has both of them [14]. In general, the public key is public without
reducing the security, while the private key is kept secret for data security. Even
if they are mathematically related, the private key cannot be deduced from
public key.

This contrasts with symmetric cryptographic algorithm in which the public key
is the same as the private key. With symmetric cryptographic algorithm, the com-
municating parties must establish a trust relationship and exchange the pre-shared
key before formally transmitting data. If one party’s private key is compromised,
the whole communication will be cracked. Therefore, it is obvious that asymmetric
cryptographic algorithm has better security than symmetric one. The separation of
public and private keys makes it easy to manage and distribute the two keys.
Besides, asymmetric cryptographic algorithm works better on distributed networks,
such as blockchain, where trust is not required.

In blockchain, the asymmetric cryptographic algorithm can be used for digital
signatures in transactions [9], generation of the address mentioned earlier and the
ability to verify that one user who transfers value to others is able to sign transac-
tions. Among them, digital signature is an extremely important application for so
many transactions in the blockchain, whose typical process is shown as Figure 1.7.

Digital signatures are used to verify the integrity and source of data, which are
used as authentication mechanism in the transaction process of blockchain [4]. It is
usually carried out in two processes, as shown in Figure 1.7, the signature process
and the verification process. In the signature process, the sender hashes the data
to get the information summary and encrypts it with its private key to get the
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Figure 1.7 The process of digital signature

signature. The signature combined with the data is the digital signature, which is
sent to the blockchain network. However, the verification process is that the
receiver uses the sender’s public key to verify the authenticity of the signature [15].
The receiver divides the information received from blockchain into the data file and
the encrypted digital signature and then hashes the data file to get the hash value
and decrypts the digital signature with the sender’s public key to get the hash value.
The two hash values are then verified, and if they are identical, the data is complete
and the signature is valid.

1.3.3  Consensus mechanism

Blockchain is an asynchronous system based on distributed P2P network where
nodes do not trust each other. Without the help of a trusted third party, updating and
keeping these untrusted nodes in the same state is a big issue. To solve it, they work
together relying on overall agreements among most of them, that is, a mechanism is
adopted so that the state of each node finally reaches an agreement. This is what we
called consensus [8]. In addition, how to ensure that only one node is allowed to
generate a legitimate block over a period of time, how nodes agree with the validity
of transactions and maintain consistent records is called “reaching consensus.”
There are several common approaches for reaching consensus in the blockchain
and we will outline some of the typical one, shown in Table 1.4, as follows.

1.3.3.1 Proof-of-work

PoW is the earliest consensus mechanism and used in Bitcoin network [16]. Its
certification is based on workload, which means that nodes with more work and
higher hash rate are more likely to add new blocks to the chain and earn the PoW
reward. Its most significant feature is that complex calculations are required on a
work node to get a result, while the validation process is easy. In Bitcoin block-
chain, PoW algorithm is implemented on the basis of nonce and difficulty target
mentioned earlier.



Introduction to blockchains 15

Table 1.4 Comparisons among typical consensus algorithms

Property Node permission Certification object Error-tolerant (%) Example
PoW Permissionless Computing power 25 Bitcoin
PoS Permissionless Stake 51 Peercoin
DPoS Permissionless Stake of validators 51 BitShares
PBFT Permissioned Replicas of state machines 33.3 Fabric

When a miner packages a number of transactions into a block, the packaged
result is connected with a randomly generated integer value string, nonce, and
SHA256 hash operation is performed on them. If the hash result obtained
(expressed in hexadecimal form) starts with » zeros, the verification is passed,
where n represents the difficulty of the calculation, which is controlled by difficulty
target in the block header. In order to achieve this goal of PoW, the nonce value
needs to be continuously increased, and the corresponding hash value is calculated
until the verification is passed. According to this rule, if n = 3, it takes 2,688
computations to find the hash value in which the first three digits are 0. Obviously,
this is a huge amount of work. The first miner to complete such work has the right
to produce a new block and broadcast it to other nodes for verification.

1.3.3.2 Proof-of-stake

Proof-of-stake (PoS) is an energy-efficient alternative to PoW. Different form the
workload in PoW, the certification in PoS is based on the priority in hash calculations,
which is determined by the ratio of virtual currency held by nodes. Instead of finding
the right nonce, nodes need to prove the ownership of their virtual currencies quantity
[17]. It is based on the thought that the more currencies a node has, the less likely it is
to attack the network, which is because its dishonest act reduces the value of its
currency. To some extent, this can also motivate any node to avoid dishonest act.

There is a special measure in PoS: coin age, which is defined as the product of
tokens held by nodes and the holding time. According to the coin age of nodes, the
corresponding interest will be allocated to them. Suppose a node holds 100 coins for a
total of 30 days, then its currency age is 3,000. The node with the largest coin age can
be a candidate for generating the next new block. Once it has successfully created a
new block, its coin age will be reset to zero and cannot generate any new block for
some time. What is more, each time a certain amount of coin ages (e.g., 365 coin ages)
of the node is cleared, it will receive a certain amount of interest in the form of coins
(e.g., 0.05 coins). Obviously, rich nodes in PoS have great advantages. Compared
with the PoW, PoS relies not only on computing power, but also on cumulative
qualifications for the ability to generate new blocks on the blockchain. It is currently
applied in virtual currencies such as Peercoin, Blackcoin and ShadowCoin.

1.3.3.3 Delegated proof-of-stake

Delegated PoS (DPoS) is an improvement on PoS. Similarly, miners get their
priority in the hash calculation based on their stake and then generate new blocks.
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Unlike PoS, nodes with stake in DPoS will vote for some representatives to create
and validate new blocks. Besides, if there are representatives becoming dishonest
or failing to perform their duties, such as generating a block, when it is their turn,
they will be removed and new representatives will be chosen. With fewer nodes
participating in validation, the generation of new blocks and the verification of
transactions will be faster. Currently, DPoS has been implemented in BitShares.

1.3.3.4 Practical Byzantine fault tolerance

Practical Byzantine fault tolerance (PBFT) [18] is an algorithm to solve a
Byzantine fault, which comes from the Byzantine Generals Problem (BGP) [19]. A
group of troops from the Byzantine Empire wanted to attack a powerful enemy, and
they divided into several groups. However, these troops that are in separate encir-
clement situations need to attack at the same time, and any army alone has no
chance of winning. Therefore, the generals need to communicate in order to reach
an agreement on whether to launch an attack. Meanwhile, there may be traitor
generals attempting to disrupt the agreement. Such the decentralized distributed
environment is much like blockchain, and PBFT is the first solution to BGP for
blockchain.

It works with a three-phase protocol based on the Byzantine fault-tolerant
method, where consensus is reached through the pre-prepare phase, prepare phase
and commit phase. When there are /* fault nodes, it can guarantee the reliability of
network which contains at least 3/ + 1 nodes in which there are 2f + 1 reliable
nodes. Unlike previous consensus agreements, PBFT relies on an important leader.
Each incoming block is proposed by the leader and broadcast to other nodes in the
network. After receiving the broadcast, the other nodes perform the three-phase
consensus process to verify and return the message to the leader. Once 2f + 1
confirmation messages are received, the leader will announce the result to all par-
ticipating nodes and they will record it in their ledgers, which marks the creation of
a new block. Based on the previous characteristics, PBFT is more suitable to use in
permissioned blockchain such as the consortium blockchain. It has been adopted in
Ripple and Stellar.

1.4 Evolution

Originating from Bitcoin, blockchain technology has developed well in both aca-
demia and industry. With the technological development of digital economy,
communication interconnection and public service, blockchain has become a pro-
mising technology far beyond currency. It is considered to be the fifth disruptive
computing paradigm after mainframes of the 1970s, personal computers of the
1980s, the Internet and mobile networks, reconfiguring almost every aspect of
society and its functioning. In this process, the evolution of blockchain has gone
through three processes: blockchain 1.0, 2.0 and 3.0 [20,21]. It is worth noting that
they are not carried out in chronological succession but exist in cross parallel and
have different representative characteristics in different stages as shown in Figure 1.8.
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Figure 1.8 Evolution of blockchain

1.4.1 Blockchain 1.0—digital currency

Blockchain 1.0, known as digital currency stage, is strongly related with the
decentralization and payment of cryptocurrencies. It represents a store and
exchange of value, whose core functionality is to support any transaction sourced
and completed directly between two participants over P2P networks. There are
mining, hashing and public ledger as underlying technology platforms, overlying
protocols to support transactions and digital currencies to complete payments. In
blockchain 1.0, its main goal is to apply cryptocurrencies to cash transactions such
as currency transfers, remittances and digital payment systems.

Taking the Bitcoin [1] blockchain as a typical example, it has become the most
effective decentralized transnational circulation system in many countries in the
world. In addition to Bitcoin, more than 600 virtual currencies have been produced,
such as Litecoin which is similar to Bitcoin, Peercoin which is mixed with PoW
and PoS [22] and so on.

1.4.2  Blockchain 2.0—digital finance

Blockchain 2.0, known as digital finance stage, introduces economic, financial and
market applications by programming far from simple currency transactions. To be
specific, the applications can include traditional banking operations such as
ordinary loans, mortgages and trade financing, complex financial operations such
as stocks, futures and bonds, as well as market operations such as property rights,
contracts and smart property. These characteristics make this era considered as the
second layer of blockchain application in industry and market from 2014. There are
many classifications and definitions of blockchain 2.0 still in their formative stages,
with some representative terms such as smart property, smart contracts, decen-
tralized applications and decentralized autonomous organizations. Among them,
the most significant features of blockchain 2.0 are the introduction and application
of smart contracts.
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Smart contract [23] is a computer protocol designed to disseminate, verify or
execute contracts in an informational manner, which will behave in a transparent
way when certain preconditions are met. Besides, they allow for trusted transac-
tions that are traceable and irreversible without a third party. They can apply to a
variety of situations, which could be financial services, crowdfunding agreements,
insurance premiums, default contracts, credit enforcement, etc. It is worth noting
that smart contracts are not necessarily realized relying on blockchain, but the
decentralization and data’s tamper-proof of blockchain provide a more appropriate
environment for smart contracts, which solve the trust problem of them. In block-
chain 2.0, smart contracts are usually expressed as a piece of code and implemented
programmatically [24]. In this way, several transparent and trusted financial
applications can be deployed in the form of smart contracts on the blockchain.
What is more, new organizational types such as decentralized autonomous orga-
nizations can also be created.

The representative of smart contracts is Ethereum [25], which is a platform
that provides various modules for users to build types of decentralized blockchain
applications. It provides a powerful Turing-complete virtual machine that can
perform coding of any algorithmic complexity. Platform applications imple-
mented programmatically, smart contracts, are the core of Ethereum technology.
Through the development of smart contracts, Ethereum can implement complex
logic in a variety of commercial and noncommercial environments, so that
blockchain technology can provide more application scenarios far than just issue
tokens.

1.4.3  Blockchain 3.0—digital society

Blockchain 3.0, known as digital society stage, provides decentralized solutions for
a variety of industries beyond just financial scene. There are some possible appli-
cations over networks, including but not limited to government, health, science,
education, culture, public goods, social networks, communication and various
aspects of our lives [26]. Its most obvious feature is that it no longer relies on a
third party or organization to gain trust or establish credit. Meanwhile it not only
greatly saves labor and time cost but also improves efficiency. This is exactly how
blockchain changes the production relations. Blockchain 3.0 makes blockchain’s
high scalability, adaptability, sustainability, interoperability into a reality. There are
many application scenarios as following:

e Machine-to-machine (M2M). It is possible to successfully employ the block-
chain technology to facilitate M2M interactions [27-30] and establish an M2M
electricity market in the context of the chemical industry via the IoT, where
electricity producers and electricity consumers trading with each other over a
blockchain.

e Electronic medical records (EMRs). Leveraging the blockchain technology,
the concept of decentralization might be applied to large-scale data manage-
ment in an EMR system [31], providing auditability, interoperability and
accessibility via a comprehensive log.
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Digital identity. Digital identity enabled by the blockchain technology has the
potential to change lives [32]. With the benefit of digital identity, many of the
world’s 2 billion unbanked individuals could store their identities on a block-
chain, permission banks to fulfill regulatory requirements such as know your
customer, and gain access to bank accounts, loans and other financial services
previously inaccessible to them.

Reputation systems. In the cyberworld, people often make transactions with
others that they have not met with. Reputation systems have been widely used
in the cyberspace as an effective way to allow people to evaluate the trust-
worthiness of a potential seller. However, current reputation systems are
vulnerable to fraud rating and the detection of fraudulent raters is difficult,
since they can behave strategically to camouflage themselves. The blockchain
technology provides new opportunities for redesigning the reputation
system [33].

Improve transparency and regulatory efficiency to avoid fraud. Because
blockchain technology can better monitor all transactions and smart contracts
in real time and can retain all transactions in an irrevocable, non-repudiation
and non-tampering manner, it is greatly convenient for regulators to realize
real-time monitoring and supervision [34]. As a result, transparency is greatly
improved, fraud is avoided and regulation is implemented more efficiently.

most innovative feature of blockchain lies not in the single point technology,

but in the combination of a package of technologies, in the systematic innovation,
in the innovation of thinking. Because blockchain is a rock-bottom and systematic
innovation, blockchain technology, together with emerging technologies such as
cloud computing, big data, artificial intelligence and quantum computing, is
regarded as one of the most transformative emerging technologies.
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Chapter 2

Blockchain system architecture, applications and
research issues

Wang Miao’, Geyong Min’, Haojun Hucmg2 and
Haozhe Wang'

Blockchain technology is a new distributed computing paradigm, which is char-
acterized by the structure of blockchain for storing data, the distributed node con-
sensus algorithms for generating and updating data, advanced cryptography
algorithms for securing and validate data and smart contracts for programming and
manipulating the data. In each time slot, all transactions generated by the blockchain
participants are packaged into a single data block. A point is created in each block to
record the address of the block generated in the previous time slot. All blocks are
connected in the sequential order, therefore, forming the data structure of blockchain.
Within the blockchain network, each participant maintains the same blockchain. In
each time slot, the new transactions or data can be added in blockchain, the previous
blocks cannot be changed unless the consent of the majority of the participants is
achieved. Due to the non-temperable and transparent features, blockchain has been
widely used for the scenarios of information sharing or decision-making among
multiple parties. Built on the technologies of consensus algorithms, peer-to-peer
(P2P) communication, cryptography, database technology and virtual machines,
compared with the traditional centralized computing paradigm, blockchain has the
following key features:

e Shoring data: driven by the development of database technology and hardware
storage computing power, blockchain makes it possible for multiple entities to
store the same data at the same time. In addition, with the accumulation of
time, the size of blockchain is also rising, more and more blocks are linked into
the blockchain accessed by multiple entities.

e Sharing data: various consensus algorithms are used in blockchain to enable
multiple entities to reach consensus, making it possible for multiple entities to
share the same trusted data ledger.
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e Distributed architecture: instead of using centralized network architecture,
blockchain is built on P2P communication technology, which provides a point-
to-point information transmission for multiple entities in blockchain.

e Anti-tampering and protection of privacy: exploring the cryptography technol-
ogies, such as public and private keys, hash algorithm and other cryptography
tools, the identity of each subject and the security of common information are
well protected in blockchain system.

e Digital contracts: enabled by virtual machine technology, the cross-entity
digital smart contract is created in the evolved version of the blockchain sys-
tem. In digital contact, the execution of digital contracts will be triggered once
the preset conditions are satisfied.

In this chapter, we will first introduce the system architecture of blockchain
system, followed by the detailed explanation of the basic components in the
architecture. In order to demonstrate the usage of blockchain system, we also give
the practical implementation of blockchain system. We will also discuss the
potential challenges that blockchain system meets in the large scale of practical
deployment. This chapter will serve as the foundation for the remaining chapters.

2.1 System architecture

Although various blockchain applications appeared and have different imple-
mentations, for instance, from the earliest blockchain application called the
Ethereum, which is the first to introduce smart contracts in the blockchain, to the
most widely used alliance chain, Hyperledger Fabric, they share the similar system
architecture, as shown in Figure 2.1. The blockchain platform consists of five layers:
physical infrastructure layer, data layer, consensus layer, smart contract layer and
application layer. Physical infrastructure layer is responsible for providing the
communication, computing and storage materials and related software systems for
the overall blockchain platform. Data layer is responsible for managing the data
related work, e.g., user account mode, data search structure and data storage.
Consensus layer provides various consensus algorithms, such as proof-of-stake
(PoS) or proof-of-work (PoW), to make multiple entities to reach the consensus for
decision-making. Smart contract layer is created to embed the smart contract feature
in the blockchain system, which includes smart contracts, program language and
virtual machine. Finally, the application layers include various implementations and
services driven by blockchain technology, such as electric invoice, financial service,
energy transaction, credit check and copyright protect. Before giving the detailed
explanation of each layer, we provide a classification of blockchain system.

2.1.1 Classifications of blockchain system

Blockchain can be divided into three categories according to degree of the decen-
tralization, including public chain, alliance chain and private chain:

e Public chain: there is no official organization and management agency in the
public chain. The nodes participating in the public chain can freely access the
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Figure 2.1 Blockchain system architecture

network according to the rules of the system. Bitcoin is a typical example of
public chain. The public chain applies to scenarios where trust is difficult to
build among multiple entities, and all users can enter the public chain to
become one of the nodes.

e Alliance chain: the alliance chain is jointly initiated by several institutions. It is
a mix of the public chain and the private chain, with the characteristics of
partial decentralization. The participating members of the alliance chain are
predefined. It is suitable for the scenario of connecting multiple companies or
centralized organizations, such as interbank clearing.

e Private chain: the private chain is generally established in an enterprise. The
management and operation of the system (modification and read permissions)
are owned by few entities. Private chain still retains the authenticity of the
blockchain and partially decentralized features.

For the previous three types of blockchains, only the public chain fundamentally
solves the issue of the trust problem. As the alliance chain and the private chain are
still using certain features of centralized system to realize the system management,
through exploring the incentive or proof mechanism, such as the mining, public
chain remove the trust mechanism of the centralized system and could reach the trust
among different entities. However, the additional proof mechanism causes some
practical issue, such as huge amount of power consumption in Bitcoin mining. The
performance of the public chain is the lowest in these three types of blockchain,
especially, for the process of reaching consensus among multiple entities.

2.1.2  Physical layer

Physical infrastructure layer includes the various computation, communication and
storage hardware devices and the related software. In comparison with the



26 Blockchains for network security

O 0 o
E E E IPs

B P B s
R TR -
==

(2) (b)

Figure 2.2 Network architecture of blockchain system: (a) centralized network
architecture and (b) distributed network architecture

centralized system, blockchain uses the same hardware devices for the computation
and storage, however, utilizing a different network strategy. As shown in Figure 2.2,
we demonstrate both the centralized network architecture and distributed network
architecture. In order to eliminate the centralized control, blockchain utilizes the P2P
network architecture in Figure 2.2(b). In 2001, Gribble et al. [1] proposed P2P tech-
nology and conducted a measurement study to investigate the performance of P2P
architecture. This joint research was conducted according to the file sharing system.
The P2P-based blockchain could support the financial application of digital asset
transaction. There is no central node in the blockchain network, and any nodes can
directly trade with each other. At any time, each node can join or exit the network
freely. The blockchain platform usually selects a P2P protocol that is completely dis-
tributed and can tolerate single point of failure. Blockchain network nodes have the
characteristics of equality, autonomy, distribution, etc. All nodes are connected in a flat
topological structure as shown in Figure 2.2(b). There are no centralized authority
nodes and hierarchical structures. Each node has route discovery, transactions broad-
cast, blocks broadcast, new nodes discovery and other functions.

The P2P protocol of the blockchain network is mainly used to transmit trans-
action data among different nodes. The P2P protocol of Bitcoin and Ethereum is
based on the Transmission Control Protocol (TCP) protocol. The P2P protocol of
Hyperledger Fabric is implemented based on the HTTP/2 protocol. In a blockchain
network, a node listens to data broadcast. When receiving new transactions, it first
verifies whether the transactions and blocks are valid, including the digital sig-
nature in the transaction, the proof of the workload in the block. Only the trans-
actions and blocks passed by the verification will be processed (new transactions
are added to the block being built, the new block is linked to the blockchain). The
invalid data will not be forwarded to prevent the propagation of invalid data.

Ripple is an Internet protocol that supports P2P financial transactions. Internet
protocols consist of a set of rules that P2P network node should obey in order to
facilitate communication with each other. The Ripple protocol supports the fol-
lowing operations for financial system, the communications among different
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payment systems, standardization of data transmission and the verification for the
block generated. Ripple brings quick and immediate transactions, and the reduction
of transmission costs. Ripple creates a shared standard environment for financial
payment. Ripple is not managed by any centralized department or institute, making
it less risky for attacks. With a standard protocol for financial transactions, pay-
ments become as fast, cheap and instant. Ripple has been regarded as a practical
network protocol in blockchain system.

2.1.3 Data layer

In the design of the data layer, the most of the existing blockchain platforms mainly
refer to the research work conducted by Haber and Stornetta [2]. They designed a
digital notarization service by leveraging the document time stamp to prove the
creation time of various electronic documents. The time stamp server signs the
newly created document, the current time, the hash pointer that points to the pre-
vious document signature and the subsequent document that signs the current
document signature, thus forming a time-stamp-based certificate chain. This
reflects the file creation sequence. Because of the feature of hash function, the time
stamp in the chain cannot be tampered with. In addition, Haber and Stornetta also
proposed the solution of how to group multiple documents into a block and how to
sign this block. The method to organize the in-block documents is Merkle trees
[3.4].

There are two parts in each block in the blockchain: a block header and a block
body, shown as Figure 2.3. The block header stores data of a Merkle root, a pre-
vious block hash, and a time stamp and the block body stores batch transaction
data. The Merkle tree that stores the intra-block transactions uses hash imple-
mentation at each node to realize the unfortunate modification of the intra-block
transactions and also provide the simple payment verification. The previous block
hash is used to point to the former block content, which connects the blocks toge-
ther and form the chain. Hash function plays a critical role in the development of
blockchain system. Therefore, we give a short description of the function and
mechanism of hash function. A hash function could map binary values with arbi-
trary length to shorter fixed-length binary values. This small binary value is called a
hash value. Generally, the hash function satisfies the following relationship. With

Block header + Block header ~ | Block header\ Block header
Hash of previous \\ Hash of previous \\ Hash of previous \\ Hash of previous
block block block block
Merkle root Merkle root Merkle root Merkle root
Time stamp Time stamp Time stamp Time stamp
Block Block Block Block
transactions transactions transactions transactions

Figure 2.3 Data structure of blockchain system
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the input of arbitrary data, hash function outputs a fixed-length data key by using
the hash algorithm. This conversion is a compression progress, which means the
space of the hash value is smaller than the input space. It is a unique numerical
representation of a piece of data. Even if a piece of data is slightly modified, hash
functions will produce quite different hash values. In addition, it is computationally
impossible to find two different inputs with the same hash value.

The time stamp indicates the creation time of the block. Bitcoin [5], Ethereum
[6] and Hyperledger Fabric [7] each has unique features in blockchain data struc-
tures, data models and data storage. For instance, Bitcoin’s block header also
contains data such as difficulty targets and nonce to support mining operations in
the PoW consensus mechanism. In addition, in the design of the data model,
Bitcoin uses a transaction-based data model. Each transaction consists of an input
indicating the source of the transaction and an output indicating the direction of the
transaction. All transactions are linked through input and output so that each
transaction is traceable. Ethereum and Hyperledger Fabric need to support feature-
rich of universal applications, so an account-based model is used to quickly query
current balance or status based on the account.

In the design of data storage, the blockchain data is similar to the pre-written
log of the traditional database. It is normally stored in the format of log file.
Furthermore, because the system requires a large number of hash-based key—value
(KV) retrieval, such as transaction-based hash retrieval transactions and block-
based hash check. The data and state of the block are usually stored in the KV
database. For example, all Bitcoin, Ethereum and Hyperledger Fabric store the
index data in the LevelDB1 database.

2.1.4 Consensus layer

Paxos [8,9], Zab [10] and Raft [11] protocols are mainly used in distributed data-
bases to achieve consistency among multiple distributed nodes. However, these
algorithms are mainly used in the datacenter or private cloud environment, which
are managed and maintained by a logically centralized department or organization.
There are no fault nodes in the network, and the central management system only
needs to support the crash fault tolerant. This is quite different from the scenario of
the blockchain system, which is located distributively and managed by multiple
network nodes. The number of nodes can be changed anytime and some nodes may
not be credible. The consensus among the nodes forms the problem of complex
Byzantine Fault Tolerance (BFT) [12]. According to the work conducted by
Vukoli¢ in [13], let # denote the number of the total nodes in the blockchain system
and f denote the number of the untrusted nodes. For a synchronous and reliable
network, the Byzantine general problem can be solved under the condition of n >=
31+ 1. Fischer ef al. demonstrated that a deterministic consensus cannot achieve in
the present of any node failure in the case of asynchronous communication. In [14],
practical BFT (PBFT) was proposed with the aim of reducing the complexity of the
Byzantine protocol from exponential to polynomial, making it possible to apply
Byzantine protocols in distributed systems. Following [14], in order to improve the
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performance of PBFT, an improved version of PBFT, named speculative BFT, was
proposed in [15]. There is a reasonable assumption in the advanced version that at
the most of the time, the nodes in the network are normal. This assumption reduced
the times of execution and significantly decreased the algorithm complexity. In the
practical blockchain system, such as Bitcoin, the work conducted by Kwon ef al. in
[16] played a critical part, which assigns different weights to each vote on the basis
of node counting. The more importance of the nodes and the higher weight will be
assigned to this node. A consensus is reached, once the voting weight exceeds two-
thirds of the overall nodes. This kind of design could reduce the number of mes-
sages broadcast within the P2P network. In digital-currency-based applications,
such as Bitcoin, the weight can be mapped into the amount of the currency of each
node. Furthermore, the work in [17] proposed a new method of building distributed
systems that tolerate Byzantine faults. The authors assumed that it is impossible
for a single node to control the entire network and Byzantine nodes at the same
time. This assumption could significantly simplify the BFT message. This work
demonstrated that under the given assumption, Byzantine general problem could be
solved under the condition of » > 2f + 1. Furthermore, the Ripple payment dis-
cussed in network layer also proposes a Ripple Protocol consensus algorithm based
on a set of trusted authentication nodes.

In the consensus layer, Bitcoin system applies the PoW mechanism to address
the problem of Sybil attack [18], which introduces the issue of the free entry and
exit. PoW is derived from the anti-spamming technique developed by Dwork and
Naor in [19]. It proposed that only mail that has completed a certain calculation and
provided proof-of-task accomplishment can be received. Following the idea of anti-
spamming technique, Bitcoin applies that only nodes that complete a certain
amount of computational task and provide the proof-of-task accomplishment can
generate blocks. Each network node needs to use its own computing resources to
solve the problem of hash operations. The problem of PoW is that a huge amount of
energy resources are used to solve the hash problems. In order to avoid relying
heavily on the power consumption of node computing power, the researchers pro-
posed some mechanisms that can achieve consensus without consuming large
amount of computational power. In this context, PoS was proposed, which transfers
the block generation difficulty to the share of the node [20]. Further improved
versions of PoS include delegated PoS (DPoS) mechanism [21], Hyperledger
Sawtooth based on Intel SGX2 trusted hard [22] and proof-of-elapsed-time
mechanism. Different blockchain applications apply different consensus mechan-
ism. The consensus based on the proof mechanism is usually applied to the public
chain with free nodes. For instance, Bitcoin and Ethereum use the PoW mechan-
ism. The consensus based on voting mechanism is usually applied to the alliance
chain, which is managed by a management system, and the Hyperledger Fabric
uses the PBFT algorithm.

One important aspect of consensus layer is the incentive mechanism that
encourages the network nodes to participate in the management and operation of
the blockchain system. For the demonstration, we use Bitcoin as an example to
show how incentive mechanism works. Bitcoin is used by the blockchain system to
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reward the miners who create new blocks. The amount of the Bitcoin is halved
every 4 years. In the Bitcoin system, a new block is generated every 10 min, which
means a new Bitcoin is awarded to the miners every 10 min. This is the way how
the currency is issued. Based on the simple calculation, by the year 2140, the newly
created block would not be rewarded by the system anymore. At that time, the total
amount of Bitcoin will be about 21 million. This is the total amount of Bitcoin, so
there is no indefinite issue in Bitcoin system. Another source of incentives is the
transaction fee. Once there is no reward for the newly created block, the miner’s
income will be from the system reward to the transaction fee. For example, network
node can specify a certain amount of Bitcoin, e.g., 0.5% of transaction, to the
miners who record block when transferring money. Therefore, the incentive
mechanism includes two parts, mining reward and transaction fee, which drive the
operation of the overall Bitcoin system.

2.1.5 Smart contract layer

A smart contract is a series of programming rules defining the contract content,
trigger condition and the related actions. It is implemented through trusted shared
script code deployed on a blockchain. Once the smart contract is created and signed
by the related parties, this contract will be attached to a blockchain data in the form
of program code. After the validation, this blockchain data would be stored as a
specific block in the blockchain. Within the smart contracts, it contains a number of
predefined states, transition rules, scenarios that trigger contract execution and
response actions when the conditions are satisfied. The blockchain system would
check the status of the smart contract in real time and activate and execute the con-
tract by checking the external data source once certain trigger conditions are met.

Smart contracts are important for blockchain technology. On the one hand,
smart contracts increase the flexibility of the blockchain, providing the program-
mable mechanisms and algorithms for static blockchain data, and laying the
foundation for building programmable financial systems and social systems basis.
On the other hand, the automation and programmability of smart contracts make it
possible to encapsulate the complex behavior of nodes in a distributed blockchain
system. The application of chain technology in various distributed artificial intel-
ligence systems makes it possible to construct various decentralized applications,
decentralized autonomous organizations, decentralized autonomous companies
and even decentralized autonomous societies based on blockchain technology.
Compared with the traditional contract, blockchain smart contract by using a pro-
gram algorithm avoids relying on a specific person to execute the contract, redu-
cing the risk of personal effects and guaranteeing the reliability and safety of
contract execution. The normal operation of smart contracts requires the automated
integration and coordination of blockchain systems, components and multiple
nodes. Herein, we summarize the characteristics of blockchain-based smart con-
tract as follows:

e Data transparency: all data on the blockchain is publicly transparent and can be
accessed by any blockchain nodes. Smart contracts are part of blockchain
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system. Therefore, the data processing of smart contracts is also transparent,
which means any blockchain node can view the code and data of smart con-
tract at runtime.

Not tampering: all data in the blockchain itself cannot be tampered with. So the
smart contract code deployed on the blockchain and the output of the data
generated by the execution are not tampered. The parties creating the smart
contracts do not need to worry about the contract safety.

High reliability: because the blockchain system is implemented in the dis-
tributed manner, each node owns the full version of the blockchain. Therefore,
the failure or non-function of certain nodes cannot stop the execution of the
smart contracts, which provides the high reliability and trustability for smart
contracts. Once the contract is created and validated, the data of the smart
contract cannot be deleted, modified, can only be added, and the history of the
smart contract can be traced, and the cost of falsifying the contract or default
will be high. Therefore, a single party cannot manipulate the contract, which
provides high reliability in smart contracts.

No credit check: before the traditional contract is reached, the participants
must first understand the credit background of each party to select the appro-
priate target. The stage after the contract is reached must also rely on the
honesty and credit of the parties, or introduce a third party to guarantee the
performance of the contract. Smart contract does not need the strict credit
check. The contract can be signed among multiple unreliable parties and does
not need the third party to monitor the contract execution.

2.1.6  Application layers

Driven by the advantages of blockchain technology, various blockchain-based
applications are emerging to improve the security, reliability and efficiency of
service provisioning, such as cross-border payment, copyright protection, health-
care, charity, Internet advertisement, voting activity and food tracking.

Cross-border payment: the financial industry plays an important role in the
economic and is regarded as the first driving force for global economic
development. Payment is one of the key components in finance field, espe-
cially cross-border payments. However, the current cross-border payment
efficiency suffers from high transmission rate and low efficiency. This is the
biggest problem for the traders who do cross-border business. The essence of
blockchain design is point-to-point transmission. When the underlying tech-
nology blockchain is applied to the payment field, the advantages of point-to-
point transmission assist financial industry to solve the issues of cross-border
payment. For instance, the blockchain is characterized by the non-tamperable
and intelligent contracts. In the process of blockchain-based cross-border
payment, the remittance channel is transparent and traceable, and the remit-
tance party and the payee have reliable guarantees, making the payment safer
and more reliable.
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Cross-border payment has always been a global concern. There have been
several blockchain companies that have been working in this direction. Ripple has
begun to implement practical applications of blockchain-based cross-border pay-
ment. The blockchain enables the convenience and efficiency of cross-border
payments, which will be beneficial for the global economy.

e  Copyright protection: for the copyright protection, there are some issues, e.g.,
high registration fee and long approval time, that affect the development of
content publication. With blockchain as a key technology, coupled with a
variety of advanced technologies such as big data and artificial intelligence,
the data of producers and products can be stored and explored in the distributed
manner to realize the traceability of ownership and improve the efficiency of
the copyright protection. For instance, Huitie.com launched a commercial
product Huicai Digital Intellectual Property Application Platform (IP Chain)
with the aim of providing a series of copyright services. Through their copy-
right registration certificate service based on blockchain technology, users can
obtain blockchain certificate within several minutes.

e Healthcare: with the advancement of science and technology, huge successes
have been achieved in the area of healthcare. However, there are still some
problems that need to be addressed for providing better health-care services for
the public. For example, hospitals do not want to share their data, and the
health-care information or data is locked in individual datacenter. With the
technology of blockchain, a shared medical platform could be established to
enable medical-related data online and accessed by related persons from dif-
ferent organizations. In addition, any medical research and development
breakthroughs in one hospital can also be quickly shared with other medical
treatments. From a macro perspective, this will enable a closer collaboration of
major medical institutions to promote the development of our medical indus-
try. There have been some industry implementations of blockchain-based
health-care platform. For example, Korean technology company Mark Long
developed a blockchain-based data ecosystem for storing personally relevant
medical information such as genes. It is believed that the exit of these block-
chain medical projects will reshape the global medical landscape and bring the
faster and better medical progress.

o  Charity: charitable donations have always been a public welfare field. For
a successful donation system, the transparence and fairness are critically
important to make the people aware that their donations are managed and
distributed in a fair way. Blockchain can be used to improve the transparency
of information in donations and provide donors the feedback of their kind
activity, forming a virtuous circle for the entire donation system. For example,
blockchain technology can be used to track the source and the flow of money,
confirm the identity of the donor and establish an accountability mechanism in
the charity field, which can also improve the organizational efficiency.

In the field of blockchain-based charity service, BitGive Foundation uses dis-
tributed ledger technology to enable donors to have a clearer understanding of the
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fund’s circulation. Currently, the blockchain platform has released blockchain-
based charity service in the version of beta, providing services such as tracking and
permanently recording charitable donations around the world.

e Voting activity: voting has been a solution that ultimately allows the public to
reach a consensus. For example, the leader of a country is chosen through the
voting in the state. However, the transparency of the entire voting system plays
a critical role that may result in serious issues, such as violence and war. It is
always difficult to avoid black-box operations and, for some profit targets, the
number of fake votes. Even if the relevant work parties take various measures
to prevent fraud, it is still difficult to eradicate such false votes. Therefore, how
to build a fair and transparent voting is a challenging issue. In this area, the
blockchain has the characteristics of distribution. The data recorded on the
chain is recorded by the nodes. Therefore, the data is not easily falsified, and
each step is transparent. When the blockchain is placed on the vote, it could
make the voting more transparent, authentic and reliable.

In the area of distributed voting system, Sierra Leone in Africa has developed a
voting electoral system based on blockchain technology [23]. This system is pro-
cessed and calculated by Swiss-based start-up Agora using blockchain technology.
On March 7, 2018, the people of Sierra Leone use the new system to select their
president. In addition, a voting application named My Number Card is developed in
the Tsukuba City of Japan, which is used to vote for the community issues.

e Food tracking: from the raw materials to final product in the supermarket, the
food products experience a series of processes, including production, whole-
sale, transportation and sales. There are various issues in the overall process.
For example, the incorporation of fake products makes the quality or the cost
of the products obtained by consumers may not be the best. Although there
are some tracking methods in the traditional food tracking, the performance
of the food tracking cannot be guaranteed. Transparency is one of the basic
characteristics of blockchain system. By using distributed ledger technology,
all data in the food supply chain is recorded on this distributed ledger,
which is maintained by all nodes in the network to ensure that the data is
true and non-tamperable. For a blockchain traceability chain, every step
from production to consumer can be trackable and is transparent for the
customers.

Blockchain-based food tracking system has attracted significant attentions for the
industry. For instance, IBM has made great efforts in the traceability chain. To
address the food safety issue, IBM has developed a food traceability application
named IBM Food Trust. The IBM Food Trust [24] is a decentralized network, the
participants of which include growers, processors, wholesalers, distributors, man-
ufacturers, retailers and consumers. Based on the IBM blockchain platform, IBM
Food Trust permanently records the food details and processing data, improving
visibility and reliability at every stage of the food supply. This product has been
adopted by Walmart to track their products.
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2.1.7 Potential issues

Although the advantages of blockchain-based application have been widely recognized,
there are still some issues that need further investigation to fully exploit the potentials
of blockchain system. For example, blockchain transaction concurrency capacity, data
storage capacity, universality and security are still obviously inadequate.

e Transaction concurrency capabilities: currently, the capabilities of transaction
concurrency within the blockchain system are not enough for continuously
support the huge amount of the concurrency transmission. This is mainly
because of the low efficient consensus algorithm. The typical consensus
algorithms used in blockchain include PoW, PoS, DPoS and PBFT. A powerful
consensus algorithm is needed to improve the capacities of transaction con-
currency in blockchain system. Furthermore, the ledger structure is another
factor that affects the transaction concurrency performance of blockchain
system. The typical blockchain ledger is designed as a single-chain structure of
blocks, meaning that all transactions can only be processed sequentially from a
global perspective. Compared with the traditional centralized system, the lack
of parallelism in transaction processing makes it difficult to achieve the similar
performance as that of centralized system.

In the enterprise scenario, the transaction concurrency requires the blockchain
system to process hundreds of thousands of transactions per second (TPS), such as
Amazon Prime Day. The requirement of concurrency performance is much higher
than that of the current blockchain system. The new blockchain system with high
transaction concurrency capabilities needs to scale dynamically as the business
grows. And the potential solutions to this new system include new consensus
algorithms, the evolved ledger structure as well as the continuous optimization of
overall blockchain system.

e Data storage capabilities: because the data can be added into blockchain to form
new block and the data cannot be modified or removed; therefore, the size for
storing the blockchain data should be increase to meet the requirement of data
storage. This introduces the issue of data storage capacities in blockchain system.

In the case of the e-commerce supply chain, the daily data record of the main
e-commerce business can be on the scale of million or tens of millions. Currently,
the typical blockchain system in the implementation of the storage of ledger data is
based on the file system or simple KV database storage, without the consideration
of distributed storage and huge amount of data storage in each node. Therefore,
how to meet the requirement of a huge amount of data storage is a challenging issue
in blockchains system and need more research efforts to achieve a high-
performance blockchain system.

e Universality: blockchain needs to adapt to diverse business needs and meet the
requirements of data sharing across multiple business chains, which means the
data should be recorded in the blockchain in a way that is sufficiently common
and standard to represent a variety of structured and unstructured information
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and to meet the cross-chain requirements for business grows. At present, most
of the blockchain systems use specific consensus algorithms, encryption
algorithms, account models, ledger models and storage types, lacking plug-
gable and transferable ability, which is difficult to support different appli-
cation scenarios. In addition, for the existing blockchain platform, it is
difficult to adapt to the requirements of the rapid development of business
such as the capability of conducing user authentication and multilevel
authorization.

e Scalability: whether used as a virtual currency or a generalized database, the
data services on the blockchain are completed in the form of transaction. Due
to the distributed nature of the blockchain, transactions are always generated
concurrently. Blockchain system suffers from the scalability issue in the
practical implementation. Herein, the scalability of a blockchain generally
refers to the maximum number of concurrent transactions that can be supported
per unit of time. In general, the blockchain throughput is characterized by TPS,
which is determined by the size of the block, the time the consensus algorithm
is running and the time of broadcast and verification. Because the blockchain
uses decentralization to verify transactions, it is necessary to form a consensus
on most nodes before verification can be completed. The consequence is that
the current blockchain will inevitably decrease in transaction speed with the
increase of network nodes. Bitcoin’s throughput rate is estimated between 3.3
and 7 TPS, and Ethereum is slightly higher around 30 TPS. In contrast, VISA
credit cards that use a centralized approach to verify transactions can have a
sustained throughput rate of more than 1,700 TPS [25]. Therefore, how to
improve the scalability or performance of the distributed blockchain system to
achieve the similar performance of the traditional centralized system is a
challenging issue.

e Security and privacy: the blockchain adopts a decentralized consensus
mechanism, which provides high security. However, blockchains are imple-
mented by the network, the network protocols are likely to be attacked and
cause serious problems. For example, the Mt Gox exchange was stolen due to a
security hole of the wallet for $360 million, which directly led to the bank-
ruptey of the exchange.

In addition, the mechanism of smart contracts can also be attached. Because smart
contracts are Turing-complete programs in blockchain system, and the potential
risks are greatly increased when the code is run on a distributed network environ-
ment. In addition, the smart contract programming is mainly based on the Solidity
language, which is far from real maturity, so although the code is executed by the
virtual machine, the attacker can use the overflow and other conditions to invade
the host computer. Furthermore, in the latest version of the blockchain system, the
introduction of cross-contract program calls is vulnerable to re-entry attacks. The
typical case is an attack to distributed autonomous organization (DAO) [25], which
is a crowdfunding project on Ethereum. DAO system was attacked in 2017, and
more than $60 million worth of DAO was stolen in this attack.
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In addition, the data on the blockchain public chain is generally completely
open for public chain. Therefore, with the continuous expansion of blockchain
application and the increase of the proportion of its database applications, how to
introduce a complete privacy protection mechanism in the blockchain has become
an urgent problem to be solved.

2.2 Conclusion

Blockchain is a technological revolution from the centralized system to securely
distributed system. It covers multiple scientific domains, including cryptography,
distributed storage, consensus mechanisms, smart contracts and other technologies,
establishing a new type of trust and incentive system, which greatly enhances
transparency and reduces credit risk. In this chapter, our aim is to demonstrate a
system architecture of blockchain system to provide a whole view of the blockchain
system. Then we presented the function of each layer in the system architecture
with details of how each layer contributes to the key features of the blockchain
system. Furthermore, we provide some key blockchain applications to show its
potential in improving the efficiency and security of social service provisioning.
Finally, we discussed some key challenges that blockchain meets due to its inherent
design. The solutions to address these problems require the active exploration and
cooperation of all parties to jointly build a new digital society that is convenient
and reliable.
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Chapter 3

Blockchain consensuses and incentives

Meijun Li', Gaoyang Liv’, Jialin Tian', Chen Wang',
Yang Yang® and Shaohua Wan’

As the core of a blockchain system, the consensus mechanism not only helps to
maintain the consistency of nodes’ data but also gets involved in issuance of tokens
and prevention of attacks. Since the first blockchain system was born in 2009, it has
been continuously improved with the development of the blockchain technology
and evolved into multiple new branches. Starting with the basic introduction of the
consensus and the classic Byzantine Generals Problem in distributed computing
area, this chapter proposes a thorough classification of current consensus protocols
in blockchain system, enumerates the characteristics of mainstream protocols
(proof-of-work (PoW), proof-of-stake (PoS), delegated PoS (DPoS), practical
Byzantine fault tolerance (PBFT), etc.) and analyzes the strengths and weaknesses
of them. Then we compare the performances of them from the number of nodes to
the degree of scalability and other aspects. In the end, we introduce the incentive
mechanism in the design of a consensus and summarize the future directions of
developing more practical consensus schemes.

3.1 Blockchain consensuses

A blockchain system is essentially an asynchronous distributed system that can be
analyzed as a set of state machine replications (SMRs) [1]. Each blockchain node
involved in recording data is an SMR, and the data it records is the current state.
Appending a verified block to the system by each node is equivalent to an operation
that changes the current state. To achieve a consistent state for all nodes in the
system, it acquires the consistent initial state of each node, and the consistent
operation adding to the system each time. This process/algorithm of achieving the
consistency of distributed nodes is the consensus [2].
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In a distributed system, the consistency problem is an important and classic
problem studied since the 1970s. There is a basic assumption that the nodes parti-
cipating in the calculation are not reliable and may fail. Normally, the failures come
in two types: crash failures and Byzantine failures [3]. The difference is that the
former ones only lose normal functions, while the latter ones not only work impro-
perly but also could maliciously interfere with normal nodes’ work. The term
“Byzantine failure” is derived from the Byzantine Generals Problem described by
Leslie Lamport [4]: due to the vast territory of the Byzantine Roman Empire, each
royal army is separated far apart for defense, and the generals of different armies can
only rely on the messengers to exchange information. Before each action, it is
necessary for them to agree on whether to attack or retreat. But there could be traitors
among all the generals, and they may send wrong messages intentionally to interfere
with others. In that case, how can a loyal general unify his plan of war with the
knowledge of a traitor? This is the Byzantine Generals Problem. In a blockchain
system, each node can be seen as a general who wants to ensure the consistency of
the blockchain ledger. However, there may be malicious nodes trying to tamper with
the content of the ledger and obtain greater economic revenues. How to deal with the
problem depends on the design and implementation of the consensus mechanisms.

In most mainstream blockchain consensus mechanisms, the process of reaching
consensus can be divided into four phases as leader election, block generation, data
validation and chain updation. The input to the consensus process is the data gen-
erated and verified by the nodes, and the output is the encapsulated data block and
the updated blockchain. For more details, we give the description next.

Phase 1: Leader election. It is the process of electing the leader node 4, which
submits the new block, from the entire node set M. We can use the formula
f (M) — A to represent this phase, where f represents the specific implementation
of the consensus algorithm. In general, |[A| = 1, meaning there is only one node to
be the leader ultimately.

Phase 2: Block generation. The leader node elected by Phase 1 packs the
transactions or data generated by all nodes in current period into a block according
to a specific strategy and broadcasts the generated new block to the entire nodes or
delegate nodes. These transactions or data are usually packed into new blocks by
the order according to the block capacity, transaction fees, transaction time and
other factors. The strategy of block generation is a key factor in the performance of
a blockchain system.

Phase 3: Data validation. After the other nodes receive the broadcasted new
block, they will verify the correctness and rationality of the transactions or data
encapsulated in the block. If the new block is approved by most of the validator/
delegate nodes, it will be updated to the blockchain as the next block.

Phase 4: Chain updating. The leader adds the new block to the main chain,
forming a complete, longer chain from the genesis block to the latest block. If there
are forks in the main chain, it is necessary to select one of the appropriate forks as
the main chain according to the main chain criterion specified by the consensus
algorithm.
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3.1.1 Consensus classification

Based on whether the number of nodes in the calculation is certain or not, and
whether the nodes have malicious behaviors, we can divide the current consensus
protocols into four cases. Considering the assumption that the number of nodes is
uncertain and the nodes do not have malicious behaviors is too ideal, we only talk
about the other three practical cases shown in Figure 3.1. Note that in practice the
blockchain is more considered about the consensus among untrusted nodes, so the
“non-BFT (Byzantine fault tolerance) consensus with limited nodes” in the dashed
box in Figure 3.1 only exists in theory. Moreover, such kinds of blockchain sys-
tems, as far as we know, have not yet emerged. Even if such systems exist, they are
only suitable for highly trusted private networks. In the following subsections, we
will introduce the different consensus protocols mentioned in this classification.

3.1.2  Proof-of-work

The PoW consensus is the first and the most widely adopted consensus protocol in
current blockchain systems. Simply speaking, PoW is a proof to confirm that you
have done a certain amount of work. Its concept was first proposed by Cynthia
Dwork and Moni Naor in 1993 to resolve the problem of spam mail [5]. The basic
idea is that, before sending a mail message, the user is required to send a PoW
related to the message. This PoW is usually a process that aims to solve a mathe-
matical problem and the problem should meet the following conditions:

e Be related to the messages to defend replay attacks against PoW.
Be difficult enough to prevent being cracked by the third party.
Be easy enough to verify the recipient, so as to avoid excessive computing
overhead.

In [6], another anti-spam system used PoW for Hashcash. After that, Nakamoto
adopted this innovative mechanism to achieve the consistency of nodes in Bitcoin
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Figure 3.1 Consensus protocols in blockchain systems
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in 2008, laying a foundation for various blockchains and consensuses in others’
later work.

For Bitcoin network, Nakamoto has improved the traditional PoW consensus.
To distinguish it from the earlier one, we call it Nakamoto Consensus here. The
mathematical puzzle that Nakamoto Consensus adopted is to solve a 256-bit integer
Nonce as a so-called “lucky number,” ensuring the hash value of it and the created
block header is less than a “difficulty,” i.e.,

H(B) <m 3.1)

where B is the block to submit, H is a hash function and m is the difficulty, a very
small real number determined by the nature of the hash function.

If a required Nonce is found and approved in the Bitcoin system, the discoverer
can receive a corresponding amount of Bitcoins as a reward. Because violently
seeking Nonce requires a lot of calculations, the process of calculating is thus
vividly called “mining.” In order to adapt to the dynamic changes of the computing
power of entire system, it is ensured that the system generates blocks roughly at a
predetermined rate (about one block every 10 min), the difficulty is dynamically
adjustable, and the adjustment is also based on the consensus. The adjustment
period is approximately 1 week (i.e., adjust the difficulty per 24 x 6 x 7 blocks). In
the PoW mechanism, since the expected time to find the Nonce can be adjusted, a
mechanism of decentralized time series is constructed. At the same time, the
decision problem of the decentralized multiple nodes is also solved, that is, the
entire network uses the data submitted by the node that first finds the legal Nonce.

Next, let us see how to reach the consensus. After any honest node generates a
new block, it broadcasts the block to the entire network. For other honest nodes,
they verify the correctness of the newly received block. If the block is proved to be
valid, they will abandon their ongoing block calculations, then reselect the trans-
action not added to the blockchain from the received list of transactions based on
the received new block, generate a new block header and perform a new round of
Nonce calculation.

Since the transactions received by different nodes have precedence, it may
cause one node to receive two or more legitimate blocks, which leads to a tem-
porary fork, like Figure 3.2(a). After the fork occurs, each node can only continue
to generate new blocks based on one of the new blocks, until one of the forks wins
the competition. The fork is only temporary; as the time grows, it will be replaced
by the longest chain, as Figure 3.2(b) shows. Once a blockchain node decides to
generate a new block based on a certain block, it means that the node permits the
block and all other previous records. This permission is based on probability. If the
chains published by other nodes are longer, the node will abandon the former
consensus. Although the consensus is based on probability, it can be proved when
the total computing power of the nodes participating in block generation is not
dominant, that is, when the computing power is lower than 51% of the total com-
puting power in the entire network [7], the probability that the nth block before the
current block is discarded is exponentially negatively correlated with n, i.e., the
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Figure 3.2 The fork forms and disappears in the PoW blockchain: (a) temporary
fork and (b) final fork

larger n is, the lower the probability of the nth preceding node in the current block
is discarded. Generally speaking, in Bitcoin system, the transactions on the six
blocks before the current block are basically considered to be accepted by the entire
system in terms of probability.

The biggest feature as well as advantage of PoW is reflected in the fairness of
the protocol, which is if a miner’s computing power accounts for p% of the net-
work’s total computing power, there is a corresponding p% possibility to generate
blocks and get paid. That also illustrates the difficulty of the attack. The attacker’s
computing power needs to compete with other honest nodes in the whole network
to generate the blocks that are “beneficial” for him. The PoW algorithm has suc-
cessfully guaranteed the safety of the Bitcoin network from birth.

However, as more and more people use Bitcoin for trading, its defects are
gradually manifested. The original intention of PoW is to achieve a decentralized
democratic consensus through “one-CPU-one-vote,” which is a time-consuming
process to reach consensus. In addition, due to the fast increase in Bitcoin prices,
the professional mining equipment appears on the market. The increase in the
number of users purchasing mining equipment leads to the loss of more and more
ordinary miners. The foundation of democracy is damaged, and monopoly issues
are also highlighted [8]. As more and more users participate in Bitcoin mining, not
only in order to reduce the mining threshold but also to improve the stability of
mining, many commercial mining pools occur in the system. A mining pool is an
opening mining server that forces many users’ computing power to a team to mine,
such as BTC.COM, AntPool and SlushPool.”

As shown in Figure 3.3, over the past 24 h of April 9, 2019, more than 50% of
the blocks were mined by the top three mining pools. It is undeniable that the

“Global computing power distribution [Online], available: https://btc.com/stats/pool, April 9, 2019.
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Table 3.1 The energy consumption statistics of the Bitcoin network

Description

Value

Bitcoin’s current estimated annual electricity consumption (TWh)

Bitcoin’s current minimum annual electricity consumption (TWh)

Annualized global mining revenues

Annualized estimated global mining costs

Current cost percentage

Estimated electricity used over the previous day (KWh)

Implied Watts per GH/s

Total Network Hash rate in PH/s (1,000,000 GH/s)

Electricity consumed per transaction (KWh)

Number of US households that could be powered by Bitcoin

Number of US households powered for 1 day by the electricity
consumed for a single transaction

Bitcoin’s electricity consumption as a percentage of the world’s
electricity consumption

54.27

41.98
$3,855,324,810
$2,713,725,581
70.39%
148,697,292
0.117

52,757

413

5,025,418
13.95

0.24%

mining pools have mastered enormous computing power. If a single mining pool
exceeds 50%, or several large mining pools make an alliance privately, it is easy to

launch a 51% attack on the Bitcoin system.

Second, the problem of energy waste has been criticized for a long time.
Numerous mining rigs waste a lot of electric power day and night but have no other

TEnergy consumption statistics [Online], available: https://digiconomist.net/bitcoin-energy-consumption,

April 9, 2019.
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effect except generating Bitcoins. Table 3.17 indicates the energy consumption
statistics of the Bitcoin network currently. It is estimated that the Bitcoin system
has consumed at least 54.27 TWh of electricity annually, making it comparable
with the amount of a country such as Bangladesh [9].

In addition, the PoW consensus mechanism has some other problems such as
long confirmation cycle, and low throughput. Regarding the problems of Nakamoto
Consensus, blockchain systems have conducted different improvements based on
specific conditions. There are two ways of improvement. One is the engineering
improvement, e.g., the improvement of Primecoin® is an algorithm to turn mean-
ingless hashing into a meaningful search for large prime numbers when seeking
Nonce. It is expected to bring some scientific contributions to the mathematical
academia. Focusing on the increasing centralization of computing power caused by
ASIC (application specific integrated circuit) mining rigs, Tromp [10] proposed an
anti-ASIC mining rig algorithm based on memory consumption. The other venue of
improvement is to change the consensus mechanism, such as the PoS and DPoS,
which are mostly adopted and will be discussed next.

3.1.3 Proof-of-stake

Owing to the vulnerabilities like serious waste of computing power and the 51%
attack in the PoW mechanism, researchers have put forward a new kind of consensus
mechanism known as PoS [11]. What is the “stake”? In early versions of PoS, it has
another commonly used name “coin age,” i.e., a number derived from the product of
the number of coins multiplied by the number of days the coins have been held. For
example, if user Alice receives two coins from user Bob and holds them for 50 days,
then Alice can collect 100 coin age (2x50). And when Alice spends the money, the
collected coin age will be eliminated. Nodes with a positive stake are called stake-
holders. In contrast to PoW’s ability to compete for record data in accordance with
the ability of each node, PoS has more ability to have record data for those nodes that
with more stakes (or coin age). The manifestation of this ability is that for a node
with a long coin age, its ledger recording difficulty is relatively smaller.

In order to generate blocks faster, the PoS mechanism replaces the process of
exhaustively seeking Nonce with the next algorithm:

H(H(Bpev,A4,1)) < balance(A)m (3.2)

where H is still a hash function, # is the UTC timestamp, B,,., refers to the previous
block, balance(A) is the coin age of the account 4 and m is a fixed real number.
PPCoin (PPC) [11] is the first to introduce the PoS mechanism into the
blockchain system in 2012. In PPC, in addition to processing classical PoW-based
transactions, the system also deals with a transaction called coin-stake in which
each transaction will consume the coin age of the data record. In the coin-stake
transaction, the stakeholder is required to send the coins to himself (to ensure that
the coin age clears to zero after the stake block is generated), which is used to

‘Primecoin Website [Online], available: http://primecoin.io/, April 9, 2019.
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generate the PPC block and obtain partial revenue. The price of gaining revenue is
the consumption of coin age. Similar to the Bitcoin system, the PPC block also
requires participants to look for random numbers to make the hash value of block
header meet the target difficulty, except that the target difficulty to generate a block
in PPC system is different for various participants. The target difficulty is inversely
proportional to the coin age consumed in coin-stake. The more coin age accumu-
lated by the participants, the lower the difficulty of recording the ledger, and the
greater the probability of generating blocks. In other words, the concept of coin age
in PoS can be imagined as the computing power in PoW. If someone holds a large
sum of currency for a long time, then he will have the opportunity to use a powerful
ASIC mining rig once in the next mining process. But this opportunity does not
depend on the consumption of hardware and electricity, it only depends on the
user’s deposit in the system and the time of saving the currency. Unlike the
competition in PoW mining, PoS mining is more like a lottery. The more accu-
mulated the coin age, the more chance there is to win. Once the winning is already,
the coin age will be consumed, and the probability of the second win will be
reduced [12].

The transformation of the design basis brings PoS the following advantages.

First, PoS alleviates the waste problem of PoW mining. In Bitcoin system, the
probability of generating blocks is directly proportional to the miners’ workload. In
PoS system, the probability of block generation is proportional to the coin age.
Therefore, the miners no longer need to invest a lot of computing power to win the
competition.

Second, it is more difficult for the adversary to attack the cryptocurrency
system. In PoS, the main chain is defined as the chain that consumes the most coin
age. Each block’s transaction will submit the consumed coin age to this block to
increase the probability. In this case, if the adversary wants to initiate an attack on
the main chain, he must own a large sum of coins and accumulate enough coin age.
The cost of getting a large sum of coins in the PoS system is higher than the cost of
mastering most of the computing power in the PoW system. Besides, once the
attack is implemented, not only the system will be destroyed, but also the wealth
the attacker owns will damage. This may reduce the attacker’s motives from the
beginning. And once the block is generated, the coin age will be immediately
cleared, which also guarantees that the attacker cannot continue the attack [13].

However, the PoS consensus mechanism is not perfect as well.

The first is the distribution of the initial currency. Currently, the crypto-
currency systems using PoS have two methods to supply the initial currency. One is
to use PoW for the early stage of mining and then use PoS for system maintenance.
The other is initial public offerings, but lack of trust. The currency is concentrated
in the hands of developers and a few people, unlike everyone in the PoW
mechanism has the opportunity to get coins.

Second, PoS encourages the behavior of hoarding. The coin-stake transaction
in PoS generates blocks and benefits by destroying the coin age, but the coin age of
other common transactions packaged into the block is also reset to zero. This coin
age does not bring stakeholders the benefit. It just disappears in vain for them.
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The third is since the coin age will also accumulate when the node is offline,
the node may prefer not to go online until the coin age has accumulated to a certain
extent [14]. Lack of enough online nodes will make it easy to launch network
attacks. What is more, due to the lack of online nodes, the speed of data synchro-
nization and transaction response will be affected.

The next problem is costless simulation. This suggests that in the absence of
PoW, PoS is a proof of a virtual resource. There is nothing that prevents users from
doing it over and over, perhaps in parallel in multiple times. In PoW, all the parties
must commit to the execution of consensus and advance that execution. This is not
the case in PoS, because it is “nearly” costless to execute PoS protocol. In principle,
there is virtually nothing at stake and one would be capable of advancing multiple
different executions of the protocol so that it can find the one that is more favor-
able. That could be lead to the so-called “nothing-at-stake™ attack. Let us bring
back Figure 3.2 for more illustration. If one is a validator, then he can simply put
his money in both the blue chain and green chain without any fear of repercussion
at all. No matter what happens, he will always win and have nothing to lose, despite
how malicious his actions may be.

The last is the “long-range” attack. In long-range attacks, there is a victim node
that tries to distinguish between two alternative histories without access to recent
information. If a node is constantly online, it is easy to know about what happens in
the network. But if the node joins the network after a big hiatus or it is a new node,
then the bootstrapping problem may arise. How does it synchronize with the
blockchain without any recent information?

After the appearance of PPC’s version of PoS, researchers have modified the
shortcomings of it and then invented some derivative PoS-based protocols, such as
PoSV [15] and DPoS.

PoSV is an improvement on the issue that the coin age in PoS is a linear
function of time, aiming at eliminating the hoarding phenomenon of stakeholders.
PoSV means PoS velocity that is currently used by Reddcoin. PoSV changes the
linear function of the coin age and time in PoS to an exponential decay function,
that is, the growth rate of the coin age gradually decreases with time and tends to be
zero. In this way, the coin age of the new coin grows faster than the old until it
reaches the upper bound, which moderates the stakeholders’ hoarding phenomenon
to some extent.

3.1.4 Delegated proof-of-stake

In order to further speed up the transaction and solve the security problem that the
offline node in the PoS can also accumulate the coin age, Daniel Larimer proposed
DPoS in April 2014 [16], which is currently the consensus mechanism for
BitShares and Crypti platform. In DPoS, the system introduces two roles called
witness and delegate, both of which have multiple members. The candidates of
these two roles are selected by the stakeholders with an approval voting process
according to the amount of their stakes. Stakeholders with more than 51% stakes
are able to vote for the N witnesses and delegates. The witnesses themselves are
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irrelevant to the transaction accounts they participate in. They only participate in
the block generation and obtain revenue from transaction fees. As the joint signers
of the stakeholder’s account, delegates are responsible for adjusting the parameters
such as the process of generating the block of the witness and the transaction fees.
The adjustment is performed under the supervision of the stakeholders. Compared
with the node feature of PoS that each node has equal rights to generate a block,
nodes of DPoS are divided into delegates and witnesses, which have different
rights, respectively. As shown in Figure 3.4, the delegates are responsible for vot-
ing and the witnesses just need to be their follower nodes. That is the critical
difference between PoS and DPoS consensus.

DPoS mechanism is similar to the decision of the board of directors in the real
world. Stakeholders vote for a delegate. The system calculates a certain number of
delegates with the most votes based on the stakes of stakeholders, and the delegate
takes turns to generate the block in the prescribed order. After voting by all stake-
holders, the trust in the system has been concentrated by a small number of partici-
pants, and the node does not have to wait for confirmation of a considerable number
of untrusted nodes after the transaction is initiated, but only the delegate needs to
verify the transaction. This voting mechanism concentrates the power of all users in
the hands of a few people but greatly shortens the confirmation time of transactions.
Compared with the PoW-based system, the block generation time is shorter, and the
throughput has been greatly improved. Taking BitShares as an example, its peak
throughput can be thousands of transactions per second. The confirmation time is
reduced to the seconds, which brings cryptocurrency technology to a new level.

But similar to the reality, once the power is concentrated in the hands of a few
people, we have to be wary whether this group of people will harm justice for their
own interests. For example, in BitShares system, if 101 delegates are elected and
generate blocks, the 101st delegate will get 1/101 of the transaction fee, but the
102nd delegate has nothing to gain. The steep decline in earnings may prompt the
102nd delegate to make himself among the top 101 by some means, such as sharing
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Figure 3.4 Node differences between PoS and DPoS
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part of the transaction fee with the stakeholders. In addition, ordinary users have to
worry about whether the delegate will harm the interests of them to cater to the
major stakeholders and earn transaction fee.

In another version of DPoS protocol, the node has to pay a price to become a
delegate, such as paying a deposit to a security account. If the node does something
evil, the deposit will be confiscated [17]. Conversely, if the delegate maintains the
system well, he will share the block transaction fee with other delegates, so that the
reward will positively encourage the delegate to work harder to maintain system
security. Since the block is signed by the delegates, in turn, if a delegate is offline
and misses signing the block, he will face the risk of being replaced by other
candidate delegates. Therefore, the delegate must guarantee sufficient online time
for the profit. This version of DPoS protocol is also known as deposit-based PoS.

3.1.5 Practical Byzantine fault tolerance

The aforementioned consensuses all belong to the permissiveness consensuses,
which means that the number of distributed nodes involved cannot be predicted.
When multiple participants of a distributed system intend to modify the state of
the system through additional blocks, they cannot simply determine it via the
mechanism that most people make decisions. These update operations can only be
optimized by PoW or PoS. For those scenarios in which the participants are rela-
tively fixed, the nodes of the distributed system have been determined in advance.
Therefore, the majority rule can be selected. PBFT [18] is a permissive protocol
that participants determine and agree on the majority rule. It was proposed by
Miguel Castro and Barbara Liskov in 1999. Before introducing that let us take a
look at the original BFT mechanism.

Nodes with Byzantine failures are called Byzantine nodes, while other nodes
are non-Byzantine ones. The BFT system satisfies the following conditions for each
request: all non-Byzantine nodes use the same input information to produce the
same result; if the input information is correct, then all non-Byzantine nodes must
receive this information and calculate the corresponding result.

The assumptions commonly used by the Byzantine system include the
following:

1. The behavior of the Byzantine nodes can be arbitrary, and the Byzantine nodes
can collude.

2. Errors between nodes are irrelevant.

3. Nodes are connected through an asynchronous network, and the messages in
the network may be lost, out of order or delayed, but most protocols assume
that the message can be delivered to the destination in a limited time.

4. The message transmitted between the servers can be sniffed by the third party,
but the third party cannot falsify the content of it or verify the integrity of it.

The original BFT system lacks practicality due to the need to demonstrate
its theoretical feasibility. Also, additional clock synchronization mechanism is
required, and the complexity of the algorithm increases exponentially as nodes
increase.
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Compared to the traditional BFT algorithm, PBFT reduces the time complexity
from exponential to polynomial, which not only greatly improves efficiency but
also makes it the first widely used Byzantine consensus algorithm. It can resist a
certain number of Byzantine nodes in the system. In a PBFT-based blockchain
system, the system that tolerates /' Byzantine fault nodes needs at least 3/ + 1
participating nodes and then reaches a consensus in polynomial time. From the
practical perspective, PBFT is now the default consensus algorithm of a famous
blockchain project, Hyperledger, hosted by the Linux Foundation.

The PBFT consensus divides nodes into two types: primary nodes, which are
responsible for sorting the client’s requests, and the rest are backup nodes, which
execute the requests in the order provided by the primary node. The algorithm
specifies three basic protocols: agreement, checkpoint, and view change. The
agreement is to ensure that requests from clients are executed in a fixed order on
each server. It contains five stages: a request, a pre-prepare, a prepare, a commit
and a reply, as Figure 3.5 shows. Usually, a consensus process will be performed in
the same view. However, when the primary node fails, the view-changing protocol
replaces the primary node with the backup node in sequence and ensures that the
request that has been executed by the normal node is not tampered with. During the
consensus process, the node records the log at any time. If the log is not cleaned up
in time, the system resources will be occupied by useless information, which will
affect the overall performance. At the same time, the states of different nodes may
be inconsistent because the asynchronous nature of the system cannot guarantee
that each node performs the same request. Therefore, the checkpoint protocol is
executed periodically to handle the log and correct node status.

The PBFT consensus process in the blockchain system is summarized as
follows:

1. A primary node is first elected from the nodes of entire system and is
responsible for generating the new block.

2. Each node broadcasts the new transaction to the entire system. Then the pri-
mary node sorts the transactions to be placed in the new block from the net-
work into a list and broadcasts the list to the entire system.
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Figure 3.5 Five stages in the process of PBFT consensus
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3. After each node receives the transaction list, the transaction is executed
simulatively according to the sequence. After all transactions are executed, a
hash digest of the new block is calculated on the basis of the transaction results
and broadcasted to the entire system.

4. If a node receives 2f (f'is the number of malicious nodes that can be tolerated)
digests from other nodes, and these digests are the same as themselves, it
broadcasts a commit message to the entire system.

5. If a node receives 2f + 1 commit messages, it can formally submit a new
block, as well as its locally transacted blockchain and state database.

The PBFT consensus is generally suitable for private blockchain and con-
sortium blockchain scenarios where the source of nodes is relatively reliable. It has
many advantages as follows:

e The operations of PBFT-based system can be separated from the existence of
the currency. The consensus nodes are composed of the business participants
or supervisors; hence, the security and stability are guaranteed by the business-
related parties. But the PoW, PoS and DPoS system cannot be separated from
the existence of currency. Their systems must have a reward mechanism for
the currency, and the security of systems is actually guaranteed by the holders
of the system currency. However, when a blockchain system is actually applied
in commerce, the value of the assets carried by it may far exceed the value of
the currency issued by it and it will be unreliable to let stakeholders guarantee
the security and stability of it.

e The delay of the PBFT consensus protocol is about 2—5 s, which basically
meets the requirements of commercial real-time processing scenarios.

As for the weaknesses, PBFT is a weakly synchronous protocol, so it relies
critically on network timing assumptions and only guarantees liveness when the
network behaves as expected.

To improve that Andrew Miller proposed the HoneyBadgerBFT [19], the first
practical asynchronous BFT protocol that guarantees liveness without making any
timing assumptions, in 2016. The core process of HoneyBadgerBFT consists of
“atomic broadcast” and “asynchronous common subset.” It uses N binary con-
sensus protocol instances and determines a common subset based on the instance
results. For higher efficiency, HoneyBadgerBFT adopts two methods: (1) mitigate
single-node bandwidth bottleneck by splitting transactions; (2) improve transaction
throughput by selecting random trading blocks in batch transactions and matching
threshold encryption. Experiments shows that compared with the traditional PBFT
consensus, its efficiency is significantly increased.

3.1.6 Other consensus protocols

The four mentioned earlier are the common consensus protocols adopted by the
current blockchain systems and all have actual implementations as support.
However, the analysis shows that there are some potential flaws in these incipient
consensus protocols. In recent years, many researchers have conducted in-depth
research on the consensus problem and proposed some new algorithms. Among
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them, we introduce several representative algorithms with better performance,
including the Ripple, Proof-of-Activity (PoA) [20], Algorand [21], Snow White
[22], Casper and Ouroboros Genesis consensus [23].

3.1.6.1 Ripple

Ripple is an Internet-based open-source payment protocol that enables decen-
tralized currency exchange, payment and clearing functions. In Ripple’s network,
transactions are initiated by the client (application) and broadcasted to the entire
network via tracking nodes or validating nodes. The main function of the tracking
node is to distribute transaction information and respond to the client’s ledger request.
The validating node can add new data to the ledger through the consensus protocol.

Ripple’s consensus is achieved between the validating nodes. Each validating
node is preconfigured with a list of trusted nodes called UNL (unique node list).
The nodes on the list can vote on the transaction. Every few seconds, the Ripple
network will perform the following consensus process:

1. Each validating node continuously receives the transactions sent from the
network. After validating with the local ledger data, the illegal transactions will
be directly discarded, and the legal transactions will be aggregated into a
candidate set. The transaction candidate set also includes transactions left over
from previous consensus processes that cannot be confirmed.

2. Each validating node sends its own transaction candidate set as a proposal to
other validating nodes.

3. After the validating node receives the proposal sent by other nodes, if it is not
from the node on the UNL, then the node ignores it; if it is from the node on the
UNL, it will compare the transaction in the proposal with the local candidate
set. If there exists a same transaction, the transaction will get a vote. In a certain
period of time, the transaction will enter the next round when getting more than
50% of the votes. If not, it will be left to the next consensus process to validate.

4. The validating node sends the transaction with more than 50% of the votes as a
proposal to other nodes and raises the threshold of the required number of votes
to 60% then repeats steps 3 and 4 until the threshold reaches 80%.

5. The validating node officially writes the transaction confirmed by more than
80% UNL nodes into the local ledger, which is called the Last Closed Ledger,
i.e., the last (latest) status of the ledger.

In Ripple’s consensus algorithm, the identity of nodes participating in voting
has been known in advance. Therefore, it is more efficient than many anonymous
consensus algorithms such as PoW, with a few seconds to confirm the transaction.
Of course, Ripple is only suitable for the permissioned chain. The BFT capability
of itis (n — 1)/5, which can tolerate the Byzantine faults of 20% nodes in the entire
network without affecting the correct consensus.

3.1.6.2 Proof-of-activity

The PoA, proposed by Bentov et al., combines the characteristics of PoW and PoS.
PoW could lead to the centralization of computing power, while PoS/DPoS tends to
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form an oligarchy of stake due to the scale effect of stakes. The centralization of
computing power or stakes poses a potential threat to the safety and stability of the
blockchain systems.

The miners in the PoW system are pursuing the maximization of their own
interests. For higher economic benefits, the security of the cryptocurrency network
may be jeopardized, and the stakeholders are suitable to help one to accomplish this
task. Based on this assumption, the basic idea of the PoA’s ability to prevent
excessive centralization of computing power and stakes is to allow participants in
the transaction to participate more in the generation of blocks to counterbalance the
dominant miners.

The specific method of PoA is as follows. The miner generates a new block
header that satisfies the difficulty, and the header includes the hash value of its
predecessor and the information of N traders involved in the possible new block.
After mining the block header, the miners broadcast the (possible) new block
header. The relevant stakeholders and the participants of the N transactions use
their private keys to sign the transaction, and the last-signed trader packs the block
into blocks then broadcasts it and participates in the competition of recording the
ledger as traditional Bitcoin does. Through this process, miners and trading parti-
cipants share the revenue of ledger. The signature of these N participants is the
PoA. The advantage is that the miners who dominate the computing power are not
able to monopolize the ledger-recording ability without the cooperation of the
traders (as it cannot be signed by their private key).

The PoA consensus combines the common features of PoW and PoS, which
can avoid the centralization trend in the process of blockchain evolution (including
the centralization of computing power and stakes). The biggest significance of the
PoA consensus is to prevent non-interested attacks. The so-called non-interested
person refers to an attacker who has strong computing power but only holds a few
stakes. Even if the digital assets collapse, the loss of non-interested person is not
too much. Therefore, non-interested person will use any means of attack without
regarding the consequences. The PoS part of the PoA algorithm makes it very rare
for non-interested person to build a block, so an effective attack cannot be per-
formed. In the PoA algorithm, the lucky stakeholder relies on his capital to make a
profit, which will encourage stakeholders to hold stakes for a long time and help
preserve the value of digital assets and reduce fluctuations. The PoW part of the
PoA consensus controls the speed of the new block header through the difficulty of
the Hash algorithm and stabilizes the network to avoid the fork. However, the
previous advantages are obtained at a price. The PoW part brings electricity con-
sumption, and the PoS part causes the new block header to be discarded with a
large probability, which also forms a waste of computing power.

3.1.6.3 Casper

Casper is a security-deposit-based PoS protocol prepared by Ethereum, the
blockchain-based distributed computing platform and operating system, from 2014.
To address the nothing-at-stake attack of PoS, Casper has implemented a process;
in this way, they can pass away all malicious elements. This is how PoS works
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under Casper: the validators take some parts of their Ethers (also known as tokens
issued by Ethereum) as stakes. After that they begin to validate the blocks, i.e.,
when they discover a block that can be regarded to be added to the chain, they will
validate it by placing a bet on it. If the block is appended, then the validators will
get a reward proportional to their stakes. However, if a validator performs mal-
iciously and tries to perform a “nothing at stake,” he will immediately be dressed
down, and all of his stakes will be slashed.

Casper is specially designed to run in a trustless setting and also can be more
Byzantine Fault Tolerant. Anyone who performs maliciously will be immediately
punished with his stakes being slashed off. This is the most unique feature it differs
from other PoS protocols. Moreover, Casper has more critical incentives to ensure
network security, including punishing miners who perform offline, involuntarily or
not. This indicates that validators have to be careful about node uptime.
Carelessness or laziness will result in the loss of their stakes. This property alle-
viates censorship of transactions and the entire availability.

Apart from that a validator’s signature is only economically meaningful if the
validator currently has a deposit. Therefore, when clients receive and authenticate
the state of the consensus, their authentication chain stops in the list of currently
bonded validators. In PoW consensus, on the other hand, the authentication chain
ends in the genesis block, and it means that if you know the genesis block, you can
authenticate the consensus. A client who has no idea about the list of currently
bonded validators must authenticate this list out-of-band. This restriction solves the
long-range-attack problem by requiring that everyone authenticates the consensus
against current information.

3.1.6.4 Snow White

Snow White is a PoS derivative consensus protocol adopting the ideas of a simpler
protocol dubbed Sleepy [24]. Sleepy aims to achieve the guarantees on chain growth
and chain quality, as well as consistency with 51% of honest nodes online. It is
designed for deployment in a permissive context and relies on the assumption on the
stake assigned by some trusted sources, which makes Sleepy very desirable for
blockchains where the set of stakeholders is known in advance. The challenges of
choosing a suitable mining function and source of entropy are addressed in the work,
and proofis given that no committee member can manipulate the protocol to get profit.

Regarding to Snow White, it is an extension of Sleepy and is designed to
provide similar blockchain-derived guarantees in a permissionless setting. The
problem, however, is much more difficult: it is nontrivial to choose suitable com-
mittee members for the block lottery, and ensure no coalition of the committee
members to get profit. The solving protocol is simple: in each step, a committee
mines as in Sleepy, with a shared source of entropy /4¢. With enough bits of entropy
in hy and an appropriately selected committee weighted on stake, it is possible to
prove the desired result of chain quality, growth and consistency. Choosing both
the committee and /4y such that no adversary gain substantial advantage by
deviating from the protocol is the key to the construction and concrete parameters
of the protocol.
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3.1.6.5 Algorand

The Algorand consensus, found by the 2012 ACM Turing Award winner Silvio
Micali, is a new consensus based on PoS and cryptology. The name “Algorand” is
synthesized by two words: algorithm and random, meaning that it is a public ledger
protocol based on a random algorithm. According to its analysis, Algorand has the
characteristics of short agreement time, strong anti-attack ability, low computing
power and better economy.

Algorand employs a similar concept of “Write-Ahead Logging” in the tradi-
tional database. In Algorand, the consensus toward a new block is reached through
a Byzantine agreement called BA*. Generally speaking, the execution of BA*
consists of two phases: (1) synchronously determine the highest priority block; (2)
reach consensus on two options: either to agree on a proposed block or to agree on
an empty block. Each phase has several steps. The process for the first phase is
shown in Figure 3.6. Algorand can reach consensus within roughly 1 min.

Algorand divides the participants into two roles: leaders and verifiers. Both
roles are uncertain and based on the previous block. That is, before each block is
generated, a batch of potential leaders are generated first. These leaders know and
can prove to the entire system that they are the producers of a candidate block. Each
potential leader generates a candidate block and attaches its one-time signature and
signature public key to the entire system for verification. At last, the verifiers vote
for the determination of whether the block generated by the leader will be adopted
or not. Once the verifiers have reached a consensus on a new block, more than half
of the verifiers will sign the block with their own private key, and the block will be
broadcasted in the Algorand network.

To ensure the unpredictability of potential leaders and verifiers, Algorand
modifies the structure of the traditional block by adding a field called “block
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Figure 3.6 The first phase of BA*



56  Blockchains for network security

quality.” The field is also a hash value that equals to the block quality of the
previous block plus the one-time signature of the current block leader and a
sequence number of the block in current round (when a new block is empty, it is the
common hash value of the block quality of the previous block and the height of the
current empty block). Since the field can only be determined after the previous
block is authenticated by the legal verifiers’ votes and the formation of the block
header, there is little time left for the attacker to control the candidate leader. Even
if the attacker controls the leader in advance, since the block has been distributed to
the entire system, and all verifiers have also verified the validity of the block, the
attacker cannot modify the existing transaction. In addition, Algorand determines
the generation of the block by not only considering “one-person-one-vote” but also
the generation of blocks based on stakes.

Micali has made a detailed theoretical analysis for Algorand in the agreement
time, the probabilities of block forks and the tolerance of system partitions. The
problem of Algorand is that the algorithm is relatively complex to implement.
However, recently a new blockchain system called ArcBlock startups to adopt
Algorand in production. ArcBlock uses Algorand and its variant to pick where the
smart contract will execute from, as well as for the high-performance blockchain
that powers its native tokens.

3.1.6.6 Ouroboros Genesis

Ouroboros Genesis is a PoS-based consensus protocol that provides security against
fully adaptive corruption in the semi-synchronous setting for the first time. It is the
third and the latest version of Ouroboros consensus, the first provable secure and
robust PoS algorithm proposed by academia and adopted by industry in 2017.
Compared with the former versions, the biggest improvement of Ouroboros
Genesis is to solve the problem of long-range attack aroused by the ordinary PoS
consensus.

Before introducing this new consensus, let us review the situation of long-range
attack. A new party is trying to find “what is the right history” but does not have any
information about the protocol. There are honest parties providing one blockchain
and an “adversary” providing another. The only information the new party has is the
genesis block and it is faced with this decision of choosing the correct blockchain. In
the PoW world, what can be proved is that the main chain (maintained by honest
parties) is going to have the most blocks, meaning the adversary chain will be
substantially shorter and this will enable the new party to connect to the correct
blockchain. This is a powerful idea but relies on the assumption that the majority is
made up by honest parties who follow the protocol, not adversaries.

However, what Ouroboros has done is to show that the problem of an adver-
sary reusing an opportunity to issue a block in multiple paths of a fork can be
overcome. There are three important quantities when studying the execution of it.
Every path in the execution will have these three quantities:

Gap: the difference in length between a certain path in the execution and the
leading path.
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Reserve: the number of adversarial indices appearing after the label of the last
honest vertex of the path.

Reach: subtract gap from reserve to see what the reach of that path is.

Then look at whole execution. There are other two concepts:

Max reach: maximum reach across all times.

Margin: what is the second best disjoint reach.

The margin needs to always be below zero. That would be a setting that the
adversary will not be able to fool an honest party that tries to connect in this
protocol execution. So the max reach and margin are the two fundamental quan-
tities that are interesting when analyzing protocol executions. The researcher team
can show that the adversary will win if and only if the margin is at least 0. What is
interesting now is that these two quantities together define a random walk. Even
though it is more complex than the random walk analyzed in Bitcoin, it still has
good features that can be used to prove security.

Then going back to the long-range attack question, when you are dealing with
two chains, which have forked at certain point, and you need to choose the correct
blockchain. If the fork is somewhat recent, either by short-range attack or a dis-
agreement between nodes that was produced naturally because of network condi-
tions, then the longest chain rule will apply. But if the fork is bigger than k blocks,
then the following plenitude rule will apply, i.e., if the majority of parties follow
the protocol, then at any sufficiently long time segment, the corresponding chain
will be more dense (especially after a fork). They are able to prove that adversarial
blockchains shortly after the divergence point will exhibit a less dense block dis-
tribution. This rule determines what is the right blockchain to connect to. Go to the
moment chain diverges, and shortly after, isolate a certain region of blocks. Within
the certain time range, look at which of the two chains is more dense. The party is
going to follow the chain that is more dense within that time range. This rule is still
quite simple to implement, meaning it is quite easy to program and it works to
enhance the longest chain rule.

3.2 Consensus comparison

Through the aforementioned introduction to blockchain consensus protocols, we
can find that different consensus protocols have their own advantages and dis-
advantages. In view of the different characteristics of the consensus mechanism, it
can be evaluated from the following aspects:

e Security. Whether it is able to prevent double spend attack, selfish mining
attack or tolerate other failures.

e Scalability. The ability to support the expansion of network nodes. Scalability
is one of the key factors to be considered in the design of a blockchain. It is
roughly composed of two parts: to increase the numbers of system nodes and
verification confirmations, and to increase the communication load and
operation load, which is generally measured by throughput.
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e Performance. The delay from the creation of a transaction to the final record in
the node storage system. In other words, it is the number of responses per
second that the system can handle. For example, the Bitcoin system has up to
seven transactions per second, which is far from the performance of the
existing centralized trading system.

e Energy. It means that the energy consumed by each node for reaching the
consistency of the transaction under the guidance of the consensus, including
CPU, memory and battery.

There is a brief comparison about the characteristics of these consensus protocols,
including the total number of nodes, permission restriction, scalability, energy
consumption, delay, throughput and their typical representations, as shown in
Table 3.2.

Since PBFT requires permission, there is no limit to the number of nodes
except PBFT consensus on the participating nodes. Also, PBFT’s scalability is
relatively low comparing to other consensus protocols. In terms of energy con-
sumption, due to the need for complex hash computing, PoW thus has the largest
energy consumption and the energy consumptions of other consensus protocols are
relatively lower. Due to the intervals of blocks and the need for multiple con-
firmations, the throughput of PoW consensus is far less than other consensus
protocols.

Each consensus has its own shortcomings. As for the systems based on PoW,
the more incentives the nodes with stronger computing power gain, the more cen-
tralized the computing power tends to be. PoS and DPoS systems also have similar

Table 3.2 Blockchain consensus comparisons

Consensus PoW PoS DPoS PoA Ripple
Number of nodes Unlimited Unlimited Unlimited Unlimited Limited
Permission No No No No Yes
Scalability High High High High High
Energy High Low Low Low Low
consumption
Delay High Low Low High Low
Throughput Low Low High Low High
Example Bitcoin PPCoin BitShares Decred Ripple
Consensus Casper Snow Algorand  Ouroboros PBFT
White Genesis
Number of nodes Unlimited  Unlimited = Unlimited  Unlimited Limited
Permission No No No No Yes
Scalability High High High High Low
Energy Low Low Low Low Low
consumption
Delay Low Low Low Low Low
Throughput High High High High High

Example Ethereum  None ArcBlock Cardano Hyperledger
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problems with the centralization of stakes. New consensus protocols like Algorand
can theoretically avoid the earlier situations, but taking time to verify the practical
effects of them. Although the blockchain system based on PBFT does not have the
problems of computing power and stake centralization, its scalability is limited
and the delay and throughput will decrease significantly as the number of nodes
increases.

3.3 Incentives and consensus

The use of the incentive mechanism is mainly to reward participants of the
blockchain systems to promote more distributed nodes to participate in system
calculations. Due to the need of permission in the consortium Blockchain and the
private Blockchain, the participants record their own data with purpose based on
their own specific applications. During this, there is endogenous positivity, so the
blockchain system does not need to provide additional incentive mechanism.
Hence, the incentive mechanism is mainly aimed at blockchain-based crypto-
currency systems. Incentives include issuance and distribution mechanisms.

In Bitcoin, the system generates a block approximately every 10 min and the
value of each block is determined by the block number. The producers in the first
210,000 blocks can earn 50 Bitcoins, and then for every 210,000 blocks generated
later in the blockchain, the producer’s income of each block is halved on this basis.
The total number of Bitcoins is 21 million, which will be completely released in the
next 100 years in the form of an exponential half-decrement. All participants
compete openly and fairly to obtain these Bitcoins with their own computing
power. As for now, the player can earn 12.5 Bitcoins for each block generated. In
addition to gaining revenue through generating blocks, participants also receive
Bitcoin as a transaction fee from a certain proportion of transactions based on the
transaction volume and the number of bytes generated by the transaction. After all
Bitcoins are issued, participants will earn revenue mainly from these transaction
fees. From the perspective of incentives, the issuance mechanism of various alt-
coins is similar to that of Bitcoin, except that the total issuing amount of currency,
the rate of currency generation and transaction fees are slightly different.

Such incentive mechanism contributed to the emergence of “Mining Rig” and
“Mining Pool.” In the aforementioned PoW mechanism (as well as PoS and DPoS),
the process of finding the lucky number Nonce that meets the required block is
called mining. The node that implements the mining work is called a miner. In
order to ensure the issuance mechanism of the cryptocurrency and prevent the
block from being generated too fast due to the continuous increase of system
capability, the cryptocurrency systems adopt dynamic difficulty adjustment
mechanisms, i.e., the difficulty is increased or decreased according to the rate of
block generation at intervals to ensure a smooth block-generating rate. Nonce is
currently only able to be solved violently, and with the increasing quantity of
participating nodes and computing power, mining is becoming more and more
difficult.
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Participants use mining rigs to increase profits. Due to the fact that mining rigs
mostly use custom chips, they are optimized for hash algorithms and their hash
calculation speed is several orders of magnitude higher than that of general-purpose
computers. In addition, for most miners, their computing power is very limited, if
they compete independently, they will work for a long time. However, the mining
can be carried out in parallel, so more and more miners decide to mine together to
form a mining pool, and the mining pools share the revenue according to their
respective computing power. These pools can simultaneously mine one or more
kinds of cryptocurrency systems. Miners, mining pools and their corresponding
distribution mechanisms are all generated under the incentive mechanism of
blockchain cryptocurrencies. They are not part of the blockchain incentives, but a
division model of labor developed spontancously under the blockchain crypto-
currency ecosystem.

In fact, the consensus algorithm and the incentive mechanism of blockchain
are tightly connected and indivisible. The consensus algorithm stipulates the
behavior norm and sequence of actions that miners must obey in order to maintain
the security, consistency and activity of the blockchain ledger; the incentive
mechanism stipulates the economic rights and interests issued in the process of
consensus to encourage the miners to verify the blockchain data faithfully and
efficiently. From the research point of view, if the operation of blockchain system
is modeled as a large-group game process of miners and mining pools, then the
consensus algorithm will decide the structure and shape of the game tree, and the
incentive mechanism will determine their profit of each leaf node in the game tree.
Toward the end, not only the consensus and incentive mechanism have the neces-
sity of independent optimization, but it is more important to optimize the con-
sensus—incentive mechanism jointly to realize the “adaptation” of them, which is
also the key issue to restrain the emerging block-withholding attack, selfish mining
and other strategic behaviors and ensure the healthy and stable operation of
blockchain system. More research work is urgently needed to follow up in the
future.

3.4 Conclusions and future directions

In recent years, as the blockchain technology has received extensive attention,
consensus algorithms have been studied by more and more people. As an important
part of the blockchain, the consensus algorithm embodies the performance and
functionality of the blockchain system. At present, new consensus mechanisms
emerge one after another, presenting the following trends:

Hybridization of proof methods. The threat of PoW comes from miners with
high computing power, and the security risks of PoS are active major stakeholders.
Researchers suggest to combine PoW with PoS, so if someone wants to launch 51%
attack, the malicious node needs to master most of the computing power and most
of the stakes, which becomes a more difficult condition to achieve. If someone does
this, the entire blockchain system will be destroyed due to excessive centralization.
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Diversification of proof methods. Early PoW and PoS mechanisms have the
problems of waste of resources and low initiative of nodes. Researchers have
developed Proof-of-Time [25], Proof-of-Store, Proof-of-Existence [26], Proof-of-
Contribution, Proof-of-Authority, Proof-of-Flow, Proof-of-Taste, Proof-of-Concept
[27], Proof-of-Elapsed Time, Proof-of-Luck, Proof-of-DDoS [28], Proof-of-Burn
and other mechanisms for the purpose of reducing the cost of mining competition
or improving resource utilization and application scenarios. The new proof meth-
ods will continue to emerge. However, when designing consensus algorithms, the
key point to consider is to make the mining power sufficiently dispersed, to
increase the difficulty of attackers to master most of the competitiveness, and to
reduce the possibility of individual nodes or organizations rewriting the blockchain.
In this way, we can effectively prevent the double spend attack and ensure the
security of the system.

Increasing needs of centralization consensus. In public chains, anyone can join
and maintain a node and enjoy all the data fairly. But when it comes to internal
information of a company or organization, a consortium chain or a private chain is
definitely a better choice. Since the nodes in these two chains are provided by
consortium members or the enterprise, the credibility is guaranteed. Therefore,
when designing the consensus algorithm, the process of intermediate election,
verification or the competition of mining power can be eliminated. These algo-
rithms have a certain degree of centralization. If they are used in the public chain,
they will be questioned because of their unfairness. However, in the consortium
chain that does not require thorough decentralization, such algorithms generally
exhibit better performance than public chain algorithms due to the simplified
consensus process. As the demand for the consortium or private chains increases,
the centralized consensus algorithm will receive more attention and development.

Designing reasonable incentives. In the blockchain, incentives are often
introduced to deal with technical problems. For example, the IPFS [29] technology
for solving the blockchain storage problems is also a combination of incentive
mechanisms to encourage users to assist in storing data fragments before they can
form a complete project Filecoin. Therefore, if we combine the specific processes
of consensus and design more reasonable incentive measures, we will achieve
twice the result with half the effort in actual operation and will also have a positive
effect on the safety and continuity of the system. In addition, researchers have been
arguing whether there is a need for internal tokens in the consortium chain. Some
researchers argue that it is necessary to add coins to implement reward and pun-
ishment functions in some consortium chains with incomplete trust. Through the
continuous exploration of more researchers, we believe that there will be more
solutions suitable for the consortium chain incentives in the future.
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Chapter 4

Blockchain applications, projects and
implementations

Haojun Huang], Geyong Min®, Wang Miao® and
Haozhe Wang’

In this chapter, we first present potential blockchain applications in the world and
then summarize the ongoing blockchain projects and its implementations, along
with comprehensive compares among them.

4.1 Blockchain applications

Blockchain has been being used in a variety of network interaction systems,
including finical sector, smart contracts, public services, IoT, social networks,
reputation systems and security services [1-7]. Generally, these applications can be
fell under five categories illustrated in Figure 4.1. The first and second categories
are digital currency as well as financial and business services, enabling the user to
have more approaches to manage and control their wealth. Examples include
financial derivatives, digital wallets, peer-to-peer (P2P) lending, mobile payment
and wills. The third category is record-keeping application, which provides the
services of decentralized data storage and attestation services; a perfect example is
blockchain that can safely store all types of licenses, registration forms, certifica-
tions and records, proving their existence and authenticity anytime. The fourth
category is blockchain network security service. Finally, there are blockchain
government applications, including online voting and decentralized governance,
and reputation systems. All these multifold applications are built-in two or more
features of blockchain to work. The details of such five categories of blockchain
applications are described in the following sections.

4.1.1 Original intention: digital currencies

The original purpose of blockchain is designed for digital currency from January
2009 with the emerging of blockchain. A blockchain-based digital currency like
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Figure 4.1 The representative applications of blockchain

Bitcoin is a kind of currency, which is created, managed, controlled and transferred
in the digital world. Compared to the physical currency, digital currency exhibits
similar properties but owns unique features for wealth management, e.g., fast and
low-cost transactions and high security of ownership guarantee.

Blockchain as the underpins of finance has been considered as the most
important form for digital financial system on the Internet. The first blockchain-
based digital currency is Bitcoin. Like traditional money, Bitcoin and its imitators
can be used as money to purchase the items in the physical world. However, due to
the lack of the financial regulation, Bitcoin has not been fully accepted by the
physical business and is mainly used in the transactions on Internet, e.g., social
networks, online donations and online gaming. As an alternative currency for the
traditional currencies, Bitcoin improves the health of the financial system devel-
opments. For example, since the birth of the blockchain technologies, the trans-
mission fee of the credit card payment has been reduced from 3% to 1%, which is a
good phenomenon for economic development. In addition, compared to the tradi-
tional financial system, the money could be received nearly real time without any
checking or approving of the third-party institute.

Bitcoin and other blockchain-based currencies have revolutionized the ways
that the financial system, the trade and the commerce are running. Indeed, Bitcoin
is not just an upgrade service of digital currencies; the underlying technologies,
e.g., intelligent contracts and distributed storage and verifications, enable us to do
more things that are difficult for the traditional financial system. Actually, being
the payment medium is the main application for the blockchain technologies. In
blockchain systems, the transaction happens between two parties on the Internet in
a decentralized and distributed way and does not involve any third party. In addi-
tion, the transactions in blockchain system are encrypted to avoid the tamper,
therefore, different from the existing currencies, blockchain-based cryptocurrencies
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are developed based on a programmable open network, where the transactions are
transparent to each node on the Internet. Targeting to become a fully programmable
open network, Blockchain 1.0 of cryptocurrency has been evolved into Blockchain
2.0 to embrace more robust functions.

4.1.2  Function evolution: financial and business services

Blockchain already brings a significant evolution for financial market and business
applications beyond currency, with the emerging smart contracts. It can help tra-
ditional organizations build decentralized systems with the higher security, relia-
bility and efficiency. The reputation mechanism generated in this system will
facilitate the evolution of the business models and enterprises that highly rely upon
the third-party payment and funds trusteeships. It has been employed in the busi-
ness model equity-based crowdfunding, P2P lending and Internet insurance in
Internet finance and also plays an important role in bank and securities service. In
traditional securities trading, settlement organizations, banks, securities company
and exchanges require to work together. However, due to the characteristics of
programmable and automated contracts, blockchain brings the benefits of the cost
reduction and the higher transmission efficiency. It avoids the tedious settlement
procedures in exchanges.

There have emerged a number of blockchain-based business applications over
the past few years, mainly in the form of finance. Blockchain-based systems like
Ethereum support the “real-time” mode in transactions. This instant arrive, fast and
accurate transaction mode makes the bank service (including cross-border transfer)
faster and safer than conventional Smart Worldwide Financial Technology (SWFT)
mode. Currently, R3CEV [8] and banks, securities and financial organizations shift
their focuses on the blockchain technologies. Three examples of these applications
include blockchain marriage, blockchain SolarCoin and Clean Water Coin (CWC).

Blockchain marriage is one of the important attempts based on open reposi-
tories, which can promote the marriages to be more transparent, free and fair.
Bigamy and cheating in marriages would not be problems with the open file
support. With this smart contract mode, the elderly caring, house buying, bear
children’s situation and other living things will be convenient and improved.

Blockchain SolarCoin is another important business application of blockchain
to fulfill the requirements of green energy. Even though the new energy was
encouraged to be exploited for many years, there is still a long way to go.
Blockchain will accelerate this step. Blockchain SolarCoin is the currency, which
has been used in solar energy generation. It was reported that the 98.5 billion
SolarCoins have been mined and used as incentives to reward the activities of solar
energy generation.

The recent important business application of blockchain is to relieve the water
crisis [9]. It was reported that there are around 1 billion people living without clean
water even fell ill or died for unsafe water in the world. Water safety and sanitation
have been a long-term world problem, especially in the undeveloped area.
Blockchain has become a promising solution to this issue. The first initiative of
CWC was designed and launched in 2015 for the clean water project. In CWC
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system, the miners are participating in the water blockchain development and
management and will donate 1% of CWC to support clean water system.

4.1.3 Digital art: record-keeping services

Record-keeping service is one important application of blockchain, in which all
blockchain data stored at each node via cryptography and hashing can provide a
paradigm-shifting improvement. Digital art means the intellectual property (IP) in
the blockchain. Art relates to the patent that defines a party owns a specific IP.
Digital art is used in the process of the digital asset protection and validation.
Another concept in digital art is the identity. In blockchain system, a digital identity
is linked to a specific user who has a unique wallet address. For realizing the digital
asset attestation, blockchain technologies of hashing algorithms and timestamping
are used to prevent the malicious modifications or attacks. For record-keeping
services, the functions of distributed data storage and blockchain attestation are
classified as digital art. Currently, digital art in blockchain system is mainly used to
realize the functions of registering IP and providing services of the data storage and
attestation.

The characteristics of redundant data backup, decentralization, immutability,
high security and privacy protection make blockchain especially appropriate for
important network data storage and management, avoiding large-scale data loss or
leakage caused by attacks or improper authorization. For example, blockchains can
safely store all types of licenses, registration forms, certificates, certifications and
records and easily prove their existence and authenticity anytime. A number of
audit firms like Deloitte have exploited blockchain to conduct audits in low-cost
and efficient real-time manners, while Factom has designed an accurate set
verifiable and irrevocable audit notarization processes and methods [10] based on
the blockchain. Similar to Bitcoin, arbitrary blockchain data can be abstracted from
hash/Merkle tree and stored in the blockchain. In addition, multi-signature in
blockchain can flexibly configure network permission of data access, for example,
it requires the private key authorization of three out of five persons to permit access
rights. Thus, network security can be guaranteed built on the consensus among
nodes and asymmetric encryption.

With the development of the cloud computing, various online file sharing and
storage services, e.g., Google Drive, Dropbox and Microsoft 365, have appeared to
enable users to free their local storage and update and access the files to/from the
remote cloud. The storage companies provide small amount of storage space and
sell the extra spaces to the users in the terms of a monthly subscription fee.
However, the management and operation of the file storage system are not very
efficient. As the monthly cost is paid in advance, users always pay more than the
cost that they need. For example, a user makes the payment for 200 GB storage, but
he actually uses only a small part of 200 GB. The blockchain system is built based
on a decentralized storage system, where each user owns a small amount of storage
space. This mechanism could be used to create a distributed sharing and storage
service with the higher resource utilization and much lower cost. The individual
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could rent out their local storage to other people to make earning. The files could be
encrypted and cannot be accessed except the user who stored them. For file storage,
blockchain has been used a secure system to store the personal health information
among different hospitals and various forms of files, e.g., documents, multimedia
and daily data.

There are two examples of digital identity services in blockchain systems:
OneName and BitID. The main objective of these two services is to validate the
identity of the users accessing a certain website. The mechanism of the identity
service is to leverage the wallet address to confirm the identity of the visitor. This
could accelerate the validation process for the website visitors, enhancing the user
experiences received, improve the security of the website resources and protect the
anonymity of the website visitors. In addition, this process could also promote the
commercial activities as the website users leveraging their wallet address to login
and could also use cryptocurrency to make the payment on the website.

Blockchain has a broad application in asset management, which can provide
the real-time control of tangible and intangible assets. By exploiting the features of
blockchain technology, e.g., non-tampering, it could achieve the higher security
and reliability in the management of intangible assets, such as IP protection and
web domain management. Furthermore, it can design unique identification to form
digital intelligent assets, such that the distributed asset authorization and control
can be achieved. For example, we can realize flexible supply chain management
and product traceability combined with the asset marking and identification tech-
nology of IoT.

Another important application of blockchain is copyright protection. The
holders of copyright write their works into blockchain and private key will help to
generate the digital signature. The public key could be used to verify the correc-
tiveness of the digital signature. Once the verification is successful, it means the
work indeed belongs to the holder for the only private key can generate the
signature. In addition, it is possible to use the hash code algorithm SHA256 to
calculate the digital fingerprint of the work and verify the copyright status through
digital fingerprint comparison. Besides, it can cover all kinds of complex ver-
ification situations by means of content based on technologies such as distributed
retrieval.

4.1.4 Security solution: network security

Blockchain has become a promising solution for network security due to its char-
acteristics of traceability, immutability and forgery prevention. It realizes reliable
information transmission over unreliable networks. To some extent, blockchain has
filled our gaps in security and reliability [11], and we have to default encryption
in 2018.

Specifically, it can ensure the network security of edge equipment through
blockchain authentication [11,12]; it realizes data sharing without privacy leakage
via data encryption authorization on the database ChainSQL; it provides multiple
data centers service through blockchain multi-active disaster tolerance database
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among all participants [13] and it guarantees that the operation records cannot be
tampered and avoids potential network attacks caused by vulnerabilities.

Nowadays, blockchain has been used to improve network security in finance,
healthcare, Internet and other major companies. The followings, but not limited to,
are some typical applications of blockchain with the purpose of emphasis on net-
work security:

e Private information protection: Engineers of the Defense Advanced Research
Projects Agency are trying to create a secure and noninvasive blockchain-
based messaging service. By applying the blockchain in secure communica-
tions, this kind of message service will be available in the near future.

e Upgrade or even replace public key infrastructure (PKI): PKI is a public key
cryptography that protects email, message applications, websites and other
communications. However, most implementations rely on centralized third-
party certification authority to issue, revoke or store key pairs, which may
compromise encrypted communication and deceive identities. Publishing keys
on blockchain can eliminate the propagation risks of wrong keys.

e Safe domain name system (DNS): DNS is the most important infrastructure in
the network, which has been centrally deployed in the world. Once it was
attacked, the networks cannot fully work well. Within blockchain-based DNS
like Namecoin, the domain name resolution services will be distributively
provided in a crowdsourcing manner. The operations on DNS increase, dele-
tion and modification will be reached consensus among all nodes in block-
chain. Therefore, DNS can be much safer with blockchain.

e Infrastructure confidence: The emerging projects like Nebulis exploit block-
chain platforms, e.g., InterPlanetary File System and Ethereum to provide the
registration and parsing services. Key services provide an opportunity for
large-scale outages; therefore, blockchain will help the Internet to trust
infrastructures.

e Fight against distributed denial of service (DDoS) attacks: Gladius, blockchain
start-up, claims that its distributed ledger system can prevent DDoS attacks by
“allowing you to connect the protection pool around you for better protection.”
In it, the dispersed network allows the user making extra bandwidth out on
loan, which “is assigned to the node and be shunted to sites under DDoS
attacks to ensure that they are at a minimum level.” In addition, blockchain can
improve the security of IoT devices from data integrity and secure digital
identity authentication to prevent DDoS attacks. There is a “CIA three prin-
ciples: Confidentiality, Integrity and Availability” role for blockchain to
improve its resilience, encryption, auditing and transparency.

However, blockchain is not omnipotent for network security. It requires to work
together with the other solutions such as firewalls and antivirus software to fight
against a variety of network attacks. Essentially, it provides security services
from data itself, while the other solutions provide the three-party software to
protect data.
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4.1.5 Blockchain government

Blockchain government, as a part of Blockchain 3.0, is one emerging application
in the near future. The idea is to provide government services with the higher
efficiency and security and much lower costs, which would remain at least as good
as that of traditionally government implementations. A large number of new and
different kinds of governance models and services would be built on blockchain.
Blockchain governance utilizes the characteristics of record-keeping service of
blockchain. Blockchain-based record keeping provides various merits to improve
the efficiency and security of governance, e.g., timestamping and high reliability.
For the governance, blockchain provides a permanent, non-tampering, reliable and
record-keeping repository. This repository could be used to store the files of the
society information, criminal records, credits and so on. Due to its high availability,
blockchain-based repository could be built as a universal record-keeping system for
the society government.

4.2 Blockchain projects and implementations

In order to demonstrate the possibility to implement the ideas of blockchain and to
determine performance characteristics, a large number of organizations and com-
panies have started to test the performance of the blockchain in various application
scenarios, such as bank transfer, land title registration and product origin tracking.
The blockchain was originally used in the areas of bank and financial sectors and
increasingly entered into other sectors, e.g., logistics, trade, e-commerce, electricity
sourcing and pricing, sports betting, [oT, farm-to-table production and government
sectors [3,14]. Up to now, the number of the financial companies and institutes that
integrated their products with blockchain has reached more than 40. Blockchain
helps these companies to save the transmission cost, avoid the potential frauds and
improve the business efficiency by getting rid of the constraints of the third parties.

All existing executions originate from the research community and industry.
There have emerged a number of blockchain projects and platforms implemented
in the world, including Bitcoin, Litecoin [15], Ethereum, Hyperledger Fabric/
Sawtooth, Corda, Ripple [16], BigchainDB [17], Quantstamp [18], Stratis [19],
Wanchain [20], Nebulas, Zilliga [21], Colored Coins [22], Decentralized
Accessible Content Chain (DACC), Open Assets [23], Counterparty [24], NXT
[25], Open Transactions [26], BitShares, Metaverse [2], Cardano, ArcBlock [27]
and EOS [28]. These ongoing and upcoming projects and platforms can be felt
under Blockchain 1.0, 2.0 and 3.0, respectively, as illustrated in Table 4.1. The
intent of Table 4.1 is to give an understanding of the mainstream projects of
blockchain and summarize their objectives and goals. In this section, we introduce
these implementations and products from industry.

4.2.1 Bitcoin

Bitcoin is the first global blockchain-based distributed platform that was designed
to work in P2P networks. The white paper of Bitcoin was published by a person



Table 4.1 Ongoing blockchain projects in the world

Blockchain Projects Focus Goals

Blockchain 1.0 Bitcoin Cryptocurrency, digital cash Building decentralized digital currency
https://bitcoin.org/
Litecoin Internet currency Enabling instant, near-zero cost payments
https://litecoin.org/

Blockchain 2.0 ~ Ethereum General-purpose Turing-complete  Own blockchain, Ethereum virtual machine
http://ethereum.org/ cryptocurrency platform
Corda Financial agreements between Offering at least five interlocking but distinct

http://www.corda.net/

Hyperledger Fabric

https://www.hyperledger.org/

Hyperledger Sawtooth

https://www.hyperledger.org/projects/
sawtooth

Ripple

https: ripple.com/

BigchainDB
https://www.bigchaindb.com/
Quantstamp
https://quantstamp.com/
Stratis
https://stratisplatform.com/
Nebulas
https://stratisplatform.com/
Zilliga

https://zilliqa.com/

DACC

regulated financial institutions
Smart contracts, building supply
chain solutions
Distributed ledgers and safe smart
contracts

Gateway, payment, exchange,
remittance network; smart con-
tract system: Codius

Blockchain database

Security-aware smart contract,
proof-of-audit

Business processes simplification
blockchain as a service

Value of blockchain data

Fast, secure and decentralized
business models
Digital content, media industry

services
Accelerating the adoption of a ledger-based
solution for cross-industry chain scenarios
Building, deploying and running distributed
ledgers

Separate blockchain

Deploying blockchain proof-of-concepts,
platforms and applications

Building security-aware blockchain software for
smart contract verification

Streamline business processes with blockchain

Building an incentive-based, self-evolving and
value-based blockchain platform

Developing secure and decentralized applications

Developing blockchain-based content

(Continues)



https://dacc.co/ platform and applications

Counterparty Overlay protocol for currency Blockchain overlay
https://www.counterparty.co/ issuance and exchange Bitcoin
Mastercoin Financial derivatives Bitcoin blockchain overlay
http://www.mastercoin.org/
NXT Altcoin mined with proof-of-stake Bitcoin blockchain overlay
http://www.nxtcommunity.org/ consensus model
BitShares Decentralized crypto-equity share  Separate blockchain
http://bitshares.org/ exchange
Open Assets Open Assets colored coin issuance Bitcoin blockchain overlay
https://github.com/ and wallet
Colored Coins Bitcoin asset marking for Bitcoin blockchain overlay
http://coloredcoins.org/ digital/physical assets

Blockchain 3.0  ArcBlock Cloud computing, self-evolving Removing application barriers
https://arcblock.io ecosystem
Cardano Cryptocurrency Evolving out of a scientific philosophy
https://www.Cardano.org/zh/home-3/ and a research-first-driven approach
EOS Enterprise operation system Delivering value through blockchain

https://eos.io/
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named Satoshi Nakamoto [29], which may also be a group of people. The first
open-source software of Bitcoin was launched in the early 2009. As of this writing,
it has been updated to version 5.0.

Essentially, Bitcoin is a kind of cryptocurrency and used as digital cash. Unlink
the traditional digital currency, which requires a centralized organization, such as
bank or financial institute, Bitcoins are generated, managed and transmitted based
on peer-to-peer networks, without any third-party intermediaries. The participants
in the P2P networks are responsible for verifying the transaction by cryptography
and recording the verified ones in a blockchain, also known as a ledger in Bitcoins.
Bitcoins are automatically generated every 10 min and are used as the rewards to
the miners, who solved complex mathematical problems in the past 10 min. Based
on the investigation conducted by the researchers in the University of Cambridge,
approximate 2.9-5.8 million users are using cryptocurrency, most of which are
Bitcoins [30]. Up to February 17, 2019, one Bitcoin is equal to $3,691.58.

The creation of Bitcoin provides a new way for the transaction on the Internet.
The full picture of Bitcoin includes several parties, system software developers,
Bitcoin miners, merchant processing services, the end users and even the mining
machine producers. Following the Bitcoin, there have been similar alternative
digital currencies that are designed and launched by exploiting the similar working
mechanism as Bitcoin, but with slight modifications in the process of the mining
and transactions. Different countries have different altitudes and policies about the
legislation of Bitcoin transaction. The opponent of Bitcoin argues that Bitcoin has
always been used in the illegal activities, such as criminal, terrorists and drug. In
addition, the mechanism of Bitcoin, e.g., mining and transaction, results in the
waste of electricity energy and the low asset security. For instance, it was reported
that the global Bitcoin mining activity has consumed between 1 and 4 GW of
electricity at the end of 2017. An approximation of $37 million of digital crypto-
currency was stolen from a South Korean exchange in June 2018. In addition, the
evidence found by US government shows that Bitcoin was used as the payment for
the Russian interference activities of the 2016 US election.

4.2.2 Ethereum

Ethereum is a blockchain-based computing platform and featured by integrating
smart contract functionality [8,31]. With the aim of providing decentralized cryp-
tocurrency service, a researcher, named Vitalik Buterin, designed and launched
Ethereum in 2013. Currently, Ethereum is the largest blockchain platform world-
wide of cryptocurrency service [32].

Ethereum leverages an approach of transaction-based state transitions to rea-
lize proof-of-transaction (proof-of-work (PoW) and proof-of-stake (PoS)). In 2014,
an online crowd sale was held to Ethereum, where the sale participants use Bitcoin
to buy Ethereum value taken (Eher). Ethereum platform went online in 2015, after
pre-mining around 11.9 million coins, which takes up 13% of all Ethereum sup-
plies. Through using the concept of presale, Ethereum fixes its Eher price to
Bitcoin, which provides a healthy environment for Ethereum development.
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Ethereum inherits and develops and expands Bitcoin, including the methodologies
of creating, storing and trading cryptocurrency, and validating and coping the block
data among multiple nodes globally. In 2016, due to the collapse of the most
notable Ethereum project, named Decentralized Autonomous Organization (DAO),
Ethereum was divided into two sub-blockchain system: the original one is called
Ethereum Classic (ETC) and the new blockchain is Ethereum (ETH) [29]. Over
2017, Ethereum currency had raised over 130 times, to over $1,400.

Compared with Bitcoin, Ethereum uses a very different method to realize
consensus. The validation period is shortened from every 10 min to every 12 s,
significantly accelerating the transaction time. Instead of using stable blocks,
Ethereum creates a new protocol named Greedy Heaviest Observed Subtree to
compute and reach consensus. In addition, Ethereum proposed a new PoW that
consists of a series of hash functions. Although Ethereum is a distributed platform,
it is managed by a nonprofit foundation, which is responsible for platform plan,
optimization and decision-making. A series of changes have been scheduling to
update and enrich the function of Ethereum platform. Therefore, Ethereum is still
in development with the aim of supporting the securer, more reliable services for
cryptocurrency.

4.2.3 Corda

Corda is a distributed blockchain ledge platform, the aim of which is to provide
financial services among financial organization with limited trusts. The underlying
technology of Corda is mainly based on Bitcoin and the upper level application
mainly focuses on banking services. The approach to develop platforms has been
derived from the specific needs of banking. It has selected the desirable char-
acteristics of blockchains like Bitcoin and Ethereum while leaving the adverse
elements that could make blockchains not appropriate for many bank use cases.

Corda was designed to solve the legal issues in the financial system such as
how to deal with the controversial contracts or agreements. Unlike Bitcoin and
Ethereum, which distribute all transactions in the network, it does not allow to copy
and share all data with all participants, even though it is encrypted. The only
sharing information is whatever the members choose is necessary.

Although, inheriting from different blockchain systems, Corda supports dif-
ferent kinds of consensus mechanism, it does not launch any cryptocurrency. The
main function of Corda is to enable financial manager or regulator to monitor nodes
and realize legitimated access to a certain data, which mean only the party that is
legal has the access to the data. In addition, Corda allows the legal parties to con-
firm the transaction to create block, which is not accessible by unrelated people
or party.

Corda is a tailor-made solution for financial institutions, which offers at least
five interlocking but distinct services, derived from blockchain but used in a
different manner, including validation, consensus, uniqueness, immutability and
authentication. These services can be selected and customized to different financial
scenarios to solve different business problems.
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4.2.4 Hyperledger Fabric/Sawtooth

Hyperledger is distributed financial blockchain platform initialized by Linux
Foundation in December 2015. The ambition of this platform is to provide an open
hub for enterprise-level blockchain projects to be developed and commercialized.
Hyperledger has implemented a variety of blockchain projects, mainly, including
the full-blown Fabric and Sawtooth.

Hyperledger Fabric is a distributed ledge platform that allows smart contracts
to be created and implemented. The key feature of Hyperledger Fabric is its mod-
ular architecture that allows different functions to be implemented in the pluggable
manner. Different from the application that is developed within a modular archi-
tecture, Hyperledger Fabric provides a plug-and-play service for function creation,
significantly speeding the design period. The smart contracts that present the sys-
tem logic are stored in the container. Digital asset and IBM are the main con-
tributors to the developments of Hyperledger Fabric.

Different from Bitcoin and Ethereum, it introduced member management
service for enterprises. A developer preview of the Hyperledger Fabric has been
released in 2016 [33]. There are two kinds of peers running for ledger protocol:
validation peers and non-validation peers. Validation peers are responsible for the
transaction validation, system consensus and ledger maintenance, while non-
validation peers are nodes that are to connect clients to validate transactions.

Hyperledger Sawtooth is an enterprise-level distributed ledger platform, which
creates, deploys and runs ledgers. The methodology of Hyperledger Sawtooth is to
realize distributed ledgers and safely implement smart contract. Hyperledger Sawtooth
provides various distributed ledger services such as asset ownership maintenance.

Hyperledger Sawtooth creates an environment that multiple institutes or
enterprises could equally make decision for a certain financial issue. Based on
different business requirements, it enables the participants to choose suitable
transmission policies, access permissions and consensus algorithms. By decoupling
the core system from the applications, Hyperledger Sawtooth significantly reduces
the complexity of developing blockchain applications. For instance, the application
developers are not required to have a lot of knowledge of the core system design.
They can choose the business rules according to their application requirements. By
decoupling the core system from the application design, Hyperledger Sawtooth
brings new features for the application developments, such as parallel execution
and access permission.

4.2.5 Ripple

Ripple is an online exchange system operated by US-based Ripple Labs Inc., pro-
viding services for cryptocurrency, commodities, fiat currency and so on. It was
designed based on a distributed open-source Internet protocol. The ambition of the
Ripple is to create a distributed platform to providing “secure, instantly and nearly
free global financial transactions of any size with no chargebacks.”

Ripple inherits a public ledger, named XRP [34]. The consensus algorithms in XRP
facilitate the implementation of the financial services in a distributed manner [35].
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Although Ripple was created by Ripple, the operation and management of the Ripple
system are consisted by the contributors from various organizations, e.g., Massachusetts
Institute of Technology, Internet operators, private companies and research institutes. As
the main technologies of Ripple coming from XRP, Ripple platform inherently supports
the cryptocurrency of XRP. Up to September 2018, XRP is ranked as the third in the
market share of cryptocurrency [36].

Research and applications have shown that Ripple system as distributed led-
gers has a number of advantages over cryptocurrencies like Bitcoin. In reality,
Ripple has been used in many banks and payment networks such as UniCredit,
UBS and Santander.

4.2.6 BigchainDB

BigchainDB is complementary to decentralized storage, processing and commu-
nication building blocks [17]. The white paper and open-source software of
BigchainDB were first launched in February 2016 and have been improving con-
tinuously ever since. Essentially, it is blockchain database with distinct database
and blockchain properties, including the high network throughput, the shorten
transaction latency, enhanced query functionality, distributed operation, decen-
tralized control and data immutability.

There are some inherent issues in its initial design. The first one is that given a
bounded subset of the nodes, the system could not handle arbitrary faults, which
means the system is not Byzantine fault tolerant (BFT) [37]. The second is that only
two nodes are charging for processing the data write in the database, which may
create the reliability issue for the whole system. And the third one is that only one
logical database exists in the system, which means the system could be easily
attacked by a malicious user through obtaining the database control.

To overcome the abovementioned issues, BigchainDB 2.0 was designed and
launched in May 2018. The updated version is a BFT system that enables the
system to be resilient to the node fails. The new system can work well with the
failures of up to a third of the nodes in the network. BigchainDB 2.0 provides
various use cases for the application developments. The application developers
could utilize and customize the services and use cases of BigchainDB 2.0, e.g.,
transaction proof and database, to meet the requirement of their business
requirements.

4.2.7 Quantstamp

Quantstamp, short for Quantstamp protocol, is a security-aware blockchain soft-
ware developed by Quantstamp company for blockchain smart contract verifica-
tion. It aims to help blockchain developers and projects around the world to
perform cost-effective security audits on their contracts. Quantstamp has designed
a publicly verifiable record to build the trust among the parties of smart contract. It
currently provides simple and quick Oyente and Mythril analyzers, with smart
contract while without special configuration, and is also exploring other analyzers
to add to the system in the future.
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Currently, Quantstamp is working on the Ethereum platform. When the
transaction is authorized, users can directly use an open interface to submit their
audit requests. The node responsible for permission in Quantstamp receives this
request and conducts the audit for the transaction. Once the audit is finished, a
publicly readable audit report together with a hash value will be created and stored
in blockchain, which can only be viewed and cannot be tampered anymore.

4.2.8 Stratis

Stratis is a distributed blockchain platform designed to facilitate the institutes or
companies to develop blockchain-based applications. Similar to the cloud com-
puting that developers can design applications without the need to have their own
physical machines, the aim of Stratis is to enable developers to design, deploy and
evaluate their blockchain-based applications without the need to have their own
network infrastructure. This reduces the costs and development complexity com-
pared with an in-house implementation.

Currently, the applications on the Stratis platform are mainly developed in C#
language and Microsoft .NET framework. These applications can call the Stratis
application programming interfaces (APIs) and framework based on their needs.
For application developers, Stratis reduces the hardware and software require-
ments, simplifies the development processes, shortens the development life cycle
and accelerates the capitalization of the blockchain applications.

It offers a solution for the fast creation of individual chains on the basis of their
own blockchain. These chains can vary in accordance with the needs of your
company and even play a popular function of the blockchain, such as Ethereum or
Lisk that can be tested individually or simultaneously.

4.2.9 Wanchain

Wanchain is a distributed blockchain platform to provide the communications
among different digital currencies. The objective of Wanchain is to establish an
online market that different digital currencies can be traded with each other. Similar
to the traditional financial organization, e.g., bank, Wanchain plans to provide
services for the digital currencies, breaking the barriers among digital currencies
and creating a global-level digital trade platform.

Through leveraging Wanchain platform, different blockchain ledgers could
communicate and exchange with each other in a distributed and secure manner. The
advanced cryptographic algorithms are used to create the protocol for cross-chain
communication. The new protocol is capable of generating a distributed ledge that
securely stores the data of both interchain and intra-chain transactions. With
Wanchain, a blockchain network, no matter it is a public or private chain, could be
linked to another blockchain ledgers and asset transfers could be exchanged among
two ledgers. For cross-chain trade, Wanchain supports both the smart contracts and
the token exchange. The working mechanism of Wanchain is similar to a traditional
bank, where an individual or institute could set up an account and receive the
financial services from Wanchain bank, such as digital currency exchange, making
payments, and transaction settlements.
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4.2.10 Nebulas

Nebulas is an incentive-based, self-evolving and value-based blockchain platform,
with the aim of providing the search service within a blockchain system. It focuses
on searches among decentralized applications, smart contracts and user’s block-
chain asset, through defining rank value, executing self-evolution and building
positive feedback for the community ecosystem.

Based on blockchain valuation mechanism, Nebulas proposes future-oriented
incentive and consensus systems, and the ability to self-evolve without forking. In
order to promote ecosystem development, a developer incentive protocol is
designed to promote the application development. The best application will be
chosen and rewarded certain amount of coins, incentivizing the developers to
design more valuable applications for the community ecosystem. With the aim of
building indexes for smart contracts, Nebulas captures the web page data and builds
up a mapping relationship between the captured data and the smart contracts to be
indexed. In addition, the developers are encouraged and rewarded to assist Nebulas
to offer search services, such as uploading the verified smart contracts, analyzing
the code semantics, generating the code indexes and realizing the search services
for the similar codes and smart contracts. In addition, it involves the activity of
smart contract standardization. With a unified standard, the smart contracts are
created, managed and implemented in a similar form and description, which could
increase the readability, efficiency and compatibility during creation and content
search of smart contracts.

4.2.11 Zilliga

Zilliqga is a novel blockchain platform designed to securely scale in an open, per-
missionless distributed network. It aims to rival traditional centralized payment
methods such as VISA and MasterCard. The core feature that makes it scalable is
sharding, which divides the network into several smaller component networks
capable of processing transactions in parallel. As a result, its transaction rate
increases as the mining network expands. As of this writing, it is being developed,
starting with a public testnet and the source code for open-source review in
December 2017.

Zilliqa leverages PoW to establish identities and perform sharding and reaches
a consensus built on Practical Byzantine Fault Tolerance (PBFT) among partici-
pants. Furthermore, its unprecedented throughput implies that the processing fee
per transaction can be very low. For current popular blockchains, participants ought
to compete for the few transactions processed per second. As a result, transactions
with low or insufficient fees experience delays in processing. Such issues will be
significantly alleviated in Zilliga as the number of transactions processed per sec-
ond becomes several hundred more and beyond.

Zilliga can support a smart contract platform with a formally verifiable lan-
guage that is sharding-friendly, i.e., it will allow users to compute programs in
parallel, harnessing the full computational capacity of the mining network. For
instance, it will allow users to build distributed advertising networks and
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decentralized exchanges, conduct parallel auctions and deploy MapReduce-style
trading algorithms, run a shared economy, etc.

4.2.12 Decentralized Accessible Content Chain

Decentralized Accessible Content Chain [38], referred to as DACC, has been
considered as the first content-based blockchain in digital media industry with
unique blockchain infrastructure and full developer tools. It aims to place content
creators back to the center of the stage, eliminate the intermediaries that cause
unnecessary friction of content creation and also to develop a modular-based
decentralized file system plugged in other public chains.

The developed distributed file system is characterized by identity and access
management (IAM), public chain and development tools and enables all users and
content creators to store and manage their data in a secure manner. The public chain
is based on network IAM system, delegated proof of stake (DPoS)/verifiable ran-
dom function (VRF) consensus and virtual machine. It has revolutionized the
digital content and media industry and empowered the content creators in the long
run. IAM can guarantee that the authenticated members can visit the content that is
open to them, and both user authentication and authorization are under the control
of content creators. The incentive mechanisms have been designed to incentivize
more and more content creators, governors and users to devote oneself to the
development of DACC. In addition, a series of tools have been developed to enable
all users and entities to build various content-related applications.

DACC will revolutionize the digital media economy by innovative technology,
distributed global community and special token model and reward system, which
will finally empower real creators in the digital media industry.

4.2.13 Cardano

Cardano has been considered an emerging distributed Blockchain 3.0 platform
evolved out of scientific philosophies. Nowadays, it becomes more and more
intelligent and is with more functions than existing platforms for introducing
multilayer protocols and smart contracts to it.

Cardano has proposed a PoW-based Ouroboros consensus [39] to allow all
participants to reach agreements. This consensus eliminates additional resource
consumption at individual nodes, enabling its large-scale potential applications. In
addition, it develops precise cryptocurrencies characterized by distribution and
cryptography to protect user privacy.

Cardano has performed advanced functions with its multilayer protocols and
introduced a settlement layer, linking to control layer that runs smart contracts, to
execute basic operations. In order to fulfill the ever-growing requirements, a soft-
ware update will be developed and is available to all users on the web.

4.2.14 ArcBlock

ArcBlock is an extensible, scalable and easy-to-use Blockchain 3.0 platform
designed to run in the cloud natively or on a single computer. The primary purpose



Table 4.2 Comparisons among blockchain platforms

Blockchain Permissioned Data model Consensus Smart contract Database Digital currency
platforms mechanism protocol

Bitcoin Public Transaction-based PoW - Level DB Bitcoin
Ethereum Public Account-based PoW/PoS Solidity/Serpent Level DB Ethernet coin
Corda Consortium Transaction-based Raft Java/Kotlin Relation DB -
Hyperledger Fabric Consortium Account-based PBFT/SBFT Go/Java LevelDB/CouchDB  —
Hyperledger Sawtooth  Public/Consortium  Account-based PoET Python - -

Ripple Public Account-based RPCA - RocksDB/SQLite XRP
BigchainDB Consortium Transaction-based Quorum Voting Crypto-conditions Rethink/Mongo DB —

Quantstamp Public - - Solidity Level DB QSP token
Stratis Public Transaction-based Raft C# Relation DB STRAT
Wanchain Public Account-based PoS Solidity/Serpent Level DB Wancoin
Nebulas Public Transaction-based Raft Java/Kotlin Relation DB NAS tokens
Zilliqa Public Account-based PoW/PBFT Scilla Relation DB ZIL

DACC Public Transaction-based DPoS/VRF Java/Kotlin Relation DB DACC tokens
Cardano Public Account-based Ouroboros Java/Kotlin Relation DB ADA
ArcBlock Public Transaction-based ~ Algorand Java/Kotlin Relation DB ABT
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is to remove the blockchain application barriers, mainly referring to friendliness to
consumers, cost, lock-in platform and lack of features. It not only provides users
with the necessary components but also designs advanced business rules for
blockchain applications.

ArcBlock introduces a suite of revolutionary technologies like cloud comput-
ing to fulfill the requirements of mainstream blockchain applications. Different
from its predecessors, ArcBlock is a self-evolving and reusable service, not just
acts as a software package or a series of APIs. It serves as a bridge between the
existing systems with blockchain networks, enabling automatic business transac-
tions related to the current platforms. Being an incentive-based system, ArcBlock
enables miner nodes in the world to share infrastructures and thus provides reusable
elements and novel services to all users. It will reward all participants who provide
resources or services to the platform.

In addition to cloud computing, ArcBlock introduces Blocklet, which is a
clever combination of the latest technologies like serverless computing and
microservice framework, into blockchain. It is an advanced application protocol
executed on all platforms in different languages and can provide better service
performance with its native platform.

Currently, ArcBlock is open to public by introducing the open chain access
protocols. Developers can estimate all blockchain protocols without restriction.
This protocol enables novel blockchain platforms to be implemented with emerging
technologies. In addition, it allows a variety of applications to run on multichain
blockchain, greatly increasing the quality of experience (QoE) of users.

Generally, current blockchain platforms are built on several prerequisites,
which directly determine their application space [1,40—47]. In order to facilitate
understanding of them, we summarize their prerequisites, eclaborated in
Table 4.2, including permissioned mechanism, data model, consensus protocol,
smart contract, database and digital currency. Current blockchain platform
technologies are limited in scope and fall short of meeting the requirements of
global-scale distribution platforms that enable the programmable economy and
society. Notice that each blockchain platform has its inherent advantages and
disadvantages, it is hard to say whether a blockchain platform is good or not in
reality. Therefore, we should make a trade-off between the deployment cost and
the desired performance to develop suitable blockchain platforms for real-world
applications.

References

[1] Pilkington M. Blockchain technology: Principles and applications; 2016.

[2] Tapscott D and Tapscott A. Blockchain revolution: How the technology
behind Bitcoin is changing money business and the world; 2016.

[3] Wilkinson S, Boshevski T, Brandoff J, et al. Storj a peer-to-peer cloud sto-
rage network; 2014.



(4]

(3]
(6]
(7]

(8]
(9]

[10]

[11]

[12]

[13]

[14]

[15]
[16]
[17]
[18]

[19]
[20]

(21]
[22]

(23]

Blockchain applications, projects and implementations 83

Lei A, Cruickshank H, Cao Y, et al. Blockchain-based dynamic key man-
agement for heterogeneous intelligent transportation systems. IEEE Internet
of Things Journal. 2017;4(6):1832—-1843.

Mougayar W. The business blockchain: Promise, practice, and application of
the next Internet technology. John Wiley & Sons; 2016.

Walport M. Distributed ledger technology: Beyond blockchain. UK
Government Office for Science; 2016;1. p. 1-88.

Ren Z, Cong K, Aerts T, et al. A scale-out blockchain for value transfer with
spontaneous sharding. In: 2018 Crypto Valley Conference on Blockchain
Technology (CVCBT). IEEE; 2018. p. 1-10.

Cachin C. Blockchains and consensus protocols: Snake oil warning. In:
European Dependable Computing Conference; 2017.

Zheng Z, Xie S, Dai HN, ef al. Blockchain challenges and opportunities:
A survey. International Journal of Web and Grid Services. 2018;14
(4):352-375.

Courtois NT. On the longest chain rule and programmed self-destruction of
crypto currencies. arXiv preprint arXiv:14050534. 2014.

Bag S, Ruj S, and Sakurai K. Bitcoin block withholding attack: Analysis and
mitigation. IEEE Transactions on Information Forensics and Security.
2016;12(8):1967-1978.

Xiong Z, Feng S, Niyato D, et al. Optimal pricing-based edge computing
resource management in mobile blockchain. In: 2018 IEEE International
Conference on Communications (ICC). IEEE; 2018. p. 1-6.

Herbaut N and Negru N. A model for collaborative blockchain-based
video delivery relying on advanced network services chains. IEEE
Communications Magazine. 2017;55(9):70-76.

Gilad Y, Hemo R, Micali S, ef al. Algorand: Scaling byzantine agreements
for cryptocurrencies. In: Proceedings of the 26th Symposium on Operating
Systems Principles; 2017. p. 51-68.

www.coinmarketcap.com. [cited 2017 Nov 12]. Available from: https://
coinmarketcap.com/coins/views/all/.

Schwartz D, Youngs N, Britto A, et al. The Ripple protocol consensus
algorithm. Ripple Labs Inc. White Paper. 2014;5(8).

McConaghy T, Marques R, Miiller A, et al. BigchainDB: A scalable
blockchain database [White Paper], BigChainDB; 2016.

Quantstamp. The protocol for securing smart contracts [White Paper]; 2017.
Available from: https://quantstamp.com/.

Stratis. [White Paper]; 2018. Available from: https://stratisplatform.com/.
Wanchain. [White Paper]; 2017. Available from: https://www.wanchain.
org/.

Zilliqa. The Zilliga project: A secure, scalable blockchain platform [White
Paper]; 2018. Available from: https://zilliga.com/.

Colored Coins. [Technical White Paper]; 2018. Available from: http://col-
oredcoins.org/.

Open Assets. [White Paper]; 2018. Available from: https://github.com/.



84
[24]

[25]
[26]

[27]
(28]

[29]
[30]

[31]
[32]
(33]
[34]

[35]

[36]

[37]

[38]

[39]

[40]
[41]

[42]

[43]

[44]

Blockchains for network security

Counterparty. [White Paper]; 2018. Available from: https://www.counter-
party.co/.

Nxt. Whitepaper: Nxt. Wiki; 2018. Available from: https://nxtwiki.org.
Odom C. Open-Transactions: Secure contracts between untrusted parties
[White Paper]; 2016. Available from: https://github.com/Open-Transactions.
ArcBlock. [White Paper]; 2017. Available from: https://www.arcblock.io/en/.
EOS: Enterprise Operation System. [White Paper]; 2019. Available from:
https://eos.io/.

Nakamoto S. Bitcoin: A peer-to-peer electronic cash system; 2008.
Nakamoto S. Re: Bitcoin P2P e-cash paper. The cryptography mailing list;
2008.

Christidis K and Devetsikiotis M. Blockchains and smart contracts for the
Internet of things. IEEE Access. 2016;4:2292-2303.

Buterin V. Ethereum 2.0 mauve paper; 2016.

Androulaki E, Barger A, Bortnikov V, et al. Hyperledger Fabric: A dis-
tributed operating system for permissioned blockchains. In: Proceedings of
the thirteenth EuroSys conference; 2018. p. 1-15.

Poon J and Dryja T. The Bitcoin lightning network: Scalable off-chain
instant payments; 2016.

Wang W, Hoang DT, Hu P, ef al. A survey on consensus mechanisms and
mining strategy management in blockchain networks. IEEE Access.
2019;7:22328-22370.

Cachin C and Vukolic M. Blockchain consensus protocols in the wild. arXiv
preprint arXiv:1707.01873. 2017.

Tschorsch F and Scheuermann B. Bitcoin and beyond: A technical survey on
decentralized digital currencies. IEEE Communications Surveys and
Tutorials. 2016;18(3):2084-2123.

Decentralized Accessible Content Chain (DACC). [White Paper]; 2018.
Available from: https://dacc.co/.

David BM, Gazi P, Kiayias A, et al. Ouroboros Praos: An adaptively-secure,
semi-synchronous proof-of-stake protocol. IACR Cryptology ePrint Archive.
2017;2017:573.

Sawtooth documentation; [cited 2018 Dec 12]. Available from: https://goo.
gl/izmMYn/.

Antshares. Antshares: Digital assets for everyone [White Paper]; 2016.
Available from: https://www.antshares.org.

Suankaewmanee K, Hoang DT, Niyato D, et al. Performance analysis
and application of mobile blockchain. In: 2018 International Conference
on Computing, Networking and Communications (ICNC). IEEE; 2018.
p. 642-646.

BitGo. The challenges of block chain indexing; 2015. Available from: https://
blog-archive.bitgo.com/the-challenges-of-blockchain-indexing/.

Back A, Corallo M, Dashjr L, et al. Enabling blockchain innovations with
pegged sidechains. 2014;72. http://www.opensciencereview.com/papers/
123/enablingblockchain-innovations-with-pegged-sidechains.



Blockchain applications, projects and implementations 85

[45] Zhang Y and Wen J. The IoT electric business model: Using blockchain
technology for the Internet of things. Peer-to-Peer Networking and
Applications. 2017;10(4):983-994.

[46] Sidhu J. Syscoin: A peer-to-peer electronic cash system with blockchain-
based services for e-business. In: 2017 26th International Conference on
Computer Communication and Networks (ICCCN). IEEE; 2017. p. 1-6.

[47] Bruce J. The mini-blockchain scheme rev 3. Online, July. 2014.



This page intentionally left blank



Chapter 5
Blockchain for Internet of Things

Xu Wang], Xuan Zha’, Guangsheng Yu'!, Wei Ni* and
Ren Ping Liu’

Internet of Things (IoT) technology is digitizing the physical world by connecting
enormous and heterogencous devices and unleashing great economic benefit.
However, data privacy, security and trust issues in current solutions are seriously
limiting the adoption of IoT applications. Blockchain, a decentralized and tamper-
resistant ledger, maintains consistent and immutable blocks of data at different
servers and has the potential to tackle the security concerns in IoT applications.
Inherent features in [oT, such as the massive [oT devices, heterogeneous IoT net-
works, limited battery, low computing power and communication bandwidth, make
it hard to directly adopt blockchain technology in IoT application. This chapter
presents a comprehensive survey on existing blockchain and IoT technologies and
emphasizes on the challenges and limitation. Current studies, projects and designs
on Blockchain-IoT systems are introduced and compared to illustrate the feasibility
of the integration of blockchain and IoT. Blockchain technologies that can poten-
tially address the critical challenges in IoT applications and suit the features of the
same are identified with potential adaptations and enhancements elaborated on
blockchain data structures, key blockchain technologies and consensus protocols.
Future research directions of blockchain are collated for effective adoption in IoT
applications.

5.1 Introduction

IoT is set to ubiquitously connect a huge number of devices (embedded with
sensors and actuators) to the Internet, digitizing the physical world into computer-
based data systems [1,2]. It is poised to transform human life and unleash enormous
economic benefits by providing fine-grained control and efficiency [3]. A pro-
mising development has been foreseen with an expected global economic impact of
more than $11 trillion by 2025 [4]. The potential benefits of [oT would come at
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a cost of exposure to new threats and attacks. Data integrity is particularly vul-
nerable in IoT (e.g., to tampering), given the sheer scale and volume of IoT devices,
nonhomogeneous network structure, limited device computing power as well as the
immense volume of data generated across the networks [5].

Traditional security mechanisms alone, such as cryptographic techniques [6],
are not enough to preserve data integrity in this enormous scale, thus seriously
restricting the adoption of IoT in the future. Particularly, IoT suffers from the lack
of a solid base on security and integrity. The Internet, on which IoT is based, is
inherently insecure, where data security was an afterthought in the design as can be
evident from continual patches and manual handling [7]. Moreover, IoT has a
substantially different architecture from the Internet, extending network con-
nectivity and computing capability to objects with limited computing power, such
as sensors and throw-away items, and allowing these devices to generate, exchange
and consume data with minimal human interventions [8]. Simply extending com-
putationally demanding and costly Internet security solutions to IoT is neither
scalable nor practical [3].

Being a distributed, incorruptible and tamper-resistant ledger database,
blockchain has the potential to address the critical security issues of IoT, particu-
larly on data integrity and reliability [9]. Blockchain allows software applications
to send and record transactions/events in a trustworthy and distributed (peer-to-peer
(P2P)) manner. Blockchain is rapidly gaining popularity and used extensively for
applications, including smart contracts [10], distributed storage [11] and digital
assets [12]. The potential applications of blockchain in IoT include recording
events (such as temperature, moisture or location changes) and creating tamper-
resistant ledgers that are readable only to certain parties, e.g., specific participants
in a supply chain.

With blockchain technologies, the security requirement of IoT can be fulfilled
[13]. The following prominent features of blockchain can contribute to the integrity
of IoT applications and so enhance the [oT security:

e  Decentralization: The P2P network setting of blockchains is inherently suited
for IoT networks that are typically distributed, for example, blockchain in
vehicular ad hoc network (VANET) [14,15]. Blockchains can record transac-
tions between multiple parties without central coordination. This can provide
flexible network configurations and reduce the risks of single-point failures.

o Integrity: Blockchains are able to keep transactions permanently in a verifiable
way. Specifically, the signatures of the senders in transactions can guarantee
the integrity and non-repudiation of the transactions. The hash chain structure
of blockchains ensures that any recorded data cannot be updated, even partly.
The consensus protocols of blockchains can guarantee valid and consistent
records. The protocols can also tolerate failures and attacks, e.g., attackers with
less than 1/2 hash power in proof-of-work (PoW), or less than 1/3 of nodes in
practical Byzantine fault tolerance (PBFT) consensus protocol [16]. All these
are critical to [oT applications, where IoT data can be generated and processed
by heterogeneous devices or in heterogeneous network environments.
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e  Anonymity: Blockchains can use changeable public keys as users’ identities to
preserve anonymity and privacy [17]. This is attractive to many IoT applica-
tions and services, especially those that need to keep confidential identities and
privacy [18].

Interests in applying blockchain to IoT networks have already emerged in
academia and industry, with the goal of providing security [19-25]. In this sense,
cloud can provide distributed storage for IoT applications, while blockchain can
secure the integrity of the storage and prevent data tampering. Blockchain and
cloud can be integrated as blockchain-based distributed cloud [26].

However, existing blockchain technologies can be inefficient for IoT applica-
tions, due to the aforementioned massive deployment of IoT devices, non-
homogeneous network structure with strong partitioning and subsequently huge
sensory data and demands for high capacity in blockchain (i.e., high transaction or
block generation speed) [27]. Particularly, physical characteristics of IoT devices
and networks, such as limited bandwidth and connectivity, nontrivial network
topology and unpredictable link delays, can cause discrepancy or inconsistency
between the records maintained in a distributed fashion at different locations. In
fact, the record generation speed needs to be restrained by the propagation speed of
blocks that are the data units of blockchains. Existing blockchain technologies,
which nearly unexceptionally operate at the application layer and neglect these
physical aspects of networks and devices, substantially reduce the block generation
speed to be far slower than the propagation, thus resulting in inefficient uses of
blockchain.

In this chapter, we investigate the key challenges and the benefits of block-
chain in IoT applications. The state-of-the-art blockchain technologies in terms of
consensus protocols and data structures are analyzed. The limitations of the current
blockchain technologies for IoT applications, as well as future potential research
directions, are presented.

The rest of this chapter is organized as follows. In Sections 5.2 and 5.3, the
preliminaries on IoT and blockchain are presented, respectively. Section 5.4 ela-
borates on the current applications of blockchain to IoT, including the structure of
blockchain-based IoT applications, potential blockchain designs and security
issues. In Section 5.5, we compare representative designs of blockchain and discuss
their suitability for IoT applications. Future directions of blockchain research for
IoT are pointed out in Section 5.6, followed by conclusion in Section 5.7.

5.2 Limitations of IoT security

IoT network prevails with its ability to interconnect numerous devices possessing
various sensing and computing abilities with little human interventions [28].
Sensing and actuating devices form heterogeneous IoT networks to provide various
applications. Typical [oT applications include smart home, smart transport, eHealth
and smart grid [29].



90  Blockchains for network security

A typical IoT architecture consists of perception, networking, service and
interface layers from bottom to top [30]. The perception layer, also known as the
sensor layer in other [oT architectures summarized in [31], consists of sensors and
actuators collecting and processing environmental information to perform functions,
such as querying temperature, location, motion and acceleration. The perception
layer is an indispensable part of a variety of loT applications [29]. Various types of
end devices can be adopted in the perception layer to bridge the physical and digital
worlds. Typical end devices include Radio-Frequency IDentification (RFID), wire-
less sensors and actuators, Near-Field Communications (NFC) and mobile phones.
For example, RFID tag is a small microchip attached to an antenna. By attaching
RFID tags to objects, the object can be identified, tracked and monitored during
logistics, retailing and supply chain. The networking layer is responsible for con-
necting other smart things, network devices and servers. The service layer creates
and manages specific services to meet the loT application requirements. The inter-
face layer facilitates data use interactions with objects for specific applications [30].

5.2.1 Characteristics of loT

IoT applications have the potential to affect every aspect of the human daily life.
They can be classified into the following four domains: transportation and logistics,
healthcare, smart environment (including smart home) and personal and social
applications [32]. The end devices, communication and networking technologies
differ to meet targets and demands of various applications. The following are two
main aspects that differ among applications.

e Mobility versus stable topology: The topology of IoT applications can vary
with different speed. The typical applications with stable and mobile topolo-
gies are smart home and VANETS for transportation application, respectively.
Most devices in smart home are stable and consist a stable network topology,
while vehicles move rapidly and lead to time-varying topologies. The mobility
of the end devices makes the network connectivity unpredictable and entities
management challenging [33].

e Low-cost versus high-capacity performance: IoT devices are heterogeneous
with different hardware platforms and abilities. One type of IoT devices is
sensors with tiny size and limited resources for processing, communication and
storage. Such devices are typically low cost and thus can be widely deployed in
large scales to measure temperature, pressure, humidity, medical parameters of
human bodies, and chemical and biochemical substances [34]. They typically
communicate in wireless ad hoc or mesh networks such as ZigBee [35]. Such
sensors are often powered by limited battery, making limited energy a major
concern. Recently, new communication technologies, e.g., NB-IoT [36], have
been proposed to extend the lifetime of sensors, but sensors are still limited in
process, communication and storage abilities. Another type of loT devices can
be more expensive and more powerful, such as mobile phones and vehicles.
They have large battery and stronger capabilities of computing and storage.
Hence, such kind of devices can contribute to higher capacity.
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Implemented with heterogeneous end devices and different protocols, IoT
networks have some common loT-specific characteristics as follows:

e Enormous number of nodes and big IoT data: The number of IoT devices will
continuously increase. The number of connected devices in IoT is expected to
increase up to 20.4 billion by 2020 [37]. IoT faces not only a large number of
nodes but also growing demand for capacity, as numerous end devices sense
and collect mass data.

e Decentralization: Decentralization and heterogeneity are the two major char-
acteristics of IoT [38]. Decentralization is essential given the large number of
IoT nodes, such as in the smart city, because the data to be processed at the
same time are considerably huge [39]. [oT devices collect, process and store
data in a decentralized manner. Decentralized algorithms in IoT, e.g., cluster-
ing algorithms in wireless sensor network and decentralized computing, can
contribute to the capacity and scalability of IoT [39].

e Unstable and unpredictable connections: The unstable and unpredictable con-
nections of [oT devices are not only caused by the mobility and the sleep/idle
mode of IoT devices but also typical unreliable wireless links to IoT devices
[40]. As a result, an IoT network may divide into disconnected partitions and
the partitions can vary with time.

5.2.2  Security analysis on loT

Specific characteristics of [oT make data security a severe problem in IoT [32]. First,
many [oT devices are deployed in human unfriendly and unattended areas, and it can
be impossible to keep an eye on the huge number of devices all the time. This makes
devices vulnerable to multidimensional harms [41]. For example, adversaries may
physically capture and control these devices to invade IoT networks [42]. Traditional
security mechanisms [43], such as the asymmetric encryption, are computationally
demanding for IoT devices with limited abilities. Data from sensors can be stored,
forwarded and processed by many different intermediate systems, which increases
the risk of being tampered and forged. The unreliable and open wireless channels
with broadcast nature bring additional risks to data security. The complexity of the
IoT system further increases the abovementioned vulnerabilities [44].

The following summarizes the typical attacks on IoT networks from the bottom
layer to the top [45].

5.2.2.1 Attacks to end devices

Adpversaries physically capture and control the nodes via node capture attacks. The
secret information stored in the captured nodes, such as keys and certificates,
become visible to the adversaries [42]. The adversaries can further utilize the
captured information to pretend as legitimate nodes and perform other attacks, such
as the false data injection attack [46].

5.2.2.2 Attacks to communication channels

Adversaries may eavesdrop on and interfere with transmitting channels, exploiting
the broadcast nature of radio. If signals are not encrypted, the adversaries can
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readily obtain the information. Even if the signals are encrypted, the adversaries are
still able to analyze the streams of signals and infer private information, such as the
locations of the sources or destinations [47]. The adversaries can also interfere and
even jam the wireless channels by sending noisy signals [48].

5.2.2.3 Attacks to network protocols

By exploiting the vulnerabilities of network protocols, the adversaries can launch
Sybil attack, replay attack, man-in-middle, blackhole, wormhole attacks and so on
[49]. For example, a Sybil device impersonates several legitimate identities in IoT
systems. Such attacks would compromise the efficiency and accuracy of voting
mechanism and multipath routing protocols [49].

5.2.2.4 Attacks to sensory data

IoT networks can communicate by using ad hoc protocols, i.e., messages are
transmitted hop-by-hop till reaching their destination. This provides the adversaries
opportunities to tamper data or inject false data. An adversary, as a forwarder, can
tamper and forward the messages to other nodes, known as data tampering [18].
Authentication algorithms are deployed to prevent the data tampering. False data
injection attack refers that adversaries send false data across the targeted network
with legitimate identities [46]. Once the false data are accepted, IoT applications
may return erroneous instructions or provide wrong services, compromising the
reliability of IoT applications and networks. For example, the traffic congestion
may aggravate if vehicles accept false road assistant messages. False data injection
attacks can hardly be prevented by authentication algorithms.

5.2.2.5 Denial-of-service (DoS) attack

The denial-of-service (DoS) attack represents a category of attacks, which exhaust
resources and congest services of IoT systems [48]. For example, a sleep depriva-
tion attack [50] is to break the programmed sleep routines and keep devices or
nodes awake all the time until they are out of battery power supply. IoT devices
have limited network and communication resources, and thus the DoS attacks
can be catastrophic. Such attacks exhaust the limited energy of sensory nodes,
reduce the network connectivity, paralyze the entire network and reduce network
lifetime [50].

5.2.2.6 Software attacks

Software attacks refer to a series of attacks that utilize backdoors of software to
modify software and control operations [51]. Typical software attacks include
malicious virus/worm/scripts [51]. Intrusion detect system and other traditional
Internet security mechanisms are used to tackle the software attacks [52].

Security is a critical concern to IoT applications. Particularly, the integrity of
IoT data and devices, e.g., sensor readings and actuator commands, is the basic
guarantee for securing IoT operations. Effective mechanisms need to be designed
to protect loT communications for confidentiality, integrity, authentication and
nonrepudiation of information flows [53]. The IoT devices need to be identified to



Blockchain for Internet of Things 93

ensure the data integrity from the origin, which conventionally relies on trusted
third parties, e.g., identity provider [54]. The authentication and encryption algo-
rithms are used to protect the confidentiality and integrity of IoT data [55]. After
the sensory data are sent to the data storage, the data security relies on the data
storage service [56].

5.3 Existing blockchain technologies

Blockchain provides decentralized data storage service with a tamper-resistant
ledger consisting of blocks chained in serial in distributed networks. It can record
and secure transactions or transactional events using cryptography [57]. The first
blockchain was proposed by Satoshi Nakamoto in 2008 [58] and implemented in
2009 as the enabling technique for the proliferating cryptocurrency—RBitcoin [59].

Blockchain records data in a secure and distributed manner. The basic unit of
records in blockchain is the transaction. Each time a new transaction is generated, it
is broadcasted to the entire blockchain network. Nodes receiving the transaction
can verify the transaction by validating the signature attached to the transaction and
mine verified transactions into cryptographically secured blocks. Such nodes are
known as block miners (or miners for short). To allow a miner to create a block, a
consensus problem needs to be solved in a distributed manner. The miners that
manage to solve the consensus problem broadcast their new blocks throughout the
network [60].

Upon the receipt of a new block, the miners yet to be able to solve the con-
sensus problem append the block to their own chains of blocks locally maintained
at the miners, after all the transactions enclosed in the block are verified and the
block is also proven to provide the correct answer to the consensus problem. The
new block contains a link to the previous block in the chains, as shown in
Figure 5.1, by exploiting cryptographic means. All miners can synchronize their
chains on a regular basis, and specific terms are defined to ensure the consistent
ledger shared across the distributed network, e.g., Bitcoin blockchain only keeps
the longest chain, in the case where there is discrepancy among the chains.

In the following, more detailed descriptions are provided on these key com-
ponents of blockchain, i.e., the data structure, the consensus protocol, smart con-
tracts and the security analysis on blockchain.

----- S O I 5 s A T S—
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Figure 5.1 Blockchain data structure
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5.3.1 General data structure

As the basic units in blockchain, transactions are the records of events observed by
the miners in the network. A cryptographic private key is used to sign a transaction.
The resultant signature is attached to, as an integral part of, the transaction, pro-
viding a mathematical proof that the transaction comes from the owner of the
private key. The public key, corresponding to the private key, is known to miners
for verifying the genuineness of the transaction. It can be achieved via using the
public key as the source address in the transaction, preloaded the public key at all
miners, or attached the public key and the digital certificate of the public key to the
signatures for transmission. Powered by cryptography, the transaction binds an
event and its initiator without doubt. Transactions were first used in Bitcoin to
capture the financial interactions between two financial parties [58]. Transactions
have also been used to elaborately assign the ownership rights and realize pro-
grammable events [61,62].

An ordered, backward-linked list of blocks is maintained, as a local record of
transactions, at every miner of a network [63]. Being the element of the ledger,
every block encapsulates a batch of verified transactions. Every block also has a
header containing a link to the parent (previous) block (which is the hashed value of
the parent block, e.g., in Bitcoin blockchain), and an answer in response to the
consensus problem. The block header may contain other fields, such as timestamp,
depending on specific demands. Each block is uniquely identified by a hash value,
generated using the cryptographic hash algorithm on the header of the block.

The sequence of hash operations, which link each block to its parent block,
creates a tamper-resistant chain that can trace back all the way to the first block
ever created. In this way, blocks are chained together to act as the ledger at every
individual node, as shown in Figure 5.1. Note that the link to the parent block is
inside the block header and thereby affects the current block’s hash value. To
modify one block in an available chain, the following blocks, including the child
and grandchild blocks, would all need to be recalculated to meet all relevant con-
sensus problems. However, such recalculation is meant to be prohibitive, e.g.,
requiring intractable computations in the Bitcoin blockchain. Moreover, the exis-
tence of long chains of blocks further secures the intractability of tampering in
practice and constructs tamper-resistant ledger. The locally maintained chains of
blocks are regularly compared and updated across the network [64]. Only one
chain, e.g., the longest chain in the Bitcoin blockchain, is publicly accepted to be
the ledger of the entire system, and all the locally maintained chains are updated
accordingly.

The block header also includes a field that contains information of all trans-
actions in the current block, e.g., the Merkle root in the Bitcoin blockchain [65].
Typically, a Merkle tree [66] is built with transactions as leaves, to improve storage
efficiency in a block. The Merkle tree has the tree structure in which every leaf
node is a transaction and every non-leaf node is the hash of its child nodes, as
shown in Figure 5.2. The root of the tree is named “Merkle root.” By using the
Merkle tree, peers in the Blockchain network can confirm whether a transaction has
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Figure 5.2 Transactions are hashed in a Merkle tree [58]

been mined into a block by verifying the hash of the corresponding branches rather
than the transactions mined in the block; or in other words, the entire Merkle tree.
By this means, the requirement of storage, memory and network capacity can be
highly reduced.

Transactions and blocks are spread and verified across the network (in a P2P
manner) to form distributed consensus. Take Bitcoin, for example. When a node
generates a valid transaction, the node sends an inventory (inv) message containing
the hash of the transaction (TXID), instead of actual transaction data, to all of its
neighbors. Neighbors who do not have this transaction respond to the sender.
Accordingly, the transaction is transmitted to those neighbors. Once the transaction
has been successfully verified, it is further spread to their subsequent neighbors.
This progress continues until the entire network receives the transaction.

5.3.2 Byzantine Generals’ Problem and consensus protocol

A fundamental theory that blockchain exploits extensively is Byzantine Generals’
Problem [67]. The Byzantine Generals’ Problem is an agreement problem first
generalized in [68]. The problem describes the case that peers try to reach a con-
sensus, while traitors among the peers may betray the others and prevent them from
reaching the consensus. Possible strategies of the betrayers include ignoring mes-
sages, providing fake messages, forging messages of others and “two-face” beha-
vior [69], i.e., a node sends conflicting opinions to different nodes. These strategies
can lead to Byzantine failures in networks that require consensus [68].

The Byzantine fail mode is the worst failure mode that distributed servers can
fail [69]. The failure modes include authentication-detectable Byzantine failures
[70] that Byzantine faulty servers forging are detectable with authentication
mechanism; performance failures [71] that servers have to deliver correct results
but may be early or late; omission failures [72] that service requests are subject to
late service responses; crash failures [68] that a server does not respond to any
requests; and fail-stop failures [73] that the state of the server exhibiting crash
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failures can be detected by other correct servers. The double-spending attack, a type
of “two-faced” attack [69], also belongs to the Byzantine failure. The attackers of
double-spending attacks are betrayed commanders in the Byzantine Generals’
Problem [68].

There is a large body of research on replication techniques to tolerate
Byzantine failures and implement highly available systems, where, however,
most research on replication was focused on techniques that tolerate benign faults
[74-76]. Earlier Byzantine agreement protocols [68,77] employed signaling
expensive recursive confirmations to gain a whole picture of systems before sol-
ving the Byzantine Generals’ Problem. The communication overhead of the pro-
tocols is so high and typically exponential to the number of peers [78]. Without
assumptions about the behavior of faulty processes, techniques that tolerate
Byzantine faults, such as BFT in [68], can provide a potential solution to block-
chain. A popular technique is state machine replication that is a general method for
implementing a fault-tolerant service by replicating servers and coordinating client
interactions with server replicas [79].

Consensus protocols, the key of Blockchain to maintain a distributed and
consistent ledger without centralized coordination, provide solutions to Byzantine
Generals’ Problem in blockchain [80]. Consensus protocols define the law of block
generations and block selections. Miners in a blockchain network mine blocks by
solving the consensus problem, which prevents any of potentially adversarial
participants or compromised miners from hijacking the block generation process.
The consensus problem can be announced by blockchain service providers, or also
be generated in a distributed manner following a globally agreed criterion. For any
miner, a consensus problem can be locally developed on the basis of the last pub-
licly accepted block in the blockchain, the block/transaction that the miners trying
to mine and the complexity requirement of the problem specified within the last
consistent block of accepted blockchain. Moreover, the miners are also able to
verify each other’s blocks based on their blocks and the predefined criterion.

Consensus protocols in open access networks allow unverified and untrust-
worthy miners to mine blocks without the requirement of verifying their identities.
Such kind of blockchain is known as public blockchain. The typical consensus
protocols of public blockchain, i.e., blockchain in open access networks, include
PoW adopted by Bitcoin, and proof-of-stake (PoS) adopted by Peercoin [81].
However, independent miners can still produce different blocks at the same time,
causing disruptions in the growth of blockchain. These disruptions are known as
fork, i.e., the locally maintained chains of blocks become inconsistent between
different nodes [82]. Moreover, a large number of miners expend their resources for
mining over the same transactions, leading to considerable energy waste and delay.

The other kinds of blockchains are private blockchain or permissioned block-
chain, i.e., blockchain in permissioned networks [83], where authenticated parti-
cipating miners notify each other in a P2P fashion of their observations of
transactions. BFT algorithms [68] can be exploited at every miner to synthesize
their own observations and those of the others, producing consistent blocks in a
distributed manner.
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5.3.3  Security analysis on blockchain

Blockchain attracts attentions for its highly anti-tampering property in decen-
tralized networks. Specifically, blockchain does not require peers to trust each
other. However, blockchain still exhibits vulnerabilities [84]. Typical security
threats to blockchain are as follows:

Double spending: Adversaries attempt to mislead the transaction receivers with
conflicting transactions, e.g., spending the same coin in Bitcoin. Possible
attack methods include sending conflicting transactions [85] and pre-mining
one or more blocks to get conflicting transactions accepted by the blockchain
[86].

Attacks on consensus protocols: Attackers could break the security assumption
of consensus protocols by possessing a considerably large chunk partition of
the computing power of the entire network. Such attackers can control and
reconstruct the chain. An example is the 51% attack in PoW blockchains, e.g.,
Bitcoin [87]. The attackers, owning more than a half of the hash power, can
make blockchain accept illegitimate blocks, by solving the consensus problem
(e.g., PoW in Bitcoin) faster than the rest of peers. Currently, it has proved that
33% hash power is sufficient to overpower PoW [88].

Eclipse attacks: Eclipse attacks refer to the attacks in P2P networks where
adversaries monopolize all connections to the legitimate nodes and prevent the
legitimate nodes from connecting to any honest peers. Eclipse attack to
blockchain first arose in Bitcoin [89,90] through the randomized protocol,
which defines that a node in Bitcoin connects to a certain number of selected
neighbors to maintain the P2P communications and blockchain-related func-
tions. Ethereum was recently reported to have been exposed to Eclipse attacks
as well, through the Kademlia P2P protocol adopted in Ethereum [91].
Vulnerability of smart contracts [92]: Smart contracts are susceptible due to
the openness and the irreversibility of blockchain. Bugs and frauds are trans-
parent to the public, including adversaries. Also, it is challenging to make up
bugs in the deployed smart contracts due to the irreversibility of blockchain.
An outstanding example is the attack to the decentralized autonomous orga-
nization (DAO) in 2016, known as the DAO attack, which resulted in a forked
Ethereum blockchain [92].

Programming fraud: The attackers can exploit frauds in programming codes to
extract properties of blockchain, such as the piracy attack reported in 2018
[93].

Distributed DoS (DDoS) attack [94]: The adversaries exhaust the blockchain
resources (such as exhausting the whole network processing capability) by
launching a collaborative attack. In 2016, adversaries took underprice EVM
instructions to slow down the processing of blocks [95]. The huge number of
accounts with low balance produced by adversaries led to a DDoS attack.
Leakage of private key [96]: The attackers can steal the private key of an
account to take over the account. This can be achieved via traditional network
attacks [96] or capturing physical nodes [97].
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5.4 Blockchain for IoT: applications

IoT networks are data centric, where data are uploaded by a large number of end
devices. This makes both data and devices the targets of potential attacks on IoT.
Sensory data in an [oT system can be personal or sensitive [32], e.g., medical IoT
[98] or from national applications, e.g., the loT-based smart grid [99] and nuclear
factory [100]. The integrity and privacy of the data are significant. Blockchain is
believed to hold the key to settle security, data integrity and reliability concerns in
IoT networks [12]. Provided guaranteed data integrity, blockchain has drawn a lot
of attentions for various loT applications (e.g., supply chain management [101] and
smart city [102]), beyond the cryptocurrency.

5.4.1 Blockchain platforms for loT

Launched in 2008, Bitcoin is the first popular blockchain application and intro-
duces blockchain technology to the public [58]. Created for decentralized crypto-
currency application, Bitcoin runs the PoW consensus protocol on a public P2P
network where nodes are free to join and leave the network. Bitcoin employs the
longest chain block structure where the orphan blocks (i.e., blocks at the same
height) are dropped. Bitcoin platform focuses on the cryptocurrency application
and is the most widely used cryptocurrency.

Proposed in 2013 and launched from 2015, Ethereum has become the second
largest cryptocurrency platform by market capitalization [103]. Ethereum also runs
the PoW consensus protocol on a public P2P network and employs the Greedy
Heaviest-Observed Sub-Tree (GHOST) block structure to utilize the orphan blocks
for security improvement. Due to its outstanding support on the smart contract and
popularity in the open-source community, Ethereum has been widely used in
blockchain-IoT research. Ethereum supports light nodes for resource-limited
devices, which only store headers of blocks and do not participate in block mining.

Started in 2015 and mainly contributed by IBM, Hyperledger Fabric has
become the most popular open-source private blockchain platform [104]. Different
from Bitcoin and Ethereum, Fabric is designed for enterprise and aims the fol-
lowing requirements: identifiable participants, permissioned networks, high trans-
action throughput, low latency of transaction confirmation and privacy and
confidentiality of transactions. To achieve these, Fabric works on private networks,
where nodes need to be authorized before entering the networks. With a limited
number of miners running the BFT consensus protocol, Fabric achieves high
throughput and low latency for practical applications but can only tolerate a limited
number of failed miners. Fabric also supports encryption of transactions and then
provides access control for data sharing and auditing.

Powered by the native cryptocurrency EOS, EOSIO is another popular
blockchain and smart contract platform designed for the real world [105]. EOS
provides role-based security permissions, industry-leading speed and secure
application processing. The consensus protocol of the EOSIO consists of the
delegated PoS and asynchronous BFT and can conduct millions of transactions per
second while eliminating transaction fees.
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IOTA targets at providing blockchain solutions for IoT networks [21]. From
2016, IOTA is built based on the technology “Tangle” with no chains, no blocks
and no fees. Tangle inherits the anti-tampering distributed ledger of blockchain,
using a directed acyclic graph (DAG) structure, instead of chains’ structures as in
Bitcoin. Transactions are the only storage units in IOTA. Each transaction confirms
another two previously published transactions. Transactions are verified in parallel
and accepted by Tangle almost instantly, which provides IOTA high capacity in
terms of transaction rate. IOTA supports four types of nodes, i.e., full node, head-
less node (specifically full nodes running in the local console), light wallet and
Android wallet [106]. Ability-limited IoT devices, e.g., battery-powered nodes, are
restricted to run light wallets in IOTA. Some real-world applications are built on
the IOTA platform [107]. CarPass, a secondhand car market project, adopts [OTA
to maintain a “twin record” and serve as an immutable version of correct mileage
on users’ vehicles odometer [108].

InterPlanetary File System (IPFS) is a distributed system for storing and
accessing files, websites, applications and data [109]. Running over decentralized
networks, IPFS can support a resilient Internet, make censor content hard and speed
up the web. IPFS and blockchain technology can be integrated to provide trust ser-
vices for loT applications with massive data. For example, the IPFS is used for off-
chain data management in addition to the blockchain-based sharing service [110].

5.4.2 Blockchain-based industrial IoT projects

Blockchain technology has been widely adopted in industrial IoT-application-
specific targets. Back to 2014, IBM and Samsung Electronics proposed a
blockchain-based project, i.e., Autonomous Decentralized Peer-to-Peer Telemetry,
which advocates device democracy to be the future of IoT [22,23]. Furthermore, a
blockchain-based data sharing service for businesses and industries was also been
launched by IBM [24,25], where IoT data can be shared through private blockchain
ledgers to prevent disputes among business partners.

Most existing blockchain technologies have focused on the application layer
and been developed for data integrity, such as supply chains, and trading services,
such as sharing economy and power trading.

IBM develops the food trust services based on the Hyperledger Fabric platform
and carries out pilots on an international food supply chain with Walmart [111]. All
the records along the supply chain, such as audits, agricultural treatments, identi-
fication numbers, granted permissions and updates from IoT devices, are logged in
the blockchain platform in a real-time and tamper-resistant way. With a farm-to-
table approach, their blockchain solution can reduce the time for tracking mango
origins from 7 days to seconds while promoting transparency across the food
supply chain.

Established in 2017, UCOT integrates blockchain technology and the latest 5G
IoT technology to provide trusted industrial supply chain solutions [112]. Physical
objects are interpreted to digital identities by UCOT tags which can be QR codes,
NFC tags and RFID tags according to specific requirements. The tags interact with
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5G IoT devices, and all the activities are recorded in the UCOT blockchain as
proof. On top of the blockchain-based supply chain management platform, UCOT
supports various advanced services such as anti-counterfeiting, smart agriculture,
food traceability, pharmaceuticals tracking, alcohol identification, cold chain
logistics and asset tracking.

The project slock.it enables the sharing economy of things, where the loT layer
connects devices to the blockchain for control access [113]. slock.it runs on top of
the public Ethereum blockchain and is driven by solidity-based smart contracts.
slock.it enables IoT devices of any size to access blockchain data securely, take
payments autonomously and interact with human, machines and anything in
between. The clients on IoT devices are very light as they are stateless and only
store a list of nodes in the network.

Power Ledger is proposed to trade energy, environmental commodities and
renewable energy credits in a transparent, secure and efficient way by developing
blockchain technology [114]. Power Ledger also enables the trading of asset
ownership and then promotes the green energy market. Power Ledger adopts a
hybrid public and consortium blockchain structure. The public Ethereum block-
chain processes token exchange, while a fee-less Ethereum blockchain handles the
high transaction volume of P2P energy trading.

5.4.3 Blockchain-based academic IoT designs

The designs of the token system and smart contract in blockchain provide an
incentive for autonomous loT applications. Lin et al. introduce blockchain to the
IoT knowledge trading market, which ensures knowledge management and trading
decentralization, non-tampering, efficient automation and fairness [115]. They
develop a proof of trading consensus protocol to reduce the resource consumption
of PoW and a noncooperative game-based pricing strategy to improve knowledge
quality under the same budget. In EdgeChain [116], a private blockchain and its
token system are integrated to link the edge cloud resource pool with each IoT
device account and resource usage and hence regulate the IoT device behavior in an
undeniable and automated manner.

Blockchain technology can provide trusted, secure and privacy-preserved ser-
vices for IoT applications. The services can be adopted to authenticate resource
constrained, low-cost IoT devices. In [117], device IDs are generated by the phy-
sically unclonable functions and then uploaded to the blockchain by registered
manufacturers. IoT devices can be verified by checking whether their IDs are
present in the blockchain. The services can also be adopted to for trusted data
services. In [118], a blockchain-based infrastructure is developed to support
security and privacy-oriented smart contract services for the IoT sharing economy
in smart cities. The processing results in smart cities, such as significant event
information and semantic digital analytics, are saved in blockchain to facilitate
sharing economy services.

As a decentralized system, blockchain can achieve anonymous communication
with its pseudonymous addresses design. In [119], electric vehicles can have
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multiple pseudonymous addresses obtained from a trusted authority, such as gov-
ernment department. The pseudonymous addresses are used for energy trading and
hiding the true identities of vehicles. The pseudonymous design has also been
adopted to keep the true identities private from the roadside units in the vehicular
data sharing [120].

5.4.4  The structure of blockchain-based IoT applications

Two different structures can be applied in loT-blockchain applications depending
on the various abilities of IoT devices.

5.4.4.1 IoT-involved blockchain

IoT devices would join the blockchain network and be part of the core functions of
blockchain [14], such as generating transactions of raw sensory data, verifying
transactions and even mining blocks. Three virtual roles, i.e., light node, full node
and miner [121], needed to be supported in blockchain-IoT networks. The vehicle
ad hoc network demonstrated on the left-hand side of Figure 5.3 is a potential
application running on this structure [15]. The miners mine transactions into blocks
and store all blocks and have the highest demand for storage and computation. The
full nodes store all the blocks, including the block headers and block bodies but do
not play block mining. The full nodes require massive storage and a certain level of
computation. The IoT end devices run as light nodes in blockchain networks. The
IoT devices can generate private keys independently or register with the certificate
authority (CA) for access control and audit. The light nodes store the block headers
and generate transactions but not mine blocks, they can be supported by the
Simplified Payment Verification (SPV) technology [58], as will be introduced later.
The light nodes can require less storage and computing power, as compared with
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Figure 5.3 [llustration of the structure of blockchain-based loT networks, where
the VANET on the lefi-hand side is an example of the loT-involved
blockchain structure, and smart home on the right-hand side of the
figure is an example of the blockchain as the service for loT. loT data
collected by light and full nodes in VANET are sent to miners in the
form of transactions, while agents generate and send transactions to
miners for sensors in smart home, based on the data collected by
sensors. Miners of both structures are computationally capable
devices forming P2P networks to generate blocks and implement
blockchains; see the middle of the figure
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the full nodes and miners. Wallet [122] is a special type of light nodes, requiring the
minimum storage and computing power. Wallet only has the basic function of
transactions and has to be served by full nodes to retrieve data mined in blocks.
Take the Hyperledger Fabric, for example [104], new clients, e.g., IoT devices,
would need to register and enroll with the CA first and then maintain their private
keys. Here, private keys possessed by clients (light nodes) are applied to generate
signatures of transactions to valid the owners of transactions. The clients only
generate and broadcast transactions.

5.4.4.2 Blockchain as a service for IoT

Blockchain provides a service layer [104,123—125] to integrate with the typical IoT
architecture, such as the four-level architecture introduced in Section 5.2. Typically,
this structure consists of three virtual roles, i.e., sensor, agent and miner [123]. The
smart home demonstrated on the right-hand side of Figure 5.3 is a typical IoT
application running on this structure [126]. IoT sensors collect sensory data and
interact with blockchain services through blockchain agents. The sensors do not take
part in blockchain functions. The agents can interpret the collected sensory data as
transactions and broadcast the transactions into the blockchain network [123]. The
agents can also take responsibilities of transaction securities using the private keys
of the agents, while the IoT devices do not have the keys and are not involved in the
blockchain. Miners, forming a P2P network, implement the core function of the
blockchain, i.e., verifying transactions and mining transactions into blocks.

5.4.4.3 Blockchain-based IoT-edge computing

Edge computing provides real-time data processing services for IoT applications
where distributed edge servers are located closer to IoT devices/applications
compared with centralized cloud servers [127]. Edge computing can be an auspi-
cious solution to enabling resource-limited IoT devices to join the heavy block
mining process. As suggested in [128], the heavy PoW tasks can be offloaded to the
edge computing servers, where the offloaded PoW mining tasks are priced by the
provider. The mining tasks can also be offloaded to a group of nearby users [129].
Meanwhile, the content caching, i.e., storing the blocks chained with their hash
values, can also be offloaded to edge computing nodes. There is a trade-off between
offloading and caching for IoT devices, where the offloading saves computing and
storage but consumes energy and time on the communications, while the caching
strategy can reduce the communication overhead but increase the computing and
storage cost. Such trade-off widely exists in the edge computing and can be for-
mulated as an optimization problem [130].

The payload of light IoT devices can be further reduced by letting the edge
computing servers to run all the blockchain services, including the block mining
process and the chain data storage. In EdgeChain [116], the heavy PoW mining
work is only done by the edge servers, while the resource-constrained IoT devices
are only blockchain and smart contract clients. By introducing blockchain to edge
computing, the data integrity and security during the task offloading process can be
guaranteed [131].



Blockchain for Internet of Things 103

5.4.4.4 Comparison

The IoT-involved blockchain structure achieves security and data integrity by
deploying the blockchain directly on end devices. IoT devices running light node
can generate and verify messages in the form of transaction with the help of the
SPV technology. On the contrary, the data integrity in the case of blockchain as
the service relies on the security and trustworthiness of the agents. Due to the fact
that the agents act as proxies between the IoT devices and the blockchain network,
the agent can carry out the man-in-the-middle attacks, e.g., injection, tampering and
forging. In the meantime, the agents increase the risk of single-point failure.

The structure of “blockchain as services” is easy and flexible to deploy. With
the assistance of agents, the loT module maintains its own characteristics to some
extent and, therefore, requires limited modifications on the current system to
partner with the blockchain. For example, the redundancy of sensory data can be
solved by using traditional aggregation algorithms [132] at the agents. The aggre-
gated results can reduce the volume of sensory data and relieve the high require-
ment of [oT applications on the transaction capacity. In contrast, in an loT-involved
blockchain, the IoT devices have to be reprogrammed to run blockchain applica-
tions. The blockchain applications can be resource consuming, e.g., computation
and connection, and can only be deployed on specific devices.

The structure of “blockchain as services” scarifies the decentralization of
blockchain where the blockchain can be tampered if a limited number of cen-
tralized blockchain servers are compromised. The blockchain-based IoT-Edge
computing is a more decentralized structure, where IoT devices can join the
blockchain with the help of the edge computing servers. The payload of IoT
devices could be adjusted according to the required trust level and resource budget
of IoT devices.

5.4.5 Challenges of applying blockchain in IoT applications

Current blockchains are designed to run in P2P homogeneous networks. However,
the characteristics of [oT, for example, limited resource of end devices as compared
to high-performance servers or desktop computing devices, prevent directly
deploying blockchain for IoT. The application of blockchain on IoT devices faces
the following challenges.

Computation: The blockchain activity is unaffordable for the light-weight IoT
devices. Some advanced cryptography algorithms, e.g., zero-knowledge [133] and
attribute-based encryption (ABE) [124], used in the privacy-preserving blockchains
are too heavy for IoT devices. A full node in blockchain has to verify and search
every block and transaction, which can also be a heavy load for the resource-limited
IoT devices [134]. The PoW-like consensus protocols are unable to run on IoT
devices. In the case of Bitcoin, the whole network can conduct around 1,020 hashes
per second [135]. Modern graphics processing unit can achieve about 107 hashes per
second [136]. However, even a powerful IoT device, e.g., Raspberry pi 3 [137],
can only achieve about 104 hashes per second [138]. As a result, the IoT devices
cannot contribute enough computational resources and afford the PoW tasks.



104 Blockchains for network security

Storage: A massive storage required by blockchain can be prohibitive for IoT
devices. There are more than 6x105 blocks in Bitcoin in 12 years. The size of the
whole Bitcoin blockchain is around 270 GB [135]. There are about 6x 106 blocks
in Ethereum. The size of the whole Ethereum blockchain is around 400 GB [139].
The storage of all blocks is necessary. Without this massive data, the IoT devices
are unable to verify the transactions generated by others. Also, a transaction sender
needs historical data, e.g., balance and transaction index, to generate new transac-
tions. As a result, the IoT devices should either trust itself by taking the storage load
or trust remote servers that impose extra communication overhead and secured
communication between the [oT devices and the trusted servers, although the sto-
rage demands can be relieved by running IoT devices as light nodes in blockchain
system, which, however, still need to store the block headers. Even with advanced
blockchain technology, e.g., SPV technology, the header size can be reduced to
about 80 bytes for a Bitcoin block [65] and 500 bytes for an Ethereum block [140].
Moreover, it is expensive to store data on blockchain. For example, the cost per
gigabyte data storage in Ethereum is about 2105 US dollars [141]. Specifically, a
single nonzero 32 bytes data costs 20k gwei/gas and 1 ether is worth roughly 12.90
US dollars [141]. The price is too expensive to be practical in IoT applications. [oT
generates big data. The total size of data could be explosive in blockchain-powered
IoT because every block would be duplicated » times in an n-node blockchain
network.

Communication: Nodes in blockchain require frequent transmissions and data
exchanges. This is because blockchain runs on a P2P network and keeps on
exchanging data to maintain consistent records, e.g., for the latest transactions and
blocks. Wireless communication technologies, widely used to connect [oT devices,
suffer from shadowing, fading and interference, and far unreliable than wired
connections [142] in typical blockchain projects, e.g., Bitcoin. The capacity of
wireless technologies is far lower than the requirement of blockchain. For example,
Bluetooth (IEEE 802.15.1) can provide 720 kbps data rate; ZigBee (IEEE 802.15.4)
can provide 250 kbps data rate; Ultra-wideband (UWB, IEEE802.15.3) can provide
110 Mbps data rate; Wi-Fi (802.11 a/b/g) can provide 54 Mbps data rate [35].
NBIoT [36] can provide around 100 kbps signal rate [143].

Energy: Some IoT devices are designed to operate for a long time with battery
energy supple. For example, an [oT device is designed to consume 0.3 mWh/day
and operate at least 5 years using a CR2032 battery with the capacity of 600 mWh
[143]. IoT devices adopt energy-saving strategies, e.g., sleep mode [144], and high-
efficiency communication technologies, e.g., NB-IoT [143]. However, the com-
putation and communication required by blockchain operations are typically
energy hungry. For example, SHA-256 requires around 90 nJ/B [145]. The nor-
malized communication energy cost of Bluetooth is around 140 mJ/Mb; ZigBee is
around 300 mJ/Mb; UWB is around 7 mJ/Mb, and Wi-Fi is around 13 mJ/Mb [35].
As a result, the aforementioned energy budget of 0.3 mWh/day can only support
about 0.5 MB data (half of a Bitcoin block) processing and transmission using the
ZigBee protocol.
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Mobility and partition of loT: The wireless network can be divided into an
infrastructure mode, in which all packets are forwarded by network infrastructures
(base stations), and an ad hoc mode, where the network does not rely on preexisting
infrastructures and each node forwards data for other nodes [146]. The mobility of
IoT devices can undermine blockchain performance. In the infrastructure-based
wireless network, the mobility of devices can lead to the growth of signaling and
control messages [147]. In contrast, in wireless ad hoc networks, network parti-
tioning divides the networks into disconnected parts when mobile nodes move with
diverse patterns [148].

Latency and capacity: High latency of blockchain is used to ensure consistency
in the decentralized blockchain networks. The latency that is typically tolerant to
blockchain is unacceptable for many IoT applications. For example, the block
confirmation time of 10 min in Bitcoin is too long for delay-sensitive IoT appli-
cations, such as vehicle networks. As a matter of fact, high latency of blockchain
leads to the limited blockchain capacity. The capacity of blockchains, e.g., 1 MB
per 10 min of Bitcoin, is far lower than the requirement of IoT applications. The
capacity requirement of IoT varies with different applications. For example, in the
application of loT-based smart city [149], the vehicular traces of 700 cars in 24 h is
4.03 GB, around 0.24 MB per hour per car. Meanwhile, the parking lot data from
55 points is 294 KB in around 5 months, i.e., 36 B/day per point. The capacity
requirement of IoT applications would continuously proliferate with the increasing
number of [oT devices.

5.4.6 Potential blockchain designs in loT applications

5.4.6.1 Format of transactions

Different from transactions in Bitcoin, the transactions in IoT applications need to
support user-defined data structures [150]. A practical example is the transaction in
IoT applications built on Ethereum [103,150,151]. Different from a Bitcoin trans-
action, an Ethereum transaction has a data field indicating the data to be transferred.
The data field has variable length, and a sender can pay a higher transaction fee for a
longer data field. Note that the transaction fee should be less than the gas limit per
block in Ethereum. In other words, the data field cannot enlarge unlimitedly.

The transaction confirmation delay can be affected by transaction size, espe-
cially in the IoT networks with unreliable wireless channels. Small transactions can
achieve a high transmission success rate and low transmission delay. The User
Datagram Protocol (UDP), as a light-weight protocol, is widely used in IoT [152].
Due to the fact that UDP does not provide error-correction, it is better to keep the
transaction size less than the payloads of network protocols, e.g., UDP and IP, to
avoid fragmentation and improve the transmission success rate. As a result, smaller
transactions are expected to be observed by a large number of miners with higher
probabilities to be mined into blocks, than large transactions.

The delay can be mitigated with agents that wirelessly connect IoT devices and
connect the miners with wire. The agents equally broadcast the transactions with
different sizes to the miners.
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5.4.6.2 Incentive and token

Transaction fee is important to balance the transaction cost and adjust the block-
chain resource consumption. For example, transaction fee is used to measure the
complexity of transactions in Ethereum [140]. The transactions consuming more
resources incur higher transaction fees. On the other hand, the transaction fee also
provides a way to reallocate resources, especially in capacity-limited public
blockchains, e.g., Bitcoin with the capacity of 7 tps. In the case of large number of
transactions at a moment, transactions can suffer from long confirmation time, and
transaction senders can pay more transaction fees to the miners to be given priority
(e.g., shorter confirmation time).

The incentive of transaction fee (token) is also attractive and non-negligible in
IoT networks. A token system in blockchain can be used as a reliable reputation or
trust system [153]. The transaction fee can increase the cost of attacks in compar-
ison with traditional IoT attacks, e.g., the forged message and DoS attack, and
hence discouraging the malicious behaviors [140].

IoT devices may not be able to mine blocks to earn tokens for transaction fees
due to their limited resources and typically poor (wireless) backbone links. The IoT
devices can “sell” its service, e.g., the renewable energy [154], for tokens. As a
return, the service users, e.g., the IoT administrator or cluster header, recharge the
IoT devices. The IoT devices are expected to actively take part in blockchain and
obey benign behavioral patterns, although they are prone to act selfish attack [155]
with limited bandwidth, energy and computation resources. With smart contract
technologies, the IoT devices can purchase resources, e.g., power or data pack. This
can motivate the IoT devices to earn tokens.

5.4.6.3 Off-chain payment

The off-chain payment scheme is proposed to handle frequent and small-amount
transactions in throughput-limited blockchains and therefore minimizes the cost
and reduces the confirmation delay of IoT applications trading on blockchains. The
off-chain payment scheme moves the transactions outside of blockchain and saves
the result of a batch of transactions in the blockchain. Lightning network is popular
off-chain payment solution that implements the hashed time lock contracts with
bidirectional payment channels [156]. In the lightning network, transacting parties
first need to create a transactional channel with a multi-signature wallet and deposit
a certain amount of tokens into the wallet. With the wallet, the transacting parties
can perform unlimited transactions that reallocate the tokens in the wallet. When
the transactional channel gets closed, the channel algorithm updates the latest
balance to the blockchain. The hashed time lock contract mechanism ensures that
all transactions are undeniable and prevents the double-spending attack.

5.4.6.4 Smart contract

A smart contract is a piece of “cryptoeconomically secured execution of code” that
runs on the basis of blockchain [157-159]. Without any assistance of third parties,
the smart contract self-executes the corresponding contractual clause once the
defined condition is triggered. In addition, it also provides real-time auditing, since
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all actions are recorded and verified as transactions in a decentralized blockchain
ledger. These transactions are trackable and undeniable, hence enhancing the
machine-execution security [160]. Smart contract translates various assets, such as
IoT devices and digital assets, into virtual identities in blockchain, and enables
them to interact with other assets [10]. Smart contract is appealing to replace nor-
mal contracts as an efficient and secure method. The code of smart contract is
stored in blockchain and identified by a unique address. A smart contract can be
called in two ways: one is by validated transactions with a smart contract address in
the receiver field; the other way is the internal execution of code [140]. Therefore,
all execution records can be traced using the blockchain ledger. The smart contract
is executed independently and automatically on every node in the blockchain
network. Several blockchain projects, including Ethereum and Bitcoin, have
implemented smart contract [161-169]. As IoT expects sensors in unmanned
areas running and acting automatically with defined rules in decentralized
manner, the smart contract has the potential to improve the efficiency and security
of IoT applications. IoT devices can carry out autonomous transactions through
smart contracts [13]. With smart contract, blockchain is used to replace the
intelligent transportation structure and realize reliable firmware update of IoT
devices [170].

5.4.7 Security discussions on blockchain-based
1oT applications

Although blockchain technology is known to be tolerant to the Byzantine Problem,
blockchain has unsolved security issues that would continue to exist in blockchain-
based IoT networks.

5.4.7.1 Privacy

Blockchain can suffer from privacy issues, including user’s privacy and data con-
fidentiality, due to the fact that transactions are designed to be publicly viewed and
verified by all the peers.

1. Users privacy: Although a user can create multiple virtual identities indepen-
dently in blockchain, the one-to-many mapping between a physical user
and virtual identities can be constructed on the basis of a transaction graph
[171-173], and the identity of a physical user can be conjectured [174—176].

A fully anonymous electronic cash should achieve untraceability (or in other
words, for each incoming transaction all possible senders are equiprobable)
and achieve unlinkability (or in other words, for any two outgoing transactions,
it is impossible to prove they are sent to the same person) [177]. Bitcoin is not
anonymous but pseudo-anonymous [177,178]. That is achieved by three
means, the mapping of a physical user to the virtual identity is maintained by
the user only; virtual identities are allowed to be independently generated as
many as required; mixing service is provided to mix the funds of a number of
virtual identities to confuse and prevent backtracking the original sources of
funds [179].
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The user’s privacy is protected by advanced cryptography technologies in

recent blockchains. Hawk [180] attempted to solve the privacy issue of smart
contracts in public blockchain, which automatically generates an efficient
cryptographic protocol using cryptographic primitives, namely, zero-
knowledge proofs [181]. Zero-knowledge proof enables a statement to be
verified without any information except the statement itself [182]. Zero-
knowledge proof has also been used in Zerocoin [183], Zerocash [184],
Provisions [185], etc., to achieve anonymous proof of ownership instead of
the public-key-based signatures. Although privacy-preserving, the zero-
knowledge-based cryptocurrencies require more resources that highly restrict
their applications. For example, a Zerocoin transaction is longer than 45 kB
and needs 450 ms to be verified [184]. Generating a Zerocash transaction
consumes around 3.2 GB of memory and around 50 s computing time [133].
Another key technology to preserve privacy of users is ring signature
[186,187], which is performed by any member of a group of users with its
private key and others’ public keys. In ring signature, a statement is endorsed
by members in a particular group of people. For example, Monero [188] is an
untraceable blockchain based on ring signature which breaks the link between
sender and transaction. The ring signature does not guarantee the unlinkability
of the transaction and receiver, as the transactions do need the address of the
receiver to be delivered. CryptoNote [177] achieves the unlinkability with a
single address by performing Diffie—Hellman exchanges to get a shared secret
between the sender and the receiver. One-time destination key is then gener-
ated by the sender and used as the temporary address of the receiver of the
transaction. Once the transaction is identified by checking every passing
transaction, the real receiver can recover the corresponding one-time key and
spend the fund. Note that there is a trade-off between privacy and capacity
because the size of a transaction would grow with an increasing size of
the group.
Data privacy: The aforementioned untraceability and unlinkability do not
interact with or support data confidentiality. loT-blockchain also needs to keep
data confidential. The confidentiality of blockchain can be preserved by con-
fidential transaction technologies. For example, Elements project [189] and
Monero [190] keep the content of transactions, i.e., the amount to be trans-
ferred, only visible to intended participants. Meanwhile, the content can be
verified such that no more coins than available ones can be spent in a crypto-
graphic means. Confidential transactions utilize several cryptographic technol-
ogies, including Borromean ring signatures [191] and Pedersen commitment
schemes [191].

Another possible solution for privacy is the ABE [192], where secret keys
are generated on the basis of the attributes of peers. By applying ABE, sensory
data in transactions can be encrypted and decrypted by the miners and users,
using decryption credentials from attribute authorities, if and only if attributes
of the miners or users satisfy the access structure of the ciphertext [124]. Fully
homomorphic encryption (FHE) [193] that allows computations on the
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encrypted data provides another solution. Although FHE achieves higher
confidentiality as the data is processed without data decryption [19], it is
inefficient and thus has not been implemented in practice [20].

5.4.7.2 Identity and device management

In IoT applications, the owners should know the identities of their devices and vice
versa [44]. However, in current public blockchains, e.g., Bitcoin and Ethereum,
peers are defined by their public addresses that can be created independently
without prior notification to the others. A query—answer model-based name service
is proposed in [194], where virtual identities of IoT devices are verified according
to their latest activities. It is considered in [194] that a physical node can be
interpreted as multiple virtual nodes in blockchains. In the case of private block-
chains, the peers need to be authorized to enter the blockchain network. As a result,
the identity management is the fundamental requirement of private blockchains.
For example, Hyperledger Fabric provides identity management to implement the
enrollment and transaction certificates [104].

5.4.7.3 Access control

As a distributed system, blockchain enables IoT devices to formulate their own
access control policies and take full control of their own data, achieving device
democracy [23]. One technology to implement access control is programmable
smart contracts [195]. The smart contracts, implementing access control policies,
can be either deployed upon data, subject to the identity of the data controller or
specific data; or upon the data controller for multiple data subjects. The other way
to implement access control is to use the blockchain as a database to store all access
control policies for each pair of resource and requester in the form of transactions
[196,197]. If an access request is admitted, the access grant transaction can be
recorded in the blockchain and broadcast to the blockchain network. Otherwise, the
access request transaction is rejected and a notification is sent to its sender.

5.5 Blockchain for IoT: technologies

In this section, we discuss typical technologies of blockchains which can be used in
IoT applications. We first present three categories of current blockchain networks
and map loT applications into suitable blockchain categories. Further, the core
function of blockchain, namely, the consensus protocol, is analyzed from two key
points, followed by represent blockchain projects compared in the suitability in IoT
applications.

Based on access controls of the blockchain networks, the state-of-the-art
blockchains can be categorized into public blockchain, private blockchain and
hybrid blockchain which mixes of the former two.

1. Public blockchain: The dominant class of blockchain is public blockchain in
which, with no access control, any uncertified, untrustworthy node can read
and record transactions and take part in mining blocks and contributing to
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blockchain [198]. Designed for open-access public distributed networks, public
blockchains can provide strong scalability. However, preserving the consistent
records of public blockchain becomes increasingly difficult, as the network
scales up and would compromise the block generation rate of public block-
chain consequently. This is due to the fact that, without access control, public
networks do not have strict control policy on the identification and certification
of any participants [83], and therefore the implemented consensus protocols
have to scarify the block generation rate for security. Specifically, PoW and
proof-of-transfer (PoX) are normally used in public blockchain as consensus
protocols, achieving lower block generation rate compared with PBFT algorithm
used in private blockchain, which will be analyzed in detail later in this section.
Private blockchain: Another popular class of blockchain is private blockchain
that resides in closed proprietary networks with stringent access control and
read/write permission, as well as participant identification and certification
[199]. Private blockchains can meet the privacy requirement and has been
increasingly drawing attention from financial institutions [200]. The proprie-
tary networks, on which private blockchains operate, can be optimized for high
speed and low latency [201]. For example, a high speed of up to tens of
thousands transactions per second can be achieved in private blockchains
[202].

Private blockchain adopts BFT protocols, i.e., PBFT and its variability, as
consensus protocols, which provide higher capacity with restricted access
control. The access control provided by private blockchain further protects [oT
applications from external adversaries [203]. In general, private blockchain is
suitable for IoT applications with small scale of miners, because of the high
communication complexity and overhead of BFT protocols. When the network
size goes beyond 20, the capacity of private blockchain dramatically slows
down [204].

Apart from various BFT consensus protocols, private blockchain can use
other efficient consensus protocols, e.g., Paxos [74] and Raft [205], in response
to specific types of failures, e.g., crash failures [68] and fail-stop failures [73].
Hybrid blockchain: Another class of blockchain is a hybrid blockchain that was
proposed to leverage the advantages of public and private blockchains, to be
more specific, the block generate rate of private blockchain and the scalability
of public blockchain [201].

For instance, Luu et al. [206,207] developed a computationally scalable
Byzantine consensus protocol for blockchains, where the capacity of block-
chain can scale nearly linearly (i.e., O(log nn) or O(loglog nn)) with the
computation capability. In this design, a permissionless distributed network is
uniformly clustered into smaller committees. First, the peers in network need
to solve the PoW puzzle to prove their identities and avoid Sybil attack. Then
peers are uniformly clustered into committees based on their computational
power revealed through the required time to solve the PoW puzzle. Each
committee processes a disjoint set of transactions. The intra-committee con-
sensus is achieved by using Byzantine consensus protocols, i.e., PBFT. The
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final consensus among committees, achieved by the Byzantine consensus
protocols, is broadcasted across the network. This hybrid design exhibits strong
scalability to large-scale networks with, e.g., 1,600 nodes.

Another recent example of hybrid blockchain is ByzCoin [82] that dyna-
mically forms hash power-proportionate consensus groups to collect recently
successful block miners. Communication trees can be employed to optimize
transaction commitment and verification under normal operation.

More examples of hybrid blockchain include a resilience optimal Byzantine
consensus algorithm that Crain et al. [208] proposed for consortium blockchain
which relies on neither a leader, nor signatures or randomization. The proposed
consensus protocol involves reducing multivariate Byzantine consensus to
binary Byzantine consensus satisfying a validity property. The property is that
if all nonfaulty processes propose the same value, no other value can be
decided.

The hybrid blockchain is attractive to IoT applications due to the complexity
and heterogeneity of IoT networks. A hierarchical blockchain structure was
proposed for the smart home applications, where a private blockchain, main-
tained by resourceful “miners,” runs at every home and public blockchain runs
on the “miner” network [126].

The abovementioned three kinds of blockchain are suitable for different applica-
tions. The consensus protocol is the core to ensure the function of blockchain. In the
blockchain network, nodes broadcast transactions throughout the whole network and
reach consensus on the accepted transactions by following the consensus protocol.
Consensus protocol addresses two major problems: What is the principle to validate
unit data? and What is the structure of unit data in the blockchain ledger?

5.5.1 The principle of unit data validation
5.5.1.1 Proof-of-work

PoW provides a practical means to achieve consensus among the chains of blocks
generated in a distributed fashion, meanwhile preventing untrustworthy partici-
pants from tampering or corrupting the chains. PoW produces problems that are
hard to accomplish but easy to be verified, e.g., using hash functions that are one-
way functions easy to compute with a given input but hard to derive the input from
the output. Take the Bitcoin blockchain, for example. Every block in Bitcoin takes
around 10 min to be mined across the entire network. On the other hand, the answer
for POW can be easily verified with a hash operation. In this way, Bitcoin can
implement a one-CPU-one-vote strategy [58] to prevent Sybil attack [209] where a
single entity can pretend to be multiple identities in a consensus process.

Bitcoin PoW is set by a global target at the ith epoch, denoted by 7. By
adjusting the 32-bit “nonce” field, the hash of a valid block header, concatenating
all the fields in the header, including version, previous block header hash, Merkle
root hash, time, nBits and nonce, needs to be equal to or less than the target [210].
A smaller T is a stricter target and it is hard to find a hash outcome equal to or less
than a small 7; through adjusting the “nonce” field.
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Once a new block is generated, it is sent to the whole network using flooding
algorithms [211], i.e., every incoming packet is sent through every outgoing link.
When a peer in Bitcoin network receives a new block, it checks whether the “nBits”
value matches the target renewal process and calculates the hash of the block
header to check whether the hash of the header meets the claimed target in the
“nBits” field. The receiver also checks other content of the block for validation
[134].

In general, PoW is only used to find the nonce and does not contribute useful
services. An exception is that Permacoin [212] uses PoW to provide data pre-
servation service. Permacoin requires peers to invest storage to store files, and
computational resources to carry out the proof process and provide services.

5.5.1.2 Proof-of-transfer

Participating peers can also be validated via other proofs, instead of finding the
nonce, i.e., POW. Another popular proof is PoS [81], which is an energy-saving
alternative to PoW. Instead of demanding users to find a nonce, PoS requires the
peers to prove the ownership of the amount of currency under the assumption that
the peers owning more currencies would be less likely to attack the network’s
integrity. Originating from [213], an account-balance-based selection has been
developed to approve blocks. However, such selection is inherently unfair because
a single richest participant is bound to dominate the network.

Proof-of-activity (PoA) [214] incorporates PoW and PoS. First, the miners try
to generate empty block headers, i.e., header data that consist of the hash of the
previous block, the miner’s public address, the index for the block and a nonce, by
solving a hash puzzle like PoW. After that the empty block headers are broadcasted
to the network. N “lucky” stakeholders are selected to sign the block header. The
Nth stakeholder combines the empty block header, which has been approved by
(N — 1) stakeholders, and transactions into a block. The reward is shared among the
N stakeholders and the miner. Unlike PoW, the attacks with more than 50% hash
power in PoA are unable to dominate the existing block chain or determine the
chain extension. However, PoA requires the empty block header to be signed and
broadcast N times, hence increasing communication complexity and reducing
system capacity.

Many other solutions have also been proposed in coupling with the stake size
to decide which one to generate the next block. In particular, BlackCoin [215] uses
randomization to predict the next generator, and Peercoin favors coin-age-based
selection [81]. Compared to PoW, PoS is more energy efficient. Unfortunately,
since the cost of mining blocks in PoS is low, and nearly zero, PoS is vulnerable to
attacks, e.g., long-range attack, nothing at stake attack, initial distribution attack,
bride attack, coin age accumulation attack and precomputing attack [216]. For
example, an attacker having enough stake can attempt to overwrite the blockchain
from some existing block. Even adversaries with a minority set of stakes in
PoS-based blockchain can produce a valid alternative blockchain starting from the
genesis block (or any sufficiently old block), known as the long-range attack. The
nodes newly joining the blockchain network are not able to reliably distinguish
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the actual blockchain and the alternative blockchain. On the contrary, such attacks
are prevented by the enormous amount of computing power/time needed to
reconstruct the blockchain in PoW.

Other proposed PoX approaches used in public blockchain include proof-of-
deposit (PoD) [217], proof-of-burn (PoB) [218] and proof-of-elapsed-time (PoET)
[219]. In PoD, the participation in mining requires depositing coins in a time-
locked bond account, during which the coins cannot be transferred. Each miner has
a voting power corresponding to the amount of the locked coins. A block is valid,
as long as it receives 2/3 of the total voting power. The voting process resembles to
PBFT and is a round-based consensus protocol. The voting process consists of three
steps: propose, pre-vote and pre-commit. After a peer has received more than 2/3
of precommits, it proceeds to extend its chain. PoD can destroy the bonded coins of
a participator who signs conflicting transactions, so as to avoid double-spending
attack [217]. In PoB, a miner sends coins to an un-spendable address, i.e., burn
coin, to mine blocks. The coins, from un-spendable addresses, can be shared
between miners who mine blocks as rewards. However, the coin burn is
uncontrollable and the total coin can decrease [218]. Contributed by Intel, Sawtooth
uses PoET [219] as the consensus protocol. In PoET, every node is given a trusted
random time. After the time expires, the corresponding node can generate a block.
PoET is based on the Intel trust platform Software Guard Extensions [220].

5.5.1.3 Practical Byzantine fault tolerance

BFT [68] is typically used in private blockchain to formulate consensus protocols
and guarantees consistency by exploiting the solutions to the Byzantine Generals’
Problems—agreement problems, as described in Section 5.3.2. Particularly, the
PBFT algorithm [16] has been extensively used to eliminate the Byzantine failures.
In 1999, Castro and Liskov proposed the first BFT, state machine replication
algorithm, named “practical Byzantine fault tolerance (PBFT)” [16], which yields a
communication overhead of O(n%) in a network of n peers. As a leader-based BFT
algorithm, PBFT has one primary and (n — 1) backups in an n-node network, where
the backups can be corrupted. The primary is responsible for receiving the requests
from clients and initializing the algorithm. Inspired by Viewstamped Replication
[221] and illustrated in Figure 5.4, PBFT consists of four stages: (a) a client sends a
request to invoke a service operation to the primary; (b) the primary multicasts the
operation to the backups; in specific, the primary (replica 0) assigns the sequence
number to the mth request from the client and multicasts a PRE-PREPARE mes-
sage with the assignment; (c) replicas execute the request and reply to the client; if
a backup agrees on the assignment, i.e., correct and validated parameters, it mul-
ticasts a PREPARE message. When a backup receives messages that agree on the
assignment from a quorum, i.e., 2f~validated and consistent PREPARE messages
from different backups, it multicasts a COMMIT message. A backup executes the
request m and sends a reply to the client after receiving 2f-validated and consistent
COMMIT messages; and (d) the client waits for (f + 1) replies from different
replicas with the same result that is the result of the operation tolerant to up to f
failures.
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Figure 5.4 The PBFT operation in the case of no primary faults [16], where C is
the client, replica 0 is the primary, replica 1 to replica 3 are backups
and replica 3 is faulty
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The PBFT algorithm is resilient. It has been proved that the PBFT algorithm
can ensure n peers within a synchronous and reliable network to reach consensus,
as long as there are no more than ”3;1 betrayed peers [68]. Specifically, the
algorithm only requires n > 3f + 1 replicas to tolerate up to f faulty replicas
and guarantee the consistent, fault-free output to the client [222]. This is because
(3f+ 1) PREPARE messages at any backup node, including its own, are sufficient at
the second stage for a credible, uncorrupted backup to generate a genuine COMMIT
message. The third and fourth stages can both guarantee the received consistent
replies to outnumber the up to f faulty replies at any backup and the client.

The PBFT algorithm is efficient and is able to process thousands of requests
per second with processing latency in sub-milliseconds [223]. However, apart from
the O(n”) overhead, PBFT also necessitates all participating nodes to be adequately
identified, certificated and authorized. For these reasons, the PBFT algorithm is
suitable for private blockchain in a relatively small and controllable scale.

The PBFT algorithm is susceptive to partitioning in networks. A partition
cannot extend its own chain unless the number of trustworthy nodes in the partition,
denoted by n,,, meets n,, > n — [(n — 1)/3]; where n is the total number of nodes
in a network.

This is because PBFT can tolerate at most [(n — 1)/3] faulty replicas out of a
total of n replicas [16].

5.5.1.4 Variability of PBFT

Miller et al. [224] developed an asynchronous BFT protocol, named
“HoneyBadgerBFT,” which can guarantee availability in the absence of time syn-
chronization. HoneyBadgerBFT reduces the atomic broadcast protocol [225] for an
asynchronous common subset (ACS) which provides better efficiency. The ACS
primitive allows each node to propose a value and guarantees that every node
outputs a common vector containing the input values of at least (n — 2f) correct
nodes in a network of n peers with f failures. HoneyBadgerBFT requires O(n)
communication cost in a network of n peers. Therefore, HoneyBadgerBFT can
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support large network applications and achieve more than 1,500 transactions per
second in a network of 104 peers.

A recent international umbrella project on blockchain, named Hyperledger, is
focused on practical blockchain techniques and implements BFT algorithms in
blockchain [226]. Hyperledger is an open source collaborative effort created to
advance cross-industry blockchain applications. Hosted by the Linux Foundation,
the project is participated by leading organizations in finance, banking, IoT, supply
chain, manufacturing and technology. The Hyperledger contains a series of inde-
pendent blockchain projects, e.g., Fabric [104], Burrow [227], Iroha [228] and
Sawtooth [229].

Fabric is the flagship project contributed by digital asset and IBM. Fabric has a
modular architecture and supports loading modules dynamically, e.g., consensus
protocols and membership services. Fabric uses PBFT as its default consensus
protocol. To keep Fabric programmable, smart contracts are specially designed to
be hosted by container technologies, named “chaincode.” Burrow is an extension of
Ethereum and focuses on the permissioned smart contract service. It uses
TenderMint [217], a BFT-type middleware for blockchain, as the consensus pro-
tocol. Iroha aims to provide encapsulated C++ components for other projects.
Iroha also applies PBFT as its consensus protocol.

5.5.2  The structure of unit data

The structure specifies how unit data are stored and how to decide the main ledger.
It refers to the case that more than one ledger exist at the same time in a distributed
network. If the different ledgers are all accepted, the blockchain network gains
more capacity but also the risks to double spending. Double-spending attack refers
to the fault that a coin is successfully spent more than once [58]. In general case,
double-spending attack leads to contradictory records in a distributed system.
Blockchain can only ensure that all records are consistent at the end. Before
eventually accepted, the records can be temporarily accepted and then dropped.
This makes the double-spending attack possible.

5.5.2.1 Chained blocks

In a blockchain with chained-data structure, such as Bitcoin, only a single chain can
be eventually accepted across the system, and the chain is named the main chain
[81]. Each block contains a cryptographic hash of the previous block header, using
the SHA-256 hash algorithm, which links the current block to the previous block,
as shown in Figure 5.1. This prevents tampering upon the blockchain. It is possible
that the chains maintained at different parts of the network are inconsistent, due to a
limited view of each part on the rest of the network; or in the other words, network
partitioning that can prevail in future IoT networks. To address this, Bitcoin takes a
simple rule that has the system to only take the longest of the chains as the main
chain and discard the rest [58]. For practical implementation, a peer in blockchain
switches to the longer blockchain if it sees one, or retains its own.
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A double-spending attack can be undergone, when conflicting transactions/
blocks exist in different partitions. Bitcoin recommends the coin receivers to wait
for six block confirmations [58], to prevent double-spending attacks. A double-
spending attack also occurs in chained blockchain by leveraging the consensus
protocols. Take 51% attack [87] PoW, for example. If a powerful node holds more
than 50% of the network computational resource, the powerful attacker is able to
generate blocks so fast and hijack the main chain yielding the longest chain rule. As
a result, the attacker can dominate the chain of arbitrary length. By 2020, the
network hash rate is about 1,020 hash per second [135], and the 51% attack
becomes nearly impossible. Moreover, Bitcoin limits the block generation rate to
be one block per 10 min, so as to mitigate inconsistency. This has been achieved by
adjusting the difficulty of PoW as described earlier in this section.

5.5.2.2 Directed acyclic graph

Other solutions for consensus exploit the fact that some abandoned blocks, mined
under a consensus protocol but excluded from the main chain because of forks, can
be used to improve the capacity. This can be achieved by adjusting the data
structure. One of the consensus protocols, named Tangle [230], uses DAG to
organize blocks, instead of chain, where DAG is a finite directed graph with no
directed cycles. In Tangle, a transaction must approve (point to) two previous
transactions. Finally, one of the conflicting records can win the approval compe-
tition and be accepted. Unlike the single copy in the chain structure, Tangle does
not drop conflicting transactions and keeps them in different branches of DAG. The
DAG structure can achieve better capacity.

5.5.2.3 Greedy Heaviest-Observed Sub-Tree

Another protocol, named Greedy Heaviest-Observed Sub-Tree (GHOST), arranges
blocks in tree structures [231,232]. It takes the path from the genesis block, the first
block in the blockchain, to the heaviest sub-tree that has the maximum number of
blocks, or in other words, contains the heaviest computation quantity as the
publicly accepted main chain. GHOST can speed up generating blocks from around
10 min per block in Bitcoin to 12 s per block in Ethereum [140,233]. As a result,
the capacity of blockchain can be improved.

5.5.2.4 Mix structure

Bitcoin-NG (next generation) [234] is a public blockchain protocol that puts the
task of block generation to computational powerful leaders to accelerate transaction
confirmation. Bitcoin-NG decouples Bitcoin’s blockchain operations into two
phases of leader election and transaction serialization. The leader election is based
on the speed of solving computationally demanding puzzles like PoW. The elected
leader is recorded in the key blocks. The leader has the responsibility of serializing
transactions by generating microblocks. A microblock contains transactions and a
header referring to the previous block. The microblock does not contain the nonce
and therefore can be generated in a predefined rate that can be much higher than the
generation rate of key blocks. The key blocks and microblocks are chained together
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Figure 5.5 The structure of the Bitcoin-NG chain. Microblocks (circles) are
signed with the private key matching the public key in the last key
block (squares). Fee is distributed 40% to the leader and 60% to the
next one [234]

like Bitcoin, as shown in Figure 5.5. Each block has a header containing the unique
reference of its predecessor.

5.5.3 Comparison of blockchain for IoT application

A comparative summary of existing blockchain techniques for IoT application is
provided in Table 5.1 with emphasis on their suitability for [oT networks. All IoT
devices can use the blockchain services. Resourceful IoT devices with powerful
computational ability, persistent power supply, sufficient storage and high-speed
network connections, such as vehicles [14], can be miners or full nodes in block-
chains. The IoT devices with less powerful computing capability, e.g., smart TV,
can be light nodes in blockchain and obtain blockchain services via full nodes or
miners. The IoT devices with limited storage, computing and communication
abilities can interact with the blockchain core functions via agents (e.g., the full
nodes) [123]. The consensus protocols are the core functions that decide the per-
formance of blockchain-based IoT applications, such as block rates, consistency,
scalability, and security. PoW-based consensus protocols are reported to be the
most secure in open networks [236]. However, PoW eliminates the potential
of block mining at IoT devices due to its heavy computational requirements. PoS-
based consensus protocols can significantly reduce the energy consumption, as
compared with PoW. PoS provides a chance for IoT devices to take part in block
mining. However, the block generation rate of each of PoW-based and PoS-based
consensus protocols is limited. PBFT-based consensus protocols for private
blockchains can serve IoT systems with high block generation rate but bring con-
straints on the number of miners that can be involved [78]. Besides the consensus
protocols, e.g., PoW, PoS and PBFT, the capacity and scalability also rely on the
running environment and conﬁgurations such as network speed and block size.
The superscripts “—,” “+” and “#” are indicative of different sources of the dis-
played data.



Table 5.1 Performance comparison of blockchain in IoT application

Name Type Consensus Capacity Scale Application Merits Demerits
protocol
Bitcoin [58] Public PoW™ 7 tps~ 105" Cryptocurrency High partition tolerance Limited capacity
Longest chain Tamper-resistant High complexity
Ethereum [235]  Public PoW™ Block time 105" Cryptocurrency Programmable High complexity
smart contract
GHOST 12s BC platform High partition tolerance
IOTA [21] Public PoW™ >800 tps 103 BC platform High capacity Not programmable
TANGLE [oT No transaction fee
partition tolerant
Fabric [104] Private PBFT 10° tps 20 Smart contract High capacity Low partition tolerance
BC platform No fork High communication
overhead
Modular architecture Limited scalability
Authentication center
required
Burrow [227] Private TenderMint 10° tps Tens Smart contract Smart contract support Authentication center
required
Sawtooth [229]  Public PoET N.A. N.A. BC platform Low complexity Only works with Intel
CPU
Ppcoin [81] Public PoS 0.1 tps” 103"  Cryptocurrency Low complexity Risk of attack from the
richest
Bitcoin-NG [234] Public PoW tens tps” 103 Blockchain Low complexity Risk of malicious
leader
SCOIN [206] Public SCP >22 tps 80 Cryptocurrency Committee structure High complexity
Slimcoin [218] Public PoB N.A. N.A. Cryptocurrency Low complexity Risk of coin loss

N.A., not available; BC, blockchain.
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e  The superscript indicates theoretical analysis. For example, Bitcoin has a
theoretical upper bound of 7 tps for the transaction rate which is limited by the
block generation rate and the block size.

The superscript “+” indicates experimentally validated results.

The superscript “#” indicates historical records. For example, Ethereum net-
work has more than 30,000 nodes across the world in June 2017 [237]. In this
sense, those results could be underestimated due to the lack of stress-tested.

Among the aforementioned blockchain projects, Ethereum is appropriate for
many loT applications with large numbers of IoT devices and inhomogeneous net-
work structures. As a public blockchain, Ethereum exhibits strong scalability by
supporting massive heterogeneous devices. The major drawbacks of Ethereum for [oT
applications are high computational complexity and limited capacity. Nevertheless,
Ethereum is evolving with efficient PoS consensus protocols in Ethereum Serenity
milestone [238], which makes Ethereum more [oT friendly. On the other hand, Fabric
is applicative for the IoT networks with immense data. Fabric has embedded block-
chain into its client—service model and has achieved high capacity, up to tens of
thousands transactions per second. However, Fabric requires a controllable network
environment and cannot be as publicly accessible as the Ethereum.

5.6 Future research directions

This section presents future directions in optimizing security, scalability and
capacity of blockchain for future large-scale high-capacity loT applications. The
design of blockchain for IoT application would also adapt to the specific properties
of IoT networks, such as immense scale, inherent partitioning incomplete network
connectivity, nontrivial topology, nonzero propagation delay, heterogeneous data
and finite device memory.

5.6.1 Hierarchical chains

Different blockchains, such as low and secure public blockchains and efficient
and centralized blockchains, can be integrated to fulfill different requirements on
security, efficiency, capacity, latency and scalability. In [239], a public and
immutable data chain, such as Ethereum, stores encrypted data for the tamper-
resistant data service. Key chains maintained by service providers of IoT applica-
tions keep keys and access policies for the encrypted data in the data chain. The key
chains employ the chameleon hash algorithm for chain update by permitted miners.
In [240], a group chain keeps lists of miners selected with PoW tasks, while a vice
chain, which is maintained by selected miners without heavy PoW work, stores
transactions. The vice blockchain runs much faster than the group chain. In this
way, the blockchain system capacity and scalability can be significantly improved.

5.6.2 Sharding

Sharding blockchain [241] is a novel mechanism to enable transactions to be pro-
cessed in parallel. By this means, the block generation rate of blockchain can be
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significantly improved. The early sharding proposals, e.g., [207], only shard
transaction processing and maintain a single public blockchain. Ubiquitously
deployed IoT networks are expected to generate huge amounts of data across large
landscapes. On the other hand, the data of IoT may exhibit strong locality and
heterogeneity and can be only useful to local regions. This gives an opportunity of
developing sharding blockchains in IoT environments. A primary chain can be
designed to capture important but less frequent global events of interest across large
IoT networks, while secondary chains can be designed to record frequent local
events of interest only to regional networks. The two sets of blockchains can
operate at different time scales. The hash values of the secondary chains can be
secured in the primary chain in a transactional fashion. Particularly, the primary
chain, recording less frequent global events, can be synchronized at significantly
lower paces, thereby reducing the capacity requirement for preserving consistency
across a large network scale. The two sets of blockchains need to be interconnected
to guarantee the integrity of all records, both globally and locally. With an
emphasis on implementation, some initial research activities have been reported in
[242].

5.6.3 Side chain

Apart from the ubiquity of loT networks, some IoT devices can have the capability
of traveling over large distances, such as those installed on air crafts, inter-
continental trains and ships [243]. The integrity of the data these IoT devices can
generate, such as the erosion of aircraft components, is equally, if not more,
important to those generated by static loT devices. However, the data of nomadic
IoT devices can be mined in blocks while the devices are away from home net-
works or network partitions and embedded in different blockchains. The migration
and integration itself is a form of tampering. The migration of the blocks or seg-
ments involving the blocks’ back to the home networks is important to maintain
consistent records of nomadic devices but is challenging due to the tamper-resistant
nature of blockchain. The side chain technology [200,244] provides a solution to
transferring assets between multiple blockchains. With the side chain technology,
the tokens can be transferred among different blockchains in a decentralized way.
The asset transfer process is similar to the currency exchange [244]. However,
more challenges associated with side chains to be addressed include the prolifera-
tion of the chains in home networks and the implantation of the chains into the
main chain.

5.6.4 IoT-specific consensus

Specifically designed consensus protocols for various requirements would be
important to benefit loT-blockchain applications that are data centric. The con-
sensus protocol can be designed to reach data consensus by validating transaction
data instead of the syntax of the transactions only. Note that sensor observations are
highly correlated in the space domain, due to high density in the network topology.
Furthermore, the nature of the physical phenomenon constitutes the temporal
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correlation between consecutive observations of a sensor node. Spatial and tem-
poral correlations, along with the collaborative nature of IoT, raise potentials to
develop content-oriented consensus protocol [245]. The correctness of sensory data
can be cross-validated with sensory data from its neighbors and historical
data [246].

5.6.5 Simplified payment verification

The task of block mining can be too heavy, and the size of blockchain data can be
too large, to be implanted in IoT devices. An SPV technology [58] makes it pos-
sible to verify transactions without running block mining task and storing all his-
torical blocks. The blockchain nodes powered by SPV only need a small amount of
resources and can be deployed on IoT devices. In SPV, a node only needs to keep
the chained block headers and a Merkle branch linking to the transaction to the
verified. Although the SPV node cannot validate the transaction by itself, it can
check whether the blockchain network has accepted the transaction by comparing
the Merkle branch linking to the transaction. For example, the Ethereum SPV nodes
have been deployed on smart bicycles [151]. Light node is an SPV implemented in
Ethereum [121]. The light nodes need to fetch blockchain data from the nodes
owing all the blocks, e.g., the light Ethereum subprotocol server in Ethereum [121].

5.6.6 Editable blockchain

The storage of [oT devices can be very limited for the explosively growing size of a
blockchain ledger, as a huge number of [oT devices keep recording a large amount
of events in the long term. Even in the case of Bitcoin recording financial data, its
total size has grown up to 149 gigabytes by December 2017 since the genesis block
in 2009 [247]. However, the data of some IoT applications will be meaningless
after a constant duration. For example, the record of food is meaningless after the
food has been consumed. Hence, such data can be deleted from the blockchain to
decrease the blockchain storage. Also fraud actions and records on [oT blockchains
raise demand for editable blockchain technology without breaking the trust of the
stored data. Editable blockchain enables delete or modify some blocks when
satisfying specific conditions. As the “editability” is somewhat contrary to the
inherent “immutability” of blockchain, the editable blockchain is required to
guarantee secure conditions and records for any edit actions. Currently, editable
blockchains have been designed with cryptographic algorithms, such as variations
of the chameleon hash function [248].

5.7 Conclusion

This chapter surveyed the use of blockchain to resolved the myriad of data security
concerns in [oT. The impact of massive IoT devices, limited computing power,
low communication bandwidth and error-prone radio links on the performance of
blockchain was studied. The state-of-the-art blockchain technologies were
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analyzed in detail, followed by comparison of the technologies in terms of
applicability to the IoT scenarios. Research directions were pointed out to improve
capacity, security and scalability of blockchains for future effective integration of
blockchain and IoT technologies.
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Chapter 6
Blockchain in 5G and 6G networks

Minghao Wang', Xuhan Zuo' and Tianqing Zhu’

In 2008, Nakamoto [1] presented the Bitcoin, which is a peer-to-peer (P2P) elec-
tronic cash system that makes the public begin to pay attention to blockchain
technology. Until now, blockchain technology is attracting massive attention and
triggering multiple projects in different fields [2]. However, the financial area is
still the main application of blockchain technology. The blockchain could be con-
sidered as a public ledger in which all transactions are stored in a chain of the block
[3]. Every time a new transaction is generated, it is packaged into a new block and
attached to the chain. Even for Bitcoin, the public ledger records all transactions
since the birth of Bitcoin, and anyone can download, view and even record by
themselves.

There are some specific characteristics for blockchain such as decentralization,
persistency, anonymity and auditability [4]. Due to these characteristics, block-
chain has gained much attention not only in the financial transactions but also in
distributed cloud storage, smart property, Internet of Things (IoT), supply chain
management, healthcare, ownership and so on [5]. For organization and con-
venience, the existing and potential activities in the blockchain revolution could be
divided into three categories: they are Blockchain 1.0, 2.0 and 3.0, respectively [6].

Blockchain 1.0 was initially used for cryptocurrencies [7]. The primary use of
Blockchain 1.0 was for deploying cryptocurrencies in cash-related applications,
such as currency transfer, payment systems and remittance. As for Blockchain 2.0,
broadly speaking, it includes Bitcoin 2.0, smart contracts, smart property, decen-
tralized applications and decentralized autonomous organizations [6]. The main
contribution of Blockchain 2.0 was the idea of using smart contracts [8].
Blockchain 2.0 has broader coverage than Blockchain 1.0, which changed to the
digital economy from digital currency. However, Blockchain 3.0 has turned to the
digital society. Blockchain 3.0 refers to a vast array of applications that do not
involve money, currency, commerce, financial markets or other economic activity
[9]. These applications should include many aspects such as art, health, science,
identity, education, governance and communication [10].

!Centre for Cyber Security and Privacy, School of Computer Science, University of Technology Sydney,
Ultimo, Australia
2School of Computer Science, China University of Geosciences, Wuhan, China
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The blockchain technology could help to make the businesses, governments
and logistic systems more reliable, trusty and safety [11]. However, capabilities of
the blockchain technology extend far beyond that, which enables existing tech-
nology applications to be vastly improved and new applications never previously
practical to be deployed [12]. Recently, the combination of blockchain with 5G and
6G networks has attracted more and more attention. By implementing blockchain
technology in 5G and 6G networks, some previously existing security and privacy
issues can be solved as well.

The new digital business models have changed and eradicated traditional
industries with an unprecedented rate [13]. Although digital business models have
caused a great impact on traditional industries in 4G networks, it will have a future
development in 5G networks, because the 5G network is not only faster than the 4G
network but also an overall upgradation of the 4G network. In 5G networks, mobile
data traffic will surge. Chaer et al. [14] presented three reasons that cause the
massive upsurge in mobile data, which are the increase of mobile device usage,
content availability and ubiquity in video-streaming service provides and user-
created contents being hosted on several social-cloud platforms for consumption by
other end users. These reasons drive the development of 5G networks. Moreover,
some research found that the blockchain technology could enable completely new
technological systems and business models that drive people’s research for the
combination of blockchain and 5G networks. By combing the blockchain-enabled
technology, some original problems that exist in original 5G technologies could be
solved as well, such as authentication, access control, verification, spectrum man-
agement, network slicing, software-defined network (SDN) and edge computing.
Moreover, the applications and services in 5G networks are also improved, such as
the smart transport, smart health, smart industry and [oT. These blockchain-enabled
technologies, applications and services will be detailed in Section 6.1.

Although one of the goals of 5G networks is to realize the Internet of
Everything (IoE), with the development of 5G networks, this goal is far from being
realized. However, in 6G networks, the IoE may be realized. Moreover, as 6G
networks would be a fully artificial intelligence (Al)-empowered networks, Al
would be the most important feature in 6G networks [15]. The applications and
services via blockchain in 6G networks do not only include the IoE but also include
distributed ledger technology and Edge Al. The blockchain-enabled technologies in
6G networks are also a bit different from those in 5G networks. They are spectrum
sharing and blockchain with AI. These technologies, applications and services will
be detailed in Section 6.2.

Hence, the key contributions of this survey can be summarized as follows:

1. The blockchain-enabled technology, application and service via blockchain in
5G and 6G networks are summarized and detailed in this chapter.

2. The security- and privacy-related issues are discussed in detail. The potential
solutions are also mentioned.

3. The other related issues that exist in blockchain networks are also discussed
where the possible solutions are followed.
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The remainder of this chapter is structured as follows: Section 6.1 presents the
blockchain in 5G networks, which includes blockchain-enabled technology and
application and service. Then, in Section 6.2, we describe the usage of blockchain
in 6G networks which is structured as the same as Section 6.1. The security and
privacy in blockchain are discussed in Section 6.3, which is divided into the
security-related, privacy-related and other related issues. Finally, this chapter
concludes in Section 6.4. Moreover, some of the references used in this chapter
along with further details of several points raised can be found at: security-
privacyin5g-6g.github.io.

6.1 Blockchain in 5G networks

With the rapid development of the Internet, the arrival of 5G networks has made the
Internet enter a new stage. Moreover, the blockchain plays an important role in the
5G network. There are several blockchain-enabled technologies such as authenti-
cation, access control and spectrum management, and some services and applica-
tions via blockchain in 5G networks such as vehicle and edge computing. These
blockchain-enabled technologies, applications and services consist a part of 5G
networks. In this part, these technologies, applications and services will be detailed
in the following. A summary of the blockchain-enabled technologies, applications
and services in 5G networks could be found in Table A.1.

6.1.1 Blockchain-enabled technologies

6.1.1.1 Authentication

Because of the advent of the 5G era, the new-generation network has become faster
and has lower latency and larger capacity than the previous network. However, it is
also accompanied by various issues caused by 5G networks. As the entrance and
business cornerstone of the wireless network, the authentication will play an
essential role in responding to some issues caused by 5G networks such as some
security and privacy issues. There are three basic types of authenticating identity.
The first type is to verify identity based on known information. The second type is
to verify identity based on owned objects. The third type is to verify identity based
on unique characteristics [16]. The most basic method in verifying identity
authentication is the username and password method. However, as many hackers
and malicious attackers exist in the network, only using the username and password
method is far from enough. The attacker could easily access personal information
such as password via eavesdropping or security vulnerability. So, it is necessary to
solve the authentication problem in 5G networks.

Most type of authentication-related problems in the 5G network could be
divided into three main aspects. First and also the largest category is authentication
problems in the IoT aspect. Second is the authentication problems in handover
aspect. The third is the other aspect. Yang et al. [17] have mentioned a blockchain-
based trusted authentication architecture that could be used in IoT network for
ensuring the security of services. Rashid and Pajooh [18] have mentioned a local
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authentication of the authentication process in the IoT network, which could make
devices communicate with other devices and base station via local blockchain
implementation without a central authority.

Moreover, Jangirala et al. [19] have presented a new efficient, lightweight
blockchain-enabled RFID-based authentication protocol called LBRAPS that could
be used against various attacks in 5G IoT environment. Zhang et al. [20] have
presented a blockchain-based robust and universal seamless handover authentica-
tion protocol named RUSH that could be used in 5G heterogeneous networks to
process the anonymous mutual authentication with a key agreement. Chen et al.
[21] have presented a blockchain-based authentication scheme in 5G networks
which could reduce the authentication frequency when devices move among the
access points (APs) and improve the access efficiency. Moreover, Yazdinejad ef al.
[22] have also presented a new authentication method that could remove the
unnecessary reauthentication in repeated handover among heterogeneous cells in
5G networks.

6.1.1.2 Access control

Massive device networking will become one of the essential features in 5G net-
works. As we have mentioned earlier, authentication is the entrance and business
cornerstone of wireless networks. Access control is also an integral part of the
wireless networks, especially in the IoT networks. Access control could be defined
as a process that mediates every request to resources and data maintained by a
system and determines whether the request should be granted or denied [23]. There
are several basic access control approaches have already been used in 5G networks,
such as the access control list, the role-based access control and the attribute-based
access control [24]. However, these access control methods could not provide a
scalable and efficient mechanism to meet the requirements of 5G networks. So, in
5G networks, a new type of control method is required. The blockchain-based
access control method could mostly meet requirements.

Most of the blockchain-based access control method is developing a new fra-
mework. It is the most direct and effective method. Dukkipati et al. [25] have
mentioned that most of the methods are not suitable for decentralized and hetero-
geneous system environment, so they presented a new blockchain-based access
control method that could help the user in accessing or controlling their data.
Messié et al. [26] have presented a new connectivity platform named BALAdIN
(Bandwidth Ledger Accounting Networks) that combines the consortium block-
chain with access control mechanisms to solving drawbacks of communitarian
Wi-Fi and ad hoc networks. Wang ef al. [27] have presented a blockchain-based
framework that could achieve fine-grained access control over data. Dagher ef al.
[28] have also presented a blockchain-based framework that could be deployed in
the health-care area that utilizes smart contracts in an Ethereum-based blockchain
for heightened access control and obfuscation of data. Xu ef al. [24] have presented
a blockchain-enabled decentralized capability-based access control named
BlendCAC that could achieve effective access control processes to devices, ser-
vices and information. Pinno et al. [29] have also mentioned a blockchain-based
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architecture that is user transparent, user-friendly, fully decentralized, scalable,
fault-tolerant and could compatible with a wide range of access control models that
could be used in IoT network of 5G networks. Moreover, some other blockchain-
based access control frameworks such as BlockTC [30], B-RAN [31] and
FairAccess [32] could also be deployed to solve the access control issues in 5G
networks.

6.1.1.3 Verification

The verification is another key part to ensure the security and privacy in the 5G
networks. Different from the traditional verification method, the blockchain-based
verification is safer. For example, although some public verification techniques can
let the third-party auditor (TPA) verify the data, these techniques are vulnerable to
procrastinating auditors who may not verify on-time [33]. Moreover, most of the
public verification has the public key infrastructure issues. So, a new way of ver-
ification method was needed. Thus, blockchain-based verification was invented to
solve the problems of traditional verification methods.

Typically, the blockchain-based verification method is used for two aspects,
first is used in the aspect of the financial transaction and the second is used in the
data integrity aspect. In the first aspect, Unal ef al. [34] have mentioned a new
method in verification transactions which is based on formal logic and could sup-
port formal verification of smart contract policies that could be used in 5G net-
works. Jiang et al. [35] have presented a new distributed and secure data sharing
framework named device-to-device blockchain that could verify end users’ trans-
actions via a set of APs in 5G networks. Prybila et al. [36] have mentioned a
blockchain-based runtime verification that could enable a seamless execution
monitoring and verification of choreographies.

As for the data integrity aspect, Fisher and Sanchez [37] have presented an
invention that could verify the digital content via unique hash encryption and
conversion method. Machado and Frohlich [38] have presented a blockchain-based
architecture that could verify the data integrity that is produced by IoT devices even
in the realm of cyber-physical systems (CPSs). What is more, Qu et al. [39] have
presented a framework with layers, intersect and self-organization blockchain
structure for device and data verification. Liu et al. [40] proposed a blockchain-
based framework for data integrity service, which could provide a more reliable
data integrity verification for both data owners and data consumers without a TPA.
Yue et al. [41] presented a Merkle trees method that could effectively improve the
performance of data integrity verification via a blockchain-based verification
framework.

6.1.1.4 Spectrum management

With the development of technologies and the increase of people’s demand for the
network, the 5G networks become lower latency, higher bandwidth and faster in
speed than previous generation networks. More and more services such as remote
high-quality video call and big data application need higher bandwidth. Although
some of the technologies used in 5G networks have solved some people’s demand,
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some physical constraints such as spectrum limitations still exist. What is more,
only considering the human-to-human (H2H) communications in 5G networks is
far from enough, machine-to-machine (M2M) communications should also be more
considered as massive devices are connected to the Internet. Zhou ef al. [42]
mentioned that compared with the H2H communications, the M2M communication
have smaller data size, lower mobility and more infrequent transmissions.
However, it is cost-inefficient to build a separate network and allocate a dedicated
spectrum for M2M communications [43]. So, spectrum management is a problem
that needs to be urgently solved in the field of spectrum area in 5G networks.

Weiss et al. [44] mentioned that the blockchain-based spectrum sharing would
bring some benefits in decentralization, transparency, immutability, availability
and security. Some research mention using the blockchain-based virtual crypto-
currency to solve the spectrum sharing problem. For example, Maksymyuk et al.
[45] presented a new unlicensed spectrum sharing algorithm based on game theory;
this algorithm could share the spectrum between operators via using the virtual
cryptocurrency. Kotobi and Bilén [46] have presented a virtual currency named
“Specoins” that could be used for payment to access spectrum under an auction
environment. Moreover, Bayhan et al. [47] mentioned a spectrum sensing service
named “Spass” that could enhance the spectral efficiency based on the smart con-
tract payment mechanism running on a blockchain.

Different from virtual currency, Zhou et al. [43] have also presented a fra-
mework that could share the spectrum security. Grissa et al. [48] presented a
trustworthy spectrum access system named TrustSAS that could enable seamless
spectrum sharing between secondary and incumbent users. Moreover, den Hartog
et al. [49] have also presented a platform that could automate negotiation for
spectral resources between AP operators. Sevindik [50] has presented a new tech-
nique that could efficiently manage spectrum grants in an unlicensed spectrum
environment.

6.1.1.5 Network slicing

Network slicing is another primary technology that is used in 5G networks. In order
to provide customized services via limited network resources while reducing the
expense of 5G networks, the network slicing has been proposed as the main enabler
of network service convergence and on-demand customized services [51]. The
main idea of network slicing is to operate separate multiple virtual networks on the
same physical hardware to support various types of IoT applications [52]. Each
network slicing contains a set of virtual network functions related to physical net-
work functions that could enable network services based on the computing and
storage capabilities of cloud infrastructure [53]. By deploying network slicing in
5G networks, the network could be divided into some specific services and appli-
cations such as smart home, vehicle network and smart factory [54].

The main blockchain-based network slicing method is fastened on the broker
application. Nour ef al. [55] mentioned that the network slice provider needs a
brokering mechanism, which allows them to lease resources from different provi-
ders securely and privately, to deploy a network slice. Moreover, they have also
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proposed a blockchain-based broker design to ensure security anonymous trans-
actions in the leasing process for the network slice provider. Backman et al. [56]
also presented a blockchain slice leasing ledger concept that could utilize 5G net-
work slice broker in a blockchain to reduce service creation time and enable
manufacturing equipment autonomously and dynamically acquire the slice needed
for more efficient operations. Moreover, Valtanen ef al. [57] have presented the
value of the blockchain network slice brokering use case and the results in the
industrial automation application scenario. They show that the blockchain-based
network slice brokering has to value beyond expectations.

6.1.1.6 Software-defined network

The SDN is an important technology that makes 5G networks unique from previous
generations. It could support the dynamic nature of 5G networks while also
enhancing its capabilities [58]. In SDNs, the control plane and the data plane are
separated from each other to logically centralize the network state and intelligence
[59]. The main idea for SDN is to make all the forwarding devices, such as
OpenFlow switches, routers and gateways, located on the data plane and let the
control plane making the decision. The OpenFlow protocol is the key enabler of
SDN and also the first-standard SDN protocol to promote the relaying of infor-
mation and data packets between the control and forwarding planes [60]. However,
with the continuous research of SDN in 5G networks, some limitations of SDN
have also been explored, such as the security and scalability. The blockchain-based
SDN technology could solve parts of these limitations.

Pourvahab and Ekbatanifard [61] purposed a blockchain-based forensic
architecture in SDN, which could solve some security problems such as poor attack
detection and slow processing. Yang ef al. [62] have also mentioned a blockchain
technique named BlockCtrl that could improve the security of control plane in
SDN. Li et al. [63] presented a blockchain-based framework named ChainSDI that
could share sensitive data securely. Sharma et al. [64] mentioned a framework that
combines the SDN and blockchain technology that security could automatically
adapt to the threat landscape. Xue et al. [65] proposed an SDN data chain based on
blockchain that could reduce the cost of network failure recovery and achieve the
unified scheduling of business capabilities. Boussard et al. [66] have also presented
a blockchain-based global trust assessment framework that could store and modify
the trust mark of different devices and allocate resources to the different trust level
of devices.

6.1.1.7 Edge computing

With the popularity of smartphones and wearable devices, edge computing has also
attracted people’s attention. In some 5G scenarios, sometimes a large set of data
streams needs to be handled. However, the removable device only has limited
computing resources, which means they cannot handle large data streams well. The
edge computing is an excellent method to solve this problem. By using the method,
the removable device could offload the computation task to the edge computing
nodes, which means it could handle the computing well and reduce self-pressure
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significantly [67]. In recent years, there are already some types of architectures
have been presented, such as cloudlet, edge computing, fog computing, mobile
cloud computing, mist computing and mobile edge computing (MEC) [68].
However, it is still a big challenge to deploy the edge computing into 5G network
because of its security [69]. In the dynamic edge computing environments, the data
computing is vulnerable to different types of malicious attack, such as jamming
attacks, sniffer attacks and denial-of-service (DoS) attacks [54]. However,
blockchain-based edge computing technology could solve these challenges.

By combining the blockchain and edge computing into one system, it could
enable reliable access and control of the network, storage, and computation dis-
tributed at the edges, in order to provide a large scale of network servers, data
storage, and validity computation near the end in a secure manner [70]. Most of the
combination of the blockchain and edge computing is to design a new framework
or platform. Zhu [71] proposed a blockchain-based MEC platform named
BlockMEC that could distribute computing, control, storage and networking
functions to the edge of the network without involving any central controllers. Wu
et al. [72] have also presented a framework named BlockEdge that first introduces
incentive schemes to attract edge nodes to participate in collaborative edge com-
puting tasks. Yang et al. [73] mentioned a blockchain-based heterogeneous MEC
scheme that could significantly improve the credibility and efficiency of MEC
collaboration. Moreover, Zhang and Lee [74] presented a novel blockchain-based
signature scheme that could provide a more efficient authentication scheme of
authenticating mobile devices.

6.1.2 Applications and services via blockchain in
5G networks

6.1.2.1 Smart transport
The vehicle network is one of the most important applications in 5G networks.
With the development of the vehicle network, the requirements of the vehicle
network are getting higher and higher, for example, the data stream. Because the
data stream is getting bigger and bigger in the vehicle network, the pressure of
traditional centralized management and data storage is followed increasing. The
central server could be the bottleneck of the entire system because once the server
fails, the whole system would break down [75]. So, making the decentralization,
distributed management and storage would be the future technology trends in 5G
networks. However, blockchain technology could meet these requirements well. By
deploying the blockchain technology into the vehicle network, not only it decen-
tralizes but also significantly improves the security of the vehicle network.
Moreover, blockchain technology could also solve some bandwidth issues in-
vehicle network [76]. So, the blockchain technology is a promising technology that
should be deep researched in the vehicle network.

Most of the researches have proposed a new framework of the combination of
vehicle network and blockchain technology. Notably, some of the researches are
using blockchain-based SDN technology to solve the problems of the traditional
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framework. Zhang et al. [33] presented a novel blockchain-based distributed
software-defined vehicular ad hoc networks framework that could establish a
secure architecture to prevent the decline of performance caused by malicious
attacks. Gao et al. [77] found that with managerial responsibilities shared between
the blockchain and the SDN, the pressure of the controller is significantly reduced.
It could ensure the effective operation of the vehicle network. Xie et al. [78]
mentioned scheduling procedures of the blockchain-based framework, which could
be used in the vehicle network for detecting the malicious vehicular nodes or
messages. Moreover, Wang et al. [79] proposed a blockchain-assisted scheme
named B-TSCA that could handle the reauthentication problems when vehicles
through secure ownership transfer between infrastructures. Liang et al. [80] have
also proposed a micro-blockchain-based geographical dynamic intrusion detection
named MBID that could construct local intrusion detection strategies for vehicles
with tamper-resistance.

6.1.2.2 Smart health

Health is the cornerstone of people’s life. With promising health-care technology,
people’s lives are guaranteed. So healthcare is also one of the essential applications
in 5G networks. People gradually realize the importance of a sound health-care
system; for example, more and more people are willing to wear the wearable
device. However, due to the rapid increase in the world’s population, the traditional
health-care system is far from enough for meeting the people’s demands. So, more
and more countries are vigorously developing smart health systems. In a sophisti-
cated health-care system, you can enjoy an excellent medical system even in a
remote area. However, the existing technology is not enough to solve the problems
in the current health-care system, for example, privacy issues. Health information is
the most private information for everyone. Most people do not want to let others
know about his illness. According to these issues, the blockchain technology is
proposed for solving these problems.

The combination of blockchain and healthcare in 5G networks could provide a
better decentralization, security and privacy [81]. Moreover, it will also reduce the
operational costs, simplify the health-care system and improve service efficiency
[82]. Most papers used blockchain technology to solve the privacy issues of the
health-care system in 5G networks. Lin et al. [83] mentioned using a blockchain-
based algorithm to allocate communication and computation resources that could
optimize the delay of data transmission and computation of the health-care system
in 5G networks. Fan ef al. [84] proposed a blockchain-based data sharing scheme
that could be used for solving the private sharing issues in the health-care system.
Li et al. [63] presented a framework named ChainSDI that could leverage the
blockchain technique along with edge computing resources to manage secure data
sharing and computing. Yue et al. [85] have also mentioned a blockchain-based
health-care data gateway that could enable patient to own, control and share their
data easily and securely without violating privacy. Liang et al. [86] presented an
innovative user-centric health data sharing scheme that is based on the decen-
tralized and permission blockchain to protect privacy using channel formation
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scheme and enhance the identity management. Esposito et al. [87] mentioned that
blockchain could also be used for protecting the health-care data hosted within the
cloud. Witchey [88] proposed a health-care transaction validation system that could
compile all the health-care transactions into a chain, in order to provide a com-
prehensive person’s health-care path.

6.1.2.3 Smart industry

Except for the vehicle and healthcare, the industry is also an indispensable part of
people’s lives. Industry 4.0, which also known as the fourth industrial revolution,
would introduce the concepts of M2M communication, CPSs and the IoT into the
industry [89]. It will be a massive innovation in the industry area. The industry
could improve the previous generation industry from different aspects such as the
communication between the different industrial components, the monitor and
decision process used in industry and efficiently share resources [90]. However,
with the development of the industry 4.0, different social challenges and risks are
gradually explored, for example, the need for an increased amount of data trans-
mission with improved security, transparency and credibility [91]. Some
researchers have begun to deploy blockchain in the industry 4.0 to solve the pre-
vious problems.

Sikorski et al. [90] have already used blockchain to facilitate M2M interactions
and establish an M2M electricity market in the context of the chemical industry.
They found by deploying the blockchain; it could show all stakeholders with rea-
listic data produced by process flow sheet models that ensure the authenticity of the
data. Jovovié et al. [91] also presented a blockchain-based data sharing mode that
could significantly enhance the security, transparency and credibility of stored
data. Wang et al. [92] presented a new blockchain-based distributed consensus
mechanism named Beh-Raft-Chain that could be used for solving the problem of
device collaboration in industry 4.0. Moreover, Mistry et al. [93] mentioned that
blockchain could revolutionize most of the current and future industrial applica-
tions in different sectors by providing fine-grained decentralized access control.
Lin et al. [94] also presented a blockchain-based system named BSeln for secure
mutual authentication, which could be used for enforcing fine-grained access
control policies.

6.1.2.4 Internet of Things

IoT is a promising application in 5G networks. Although the application of IoT has
already deployed in the previous generation of networks, because of the new
technologies in 5G networks, the evolution of 5G networks will become the key
driving force for the development of the IoT. The new model named 5G IoT is
expected to disrupt the global industry [95]. What is more, the recent research
found that the combination of blockchain and 5G IoT networks could significantly
empower the IoT services and applications [96]. By deploying the blockchain
technology, the 5G IoT networks have more potential than before. The blockchain
technology could encrypt data at its source and protect it through its life cycle in
IoT, and every access to the data is logged on the blockchain which means it is
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transparent for all users [97]. Moreover, except deploying blockchain in three main
applications of 5G networks (vehicle, health and industry) that have been men-
tioned before, the other blockchain-based IoT applications are also playing an
important role in 5G applications, such as unmanned aerial vehicle (UAV) net-
works, smart grids, smart home and smart city.

Panarello ef al. [98] have surveyed how blockchain applied in smart cities from
main research challenges and future research aspects which include the research of
security and privacy, throughput, storage, energy efficiency, incentive and pun-
ishment mechanisms, cost and regulation. Dorri et al. [99] also mentioned a
blockchain-based smart home framework that could significantly improve the
security of the core components and functions of the smart home tier. Dai et al.
[100] have mentioned that the blockchain-based IoT framework named Blockchain
of Things would have several benefits such as interoperability across [oT devices,
traceability of IoT data, reliability of IoT data and autonomic interactions of IoT
systems. Moreover, Samaniego and Deters [101] have mentioned that the block-
chain technology could also be used in managing device configuration, storing
sensor data and enabling micro-payments. Zhang et al. [102] proposed a
blockchain-based edge intelligence IoT framework that could achieve flexible and
secure edge service management. Dinesh et al. [103] have also presented the
blockchain-based mmWave communication and MIMO technology that could be
used for solving the security and privacy issues in 5G communications process.

6.2 Blockchain in 6G networks

The 6G networks would not only be a faster 5G but also fully deployed Al inside.
Blockchain-based 5G and 6G networks will have some intersections, but there will
also be some differences. In 6G networks, the blockchain-enabled technology
should consider the spectrum sharing and blockchain with Al. As for the applica-
tion and service, it should consider the distributed ledger technology, Edge Al and
the IoE. These blockchain-based technologies, applications and services will be
detailed in the following. A summary of the blockchain-enabled technologies,
applications and services in 6G networks could be found in Table A.2.

6.2.1 Blockchain-enabled technologies

6.2.1.1 Spectrum sharing

Although the standards for 6G networks are not fully clear, the general trend is
already obvious. Compared with the 5G networks, the 6G networks would increase
two orders of magnitude bit rate [104]. Moreover, the available spectrum is
becoming less and less. So the spectrum problems are still an essential problem in
6G networks. We need technology that could not only manage the spectrum but
also be able to share the spectrum under this technology. The blockchain technol-
ogy could solve the previous problems. The blockchain could represent the cen-
tralized database in spectrum sharing system, which could significantly increase
spectral efficiency [105]. Moreover, the blockchain technology in the spectrum
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sharing system would allow the users to share the same spectrum in a secure, low
cost, smart and efficient spectrum utilization way [106].

Dai et al. [107] mentioned that blockchain technology could combine deep
reinforcement learning to solve the spectrum sharing problem in 6G networks.
Kotobi and Bilen [108] presented a blockchain-based protocol for enabling and
securing spectrum sharing, which realizes an auction mechanism based on a first-
come-first-served queue to let each primary user advertise their spectrum in a
decentralized fashion. This auction method greatly increases the spectrum sharing
efficiency. Nguyen et al. [54] have also mentioned that the smart contracts tech-
nology in the blockchain could alleviate the spectrum-sharing-related cooperation
and transparency issues. Mafakheri ef al. [109] mentioned that blockchain could be
deployed in the resource sharing area; for example, spectrum sharing is to support
the self-organizing network features for the 6G network.

6.2.1.2 Blockchain with AI

For 6G networks, the most convincing technology is that the 6G networks will fully
embed Al inside. Back to previous generation network, for example, the 4G net-
works, there are no Al applications in 4G networks. Although, in 5G networks,
there is some limits Al deploying inside, when designing the 5G standard, the
application of Al was not considered. So the 5G network does not combine with Al
well. As for 6G networks, Al is the top priority. There are already some Al-based
technologies for 6G networks have been proposed in a different aspect, such as
deploying Al technology in PHY layer aspect and network architecture aspect.
However, with the deploying of Al in 6G networks, more and more problems have
been found, especially the security and privacy problems. Blockchain technology
could handle the previous challenge in Al. By deploying the blockchain in Al the
decision process of the Al methods would be made more understandable and
coherent, because all the underlying elements on which the decisions are made
could be traced back [110].

Mamoshina et al. [111] have mentioned that the blockchain technology could
combine with deep learning together to solving data security and transparency.
Mcmahan et al. [112] mentioned that the blockchain-based Al techniques can offer
decentralized learning to facilitate the sharing of knowledge and decision between
the different agents, which could be used in a 6G network scenario. A compre-
hensive survey for the combination of blockchain and AI, which includes the
complete review and research challenges, could be found in [113].

6.2.2 Applications and services via blockchain in
6G networks

6.2.2.1 Distributed ledger technology

Distributed ledger technology is one of the most promising technology in 6G net-
works. The combination of blockchain and distributed ledger technology could be
considered as the next generation of distributed sensing services which could ensure
the low-latency, reliable connectivity and scalability for the 6G networks [114].
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Moreover, by deploying the blockchain-based distributed ledger technology, the
security of the 6G network could be improved significantly, especially for the
surveillance and governance of the 6G networks. The distributed ledger could
remain an immutable and transparent logbook for each event, which means it
could be checked and examined at any time by anyone [110]. It also promotes
accountability in 6G networks. Ferraro ef al. [115] have presented a compre-
hensive survey of the combination of blockchain and distributed ledger tech-
nology which could be used in the scenario of smart cities, sharing economy
and social compliance for 6G networks. This chapter also presented the
advantages and disadvantages of 6G networks that laid the foundation for
future research.

6.2.2.2 Edge Al

Same as 5G networks, edge computing is promised to become a key part of the
upcoming 6G networks. The edge computing technology could provide more
bandwidth and reduce latencies [116]. However, different from 5G networks, in 6G
networks, edge computing is very likely to be combined with Al because 6G net-
works will be an Al-empowered network. To enable Edge Al, some new technol-
ogies, for example, the new embedded systems technologies that include machine
learning, neural network acceleration and reduction, are needed [117]. These new
technologies would push the network intelligence to the edge to enable running Al
and learning algorithms on edge devices to provide distributed autonomy [114].
However, Porambage er al. [118] have mentioned that the combination of edge
computing and Al will exist some security-related issues and challenges. The
combination of edge computing and Al would not only have some issues about
power efficiency but also have some problems in computational complexity, priv-
acy and security problems inside the combination [117]. However, the combination
of the blockchain and Edge Al could solve some part of these problems.

Xu et al. [119] mentioned, by combining the blockchain with Edge Al, the
interests of involved edge servers would be maximized, and the ecosystem would
also become bigger. Lin ef al. [120] presented a knowledge consortium blockchain
that could ensure the secure and efficient knowledge management in the Edge Al
that could be used for knowledge transfer in 6G networks. Zhang et al. [102] pro-
posed a framework which combines the blockchain and Edge Al to achieve the
security and flexible edge service management that could also be used in 6G net-
works. Doku et al. [121] mentioned that the data integrity could be ensured by
deploying blockchain in Edge Al, and data centralization would also be disrupted
because of the combination of the blockchain’s trust mechanism and federated
learning’s ability (Edge AI’s technologies). Rahman et al. [122] also presented a
blockchain-based framework that combines Edge Al to process and extract sig-
nificant event information, produce semantic digital analytics and finally save
results in blockchain and decentralized cloud repositories to facilitate sharing
economy services. However, Wang et al. [123] mentioned that although the
blockchain could solve the security and privacy problems in Edge Al how to
evaluate the contribution of In-Edge Al computation on heterogeneous scenarios
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and how to distribute the huge computation load of the proof-of-work (PoW) over
the edge system is still an open problem.

6.2.2.3 Internet of Everything

Compared with 5G networks, future 6G network would not only consist of the [oT
but also the IoE. The future 6G IoE networks would not only connect with people
and devices but also the computing resources, vehicles, wearables, sensors and
even the robotic agents [124]. The propose of IoE is to seamlessly connect people,
processes, data and things in an intelligent way [125]. Moreover, Zhang ef al. [124]
mentioned that the tactile IoT would also become an essential component of 6G
IoE networks because it demands higher data rates to support touch-related
experiences. However, with the developing of the massive devices in 6G IoE
networks, the problems of network management and regulatory are gradually
emerging. The application of blockchain could solve these problems. By deploying
the blockchain into IoE, the data could be stored securely and shared through
distributed blockchain (DBC) transactions and protected by consensus protocols
and cryptographic security, with no need of entrusting any central party of the
ledger maintenance [126]. The blockchain technology could improve the inter-
operability, privacy, reliability and scalability of the underlying infrastructure in
IoE networks [127].

Cao et al. [127] mentioned a blockchain-based reward mechanism that the
devices in the IoE networks could share their power or data to get the corre-
sponding reward. It could make the environment of the network more collaborative
and trusted. Dai et al. [100] also mentioned that blockchain could be used in
vehicular-to-anything (V2X) communications to encourage vehicles to trade
energy or information with each other. However, there are still many challenges in
the combination of blockchain and IoE. Xu et al. [128] mentioned in the case of
public chains that most of the IoT devices are suffering power-constrained, espe-
cially for the devices powered by cellular IoT. They also presented that the lifetime
of cellular IoT devices would significantly be reduced when considering the com-
putation of the consensus algorithm. Moreover, because of the decentralization in
the blockchain, it will cause an inevitable delay in data transmission. In the V2X
environment, a minimal delay may cause an accident. So, these problems urgently
need to be solved for the combination of the blockchain with IoE. The blockchain-
based IoE network still needs further investigation for its security performance and
optimal node deployment [129].

6.3 Issues and problems in blockchain networks

Although blockchain is famous for its security, there are still security and privacy
issues in the blockchain. Some of the issues are issues of the blockchain itself such
as majority attack and fork problem, but some of the issues are caused by the
combination of blockchain with other technology, such as quantum communica-
tion. In this part, we divided security and privacy issues into three main parts,
which are security-related, privacy-related and other related issues. They will be
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detailed in the following. A summary of issues and solutions in blockchain net-
works could be found in Table A.3.

6.3.1 Security-related issues

As for the security-related part, there are several security issues for the blockchain
network. In this part, the main security-related issues, which are majority attacks,
fork problem, double-spending, selfish mining attacks and Sybil attacks, will be
detailed in the following.

6.3.1.1 Majority attack (51% attack)

Because of the decentralization in the blockchain, any transactions in blockchain
should be confirmed by most of the people. That ensures the security of the
blockchain. However, it will also have its own problem. If one of the users could
control 51% of the computing power in the blockchain network, he would able to
control the whole blockchain network. Which means, he could modify the trans-
action data, stop miner mining any available block, stop the block verifying
transaction and so on [130]. Although in some applications of blockchain, such
as Bitcoin, Litcoin, the majority attack may not be a considerable threat, for
consortium-based blockchain networks, several institutions such as private and
public have started collaborating [131]. If collusion occurs between these institu-
tions, the majority attack may just be a general threat. Bahack [132] mentioned that
some miners who have a relatively large part of computational power could also
achieve a similar goal as the majority attack. Kiayias et al. [133] presented a
majority attack based on the scenario of blockchain-based mining game, which the
miner inside could choose to release the mined block or not to hide newly mined
blocks probabilistically.

However, there are also some solutions to deal with the majority attacks.
Nguyen et al. [134] mentioned that the transaction fee could mitigate the majority
attack risk and reduce the expected reward because, with the transaction fee, the
cost of the attack will increase significantly. The benefit obtained from the majority
attack will be far less than the cost of supply. Moreover, Budish [135] also pro-
posed an incentive compatibility condition which could increase the cost of the
computation to prevent the majority attack. Zhu et al. [136] proposed a controllable
blockchain data management model, which could be deployed in a cloud envir-
onment to solve the majority attack problems. Dey [131] presented a methodology
that used the supervised machine learning algorithm and algorithmic game theory
to monitor the users in the blockchain network, in order to stop the majority attack
from taking place.

6.3.1.2 Fork problems

The fork problem is one of the most important security issues in blockchain,
because fork could occur at anytime and anywhere of the blockchain. Hard fork and
soft fork are two types of blockchain forks in the blockchain network. The reason
why the blockchain fork occurs commonly is that it depends on the software ver-
sion of each node in blockchain networks. And sometimes the software version for



152 Blockchains for network security

each node is hardly the same. When the new version comes out, the nodes in the
blockchain network could be divided into two types. One is the new nodes types
that use the latest software version, and another is the old nodes types that use the
old software version. So, there will be compatibility issues between the new and the
old nodes. The hard fork is a change to the protocol of blockchain to make old
nodes unable to be verified if they do not upgrade. However, the soft fork is dif-
ferent. Unlike the hard fork, the new rules defined by the latest software version are
compatible with the old version but are stricter than the old version. When a new
version is released, the block released by the node that upgraded the new software
version can be verified by all nodes. Blocks released by nodes that have not
upgraded the new version can only be verified on nodes running the old version of
the software. However, there are some security problems that exist in the fork
process of the blockchain. Back et al. [137] mentioned before some upgrade, the
security of the soft-forked features could only achieve simplified payment
verification (SPV)-level. Heilman er al. [138] mentioned an eclipse attack that
could be used by attackers in the fork process to influence the computing resources
of the attacked nodes. Although some issues have already been solved, it still needs
future discussion for solving other security issues left in fork problem.

6.3.1.3 Double-spending problem
The double-spending problem is one of the main important issues in blockchain
networks. Although every transaction in the blockchain network would be validated
under the consensus mechanism, the double-spending attack could not be avoided
[139]. Double-spending attack aims to break the integrity of the blockchain’s dis-
tributed ledger [134]. It not only aims at attacking the cryptocurrencies such as the
double-spending attack in Bitcoin but also aims at the regular blockchain network.
In Bitcoin, the purpose of the double-spending attack is to repeatedly spend a few
Bitcoins that have already been used [140]. As for in regular blockchain network,
the double-spending attack refers to an attacker attempting to record an invalid
transaction on the blockchain that is contrary to the transaction on the existing
blockchain. The common method is to generate a longer blockchain fork, make the
blockchain containing the original transaction discarded by most miners. Karame
et al. [141] proposed an attack model that could successfully deploy the double-
spending attack when knowing the vendor’s address. Gervais et al. [142] presented
two types of double-spending attack that could be used under two scenarios, they
are double-spending attack in zero-confirmation transactions and one-confirmation
transactions. Rosenfeld [143] presented an analysis of hash-rate-based double-
spending, which gives out the protection that can be against double-spending and
the way in which this protection can be undermined. Moreover, Karame [144] also
mentioned that the initial measures which used to handle fast payments in a
blockchain network are not able to stop double-spending. Natoli and Gramoli [145]
presented a blockchain anomaly which they experienced when building their pri-
vate chain that could also leave a potential chance for double-spending attack.
However, there are also some methods that could prevent the double-spending
attack in blockchain networks. Karame et al. [141] proposed the users inside the
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network forward all transactions that attempt to double-spend the same coins in the
blockchain network. So, when any user received a new transaction, it will check all
the transaction history if this transaction using the pending coins or not. Adler et al.
[146] presented a decentralized oracle named ASTRAEA that could enhance the
security of the public blockchain to prevent the double-spending attack.

6.3.1.4 Selfish mining attack

In general, according to the PoW, nodes in the blockchain network can be rewarded
on the basis of the computing resources they used for verifying the transaction. The
rewards received by nodes are generally proportional to the computing resources
used. However, after finishing their work, some nodes would strategically broad-
cast their blocks to obtain improper benefit. Eyal proposed the selfish mining attack
in 2014, which aims to obtain undue rewards or to waste other miner’s computing
resources. The attacker would hold private blocks and attempt to fork a private
chain [147]. Then the selfish miner would start to mine this private chain and try to
make this private chain longer than the public chain. As soon as the length of public
chain approaches the length of the private chain, the block mined by the attacker
would be revealed. That will cause the honest miners to spend many computing
resources but cannot get any rewards. Eyal and Sirer [147] also presented a selfish
mining state machine that could present selfish mining more clearly. Courtois and
Bahack [148] proposed a new concrete and practical block withholding attack
which uses the selfish mining attack thought to maximize the advantage gained by
selfish miners. Nayak ez al. [149] mentioned a selfish mining attack method that
combines the eclipse attack to achieve the separation of computing power, affect
the distribution of mining rewards and reduce the effective computing power in the
network to reduce the difficulty of selfish mining attacks. Sapirshtein et al. [150]
provided an algorithm that could provide the attacker with an optimal policy to let
the attacker benefit from selfish mining with lower bounds on the computational
power. Saad et al. [151] presented a new form of selfish mining attack, which could
guarantee high rewards with low cost.

However, there are also some solutions for solving the selfish mining attack.
Solat and Potop-Butucaru [152] presented a novel timestamp-free method named
ZeroBlock that could prevent the selfish mining attack via exploiting the Poisson
nature of the PoW and the current knowledge on the propagation of information in
Bitcoin. Grunspan and Pérez-Marco [153] proposed to adjust the difficulty of the
mining protocol in order to prevent it from the selfish mining attack. Bai et al.
[154] presented a novel Markov chain model that could characterize all the state
transitions of public and private chains to make the selfish attack easier to detect
than before. Ritz and Zugenmaier [155] mentioned using a Monte Carlo simulation
to quantify the effect of uncle blocks both to the profitability of selfish mining and
the blockchain’s security.

6.3.1.5 Sybil attack

Although blockchain systems are effective in preventing some types of attacking
such as bad-mouthing attack and whitewashing attack, they are limited in detecting
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Sybil attack [156]. Usually, the nodes in the blockchain network could accept
several essences because the blockchain network cannot authentically distinguish
the physical machines [11]. That will provide a chance for the adversary to create
multiple accounts in blockchain networks for deploying the Sybil attacks.
Especially when in the absence of a trusted identification authority, the attacker
could easily deploy the Sybil attack to severely compromise the initial generation
of identities, thereby undermining the chain of vouchers [157]. So, the Sybil attack
is also an essential security issue that needs to be mentioned in blockchain net-
works. There are already some methods that could solve the previous Sybil attack
issues. For example, Pass et al. [158] proposed to prevent the Sybil attacks
according to deploying computational puzzles in the blockchain protocol. Alachkar
and Gaastra [159] mentioned that the Sybil attack could be prevented by incor-
porating blockchain. Moreover, Otte et al. [160] proposed a permissionless tam-
per-proof data structure named “TrustChain” that includes a novel Sybil-resistant
algorithm called NetFlow that could protect the blockchain system far from the
Sybil attack.

6.3.1.6 Distributed denial-of-service (DDoS) attack

The distributed denial-of-service (DDoS) attack is another possible attack that
would have a great impact on the security of the blockchain networks. The reason
for why blockchain networks are vulnerable to DDoS attacks is because of the
framework of the blockchain network. Blockchain is a design based on P2P
architecture, and the openness of P2P will lead to DDoS attacks. The nodes in
different positions of blockchain networks could jointly launch DoS attacks to
hinder the normal operation of the whole system. However, some attack methods
need to be used as the basis of DDoS attacks. For example, the attacker needs to
obtain a large number of Sybil nodes and uses eclipse attacks to achieve the pur-
pose of controlling the nodes, so that they could get enough nodes for deploying the
DDoS attack. Then the attacker could use these nodes to send huge amounts of
packages and require service to influence another user’s usage. Although there are
already some DDoS attacks aims at Bitcoin network, they are all failure because of
the specific protocol in the Bitcoin network. Moreover, not all blockchain networks
are the same as the Bitcoin network, the robustness of a particular network depends
largely on the diversity of the network and the number of nodes and their hash rate.
So different websites have different capabilities to resist DDoS attacks.

Golosova and Romanovs [11] mentioned protection in the DDoS’s attack
which the size of the block is up to 1 MB, the size of each script is up to 10,000
bytes, the check of the signatures is up to 20,000 and the maximums of the multiple
signatures are 20 keys. Liu et al. [161] proposed to add a transaction fee to prevent
DDoS attacks because it can significantly enhance the cost of conducting attacks.
Saad et al. [162] presented a new method that could optimize the memory pools of
blockchain networks to counter the effects of DDoS attacks. Shafi and Basit [163]
presented a botnet prevention system for [oT, which uses the benefits of both SDN
and DBC to detect the DDoS attacks in blockchain networks. Javaid et al. [164]
proposed to combine Ethereum with devices together to not only prevent rogue
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devices from gaining access to the server but also address DDoS attacks by using
static resource allocation for devices that could be used in 5G or 6G networks.
Moreover, Abou El Houda et al. [165] presented a blockchain-based method named
Cochain-SC that combines the SDN, blockchain and smart contract to reduce the
influence of DDoS attack.

6.3.2  Privacy-related issues

Privacy-preserving is the protection of the user’s identity information and other
sensitive information that the user does not want to disclose. In the blockchain
network, it mainly focuses on the user’s identity information and transaction
information. Therefore, the privacy protection of the blockchain can be divided into
transaction privacy leakage and identity privacy leakage. In the following, these
two privacy-related issues will be detailed.

6.3.2.1 Transaction privacy leakage

The protection for transaction privacy means to make transaction-related data
anonymous to unauthorized nodes. For example, in Bitcoin, it refers explicitly to
the transaction amount, the public key of the sender of the transaction, the address
of the receiver and the purchased content of the transaction. Any unauthorized
nodes cannot get any transaction-related information via any methods. In some
high privacy-protection-required blockchains, it is also required to split the asso-
ciation between transactions and transactions. So, the unauthorized nodes cannot
effectively infer whether two transactions have continuity before and after, whether
they belong to the same user or not and other associations. Some applications of
blockchain networks have already proposed some solutions for solving the trans-
action privacy leakage problem. For example, in Monero networks, users can
include some chaff coins called “Mixins” to disable the attacker confirm the actual
coins spent by the transaction [140]. Kosba et al. [166] presented a decentralized
smart contract system named Hawk that stops financial transactions to get stored
clearly on the blockchain to protect the transaction privacy. However, Miller ef al.
[167] mentioned a heuristic method that could analysis the blockchain network and
guess the real input with 80% accuracy. So, the protection for the transaction
privacy still needs future research.

6.3.2.2 Identity privacy leakage

As for protecting the user identity privacy, it requires the user’s identity informa-
tion, physical address, IP address and the public information such as the user’s
public key and address on the blockchain, which are not related in the blockchain
networks. Any unauthorized node cannot rely on the public data on the blockchain
to obtain the user’s identity. Moreover, these unauthorized nodes also cannot use
some methods such as network monitoring and traffic analysis to trace the user’s
transactions and identities. There are also several solutions that could prevent the
link trade information from identifying users. Nguyen ef al. [134] mentioned that
by using the ring signatures in the blockchain network, the anonymous member
in the blockchain network could endorse the message pseudonymous. The ring
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signatures could protect the participants’ privacy well. Ruffing et al. [168] pro-
posed a coin mixer method named “CoinShuffle” that would obfuscate the address
of coin owners to protect their privacy. Heilman et al. [169] proposed an anonymity
solution that uses an untrusted third party to issue anonymous vouchers that could
ensure the anonymity and fairness of the transaction to protect user anonymity.
Yang et al. [62] proposed a blockchain-based system that uses the anonymized
method to hide the identity information of users to protect the user’s privacy in
crowd-sensing networks which may be used in 5G or 6G networks.

6.3.3 Other related issues

Except for the security-related and privacy-related issues, the other related issues
are equally important. In this part, some other related issues that are regulations,
scalability and quantum communication will be introduced in the following.

6.3.3.1 Regulations problem

The regulation is another issue that exists in the blockchain network. For example,
the Bitcoin, because of the decentralization of the system, the central bank has
weak control over the economic policy and the amount of the money [130]. It
makes the government pay more attention to the blockchain technologies and needs
to formulate the new policy to supervise the blockchain network to avoid the risk of
blockchain to the market. In the future, the regulation of blockchain will develop in
two aspects that are the policy regulations and technical tools, respectively. Not
only should the country strengthen the formulation of legal operating rules and
necessary policy constraints for blockchain applications in different fields, but
companies also need to set up appropriate policy systems according to specific
applications [170]. Peters et al. [171] provided an overview of the state of reg-
ulatory readiness in terms of dealing with transactions in these currencies in various
regions of the world. Girasa [172] presented a comparison between the regulation
of the virtual currencies and cryptocurrencies, which may lead to future discussion.

6.3.3.2 Scalability problem

Poor scalability is a problem that the blockchain needs to solve urgently. Due to the
decentralized character of the blockchain, some applications of blockchain net-
works such as Bitcoin need high computation resource, bandwidth and storage to
ensure the integrity of the distributed ledger. Although the transaction process in
the blockchain network has a high security level, many limits come with high
security. For example, the Bitcoin is a high-level security application of blockchain
networks, but it could only process a maximum of seven transactions per second
[144]. Moreover, the latency for a confirmed block is 10 min, and a bootstrap time
is 4 days [173]. However, the Visa credit system, which plays the same role as the
Bitcoin network, could deal up to 56k transactions per second. So, when deploying
the blockchain in future 5G and 6G networks, billions of amounts of smart devices
and their massive transaction requirements would become a great challenge for the
scalability of blockchain networks. The current scalability measures come at odds
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with the security of the blockchain system [142]. So, the blockchain network still
needs future research to balance the security and scalability of it.

Gervais et al. [142] have presented a number of countermeasures that could
enhance the security of the blockchain network without deteriorating its scalability.
Moreover, Croman ef al. [173] mentioned that in order to enhance the scalability of
the blockchain network, multiple abstraction layers in blockchain architecture need
to be considered which are network, consensus, storage, view and side layers. Luu
et al. [174] presented a distributed agreement protocol named ELASTICO that
could uniformly partition or parallelize the mining network into smaller commit-
tees to increase the scalability of the blockchain network. Moreover, Danezis and
Meiklejohn [175] presented a cryptocurrency framework named “RSCoin” that not
only guarantees strong transparency and auditability but also adopts sharding
technology to improve the scalability of the blockchain network. Eyal et al. [176]
presented a scalable blockchain protocol named Bitcoin-NG that reduces the
influence of the latency to enhance the scalability of blockchain networks.

6.3.3.3 Quantum communication problem

The quantum communication is one of the most promising technologies which
would be used in 6G networks. Moreover, Gyongyosi and Imre [177] mentioned
that quantum computing would be commercialized in the near future. So, we could
expect that the quantum communication technology would fully be deployed in
future 6G networks. The combination of quantum communication and blockchain
technologies would bring some benefits that the normal blockchain technology did
not contain, but this combination will also bring some problems. In 6G blockchain
networks, deploying the quantum communication technology means that several
contemporary public-key primitives need to be replaced with quantum-resistant
ones [134]. However, when using quantum algorithms such as Shora in blockchain
networks, it is possible to break the RSA encryption [11].

Furthermore, factoring and discrete logarithm-based cryptographic primitives,
such as the elliptic curve signature algorithm, also become vulnerable because of
deploying large-scale quantum computation [134]. Kiktenko et al. [178] proposed a
possible solution that utilizes quantum key distribution across an urban fiber net-
work for information theoretically secure authentication that may solve the pre-
vious problems. Ikeda [179] presented an in-depth survey of the quantum
communication technology to help the readers follow advanced researches on the
application of quantum technology to the blockchain industry. However, more
problems are waiting to be solved, which means that there is still a long way to
study the combination of blockchain networks and quantum communication
technology.

6.4 Conclusion

Although the blockchain was introduced in 2008 by Nakamoto, it has developed
into a hot topic because of its decentralized characteristics. The evolution of the
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wireless network is moving from 4G to 5G and 6G networks. So the research on the
combination of blockchain and 5G and 6G networks should be carried out as soon
as possible. In this chapter, we have presented a detailed survey of the blockchain-
enabled technologies, applications and services in 5G and 6G networks. Moreover,
the challenges and solutions, such as security-related, privacy-related and other
related, of deploying blockchain in 5G and 6G networks, are also proposed. We
hope that this discussion will stimulate interest and further research on imple-
menting blockchain in future 5G and 6G networks.
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Appendix A

Table A.1 Blockchain-enabled technologies, applications and services in

5G networks
Type Category Method Framework/
protocol

Technologies Authentication [18,21,22] [17,19,20]
Access control [24,25] [26-32]
Verification [34,36,37,41] [35,38-40]
Spectrum management [45-47,50] [43,48,49]
Network slicing [55-57] N/A
Software-defined network (SDN) [62] [60,61,63-66]
Edge computing [73,74] [68,71,72]

Application and services Smart transport [77,79,80] [33,78]
Smart health [83,84,86,87] [63,85,88]
Industry 4.0 [90-93] [94]
IoT [101,103] [99,100,102]

Table A.2 Blockchain-enabled technologies, applications and services in

6G networks
Category Types Method Framework/protocol
Technologies Spectrum sharing [54,107,109] [108]
Blockchain with AT~ [111-113] [113]
Application and services  Distributed ledger [110,115] [115]
technology
Edge Al [121] [102,120,122]

IoE [127,128] [100]




Table A.3 Issues and solutions in blockchain networks

Type Security and privacy at- Characteristic Refs Solutions
tack
Security related Majority attack Control 51% computing power to attack [132,133] [131,134-136]

Privacy related

Other related

Fork problem

Double-spending

Selfish mining attack
Sybil attacks
DDoS attacks

Transaction privacy
leakage

Identity privacy leakage

Regulations problems

Scalability problems

Quantum communication
problems

Occurs when the software version of nodes in blockchain are [138]
different

Aims to break the integrity of the blockchain’s distributed
ledger

[141-143,145]

Aims to let others waste their computing resources [148-151]

Use multiple accounts to attack [157]

Use nodes to send huge amounts of packages and require ~ [11]
service

Make transaction-related data anonymous to unauthorized  [167]

nodes
Make user-related data not related in the blockchain networks [168]
The regulations for blockchain need to be set and clear [170]
Because of the high security of blockchain, the scalability of [173]
blockchain is poor
It will make some blockchain original encryption method — [11]
lose efficacy

The updates of
the
blockchain
version

[141,143,146]
[152-154]
[158-160]
[11,161-165]
[140,166]
[62,134,168,169]
[170,171]
[142,173-176]

[178]
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Chapter 7

EdgeChain to provide security in organization-
based multi-agent systems

Diego Valdeolmillos’, Roberto Casado-Vara' and
Juan M. Corchado’

Organization-based multi-agent systems (MASs) are open distributed systems, to
which other distributed intelligent systems can be connected. The scalability of
virtual organizations (VOs) is an advantage in the development of smart distributed
systems, but at the same time it can create security issues as the newly incorporated
systems may be malicious. To ensure the security of the system, this work proposes
the use of a main blockchain with additional blockchains created by new VOs,
which support the main system. Another advantage of agent organizations is that
they can be created according to the needs of the system and their function may
change whenever required. This chapter introduces the concept of EdgeChain, and
a case study is conducted with bank transactions to evaluate the proposal. On cer-
tain days of the month, banks have an increase in transactions due to the payment of
bills, payroll income, etc. The proposed model is based on virtual agent organiza-
tions and will be used to create EdgeChains that optimize on-demand bank trans-
actions. EdgeChains will be created with certain specifications as required (e.g.
more processing capacity). In this work, we present a new method based on VOs of
agents and blockchain technology, designed to improve the processes according to
demand.

7.1 Introduction

One of the most discussed topics in the financial services industry today is block-
chain technology. Currently, the financial services sector offers the strongest use
cases for blockchain technology, although applications of it are growing rapidly in
other industries such as transport and agriculture and professions such as account-
ing, audit and the law. Banks are beginning to use blockchain technology in their
daily transactions with customers. But, on certain days of the month, banks have an
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increase in transactions due to the payment of bills, payroll income, etc. This leads
to a collapse in the bank’s activities, which can lead to considerable delays in
transactions. It may even be possible to assume that a customer will not be able to
pay his or her bills on time. Therefore, in this chapter, the authors present an
adaptive solution to this problem. Since banks are using blockchain technology to
secure their transactions, the problem of blockchain network saturation is a major
concern for banks. The authors propose using side chains to optimize the bank’s
activities on demand. As side chains are blockchains, the security of transactions is
not affected. However, sometimes it may be necessary to create a large number of
side chains to optimize the proper processes, while other times, it will be necessary
to delete these created side chains, so that they cannot collapse the system. Thus,
the authors believe that a MAS, which is proven to be capable of coordinating and
solving complex problems, must coordinate the creation and destruction of side
chains.

In the model proposed in this chapter, we use a MAS and VOs to coordinate
the creation and destruction of side chains. These side chains will optimize the
daily processes of the bank based on blockchain. The MAS has access to the daily
operations of the bank, and when the MAS detects that one of the operations is
going to have a large peak of activity, it will create a custom side chain to solve the
saturation problem that is being created. For example, suppose that at the beginning
of the month the bank’s customers have to pay their bills. The bank has a big peak
of activity in the task: bill payment. In this case, the MAS creates a customized side
chain so that you can optimize bill payment. In order to successfully addressing the
realization of the global architecture, three main layers have been proposed around
which to develop new methodologies and utilities that have a broad impact on the
way a bank’s services are understood. The three concentric layers of this archi-
tecture are as follows:

e In the external layer, there are components that are in charge of communicat-
ing and providing the necessary information for the system computation; these
are the edge nodes formed by devices with autonomous processing capacity.

o The middle layer is a secure transaction layer based on blockchain. This layer
is structured around the analysis of cutting-edge technologies such as side
chain for the optimization of the bank’s processes.

e Finally, the central layer is the environment for creating the custom side chain.
In this environment, the processes optimized by the side chains will be exe-
cuted. Once the processes are completed, the MAS coordinates the destruction
of these side chains.

The main contribution can be summarized as follows:

1. A system is proposed that can optimize the day-to-day operation of a bank’s
operations. This system will use custom side chains for each operation you
want to optimize. In this way, the operation does not collapse the daily
operation of the bank.
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2. A MAS is used to coordinate the daily operation of the bank. If the MAS
detects a peak of activity in any of the operations, it will create a custom side
chain. In the same way, if the MAS detects that there is a load drop in that
activity, it erases the side chain that was created to optimize that activity.

7.2 Virtual organization of agents

Agents are entities that interact with the environment and also with other agents,
when several agents are able to collaborate to solve a problem; then we have a
MAS. The software systems have to be open, allowing the incorporation of new
components that work in conjunction with the existing ones.

Ideally, MASs have a decentralized design, where agents can be heterogeneous
and can be located at different nodes providing the necessary infrastructure and
protocols to enable communications and negotiation between them.

A VO provides a framework for the activity and interaction of agents through
the definition of roles, behaviour expectations and authority relationships [1] and
provides a separation between the form and the function [2,3].

An agent as an entity can operate within a partnership, in a closed or open
environment by cooperating with other agents.

The VOs are formed by entities that may be constituted by members or agents,
which have responsibilities, a set of sub-tasks to carry out, included within the
objectives of the organization, being structured to follow communication patterns
and trying to reach the global objectives of the organization in compliance with
rules and restrictions [4]. According to the current situation, any implementation as
a virtual open multi-agent organization requires a runtime environment with the
following support [5]:

e In VOs, agents may need explicit representation of the organization. It is
therefore necessary to create adaptation mechanisms to create organizational
structures responsible for coordination, taking into account the heterogeneity
of agents and services [6].

e  Mechanisms must exist to allow efficient coordination among organizations, as
well as control mechanisms that apply organizational constraints.

e The VO must use a standard language understood by the agents to obtain a
description and information about the organization itself.

e The agent management system must know the agents that exist inside the
existing organizations, in addition to providing the services offered and their
description allowing interaction with external agents.

e The VO and their agents should be able to be monitored to support validation
and verification processes, providing a mechanism for understanding the
environment without requiring entities to notify changes.

The environment determines what is around the scheme [7]: resources, applica-
tions, objections, assumptions, restrictions and stakeholders (suppliers, customers
and beneficiaries).
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The functionality of an organization is determined by its overall objectives
which describe the reason for its existence, the strategy to be followed, the func-
tional requirements for the organization and how it interacts with other entities. The
objectives can be classified as follows:

e Functional for each organizational unit or group
e Operational, describing the tasks to be completed by the agents

7.2.1 Service facilitator

A service facilitator provides the necessary support so that autonomous entities
(agents and organizations) can register the description of services as entries in a
directory, being its function to act as an identifier manager of entities with services
and how to interact with them, helping to locate the necessary services to satisfy
their objectives.

The interaction between two entities is modelled as a service, offering cap-
abilities to achieve an objective, verifying conditions for the subsequent exchange
of incoming and/or outgoing messages (‘one or more’), which once executed has an
impact on the environment. In addition, there may be additional parameters, such as
security protocols, deadlines or quality of service.

7.2.2  Organization management system

Organization management system is the main provider of the services required for

the functioning of an organization, responsible for the specification and management

of structural components (roles, units and rules) and their execution components.
Structural components are classified into the following:

e Roles that represent the status of the organization include a number of func-
tionalities, limitations, rules that have to be met and the consequences of their
actions.

e A unit represents groups of agents and admits recursion, allowing a topological
structure of the system.

e The rules indicate the prohibitions and permissions of the roles with respect to
the services, their composition or the results.

Organizations are structured in groups of agents and are related by common
objectives, having an internal structure that imposes limitations between agents.

7.3 Blockchain

The financial crisis of 2008 showed that the centralized financial system had great
weaknesses. One year later, an algorithm, Bitcoin [8], based on cryptographic proof
capable of changing the financial system and its transactions was born; the asso-
ciated blockchain technology is capable of validating transactions or ledgers, so
that there is no longer a central entity to act as a trusted intermediary, with all the
participants being responsible for providing trust and security to transactions.
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Blockchain is a distributed ledger that solves the consensus problem of the
Byzantine generals in which the participants have to agree on a fact before a set of
possible malicious attackers who want to modify it [9]; for this, the participating
nodes have a complete copy of the chain of blocks.

Figure 7.1 presents a blockchain structure of Bitcoin, where a block (see
Figure 7.2) contains information about the transactions and the previous block and
is sealed over time to prevent its modification [8]. The trust of the system will
depend on the types of blockchain and the members of them; in public ones, the
trust is based on their immutability and on consensus algorithms based on crypto-
graphic proofs that the nodes have to solve or on the democratization of the dis-
tributed system.

To generate new blocks and verify that the transactions are correct, some nodes
in the P2P network compete with each other [10], and they can use their compu-
tational capacity to be the first to solve a cryptographic test or to have more chances
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to generate new blocks by accumulating coins or tokens, or receiving more votes,
the node that generates a new block broadcasts it to the rest of the nodes in the
network or receives a reward.

Bitcoin [8] uses proof-of-work as a consensus algorithm for block validation.
The mining nodes keep a local list of pending transactions, which are used to gen-
erate a candidate block to join the blockchain; each miner must solve a cryptographic
proof, difficult to solve, but easy to be verified by the rest of the blockchain nodes
[11]. It is a random process with low probability, and brute force is used to solve it,
which requires CPU or GPU resources and leads to high power consumption [12].

Due to Moore’s law [13], in which the computing capacity grows exponen-
tially every 2 years, and the boom of GPU mining and later integrated circuits for
specific mining applications, it is necessary to increase the difficulty of the working
test, for example, in the Bitcoin protocol, which is directly proportional to the
computing power that has the Bitcoin network, so it is defined in the algorithm that
the difficulty to solve a block has to last about 10 min, as it is adjusted every 2,016
blocks (2 weeks) [14].

The first miner to solve the puzzle by confirming the transactions of his can-
didate block will get a reward, the new currencies generated along with the trans-
action fees. Once the working test is solved, the new block is diffused to the rest of
the blockchain nodes, which will verify that the working test is correct, the puzzle
has been solved with the estimated difficulty, and the coins defined in the algorithm
have been generated exactly. If any of the conditions are not met, the rest of the
nodes will reject the block.

With the high-energy consumption necessary to find a consensus in Bitcoin
using proof-of-work, the proof-of-stakes arises, which requires showing an own-
ership of a certain number of assets, assuming that the participants will act in their
own interest in fear of losing the money.

Any participant in blockchain can become a validator of the new blocks by
sending a special transaction that locks its assets in a deposit, and all the validators
of the blockchain will reach a consensus to agree and create new blocks.

There are two variants of this type of consensus [15], the first based on chain,
the algorithm selects a validator pseudorandomly over a period of time and assigns
it the right to create a new block to join the longest existing blockchain. The second
variant is based on Byzantine fault tolerance, in which validators are randomly
assigned the right to propose blocks, and the other validators send a vote to agree
whether or not to join the chain.

7.3.1 Side chain

As an alternative to improve the scalability and even isolate information with dif-
ferent features and interests, multiple blockchains can be used.

A side chain is another blockchain that works together with the main one,
allowing atomic transfers of assets between them (see Figure 7.3); for it, a special
address is used where those assets are blocked in the main blockchain requesting
the use of them in the side chain or creating new ones [16].



EdgeChain to provide security in organization-based multi-agent systems 181

Locking assets and
mining the block

Confirmation period
Main blockchain ﬁ—l:i - <_|:)<_‘:|

Locking assets and
SPV proofs mining the block Confirmation period

' ——

Unlock or create assets
and mining the block

Unlocking assets and
mining the block

SPV proofs

Figure 7.3 Exchange of assets between blockchain and side chain

The great advantage of using side chain over a blockchain is the scalability and
flexibility, allowing this new blockchain to adapt to the needs [17], thus increasing
its functionality such as managing insurance and registrations in the real world
through smart contract, creating payment channels and managing different types of
assets, whether real or virtual [18].

Another advantage is the high transaction capacity and fast processing of
transactions, thus improving performance, allowing micropayments without having
to wait for a new block to be created in the main blockchain.

Other possibilities in the use of side chains are the creation of experimental
development environments allowing tests without altering the main chain and
without changes in the code used by the participating nodes, facilitating the
implementation of new functionalities and even testing the main chain.

7.4 Edge blockchain

In this chapter, we propose a hybrid model based on side chains and MAS. As there
are several nodes for processing transactions and including them in blockchain,
each node will contain an agent that will work in conjunction in an environment,
and in the case of finding a large number of transactions greater than the blockchain
is enabled to process, it will negotiate with the rest of the nodes to deploy one or
several side chains if required.

This model is proposed with the main objective of optimizing the services of a
business. In this chapter, we will use the services and operations of a bank as a case
study. At certain times of the month, bank operations have high workload peaks.
For these circumstances, the model we propose will create side chains on demand
to optimize that process. The proposed system is described later.

The proposed architecture in Figure 7.4 has four VOs that monitor and control the
performance of side chains to optimize the performance of bank services. It also has
side chain environment support where custom side chains are created and destroyed to
optimize bank services. The VOs have the following characteristics: (1) bank services
monitoring agents: in this module, there are the agents that monitor the activities of the
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services provided by bank. These agents detect the work peaks and send the order to
create side chains to optimize those processes. In addition, the agents of this module
provide the features that the custom side chains must have for each of the operations.
Finally, if the agents detect that a process no longer has a high workload, they send the
command to delete the side chain. (2) Control agents: the agents of this module control
the operation of all the agents involved in the monitoring and controlling of the side
chains. These agents receive the orders from the bank services monitoring agents and
have to control the operation of the other agents. In case it is necessary to optimize a
service, the control agents send the necessary information to create the customized side
chain to the side chains creator agents. Otherwise, when the control agents receive
information from the bank services monitoring agents, the process no longer needs to be
optimized. The control agents send the information to the side chains to remove agents
that will search for the target side chain and delete it so that it does not overload the
banking services environment. (3) Side chains creator agents: these agents have to
create side chains that will optimize the banking services. These agents receive the
information from the control agents with the characteristics that these side chains must
have in order to optimize the service for which they are being created. In this way, side
chains are created in a personalized way and can offer a better return on banking
services. For example, side chain could be created with more processing speed, with
more storage capacity, etc. This way, the side chains creator agents only have to create
the new custom side chains on demand from the control agents. (4) Side chains remover
agents: these agents are ordered to delete the side chains when they are no longer
needed. In this way, the support side chains are maintained with the necessary side
chains and thus the service is not collapsed. This is important, as the processing capacity
used in the side chain environment support is controlled and no extra resources are used.

Finally, the support side chain environment is the place where side chains are
created and allocated resources so that they can manage the services that MAS
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assigns to them. The side chains creator agents assign resources to the side chains
when they are created on demand from the control agents. These resources are cus-
tomized depending on the function the side chain has to do. They can range from less
time between block mining (i.e. speed up the time to save the data in the side chain),
greater storage capacity in the blocks, etc. Thus, the side chains that are created are
customized to optimize the banking service on demand of the control agents.

In Figure 7.5, the support side chain environment is shown. The figure presents
services provided by banks, and some of these services are being optimized by side
chains, while other services (as they do not have a high workload) do not need to use
side chains for efficient performance. Notice that it is not necessary for all services
that are supported by side chains, as the use of these side chains is designed to assist
services at specific times of high workloads. The rest of the time it would be a great
use of resources to keep all these side chains alive. Therefore, the agent control
system has to monitor and control the life cycle of the side chains on demand from
the bank services monitoring agents.

7.5 Case study: bank services optimization

Suppose that for this case study, a bank on the first day of every month has to
manage the payment of bills from its users to the government. This bank has
blockchain technology implemented in its operations. Each block has a storage
capacity of 1 MB, and the blockchain is mining the blocks every 10 min.
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7.5.1 Scenario: speed-up services

In this scenario, it is assumed that in the morning of the last day allowed for the
payment of invoices, all bank branches in the selected city will receive a large
influx of users to pay their invoices. This is going to mean the collapse of the
bank’s infrastructure. In addition, it is important that the bank manages these bill
payments as it is the last day, and your customers may not pay these bills and
therefore have to face an administrative penalty. In this scenario, the important
thing is the speed of the blockchain to mine the blocks, moving to the second place
of the storage capacity of the blockchain.

In this way, the bank services monitoring agents detect this sudden high
workload and send this information to the control agents. With the information
that there is a great workload, the control agents send the information of how the
transactions are being made (many transactions in a short time) to the side
chains creator agents. These agents will then create a side chain with a reduced
mining time (e.g. 5 min) and associate the side chain with the service that needs
to be optimized. In this way, the blocks are mined every 5 min instead of every
10 min, and the information is immediately available in the blockchain so that
the bank can begin the process with the local government to pay the bank’s
users’ bills.

Figure 7.6 shows different mining times that can be chosen by the control
agents to optimize the on-demand services of the bank services monitoring agents.

140

Mining steps

— Service —— Optimized service (7 min)
—— Optimized service (5 min) Optimized service (3 min)

—— Optimized service (1 min)

Figure 7.6 Speed-up services via edge blockchain. The x-axis is the mining steps
and the y-axis is the time in minutes. The optimized services 7 min (solid
orange line), the optimized services 5 min (solid grey line), the
optimized services 3 min (solid yellow line), the optimized services 1
min (solid dark blue line) and the regular bank services (solid blue line)
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Figure 7.7 Number of blocks inserted in the blockchain via edge blockchain. The
y-axis is the number of blocks inserted in the blockchain and the x-axis
is the time in minutes. The optimized services 7 min (solid orange
line), the optimized services 5 min (solid grey line), the optimized
services 3 min (solid yellow line), the optimized services 1 min (solid
dark blue line) and the regular bank services (solid blue line)

In this case, you can see how the proposed new model accelerates information
processing (i.e. reduces the time between block mining). In this way, the bank has
the transactions that its users make faster and can begin to manage the payment to
the credit institutions of its customers.

Figure 7.7 shows the number of blocks that have been inserted in the block-
chain in the different cases, in which the agents build different side chains to
optimize the services. The control agents create custom side chains for each case
depending on the workload.

7.6 Conclusion

In this chapter, we propose a new MAS to optimize the services of a bank. The
MAS monitors and controls the bank’s services by optimizing its services with the
creation of customized side chains on demand from the control agents. These side
chains optimize the services they are associated with and when there is no longer a
high workload, the control agents remove them. In future work, a demand fore-
casting system will be implemented to improve the performance of the edge
blockchain model proposed in this chapter.
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Chapter 8

Blockchain-driven privacy-preserving machine
learning

Youyang Qu’, Longxiang Gao' and Yong Xiang'

Blockchain has been and will continue experiencing fast booming with the rising of
digital currencies like Bitcoin [1]. As an underlying technology, blockchain pro-
vides various advantageous features, such as decentralization, data authentication,
trust management, etc. [2]. New paradigms and associated mechanisms are emer-
ging, which brings further vigour to this underexplored field [3].

Despite the benefits provided by blockchain, several key issues are hindering it
from further popularization, among which privacy issue is the primary one [4].
Individuals have increasing concerns regarding their sensitive information such as
identity [5] and location [5,6] while most blockchain systems store the data in a
transparent way, which is a double-edged sword [5]. In addition, the privacy of
identity cannot be fully guaranteed by anonymity [6].

Nowadays, machine learning is the dominant technology in a data processing
scenario. In addition to improving the learning performances, more and more
machine learning techniques focus on privacy-preserving machine learning to make
them more feasible and practical. Two leading models are federated learning (FL)
and generative adversarial networks [7,8]. In the following sections, the benefits of
integrating these two models into blockchain will be discussed in detail from the
aspect of privacy protection upgradation.

8.1 GAN-DP and blockchain

An increasing volume of data is shared for research or commercial purposes in this
big data era. The sensitive information in the shared data attracts continuous attacks
from adversaries, which raises great privacy concerns. However, most existing
privacy-preserving solutions either sacrifice privacy performances for data utility
or overprotect the data resulting in low quality of service [9]. In addition, the
poisoning attack emerges and becomes one of the dominant attacks in data sharing
field [10]. In the following subsections, a novel model entitled generative

"Deakin Blockchain Innovation Lab (DBIL), School of Information Technology, Deakin University,
Geelong, Australia
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adversarial nets (GAN)-enabled differential privacy (DP) (GAN-DP) is introduced,
which provides whole life cycle privacy protection to both data sharing and data
propagation. DP provides strict privacy protection in data publishing scenarios
[11,12]. First, there is a GAN-enhanced DP to achieve privacy-preserving data
sharing. By adding one more perceptron in GAN, a specifically designed game
model is designed to derive the Nash equilibrium, namely the optimized trade-off.
In addition, an underlying blockchain system is devised to provide decentralized
privacy protection when the shared data propagates across networks. The structure
is shown in Figure 8.1.

8.1.1 Wasserstein generative adversarial net

Wasserstein GAN (WGAN) is an extended version of classic GAN [13]. Instead of
simply using Kullback—Leibler divergence (KL-divergence), WGAN adopts an opti-
mal distribution measurement to improve the stability of the learning results [14,15].

To achieve the best performance of KL-divergence, pre-modelling the density
is a necessity. Nevertheless, it is not practical in real-world scenarios to predefine
the density, especially dealing with low-dimension distributions. This means the
two distributions are highly possible not to share an intersection. In this case, KL-
divergence cannot function properly. That is also the rationale behind the adoption
of the Wasserstein-1 distance.

8.1.2 Generator and discriminator

Randomized mechanisms of DP generate random noise, which follows a specific
distribution complying with DP requirements. In this model, the generator of
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WGAN generates the noise, which is then injected into the raw data. The dis-
criminator tries to distinguish the raw data with the newly generated synthetic data.
The dynamic game between these two perceptrons brings mutually improvement of
themselves.

The distribution of generator is trained over raw data and a prior of injected
noise. Then, the mapping to data space is the generated data. It represents the
function consisting of multilayer perceptron with the distribution. The dis-
criminator outputs a probability of if the data is the original one or a synthetic one.
It is trained to maximize the distinguish probability while the generator is trained to
minimize the probability at the same time. The confrontation between these two
perceptrons can be modelled as a two-player zero sum game (min—max problem).

8.1.3 GAN-DP with a DP identifier

The classic WGAN generates a randomized synthetic data to mimic the raw data
with its best efforts. To further extend the synthetic data complying with DP
requirements, it is necessary to add one more perceptron, which is named DP
identifier. In this triple WGAN model, two games are played at the same time to
derive the Nash equilibrium, which is also known as the optimal solution.

GAN-DP compels differentially private features to be mapped to an associated
identifier as an input of the generator. One more parameter is initialized to decide
to what extent the generator depends on the input features. Instead of simply
focusing on training the distribution, GAN-DP enables the training of differentially
private synthetic data built upon the input features.

In this paradigm, two games are played at the same time. Apart from the
confrontation between the discriminator and the generator, the other confrontation
is modelled between the discriminator and the DP identifier. To achieve a balance
between the identifier and the discriminator, NE is defined to denote the Nash
equilibrium of both games. If there exists a sufficiently trained generator, which is
able to acquire the true distribution, then a cluster of randomized noise data has an
identical loss in comparison with the raw data.

As the mainstream privacy-preserving mechanism, DP has strong theoretical
foundations with strict proof. This enables a significant improvement of the
privacy-preserving model design and deployment. Similar to the most popular
randomized mechanisms of DP (Laplace mechanism, Gaussian mechanism, etc.),
GAN-DP complies with DP. The model is formulated as follows:

Pr{GAN(D) € Q] = exp(e) x Pr [GAN (D’) € Q} (8.1)

In the previous equation, Q denotes the probability space, which is taken over the
randomness of DP determined by GAN-DP. As usual, € is used as the index to
measure the privacy protection level. Theoretically, the value of ¢ is inside [0, 4+c0]
while [0, 43] is the practical range for most scenarios. The level of privacy pro-
tection improves with the decrease of €’s value, and vice versa.
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To compare the data utility, the root-mean-square error (RMSE) is adopted due
to its universality and generality. Privacy protection and data utility have a negative
correlation, which requires a careful design to achieve an optimized trade-off.
RMSE is usually calculated with RMSE = M(Z 5 — y|2).

8.1.4 Decentralized privacy

In this section, a specially designed blockchain is deployed to resist the data
modification, namely the poisoning attack. Blockchain could be regarded as an
increasing list of records, which is represented by blocks. In each of the blocks,
there are timestamps, a cryptographic hash of the previous block, and the transac-
tion data. In this case, the transaction data is the differentially private data that has
been published for research or commercial purposes.

For better clarity, we leverage standard cryptographic building blocks in the
proposed model. We use (Gen, Ecn,Dg,) to denote generator, encryption, and
decryption, respectively. A digital signature scheme is represented by (Gs, S, Vs),
which corresponds to the generator, signature, and verification, respectively. In
total, there are three key components in this system: users, services, and nodes. As
users are normally anonymous while accessing the services, this system can
maintain service profiles and verify identities. The blockchain allows two types of
access: Apccess aNd Agara- Agccess denotes access control management, and Ayeeess 1S
for data storage and retrieval. The distributed hash table (DHT) is under the
maintenance of nodes. This network of nodes is possibly disconnected from the
network to achieve approved operations. The differentially private data is randomly
distributed across the network and backup for convenient access. To establish
blocks in the blockchain systems, we orderly define composite identity, memory of
blockchain, policy, and auxiliary functions, which are necessary protocols to
achieve decentralized privacy protection.

In the traditional public blockchain, the blockchain node identity is simply
anonymous without further privacy protection. By using a public key, every user
can generate an unlimited number of pseudo-identities if necessary. To avoid this
issue in the proposed model, we devise a novel composite identity. This composite
identity can be regarded as the personalization of identities. When it is shared with
different parties, the owner has full access to it while the other parties have limited
access according to specific requirements or attributes.

The blockchain is like an account book containing a list of data transactions
with timestamps. The first two outputs in a transaction encode the 256-bit memory
address pointer along with some auxiliary metadata. The other outputs are lever-
aged to build the serialized document. This setting allows insertion, deletion, and
update operation. We define the policy P, as a series of permissions that a user can
gain from a specific service. For instance, if the user needs to read, update, and
delete a dataset, then P,={read, update, and delete}. Any data could be safely
stored as service will not break the protocols and label the data incorrectly. In
addition, the service can easily observe the anomaly of users as all changes are
visible.
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As A,ccess 18 used to conduct access control management, it can change the
permissions of users granted by the service. This is accomplished by sending the
policy. If the service wants to revoke all the access permissions, the policy will be
empty. If it is the first time to send an A,c.ss With a new composite identity, the
Ajccess Will be recorded as a user signing up to a service.

Analogously, Aga, Will manage the data manipulation operations such as read,
write, update, or delete. With the assistance of the Verify() function, only the ser-
vice or the permitted users can access the differentially private data. In this pro-
tocol, we access the DHT like a normal hash table. In real-world scenarios, these
instructions bring about some off-chain network messages which are being sent to
the DHT.

8.1.5 Further discussion

In this model, only the services have full control over the sensitive data. An
adversary can hardly pretend to be a user or corrupt the whole network as the
blockchain is fully decentralized. In addition, digital signatures are required for
transactions. Therefore, we hold that adversaries are not able to fabricate digital
signatures or take control of the majority of the network (over 50%). Furthermore,
an adversary cannot tamper the data because it is stored off-chain rather on the
public ledger. There are only pointers’ information encrypted with the hash func-
tion inside the public ledger.

Even if we consider the case that an adversary controls one or some of the
nodes in the DHT network, the adversary cannot learn anything about the differ-
entially private data. The rationale behind this is that the data is encrypted with
keys that no other nodes have access to. The worst case is that the adversary gains
the authority and compromises a few local copies of the data; the system can still
recover it as there are abundant replications distributed across the whole network.

Last but not the least, the composite identity mechanism ensures that there is
only a tiny probability that the differentially private data is poisoned because this
requires the acquisition of both signing key and encryption—decryption key. If the
adversaries happen to steal one of the keys, the sensitive data is still safe. In
practice, we can also personalize the composite identity so that the comptonization
is restricted for the adversaries. A good instance would be different keys for a
certain volume of records.

8.2 Federated learning and blockchain

The fast proliferation of Internet of Things devices accelerates the development of
FL, which addresses several issues, for example privacy protection, latency, and
network traffic congestion [16—-19]. However, the performances of FL cannot be
fully guaranteed because of some existing flaws [20]. Most of the current resear-
ches fail to consider an optimized trade-off as well as poisoning attack resistance
[21]. Motivated by this, a novel paradigm entitled blockchain-enabled FL is
devised to mitigate the flaws [22,23]. Beyond the FL, this new paradigm allows a
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selected aggregator in each iteration to replace a fixed central server while the
model parameters are verified by the users. In addition, blockchain-enabled FL can
further provide incentive mechanism to motivate the participation rate while pro-
viding poisoning attack proof features with a proof-of-work (PoW) consensus
algorithm or its variants [24].

8.2.1 Existing issues

FL is primarily designed to provide several advanced features, such as reducing
communication overhead, privacy-preserving machine learning, addressing statis-
tical datasets, and non-homogeneity [25]. Most of current researches focus more on
local model updating strategy or global model aggregation model [26]. However,
the discussion on its real-world deployment is barely discussed from aspects of
robustness or other flaws. To popularize the FL paradigm, three key challenges are
identified in existing FL systems as follows.

o Centralized aggregation: In classic FL systems, a trusted central server is
required to conduct aggregation. This potentially results in man-in-the-middle
attacks, single-point failure, and so on. Moreover, if there are a huge number of
devices joining in the learning network, the limited communication resources
(bandwidth) may fail to handle all the requests in real time.

o  Lack of incentive mechanism: The high-performance devices or devices with
high-quality data are not incentivized to participate in the learning process.
This leads to delayed convergence with unsatisfying learning results.

e Low robustness: Poisoning attacks, as primary attacks in data manipulation
domain, are continuously launched in this scenario, which is hard to defend in
this distributed FL scenario. It may potentially mislead the learning direction,
which causes severe learning deviation.

8.2.2 How blockchain benefits FL

The advantageous features of blockchain make joint efforts to address the three
identified drawbacks of existing FL systems.

The first drawback of existing FL systems is centralized processing. It leads to
possible single-point failure, man-in-the-middle attack, etc. In addition, the volume
of involved edge devices is so massive that the network overload becomes
increasingly serious due to limited bandwidth and scalability. One of the greatest
advantages of blockchain is decentralization (fully or partially) depending on if it is
a public, private, or consortium blockchain. The decentralization of FL can avoid
potential single-point failure, man-in-the-middle attack, etc. by enabling a device to
be the aggregator (central server) in a specific round. The temporary aggregator is
selected by a specific consensus algorithm such as PoW or proof-of-stake (PoS).
The predefined rules make sure that the selected device has enough computation
and storage resources as well as high-quality data. Therefore, PoW is a better
choice compared with other consensus algorithms in this particular scenario. In
addition, blockchain has the potential to resist Byzantine issues that are primary in
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existing FL systems. The advanced consensus algorithms and high scalability make
sure that eligible updates of the end devices are recorded and used to generate the
global updates. In each of the round, only a part of the end devices is chosen based
on their performances. The rest of end devices can compete for the next round by
upgrading their equipment or improving the data quality. Either way contributes to
the fast convergence of current FL system with the impact of Byzantine issues.

The second drawback is the lack of incentive mechanism. An emerging trend is
that edge devices with high performances are not sufficiently incentivized to
participant and contribute in an FL system. The reason is intuitive that high-
performance devices may only gain marginal benefits by working with low-
performance devices. But this situation could be significantly solved by the
incentive mechanism provided by the blockchain systems. As an underlying
structure, blockchain is able to provide rewards to users or miners in it. The rewards
could be token, which is the most popular form, data that is an asset in FL sce-
narios, or even more. High availability also motivates the devices to participate. As
it is not compulsory for the end devices to be online on the time, the blockchain
provides sufficient flexibility to them such that the high-performance devices still
have priority to be chosen after returning from other tasks.

The third drawback is low robustness. Leading attacks such as poisoning
attacks and Byzantine attacks mislead the training process and significantly impact
the accuracy of the output, disable the convergence of the maintained model, or
even lead to denial of services. Security is an advanced built-in feature of block-
chain, especially its high resistance to several leading attacks, such as background-
knowledge attacks, collusion attacks, distributed denial-of-service (DDoS) attacks,
poisoning attacks, Byzantine attacks, and inference attacks. This is guaranteed by
the authentication, traceability, persistence, anonymity, and high scalability of the
blockchain. As the data cannot be falsified ensured by authentication and trace-
ability, poisoning attacks and inference are difficult to launch. High scalability and
verification mechanisms help eliminate DDoS attacks and Byzantine attacks.
Moreover, anonymity can defeat background knowledge attacks and collusion
attacks to some extent.

8.2.3 Blockchain-enabled federated learning

It is intuitive why blockchain and FL can mutually promote each other. FL is dis-
tributed and blockchain is decentralized. In addition, both of them focus on privacy
and security performances. As mentioned earlier, three key limitations prevent FL
from further application and development while blockchain happens to be capable of
tackling these issues. The novel paradigm, namely blockchain-enabled FL, is
experiencing fast booming. This paradigm has new policies, mechanisms, and
architectures to correspondingly solve the aforementioned three challenges.

The blockchain-enabled FL allows cross verification of model updates, espe-
cially local model updates, to guarantee the authenticity of the uploaded data. The
protocols of the specially designed decentralized ledger have been discussed briefly
in Section 8.1. In this paradigm, the block is still consisted of a body and a header.
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The header section remains the same while the body section in this case stores the
model updates rather than transaction data in the classic scenario. As PoW is
deployed as the consensus algorithm, the nonce value is still required in the header
along with hash values, generation rate, etc. Other consensus algorithms also work
well in this scenario, such as PoS and proof of federated learning (PoFL). For the
purpose of storing the model updates of all participating devices, the size of block
depends on the header size, model updates size, and the number of devices.
Therefore, it is important to limit the number of devices participating in while
maintaining the quality of participated devices.

Each of the miners maintains a candidate block which contains the local model
update parameters from an associated machine or other miners. The block gen-
eration process only stops when the block size or the waiting time is reached. To
improve the efficiency, a threshold of waiting time is predefined to filter the
resource-constrained devices.

The PoW consensus should be reached in the following phase. The miners
keep trying nonce values until a certain condition is met, for example, smaller than
a target value. A miner is regarded as the winner for being the first to find the nonce
value, and the block is regarded as the candidate block. The generation rate of
block can be controlled by changing the difficulty index of the nonce-finding
problem.

Moving on, the candidate block is broadcast to the rest of the miners so that all
locally maintained ledgers are synchronized. To release the synchronization, any
miner who receives the candidate block drops current processing operation by
force. However, there is a potential for forking when some miners accidently
append wrong blocks to their local ledger. Forking has significant negative impact
on the convergence of global model and could be regarded as a type of poisoning
attack in this scenario. It may further mislead the subsequent block generation or
learning processes.

The forking frequency increases with the increase of blockchain generation
rate and broadcasting delay. The operation of forking mitigation results in addi-
tional delay. In addition to the previous operations, an incentive mechanism is
designed to motivate the devices. The incentive mechanism contains two compo-
nents: data rewards and mining rewards. First, the component ‘data rewards’ is
given to the miners determined by the data size and data quality contributed to the
training task. The second component is positively correlated with the hash rate of
the devices associated with the miner. The two rewards will incentivize the devices
with high performance, high-quality data, or both.

One potential issue of the incentive mechanism is that malicious adversaries
may falsify the actual data size. To prevent this from happening, the local updates
will be cross-validated before storing in the blocks. The simplified verification
mechanism is to compare the computing time consumption with its sample size. A
proper range is defined to distinguish the eligible data from the falsified ones,
which follows the proof of elapsed time under Intel’s SGX technology.

A generalized blockchain-based FL instance is shown in Figure 8.2. Different
from the traditional FL systems, this structure allows fully decentralized FL such
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Figure 8.2 A generalized blockchain-based FL paradigm

that each device can lead the aggregation process in a specific round of learning. In
addition, all the local updates are verified before being processed. In this way, the
performance of FL can be further improved.

Phase 1: The initialization parameters are randomly selected from a predefined
value pool of the local and global weights.

Phase 2: The participants calculate the local model parameters with locally
stored data.

Phase 3: The miners are randomly selected by and associated with devices.
After the processing part, the end devices upload the local model parameters
with corresponding computing time to associated miners.

Phase 4: The miners broadcast the local model updates obtained from their
associated end devices. At the same time, the miners verify the received local
model updates from their associated devices or the other miners in the order of
their arrival. The truthfulness of the local model updates is validated if the
local computation time is proportional to the data sample size. The verified
local model updates are recorded in the miner’s candidate block, until the
block size or the maximum waiting time is reached.

Phase 5: Each miner involves in the PoW consensus until finding the nonce or
receiving a candidate block from another miner.

Phase 6: The miner first finding the nonce broadcasts the candidate block to
other miners. To prevent forking, an acknowledgement (ACK) signal is
transmitted when no miner detects a forking event. All the miners wait until
receiving ACK signals of the others. If not, it rolls back and iterates from
phase 2 again.

Phase 7: In this phase, the aggregator computes the global model parameters
by aggregating local model parameters saved in the candidate block.

Phase 8: The end devices obtain global model parameters in the candidate
block from its associated miner and continue to the next iteration.
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Conclusion remarks

With the integration of blockchain with current leading privacy-preserving
machine learning mechanism, the performances of FL and GAN-DP can be fur-
ther improved, especially the robustness against poisoning attacks. In addition, the
deployment of blockchain as the underlying architecture enables decentralization
while providing incentive mechanisms. Furthermore, the efficiency can be guar-
anteed, and the storage resources can be saved with an off-chain structure. Future
directions in this field may include the optimization using game theory and rever-
sible blockchain using chameleon hash.
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Chapter 9

Performance evaluation of differential privacy
mechanisms in blockchain-based smart metering

Muneeb Ul Hassan®, Mubashir Husain Rehmani’ and
Jinjun Chen’

The concept of differential privacy emerged as a strong notion to protect database
privacy in an untrusted environment. Later on, researchers proposed several var-
iants of differential privacy in order to preserve privacy in certain other scenarios,
such as real-time cyber-physical systems. Since then, differential privacy has rig-
orously been applied to certain other domains, which has the need of privacy pre-
servation. One such domain is decentralized blockchain-based smart metering, in
which smart meters act as blockchain nodes sent their real-time data to grid utility
databases for real-time reporting. This data is further used to carry out statistical
tasks, such as load forecasting and demand response calculation. However, in case
any intruder gets access to this data, it can leak privacy of smart meter users. In this
context, differential privacy can be used to protect privacy of this data. In this
chapter, we carry out comparison of four variants of differential privacy (Laplace,
Gaussian, Uniform, and Geometric) in blockchain-based smart metering scenario.
We test these variants on smart metering data and carry out their performance
evaluation by varying different parameters. Experimental outcomes show at low
privacy budget (¢) and at low reading sensitivity value (), these privacy-preserving
mechanisms provide high privacy by adding a large amount of noise. However,
among these four privacy-preserving parameters, the Geometric parameters are
more suitable for protecting high peak values, whereas the Laplace mechanism is
more suitable for protecting low peak values at (¢=0.01).

9.1 Introduction

Vide an insightful privacy definition which can be used to perturb raw data records
by adding an adequate amount of noise drawn from respective distribution [1].
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Informally, the notion of differential privacy guarantees that addition, modification,
deletion, or variation of a single record within a data set will not have any significant
effect on the output query results [2]. Initially, differential privacy notion was pro-
posed to protect privacy of statistical databases; however, later experiments showed
that it can effectively be applied to other real-life scenarios as well, such as real-time
reporting and machine learning. Afterwards, researches are being carried out to apply
differential privacy in major domains that require privacy protection, including smart
grid, cloud computing, industries, and other similar cyber-physical systems [3,4].

Conventional smart grid networks did not use any specific security of privacy
strategies and just used to rely on security and privacy provided by communication
protocols; however, with the passage of time, it was found out that data of smart
grid can be used to carry out major privacy and security breaches [5,6]. Since then,
plenty of researches are being carried out to enhance smart grid technology by
improving its security and privacy. For example, the uses of homomorphic cryp-
tosystem and trusted remote entity have been proposed by researchers to overcome
these eavesdropping issues [7,8]. One such way that effectively enhances the
security and trust of smart grid network is the integration of blockchain in smart
grid domain [9,10]. Blockchain network ensures that all the communication and
storage being carried out via blockchain network is secure and adversaries will not
be able eavesdrop into the privacy of blockchain users. This is done by using
advanced secure technologies, such as cryptographic hashing, tamper-proof record
storing, and strong distributed consensus [11].

Despite this secure nature, it has been highlighted that blockchain-based smart
grid network is still vulnerable to certain privacy threats because of its decen-
tralized nature [12]. For example, an adversary can compromise a specific smart
meter after analysing the available data on decentralized blockchain ledger.
Similarly, the stored data on-grid utility database can be analysed to infer into
private information of consumer usage patterns. In order to mitigate such issue,
certain researches have been carried out that are involved in the integration of
certain privacy preservation approaches in blockchain scenarios, such as zero-
knowledge proofs and anonymization [12,13]. These works are viable to a certain
extent, but they cannot directly be applied to real-time smart metering networks
because the majority of them either work over stored data or only work over private
data provenance. One such mechanism that can effectively protect privacy of smart
grid users in a decentralized blockchain scenario is differential privacy [14].
Differential privacy can protect this information because of its dynamic nature,
especially pointwise perturbation mechanism of differential privacy can protect
real-time data without running extensive computationally complex algorithms [15].

In this chapter, we work over the integration of differential privacy protection
mechanism in decentralized blockchain-based smart metering scenario. To exam-
ine it further, we evaluate four variants of differential privacy (Laplace, Gaussian,
Uniform, and Geometric) on real-time smart metering data. In order to check their
efficiency and effectiveness, we use mean absolute error (MAE) as evaluation
parameter. Experimental results demonstrate that each mechanism has its own pros
and cons depending upon the privacy budget, sensitivity value, and the data applied
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over it. For instance, all mechanisms provide high level of privacy when the priv-
acy parameters (¢ and 0) have low values (e.g. ¢ =0.01 and 6 =0.01). However,
when these values increase, the privacy of the metre reading value reduces gradu-
ally and at ¢ = 1 and 6 = 1, the privacy reaches to a minimum level, although data
utility is maximum at this stage. Similarly, among these four privacy notions, the
Geometric and Laplace perform better at lower privacy budgets by adding a sharp
amount of noise. Specifically, when there are high peak values in metering data
(e.g. high usage), then the Geometric mechanism preserves privacy in the most
proficient manner, and when the smart metering data has low peaks (e.g. less
occupancy/usage), the Laplace mechanism outperforms other mechanisms.

9.1.1 Key contributions

The key contributions of this chapter are as follows:

We integrate differential privacy in blockchain-based smart metering scenario.
We carry out in-depth performance evaluation of differential privacy mechan-
isms in decentralized blockchain scenarios at different privacy budget (¢) values.

e From experimental results, we analyse the effectiveness of variants of differ-
ential privacy along with the reported MAE rate. We conclude that the
Geometric noise addition mechanism outperforms other mechanisms in high
peak values; however, for low peak values, the Laplace mechanism outper-
forms other mechanisms.

9.1.2 Related work

Since the advent of modern smart grid, researches are being carried out to make it
autonomous, secure, and user-friendly. In order to do so, plenty of works targeted
privacy preservation or integration of blockchain in smart grid scenario. For
example, the first work that highlighted the use of differential privacy in smart
metering scenario was carried out by [16]. The presented work in the article used
gamma-distribution-based differential privacy protection to preserve smart meter-
ing data and also used encryption-based cryptography to enhance security during
transmission. Authors also worked over the phenomenon of multi-slot privacy in
which they effectively use the dynamic nature of differential privacy to protect this
real-time data. Another similar work was carried out by [17]. The authors for the
first time discussed the terminology of pointwise differential privacy protection for
real-time smart data. Authors evaluated the use of the Laplace noise and worked
over signal smoothing to reduce the risk for privacy leakage in the case of any
adversarial attack. Similarly, a work that targets the integration of differential
privacy in renewable energy resources has been discussed by authors in [18]. The
work discussed the protection of energy being generated from their resources by
adding the dynamic Laplace noise depicted in Table 9.1. The work also introduced
the concept of peak protection in renewable energy resources reporting to ensure
that privacy of smart meter users remains unviolated despite any adversarial attack
on grid database.



Table 9.1 Comparative view of works carried out in smart metering from the perspective of differential privacy (DP) and blockchain

Name of strategy Ref. Major contribution Parameters enhanced Considered Considered Simulator
no. DP blockchain  used
DREAM [16] Introduced the concept of DP in smart ¢ Appliance privacy protection v x Electricity
metering trace
simulator
DP for real smart [17] Efficient DP mechanism to balance e Aggregated data protection v x N/A
metering data utility privacy via smoothing
DP for RER-based [18] Protected usage and generation privacy o Peak-load protection v x Python
smart metering of RER-based smart homes e RER generation protection
GridMonitoring [19] Monitoring smart grid values via e Enhanced provenance and x 4 N/A
blockchain transparency
e Enhanced trust
Lightweight [20] AMI network is protected and secured Enhanced received signal x v MATLAB®
blockchain- via blockchain strength
based AMI
Blockchain-based  [21] Key-less secure signature scheme for ~ Developed automated access- — x v GoEth
secure smart decentralized smart grid control manager
grid
DP variants in This Performance evaluation of DP variants ¢ Comparison of DP variants at 4 v Python
decentralized work  in blockchain-based smart metering different privacy parameters

smart metering e MAE comparison
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Similarly, from the perspective of blockchain-based smart grid, a work that dis-
cusses the integration of blockchain in grid monitoring scenario was carried out by
[19]. Authors in this work used blockchain to ensure transparency and to enhance trust
in the network by providing information publicly available to users via decentralized
distributed ledger. Furthermore, authors provide a platform to users via which they can
monitor their usage without depending upon any third party. One more work that
discusses the integration of blockchain in advanced metering infrastructure (AMI) to
enhance its security and transparency is carried out by [20]. The major motto of the
work is to protect smart meters from various cyberattacks specifically targeting data
tampering, and man-in-the-middle attacks. Authors did this by proposing a lightweight
blockchain-based solution for decentralized AMI network. Similarly, authors in [21]
proposed a keyless blockchain-based signature scheme for smart grid network via
which they enhance security of traditional smart grid.

Authors also discussed the aspect of trusted third-party breaches and failures
and suggested that the use of blockchain-based secure platform is a viable solution
to overcome these issues. Furthermore, authors claimed that the proposed strategy
turns blockchain network into an automated manager to carry out access-control
operation on smart grid. Another significant contribution carried out by authors is
the enhancement of storage cost over the decentralized blockchain network, which
is one of the major issues blockchain is facing nowadays.

After analysing all these works, we can say that to the best of our knowledge,
no work that discusses the integration of differential privacy in blockchain-based
smart metering network has been carried out in the literature. In this chapter, we not
only discuss the integration of differential privacy in decentralized smart metering
but also evaluate four major mechanisms of differential privacy in this network to
check their effectiveness.

The remainder of this chapter is organized as follows: Section 9.2 discusses
preliminaries of our work, including differential privacy, blockchain, and real-time
smart metering. Section 9.3 provides a detailed discussion about system model,
differentially private reporting algorithms, along with design goals and adversary
model. Furthermore, Section 9.4 provides performance evaluation of variants of
differential privacy in blockchain-based smart metering scenario. Finally,
Section 9.5 presents conclusion and future directions.

9.2 Preliminaries of our work

In this section, we discuss the preliminaries involved in our evaluation, ranging
from differential privacy mechanisms to blockchain and smart grid.

9.2.1 Differential privacy mechanisms

Differential privacy can be termed a notion to protect privacy in an adversarial
environment [22]. Formally, differential privacy can be defined as a randomize
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response that ensures that query evaluation of two neighbouring data sets varying
by just one element will produce similar output results that will introduce ran-
domness in the results [23]. The equation is as follows:

P,[F(a) € R] <exp(e) X P,[Fiap,) €R| +0 (9.1)

In above-mentioned equation, ¢ is the privacy budget that controls the amount of
noise being added, J is the sensitivity value that is usually determined on the basis
of data set, and R is the query output range for query function F. Similarly, the
formula of sensitivity calculation for two adjacent data sets (db;) and (db,) can be
defined as follows [3,24]:

AF, = max ||F(dby) — F(db)| ©2)
Apart from the formal definitions, researchers worked over proposing various
variants of differential privacy to support different privacy needs. These variants
can be classified into distribution protection mechanisms and data perturbation
mechanisms. In this section, we discuss four major data perturbation mechanisms
named Laplace, Gaussian, Uniform, and Geometric mechanisms of differential
privacy. A detailed discussion about notions and variants of differential privacy can
be found in [25].

9.2.1.1 Laplace mechanism

Laplace mechanism is considered to be the pioneering mechanism which was used
by C. Dwork at the time of proposal of this notion of differential privacy pertur-
bation. Afterwards, this notion has been used widely to protect privacy at different
application scenarios [26]. Taking insights from sensitivity equation (9.2), we can
demonstrate the Laplace noise by considering S. = AF /¢ as follows [27]:

Lap(S,) = exp|x;—’u| (9.3)

Since the standard deviation of the given function is calculated using an expo-
nential distribution which is symmetric with respect to parameter \/ 2b, then the
probability density function (pdf) of traditional Laplace noise at mean value () is
defined as follows:

(9.4)

The noise is then computed via pdf and then added to the query/pointwise
reading result in order to protect privacy.

9.2.1.2 Gaussian mechanism

Gaussian mechanism also known as bell curve distribution has also been widely
used as a traditional notion of differential privacy. The bell shape of the Gaussian
probability distribution provided fine-grained noise that can be added to query



Performance evaluation of differential privacy mechanisms 207

evaluation in order to integrate randomness in the output results [3]. The standard
formula for the Gaussian mechanism is as follows:

1 ()
pdf (x) = e 9.5)
) V2mb?
In the above-mentioned equation, b or the standard deviation is used as a scale to
choose the appropriate amount of noise, which is controlled by the privacy budget
value ¢.

9.2.1.3 Uniform mechanism
The concept of using the Uniform distribution as a notion of differential privacy has
been proposed by plenty of researchers because of its strong privacy along with low
computational complexity. For example, Kalantari ef al. analysed privacy-utility
trade-offs via uniform differential privacy and integrated this concept with ham-
ming distortion in [28]. Similarly, Geng and Viswanath discussed it under the
umbrella of optimal noise-adding mechanisms in their article [29].

Formally, the Uniform distribution noise is a discrete noise addition mechanism
which works over sensitivity value (0, 0), instead of just being dependent upon e. Noise
in this mechanism is computed using the Uniform probability distribution as follows:

0 )

5.

- << L

pdf(x) =4 3 TV a k=532 (9.6)
0 Otherwise

9.2.1.4 Geometric mechanism

Geometric differential privacy mechanism was also proposed by researchers under the
umbrella of oblivious notions of differential privacy. This notion is pretty diverse and
plenty of sub-mechanisms/variants have been proposed that constitute of various ways
to draw differentially private noise from the Geometric distribution. For example,
authors in [30] discussed it as a discrete version of traditional Laplace mechanism and
state that it generates optimal utility value for all types of Bayesian information
counting queries. Similarly, Ghosh et al. proposed the notion of the Geometric and
truncated Geometric differential privacy noise addition to perturb query results [31].
Formally, the Geometric mechanism of differential privacy can be defined as follows:

1—a

pdf (X —x) = Ta a vx ez 9.7)

9.2.2  Real-time smart metering and privacy issues

Smart meter is a device that serves as a bridge between grid utility and smart homes
as it links grid utility with smart home via strong communication medium.
Together, all smart meters within a range constitute a network named advanced
metering infrastructure (AMI) [32]. In order to carry out various statistical pro-
cesses such as net metering, demand response calculation, load forecasting, and
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load scheduling, these smart meters send their actual real-time fine-grained metre
reading to grid utility. These values are then stored in their databases which can be
accessed for query evaluation after getting approval from authorities. It is definitely
a good model to carry out statistical analysis; however, one of the major drawbacks
of this model is that it leaks privacy of smart meter users [33]. For example, the
reported fine-grained data from smart meters can further be fed to various non-
intrusive load monitoring algorithms that can even provide information about usage
of any specific appliance at a specific time by visualizing load curves [34].

This information can also lead to carry out various criminal/burglar activities
at the time of unoccupancy of house. Therefore, it is important to protect this
information via some privacy-preserving mechanisms.

9.2.3 Blockchain network

Blockchain came into limelight after successful functioning of decentralized crypto-
currency called Bitcoin by Satoshi Nakamoto [35]. Formally, blockchain is categorized
into two major types from perspective of permission named permissioned blockchain
and permissionless blockchain. Furthermore, from the perspective of availability and
controlling authorities, it is categorized into three major types called public, private,
and consortium. A detailed discussion about these types and their pros and cons is
available in [11]. In this chapter, we use public permissionless blockchain in which
every smart meter node can join after filling a detailed form to ensure its legitimacy.
Since it is a public blockchain, every blockchain node can participate in the consensus
part and can earn extra reward by mining the block. Since smart meters have less
computational power, they can only take part in consensus if the provided consensus
mechanism is not dependent upon computation power. In order to fulfil this require-
ment, we use proof-of-stake (PoS) instead of traditional computationally expensive
proof-of-work consensus mechanism. In our PoS mechanism, every smart meter acting
as a blockchain node can take part in the mining process after depositing a specific
number of tokens in the network. This eradicates the need for having high mining
power. Similarly, in this way, smart meters can also incentivize themselves a bit more
if they are interested to contribute to the network. The incentive can be in the form of
mining reward that a mining node will get if it gets selected as a winning miner.

9.3 Functioning and system model

In this section, we present system model, design goals, adversary model, and
algorithmic foundation of integration of differential privacy in blockchain-based
smart metering scenario.

9.3.1 System model

Our application scenario consists of two important entities, i.e. smart homes
(deployed with smart meters) and grid utility. Our scenario works over the model of
a public blockchain, which means that all the participating nodes can take part in
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the mining process. The most important entity in these nodes is smart home that
contains smart meters which are reporting their real-time energy to grid utilities.
Each smart meter is a blockchain node which can take part in the mining process
after adding some tokens as a stake in the network. A detailed system model is
given in Figure 9.1.

From Figure 9.1, it can be seen that each smart home is connected to every
other smart homes via decentralized blockchain network; similarly, these smart
homes are also connected to the grid utility via the same network. However, an
additional feature which distinguishes this specific connection from other is that
these smart homes regularly report their real-time values to grid database utility
after the specified time interval (e.g. 10 min). Grid utility collects these values from
all smart homes and puts these values along with some other transaction values in a
public mining pool. The values at mining pool can be viewed publicly by all mining
nodes in order to facilitate them in mining the block.

On the other hand, all miner nodes (smart homes) participate in the mining
process by putting some stakes in the network. In PoS mining, a miner is chosen in
accordance with the sake it has invested in the network. For example, a node which
has invested 50% stakes as compared to all other nodes has approximately 50%
chances of being selected as the miner. Contrary to this, if the proportion of stakes
of some node is even less than 1%, then its chances of winning the mining election
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are fairly low. Coming back to the mining process, these miner nodes submit their
stakes and wait for the mining process to select miners on the basis of stake
probability. The mechanism selects a miner node according to the mentioned pro-
cess, and the selected miner then moves further towards the next process.

Once the miner gets finalized, it selects all the available transactions from the
mining pool, computes their hash, and forms a block-like structure. After the for-
mation of block, this miner disseminates the block to all other blockchain nodes via
broadcasting mechanism in order to get verification votes. All receiving nodes
compute hash at their end and verify the content of block. Once the verification
stage gets completed, the block is then added to the blockchain network and is
disseminated as a mined block. In this way, each blockchain node will have a copy
of updated decentralized ledger that can be backtracked at any time to ensure
transparency and enhance trust in the network.

This complete process involves dealing with real-time reported energy values,
therefore protecting the privacy of these readings before disseminating in mining
pool, or for verification is pretty important in order to overcome any catastrophe.
Therefore, in our proposed model, we protect these readings via adding differen-
tially private noise before transmitting them to grid utility for evaluation. A gra-
phical representation of noise addition via smart homes is provided in Figure 9.1.

9.3.2 Design goals

Previous works in privacy protection in real-time smart metering do not incorporate
the advantageous nature of blockchain and differential privacy at the same time.
Some previous works evaluated the use of differential privacy in smart metering,
while some works discussed the integration of blockchain with smart metering.
However, no combined literature that integrates all three technologies of smart
metering, blockchain, and differential privacy has been discussed by researchers.
The design goals of our proposed scenario are as follows:

e Integrating public blockchain network in a smart metering network using the
concept of decentralized distributed ledger.

e Enhancing security of smart metering network by providing a model to carry
out distributed consensus in the network.

e Maintaining trust and transparency in the network by updating the decen-
tralized ledger after the addition of every new block.

e Ensuring privacy of real-time smart metering data in runtime by adding
dynamic differentially private noise in the data.

e Enhancing MAE of the network by carrying out comparison between differ-
ential privacy mechanisms.

9.3.3  Adversary model

Adversaries in our scenario can be any type of intruders that could be interested to
get information regarding real-time usage of smart meter electricity. This could be
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done in order to get more precise information regarding availability of occupants of
smart homes so that they can carry out malicious/burglar activities. Moreover,
some adversaries do also require fine-grained data to find out types of appliances
being used in smart homes, or to know about appliances which are expected to get
damaged in the near future, etc. This is done by certain marketing companies and
they use this fine-grained data to carry out targeted advertising [18]. Similarly,
man-in-the-middle attack can also be carried out via which the information being
transmitted from smart meter to grid utility can be misused after analysing [36].
Furthermore, data linking attack can also be carried out over the stored data in
smart grid database, in which the data can be exploited and linked with certain
other databases to get to know more information regarding any specific person [37].

In order to overcome these attacks and adversarial behaviours, we first inte-
grate blockchain that ensures security and trust in the network via its cryptographic
mechanisms. Furthermore, we work over the integration of variants of differential
privacy that enhances privacy of the complete network.

Algorithm 1 Algorithm for selection of differential privacy noise variants

1: main()

2

3

4: 86MSwitchFunc<—R<—<—Epsilon Value from UserReading
5: Sensitivity Value from User«Actual Meter Reading from Smart
6: Meter(z,,..Select Noise Function from User) do

7 Case Lap:

8: Call LaplaceNoiseMechanism (e, M)

9: Break;

10: Case Gaus:

11: Call GaussianNoiseMechanism (e, M)

12: Break;

13: Case Unif:

14: Call UniformNoiseMechanism(e,d,Mp)

15: Break;

16: Case Geo:

17: Call GeoNoiseMechanism(e,Mp)

18: Break;

19: End Switch
20: end main()

9.3.4  Algorithmic foundation

Traditional smart meters directly transmit their real-time energy values to smart
grid utility without using any type of privacy protection mechanism. However, our
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proposed model uses the advantages of dynamic differential privacy protection to
protect this sensitive data. In order to demonstrate the complete technical func-
tioning of our model, we develop a detailed algorithm containing conditions for all
differential privacy variants. The detailed pseudocode is given in Algorithm 2.
Similarly, the algorithm for the selection of specific noise addition mechanism is
given in Algorithm 1. The algorithm is divided into five major parts, in which the
first four parts contain an addition of nose via any variant of differential privacy,
while the fifth part comprises computation of absolute error value. First, the input
values such as instantaneous metre reading (My), number of smart meters for that
specific slot (N), privacy budget (¢), sensitivity (J), database sensitivity (A), and
noise function (F) are fed to the algorithm to initiate the process. Afterwards, the
condition for specific variant of differential privacy is checked. In case the user
calls for the Laplace noise addition mechanism, then the first part (1) Laplace
privacy mechanism is called for execution. In this part, first of all, the Laplace
privacy budget (g7) is taken from user. After that, database sensitivity value is
computed using (9.2). After computation and collection of these values, the noise is
generated using the Laplace noise probability distribution function given in (9.4).
The values of ¢; and My are fed to the function to determine the noise scale.
After successful computation of noise, this value is added to the metre reading
value via Py = My + noise. Next, the absolute error function is called to get
the value of error, which is then stored to calculate the MAE. After this process,
the protected value P is transmitted to grid utility to carry out statistical
processes.

Algorithm 2 Differential privacy variants in decentralized smart metering

Input: N, F, My, &, putd
Output: P Vs A E
(1) Laplace Differential Privacy Mechanism

1: if LaplaceNoiseMechanism() then

2: for (each j in N) do

3: & «— Laplace Privacy Budget

4: Database Sensitivity

S: Generate Laplace Noise via
noise = Lap(F,e;,Mpg) j

6: Calculate Py = Mp+noise j j
J

7 Call AEfunction(Py,Mp)

8 return Py, Ag j j

9: end forjj

10: end if

(2) Gaussian Differential Privacy Mechanism
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11: if GaussianNoiseMechanism() then
12: for (each j in N) do

13: &6 3Gaussian Privacy Budget

14: 4 —Database Sensitivity

15: Generate Gaussian Noise via

noise = Gaussian(F,eg,Mp)

J

16: Calculate Py, = Mp+noise j j
J

17: Call AEfunction(Py,Mp)

18: return Py, Ag j j

19: end forjj

20: end if

(3) Uniform Differential Privacy Mechanism

21: if UniformNoiseMechanism() then
22: for (each j in N) do

23: ey <3
24: 4 4Database Sensitivity
25: Su «<5:5 4 Reading Sensitivity Value
26: Generate Uniform Noise via
noise = Uniform(F,e,0,Mg)
J
27: Calculate Py, = Mp+noise j j
J
28: Call AEfunction(Py,Mp)

29: return Pp,Ag j j

30: end forjj

31: end if

(4) Geometric Differential Privacy Mechanism

32: if GeometricNoiseMechanism() then
33: for (each j in N) do

34. £ge0 +—€00ch ach Privacy Budget
35: metDatabase Sensitivity
36: P «—6: metDatabase Sensitivityie,,, and 0
37: Generate Geometric Noise via

noise = Geometric(F,Pg)

J
38: Calculate Py = Mp+noise j j

J

39: Call AEfunction(Py,Mp)

40: return Pp,Ag j j
41: end forjj
42: end if

213
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(5) Absolute Error Calculation Function

43: Function AEjcrionc) do
44: Mp — Meter Reading
45: Py« Protected Value
J
46: Ag=|Py—Mp| < For Positive Value
47: End Function/

Similarly, if the function of the Gaussian noise addition is selected, then the second part
(2) of the algorithm is used to compute the Gaussian noise via normal distribution. In this
part, the value of the Gaussian privacy budget ¢ is used to compute noise in a way that
it protected the final reading. The noise in this mechanism is computed using the pdf in
(9.5). Moving further to the third part, the functionality of the Uniform noise addition
mechanism is different from the Gaussian or Laplace mechanism, because in this
mechanism, the privacy budget ¢, is set to be zero, and it does not play any critical role
in computation of noisy value. Contrary to this, the Uniform sensitivity value of metre
reading (Jy) is used to generate random noise value via the Uniform distribution, the
equation of which has been provided in (9.6). The remainder of the steps for the Uniform
noise addition mechanism are the same as that of previous two parts.

Similarly, if the user calls for addition of noise via the Geometric differential priv-
acy mechanism, then the fourth (4) part of the algorithm executes. In this part, the
probability of success is computed for the Geometric mechanism by taking into account
the value of € geo and A. After successful computation of success probability (PR), this
value is fed to the Geometric noise additions function, which then computes the
Geometric noise according to the provided density function. Finally, the fifth part of
algorithm calculates absolute error value by subtracting metre reading from the protected
noise value. This function of error calculation is called for every individual perturbed
value in order to keep a record error in the transmitted readings. Afterwards, these values
are accumulated to calculate MAE, which is demonstrated in the next section.

9.4 Performance evaluation

In our blockchain-based smart metering scenario, protected real-time data is
transmitted from smart meters instead of original real-time data. In order to protect
privacy leakage from original data, we use four different variants of differential
privacy discussed in the previous section. The noise produced by each variant has
different effects on privacy level depending upon the privacy budget (¢) and
reading sensitivity (). In this section, we first discuss simulation environment and
afterwards provide a detailed performance evaluation on the basis of real-time
reporting and MAE.
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9.4.1 Simulation parameters

In order to implement differential privacy variants in our blockchain-based smart
metering scenario, we first of all used grid energy data from [38] and modified it
accordingly to carry out and experiment for 24-h usage. We carried out performance
evaluation of differential privacy variants on above-mentioned real-time smart
metering data in which readings are being sent to grid utility after every 10 min. So,
for daily usage profile, we carried out an evaluation on 144 data samples collectively
for each smart home. To carry out experimental evaluation, we use NumPy v1.14
and pandas v1.0.3 libraries in Python 3.0. In order to implement differential privacy
variants, we use respective distribution of NumPy v1.1.4 library and modify the input
parameters according to the requirement of each variant given in Section 9.2.1.
Furthermore, we generate the graphs at different ¢ values for three mechanisms, and
for the Uniform differential privacy, we carry out evaluation at different o values. In
this way, six graphs showing the original and protected readings for each noise-
adding variant are generated. Similarly, to take an account of noise and to compare
efficiency of each noise addition variant, we pick the best performing & value for
each variant and compare their MAE values.

9.4.2 Private real-time data reporting

Reporting real-time smart meter data can leak users’ privacy and can cause serious
threats to occupants of smart homes; therefore, we use differential privacy to protect
this information. In order to do so, we implement four variants and analysed their
output in the form of given graphs. In Figure 9.2, the graph for ¢ = 0.01 can be seen
for the Laplace, Gaussian, and Geometric noise addition mechanisms. Similarly, the
graph for 0 =0.01 for the Uniform noise addition mechanism is also plotted in the
same figure for comparison purpose. The graph depicts values transmitted in 24 h by
using different variants as compared to the actual metre reading. Starting from the
first quarter of the graph, ranging from 12.00 a.m. to 6.00 a.m., the usage is pretty
low because of night, and only a few peaks can be seen. However, the behaviour of
all noise addition mechanisms can be observed clearly. If one closely analyses the
graph, it can easily be seen that the Laplace mechanism provided a more diversified
amount of noise as compared to any other noise addition mechanisms in this quarter.
After Laplace, some variations for the Gaussian mechanism can also be seen for
some low peaks such as 4.30 a.m., and after that, at some high peak values the
Geometric mechanism shows variance as compared to the other three.

Moving further to second quarter of the graph from 6.00 a.m. to 12.00 p.m.,
similar trend can be observed that whenever there is a low value of original metre
reading, then the Laplace noise addition mechanism provides maximum variance
followed by the Gaussian mechanism, which usually provides negative variance as
compared to the trend. And whenever there is high peak value, such as 10.30 a.m.
when the original usage is around 1,200 Wh, then the Geometric mechanism adds a
considerable amount of noise to protect privacy of real-time smart metering data.
After that, in the third quarter (which is the most highly utilized quarter), the
Geometric noise addition mechanism outperforms other variants due to its usual
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Figure 9.2 Performance evaluation of differential privacy mechanisms at various
privacy parameters

reputation of protecting reading at higher peaks. As can be seen that around 1.00 p.
m., the value of load usage is pretty high around 1,600 Wh, at this stage, the
Geometric mechanism provides the highest peak value by providing maximum
fluctuation. This trend continues and the Geometric mechanism keeps on dominat-
ing other mechanisms because the usage values are pretty high. After Geometric, the
second most dominant noise addition mechanism here is the Laplace mechanism
which protects the peak values by either adding negative noise or by adding minor
positive noise depending upon the noise calculation.

However, the result of the remaining two mechanisms can partially be seen at
this stage. In the fourth quarter of the graph from 6.00 p.m. to 12.00 a.m., the load
utilization again reduces, and in this quarter, the trend similar to quarter number 2
can be seen, in which the Laplace mechanism dominates due to its low peak values
and after that the Gaussian mechanism came into light due to its negative random
noise is adding to those low peak values. The variation due to the Geometric
mechanism can also be seen in some places, although it is not as dominant as that of
the Laplace and Gaussian mechanisms. Throughout the graph, the Uniform noise
addition mechanism does not come into limelight because its noise span is pretty
low as compared to other three mechanisms. If one zooms the graph, the variations
can surely be seen due to the Uniform mechanism, although it gets suppressed due
to high variations by other three variants.

A similar trend can be seen for remaining output graphs as well. For example,
in Figure 9.3, the graph for e =0.01 for the Laplace, Gaussian, and Geometric
mechanisms can be seen, whereas o =0.01 for the Uniform noise addition
mechanism. As the value of privacy budget is increased, which means less privacy
protection and more utility, it can be observed that at majority of places, very minimal
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Figure 9.3 Performance evaluation of differential privacy mechanisms at various
privacy parameters

noise has been added to protect users’ privacy. Some low peaks can be seen for the
Laplace mechanism in the graph at the time of less usage; however, the majority of
added noise values remain unnoticed because of not producing much variation.
Moving further to other graphs presented in Figures 9.4-9.6, the variation reduces, and
very minimal noise addition can be observed. Finally, in Figure 9.7, when the value of
¢ and 9 is increased to ‘1°, the added noise almost reaches 0, which means minimum
privacy and maximum utility. At this privacy budget, mostly the actual metre is
reported as it is to the grid utility with very minimal and negligible variation because of
noise. Therefore, it can be concluded that lower values of privacy parameters provide
high privacy protection, and increasing these values results in gradual decrease in
privacy protection to a limit that utility becomes maximum with very minimal privacy
protection as demonstrated in the graphical figures.

Keeping in view all the graphs and discussion, it can be said that in high peak
values, the Geometric mechanism provides healthy variation to protect privacy, and
for low peak values, Laplace mechanism followed by the Gaussian mechanism
provides considerable variation to protect users’ privacy.

9.4.3 Mean absolute error

In order to provide statistical analysis regarding differential privacy noise addition var-
iants, we use the parameter of MAE. Formally, MAE can be termed the difference
between the noisy value and original reading. The equation for MAE is given as follows:

Nr
MAE =" |Py — My (9.8)

n=1
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privacy parameters

In the previous equation, Ny is the total number of noisy readings sent in the day.
In our mechanism, we accumulate energy usage of every 10 min and then transmit
the values to grid utility after the addition of noise. Therefore, N = 144, although
this value can vary according to the data set. Similarly, P, is the protected noisy
value, and M is the actual metre reading which demonstrates the actual usage
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privacy parameters

within 10 min by smart meter user. A graphical illustration of MAE values is
given in Figure 9.8.

In Figure 9.8, we show graphical illustration at &, 0=0.01 and 0.05, because

these two privacy parameter values add an adequate amount of noise to protect
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Figure 9.8 Mean absolute error of differential privacy variants at different
privacy parameters

privacy. After further increment of ¢ or J, this value of MAE decreases and even-
tually reduces to approximately 0 at & 6= 1. Furthermore, the average metre
reading value for 144 readings in daily load is 872 Wh per reading, which means
that approximately 872 Wh is being used every 10 min.

It can be seen from the graph that the Geometric noise addition mechanism
provides MAE value of 101.5 at ¢ =0.01, followed by the Laplace and Gaussian
mechanisms which provide MAE of 99.3 and 82.5, respectively. Similarly, at
£ =0.05, the MAE value 23.4 provided by the Laplace is maximum, which is
followed by the Geometric and Gaussian noise addition mechanisms as 21.1 and
17.9, respectively. From Figure 9.8, it can be concluded that both the Geometric
and Laplace mechanisms provide similar MAE; however, from the previous sec-
tion, it can be seen that the Laplace provides efficient variation in the case of small
metre reading and Geometric provides variation in the case of large used values.

9.4.4  Summary and lessons learnt

After careful visualization of real-time smart metering graphs and MAE graph, it
can be concluded that both the Laplace and Geometric mechanisms outperform
other noise addition variants by providing more variation as compared to the other
two. However, if the data usage values are large, then the Geometric noise addition
is more suitable because it provides more variation in the case of large values by
showing high positive peaks. Contrary to this, the Laplace mechanism usually
provides negative peaks in the case of low values to protect user privacy.
Furthermore, from the perspective of ¢ and 9, the lower these values, the higher the
privacy; therefore, in order to protect at least an adequate amount of privacy, ¢,
0=0.01 are the most suitable privacy parameters. Furthermore, MAE evaluation
values of the Geometric and Laplace mechanisms are quite similar, which also
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show that both of the mechanisms are efficient to protect smart metering privacy. If
there is a smart home in which on average less energy is used, then the Laplace
mechanism (at ¢ = 0.01) outperforms other privacy-preserving mechanisms, and in
case there is a smart home which regularly uses a high amount of energy
throughout the day, then the Geometric noise addition mechanism (with £ =0.01)
proves to be the most feasible one to be used.

9.5 Conclusion and future directions

Differential privacy appeared as a strong privacy-preserving notion after it is
invented by C. Dwork in 2006. Since then, plenty of variants of differential privacy
have been proposed by researchers that have been applied over certain real-time
application, and real-time smart metering is one of them. Similarly, the security and
transparency of smart metering has also been enhanced by the usage of decen-
tralized blockchain technology. In this chapter, we first work over the integration of
differential privacy and blockchain in real-time smart metering scenario.
Afterwards, we carried out performance evaluation of four variants of differential
privacy in the proposed blockchain-based smart metering scenario. The perfor-
mance evaluation section of this chapter demonstrates that each privacy-preserving
mechanism adds differently depending upon the selected privacy parameters and
the input data. However, in the case of high peak values the Geometric mechanism
surpasses other noise addition variants, although, in case of low peak values in
metre reading, the Laplace mechanism performs better at ¢ =0.01. As a part of
future work, we are working over the integration of differential privacy and
blockchain in other cyber-physical systems scenarios.
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Chapter 10

Scaling-out blockchains with sharding:
an extensive survey

Guangsheng Yu', Xu Wangl, Kan Yu’, Wei Ni°,
J. Andrew Zhang' and Ren Ping Liu’

The blockchain technology, featured with its decentralized tamper-resistance based
on a peer-to-peer (P2P) network, has been widely applied in financial applications
and even further been extended to industrial applications. However, the weak
scalability of traditional blockchain technology severely affects the wide adoption
due to the well-known trilemma of decentralization-security-scalability in block-
chains. In regards to this issue, a number of solutions have been proposed, targeting
to boost the scalability while preserving the decentralization and security. They
range from modifying the on-chain data structure and consensus algorithms to
adding the off-chain technologies. Therein, one of the most practical methods to
achieve horizontal scalability along with the increasing network size is sharding, by
partitioning network into multiple shards so that the overhead of duplicating
communication, storage, and computation in each full node can be avoided.

This chapter presents a survey focusing on sharding in blockchains in a sys-
tematic and comprehensive way. We provide detailed comparison and evaluation
of major sharding mechanisms, along with our insights analyzing the features and
restrictions of the existing solutions. The remaining challenges and future research
directions are also reviewed.

10.1 Introduction

Working as distributed, incorruptible, and tamper-resistant ledgers, blockchain
technology has shown its great potential to tackle critical security and trust chal-
lenges in various applications, e.g., cryptocurrency, Internet-of-Things, and edge
computing [1-3]. Running over a P2P network, blockchain processes application
requests in the form of blockchain transactions [4]. The transactions are mined into
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blocks by blockchain miners following consensus protocols, e.g., proof-of-work
(PoW) for permissionless blockchains and the Practical Byzantine Fault Tolerance
(PBFT) for permissioned blockchains [5], and the blocks are chained with their
hash values [1].

The throughput of a blockchain system, defined as the number of processed
transactions per second of the blockchain, is far from practical requirements and
has become a crucial limitation stopping blockchain from being widely adopted [6].
For example, Bitcoin can only handle up to approximately ten transactions per
second with its maximum block size of 1 MB and average 10 min block period [7],
which severely hinders the use of blockchains in the high-frequency trading. To
handle a great number of transactions, blockchain has been considered as a secure
base-layer (or a settlement center for cryptocurrencies) where transactions are
processed off-chain and then settled in the blockchain. For example, Lightning
network and Raiden network (referring to the state-channel technology) support
off-chain payments and broadcast a summary of a batch of off-chain payments to
the blockchain [8,9]. Plasma (referring to the side chain technology) builds various
applications on the top of Ethereum [10]. These methods, known as the Layer-
2 scaling, minimize the interaction with the blockchain to reduce the latency from
the users’ perspective but do not improve the throughput of blockchains [11].

In contrast, the Layer-1 scaling is designed for improving the throughput of
blockchains from the systematic perspective. A blockchain system can be opti-
mized in the following ways to handle a growing amount of work:

reducing the communication and computation overhead;
adding resources to a single node, i.e., vertical scaling; and
e adding more nodes to the blockchain, i.e., horizontal scaling [12].

Reducing overhead: New blockchain consensus protocols have been devel-
oped for high blockchain throughput by reducing the overhead. For example, every
PoW winner (i.e., a miner) is eligible for several blocks rather than a single block in
Bitcoin-NG [13] and its variations [14,15]. The traditional PBFT consensus pro-
tocol has been developed and optimized to reduce the communication overhead and
achieve high throughput in large-scale networks [16—19]. However, O(n) (n is the
number of participating miners) is the lower bound that this type of technologies
can reduce the overhead at most, as every participating miners have to exchange
and store messages during every consensus round regardless of the route of
transactions.

Vertical scaling: Bitcoin tried to improve throughput by vertical scaling meth-
ods. For example, increasing the number of allowed transactions in a single block
and/or reducing the block period can improve the throughput of Bitcoin but consume
more resources, €.g., storage, computation, and bandwidth, of Bitcoin nodes [20-23].
Beyond this, the Greedy Heaviest Observed Subtree (GHOST) [24] is implemented
by Ethereum to organize blocks in a tree instead of a chain of blocks and obtain a
higher throughput [4]. The GHOST is subsequently extended to the directed
acyclic graph (DAG). The DAG is adopted to organize transactions where every
transaction contains hash values pointing to existing transactions [25-30].
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The DAG structure allows transactions to be confirmed in parallel and thus
improves the network utilization ratio given the resources of a node, which
improves the throughput of the entire distributed system. However, the vertical
scaling methods cannot infinitely improve the throughput, as a blockchain system
is designed to run in a decentralized and homogeneous network where the security
is closely dependent on the consensus across the entire network. The larger scale
the network is, the more bandwidth is needed to achieve the network synchroni-
zation, while the bandwidth is the resource that cannot be indefinitely added [20].
This leads to the vertical scaling being compromised to the throughput of
resources-limited nodes.

Horizontal scaling: Sharding technology, dividing a whole blockchain into
multiple shards and allowing participating nodes to process and store transactions
of a few shards (i.e., only parts of the blockchain), holds the key to horizontal
scaling, also known as the scale-out technology. By taking advantage of the
sharding technology that allows partial transactions processing and storage on a
single node, the whole blockchain can achieve a linearly increasing throughput
with the growing number of nodes. This is important for the adoption of block-
chains providing high quantity and quality of services to the public in large-scale
networks with infinite growth, which has attracted the interest of researches
regarding the improvement of the blockchain scalability.

A number of studies have proposed new sharding mechanisms. Surveys of
blockchain scalability which used to only focus on Reducing overhead and
Vertical scaling have been gradually taking the sharding technology into account.
However, none of them was able to focus on sharding and systematically introduce
the challenges of sharding, features and restrictions of the existing solutions, and
the future trends.

10.1.1 Our contributions

We provide a more systematic introduction of sharding mechanisms in this chapter
than existing surveys and papers. The key contributions are highlighted as follows:

1. Our work, for the first time, provides an introduction of state-of-the-art
sharding mechanisms ranged from Byzantine-faulty-tolerance (BFT)-based to
Nakamoto-based sharding mechanisms, while the latter has never been sys-
tematized in any of the existing surveys at the time of writing.

2. We gain our own insights analyzing the features and restrictions into the
existing solutions to the intra-consensus-safety, atomicity of cross-shard
transactions, and general challenges and improvements proposed by the con-
sidered sharding mechanisms. Based on the insights of the features and
restrictions of each existing sharding solution, a comprehensive comparison is
proposed.

3. Finally, we point out the current remaining challenges of sharding mechan-
isms, followed by suggestions for the future trend of designing reliable
sharding mechanisms.
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10.1.2 Related work

The relationship between the existing studies and our work is discussed. Note that
all the considered previous studies highlight the trend of scalability in the future of
blockchains and intend to accommodate the existing solutions to scale blockchain
systems. These solutions include but not limited to upgrading Bitcoin (increasing
block size or conducting Segregated Witness), scalable consensus algorithms, state
channels, and multiple side chains’ structure.

Previous surveys, including [31-38], discuss the aforementioned solutions but
involve no information about the sharding which has been realized to be the most
practical solution so far for a scale-out blockchain system. Thus, there have been
several recent studies presenting their own sharding mechanisms, as well as surveys
that manage to summarize them and propose new benchmarks [4,39-52]. However,
all of these studies compare the sharding with other kinds of solutions by either
presenting a vague introduction of only one or two sharding mechanisms, or
lacking the insights for evaluation, except [39,43,50—-52] putting more efforts on
introducing sharding. Authors in [39] make the use of the scale cube architecture,
highlighting that the horizontal scalability should only be improved by partitioning
the data and consensus. However, it only provides a vague introduction of
Ethereum 2.0, and the same problem exists in [43] where the consensus layer is
decoupled from the ledger topology layer (which is inappropriate due to the
importance of intra-consensus in a sharding system). Authors in [50] present an
analytic model in a game-theoretical way that is designed to benchmark the exist-
ing sharding mechanisms and aims for design guidance for future solutions.
However, sharding can be thought as the “multiple committees” upon the tradi-
tional BFT-based consensus, as stated in [47,50], which has been outdated as [53]
proposes a Nakamoto-based sharding mechanism (Monoxide). A unified compar-
ison between such Nakamoto-based sharding mechanisms and the BFT-based
sharding mechanisms is also absent in [51] and the most closely related survey [52]
(where the BFT-based sharding mechanisms are focused, as well as the corre-
sponding randomness generators) (Table 10.1).

This chapter as a survey is an extension of [54]. To the best of our knowledge,
our work outweighs all the existing surveys in a more systematic way, in regards to
the key concept of various sharding mechanisms, and a comprehensive comparison
for practitioners based on our insights.

10.1.3  Paper outline

The rest of this chapter is organized as follows: Section 10.2 briefly presents an
overview of sharding technology and introduces the survey methodology.
Section 10.3 presents an introduction of the considered sharding mechanisms, upon
which the comparison and discussion are presented in Section 10.4. Section 10.5
concludes the survey.
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Table 10.1 Comparison between surveys related to the discussion of sharding
mechanisms

Number of sharding mechanisms Studies Insights
being introduced in the studies

0 [31-38] x
1 [4,39-44] X
2 [45-49] x
3 [50] x
4 [51] x
5 [52] x
6 This work extended from [54] N

10.2 Sharding review and survey methodology

10.2.1 Overview of the sharding technology

Sharding is first proposed by [55] and commonly used in distributed databases and
cloud infrastructure. Based on the pioneering proposals [56,57] integrating shard-
ing with permissioned and permissionless blockchain, respectively, the sharding
technology is thought to be able to partition the network into different groups
(shards), so that the compulsory duplication of three resources (i.e., the commu-
nication, data storage, and computation overhead) can be avoided for each parti-
cipating node, while these overheads must be incurred by all full nodes in
traditional non-sharded blockchains. This partition is essential because the restric-
tion incurred by the three resources owned by a single node may make the system
unable to take full advantage of a scalable consensus algorithm. Sharding is so far
one of the most practical solutions to achieve a scale-out system where the pro-
cessing, storage, and computing can be conducted in parallel, as illustrated in
Figure 10.1. As such, the capacity and throughput being linearly proportional to the
number of participating nodes or the number of shards become possible, while
preserving decentralization and security. However, sharding poses new challenges
to blockchains, i.e., the intra-consensus-safety, cross-shard-atomicity, and the
general improvements regarding the storage, latency, etc., where the detail is our
concentration and is described starting from Section 10.3.

There have been a few studies working on these challenges regarding the
sharding in permissionless blockchains [53,57—61], prior to which [56] proposes a
sharded permissioned blockchain that will not be discussed in this survey due to its
forfeit of permissionless decentralization. Rather, the sharding in permissionless
blockchains is focused.

10.2.2  Survey methodology

This survey focuses on sharding in permissionless blockchains (as permissioned
blockchains do not take full advantage of the sharding technology due to the
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Cross-shard
communication

Transactions
are sent to the

destination for
Fcross-validation.

Figure 10.1 The sharding technology partitions the network into different groups,
while each of the groups maintains its own ledger and processes and
stores a disjoint set of transactions. By implementing a secure cross-
shard communication protocol, such disjoint transaction sets that
could not have been interacted become securely verifiable and
interactively executable in parallel. Note that nodes in some sharding
mechanisms (e.g., Monoxide) can choose to participate in the
processing of multiple shards and maintain their ledgers, as
illustrated by the multicolored circles, while the unicolored circles
denote the nodes only participating in a single shard to which they
are assigned in terms of the color

smaller network size and its forfeit of permissionless decentralization) and is based
on the published research papers and other research references of Monoxide [53],
Elastico [57], OmniLedger [58], RapidChain [59], Chainspace [60], and Ethereum
2.0 [61]. Our methodology can be characterized as follows:

1. We clarify the demand for high scalability in Section 10.1, based on the well-
known trilemma of decentralization-security-scalability in blockchains. We
discuss the potential solutions ranged from the Layer-1 scaling (on-chain
scaling) to Layer-2 scaling (off-chain scaling), with the former being focused
in order to address the throughput issue. Upon this, we elaborate on the
importance of the scale-out technology of Layer-1 scaling, i.e., sharding, which
is thought to be orthogonal to any other scalable technologies, and so far the
most practical solution to achieve horizontal scalability in large-scale block-
chain networks.

2.  We summarize six of the most well-known and typical sharding mechanisms in
large-scale permissionless blockchains, i.e., Monoxide, Elastico, OmniLedger,
RapidChain, Chainspace, and Ethereum 2.0, which are characterized in intra-
consensus-safety, cross-shard-atomicity, and general improvements, respec-
tively, presented in Sections 10.3.1, 10.3.2, and 10.3.3.

3. Based on the previous description of the considered sharding mechanisms, we
provide our own insights in regards to each of the features, (1) what issues in a
sharding system the features have addressed; and (2) the restrictions of these
features. Besides, we provide a comparison based on the insights, among the
considered sharding mechanisms. Finally, the result is characterized in
Tables 10.2 and 10.3.



Table 10.2 A comparison regarding the protocols (ranged from the settings of intra-consensus to the design of cross-shard atomicity, as well

as the corresponding overhead) among the discussed sharding mechanisms in this paper is elaborated

Network model Monoxide Elastico OmniLedger RapidChain Ethereum 2.0 Chainspace
Partial-sync Partial-sync Partial-sync !l!:)ttr; ]S’Z]:tcial- Partial-sync Partial-sync
sync
Security Threat model Attackers behave arbi-  Attackers behave arbitra- Attackers behave arbitrarily, Attackers behave Attackers behave arbitrarily, Attackers behave
model trarily, uncoordinated rily, slowly adaptive slowly adaptive arbitrarily, uncoordinated majority arbitrarily, unco-
majority slowly adaptive ordinated major-
ity
FT Intra 50% 33% 33% 50% 33% 33%
Total 50% 25% 25% 33% 33% 25%
Intra-consensus protocol PoW-based Chu-ko-nu  PBFT ByzCoinX 50% BFT BFT-based PoS MOD-SMART im-
mining plementation of
PBFT
Randomness  Existence No Yes. R; + 1 is generated by Yes. R; + 1 is generated by Yes. R+ 1 is Yes. Each R is generated by Unknown
(R) the final committee at the using RandHound+VRF in generated by the using RANDAO +VDF
end of epoch i the beginning of epoch i+1 reference com- on the beacon chain
mittee at the end
of epoch i
Use N/A 1. The seed of 1. Select the 1. The seed of 1. Select the proposer/ Unknown
PoW puzzle for the intra-leader and PoW puzzle attesters;
next epoch; the subgroup; for tl;le. next 2 select the validators for
2. Select the 2. epoch epoch; checkpointing from the
intra-leader reconfiguration; 2. select the intra- global pool
3. trust-but-verify leader;
validation 3. bootstrapping;
4. epoch
reconfiguration
Members Allocation One-off allocation based Allocation based on the Allocation based on R Allocation based Allocation based on R One-off allocation
on the identity (ad- least-significant bits of on the result of based on objects
dress) of nodes the result of PoW puzzles PoW puzzles
Safe epoch re-  N/A Unsafe Yes, swapping-out bounded by Yes, swapping-out  Yes N/A
configuration 2/3 at a given time a constant

number of node

(Continues)



Table 10.2 (Continued)

Network model

Monoxide

Partial-sync

Elastico

Partial-sync

OmniLedger

Partial-sync

RapidChain

Intra Sync
Total Partial-
sync

Ethereum 2.0

Partial-sync

Chainspace

Partial-sync

Additional global blockchain

Transaction structure
Cross-shard Tx
Method
Complexity
Storage

Features and restrictions

Communication

Mixed targets: no;
identical targets: yes
Account

Yes

Async, lock-free

Mixed PoW targets:O
(m+n log, n)ldentical
PoW targets:O(m-+n)

Q(IC~O(|Cl+n|Ch|)

Insights 10.1, 10.9, and
10.15

Yes, a global ledger
UTXxo

No

N/A

O(m*+n)

O(n|CY)

Insights 10.2, 10.3, and

Yes, identity blockchain
UTxo
Yes
Sync, lock/unlock
O(log, m-+n)
o(Cl

Insights 10.4, 10.5, 10.10,
10.11, 10.14, and 10.16

Yes, reference
blockchain
UTxo

Yes

Sync, lock/unlock
O(m™+m log, n)
o(Cl+Cr)

Insights 10.6 and
10.12

Yes, the mainnet and bea-
con chain
Account

Yes
Sync, lock/unlock

O(miJrn)

Q(|CH-n|H|+|Cg)~O(n]

Cl+|Cg|

Insights 10.7, 10.8, 10.13,
and 10.15

No

Object-driven,
contract-sharded

Yes

Sync, lock/unlock

O(m*+n)

O(Cl+|Cnhl)

Insights 10.2,
10.11, and 10.17




Table 10.3 A comparison among the discussed sharding mechanisms in this paper is elaborated

Monoxide Elastico OmniLedger RapidChain Ethereum 2.0 Chainspace
Shards’ set-  Number of shards (n) 210213 <10? <26 <28 <2’ <10?
i
nes Shard size (m) 10%-10* <10% 22-210 (2%-1)-2° <10 <10?
Epoch length N/A ~10 min > 1 day <1 day 1 week Exists, details not pro-
vided
Latency Transaction confir- 23s <900 s ~100 s 70 s 6-8 s [62] 2s
mation
Epoch reconfigura- N/A N/A 1,000 s 200-350 s Unknown Unknown
tion
Upper bound Improving factor (N) n/2 n 1~n/2 n/2 n/3 1~n/2
Throughput 1.23-2.56 48 ktps 28.8 ktps 128 ktps 134 ktps <400 tps
Mtps
Cost 30-80USD/  30-35USD/  0.2-0.3USD/  0.2-0.3USD/  0.4-0.45USD/ N/A
hour hour hour hour hour

The results of throughput and cost are shown in [54]. The latency is also obtained and shown (N/A, not available).
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4. We discuss the remaining challenges by pointing out the pros and cons of most
recently proposed sharding mechanisms (which are outlined in this survey due
to the limited space available), e.g., SSChain [63], Thinkey [64], and VAPOR
[65]. Finally, we also point out the future research directions.

10.3 Description

As a Layer-1 solution to the scalability issue of blockchain systems, and the most
practical solution to push blockchain systems to scale-out in terms of commu-
nication bandwidth, disk storage, and computation (i.e., full-sharded), there are two
significant issues each sharding mechanism needs to resolve.

Intra-consensus-safety: How to secure the consensus algorithm inside a shard
away from both the Nakamoto-based and BFT-based 1% attack [61] in a scalable
way, while the latter can also be corresponding to a secure randomness generation
process, as discussed in Section 10.3.1; note that 1% attack is an attack strategy in
sharded networks where attackers can dominate a single shard more easily than
dominating the whole network.

Cross-shard-atomicity: How to support the cross-verification, and guarantee
the Atomicity [66,67] of cross-shard transactions for both unconditional transac-
tions (simple payment) and conditional contract-oriented transactions in an
efficient way (inefficient if the latency and overhead for achieving atomic-safe
cross-shard transactions are higher than O(n); n denotes the number of shards being
partitioned or the number of participating nodes), as discussed in Section 10.3.2.

General improvements: Based on the intra-consensus-safety and cross-shard
atomicity, we focus on the improving factor N regarding the multiple of optimized
global throughput for each considered sharding mechanism, while N is subject to
the linear order O(n). On the other hand, the additional latency and overhead ori-
ginated from the proposed solutions also reveal the new problems that sharding
brings to us. In regard to this, some general improvements are discussed in
Section 10.3.3.

10.3.1 Intra-consensus protocol

Sharding significantly increases the throughput in O(n), but sacrificing security in
intra-consensus protocols, i.e., the per-zone security or 1% attack [53,61].
Concretely, it is categorized into the Nakamoto-based 1% attack and BFT-based
1% attack.

The total amount of mining power among the network, i.e., [P, guarantees the
low probability for a single entity to dominate over 50% mining power. By pur-
posely dividing the network into n partitions (shards), we can greatly increase the
throughput in O(n), where rational miners tend to ideally distribute their mining
power in multiple shards (at most n shards) in order for the maximum rewards.
However, this also decreases the security of PoW in each shard in O(1/n). Such a
system can be more prone to double-spend attack by a malicious miner that only
needs to own the mining power P > P/n x 50% due to the smaller shard size
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compared to the entire network size. This issue deteriorates as n increases in order
for a larger throughput, which becomes the most serious barrier to PoW being
implemented for the intra-consensus protocol of a sharding mechanism.

On the other hand, BFT-based consensus algorithms are considered instead of
PoW in order to solve the security challenge, as discussed earlier. However, such
designs introduce another kind of vulnerabilities other than that of the PoW-based
one, as discussed in the following.

e It is of importance to carefully design a scheme to generate an
unpredictable and unbiasable randomness without any third parties in permis-
sionless blockchains. The randomness can be used to (1) allocate validators (an
alias for nodes participating in the intra-consensus process in the context of
BFT-based systems) into different shards at the beginning phase and every
reconfiguration phase; (2) select the leader of each shard; and (3) decide which
shards a cross-shard transaction should broadcast to, etc. Without such a
strictly chosen randomness, malicious validators may be able to bias the allo-
cation and control the elections at will, such as collusion within a shard (with a
small number of validators due to the weak scalability of traditional BFT-
based consensus algorithms [68], e.g., PBFT [5]).

e Then it ends up encountering the dilemma of BFT-based 1% attack that the
weak scalability of BFT-based consensus algorithm restricts the shard size, i.e.,
the number of members in a shard, while too small a size can potentially
decrease the security of the intra-consensus with a strict fault tolerance (FT), as
described by the following cumulative binomial distribution:

C

s(k,m,p) = PIX <] = (m/k)p*(1 = p)" ", (10.1)
k=0
f(kamap) =1 _S(kamap)v (102)

where X is the random variable that represents the number of times a malicious
miner is picked [13,57,58,69]; m denotes the shard size; ¢ denotes the number of
malicious members within a shard; and p denotes the total FT among the entire
network. It is strongly suggested that s(k, m, p) should be greater than 99% [69],
while only m > 144 can satisfy, of which the traditional BFT-based consensus
algorithm cannot be capable.” In order to resolve this, highly scalable BFT-based
consensus algorithms with large shard size require more attractions.

In this section, we compare and discuss the intra-consensus protocols of the
considered sharding mechanisms, i.e., Monoxide, Elastico, Chainspace,
OmnilLedger, RapidChain, and Ethereum 2.0. Note that the Shasper used in

“A few sharding mechanisms are incurring a total 25% FT based on the 33% FT in each shard, e.g.,
Elastico, OmniLedger, and Chainspace. This can be a BFT-based 1% attack, by dispersing validators
into as many shards as possible to maximize the possibility to control some shards. Elastico and
Chainspace suffer from this security issue, while OmniLedger implements a scalable BFT-based con-
sensus algorithm to address this issue.
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Ethereum 2.0 features its novel and engineering-oriented design that combines the
two major issues (intra-consensus-safety and cross-shard-atomicity) and kills two
birds with one store. Elastico and Chainspace use PBFT for intra-consensus that are
not discussed in detail in this section, while the randomness generator of
Chainspace is not discussed as the detail is not provided in [60].

Also note that a threat model where the attackers can refuse to participate or
collude others (behave arbitrarily) takes effect in all discussed sharding mechan-
isms in this survey. Also, Elastico [57], OmniLedger [58], and RapidChain [59]
assume the slowly adaptive attackers (who can only succeed to attack in a long
time), while Monoxide [53], Ethereum 2.0 [61], and Chainspace [60] assume a
model of uncoordinated majority where all participators are game-theoretically
rational, i.e., egoism (with an upper bounded fraction that can coordinate the
majority). Therein, Chainspace [60] also introduces an audit scheme to prevent
attacks from dishonest shards.

10.3.1.1 Nakamoto-based—Monoxide—Chu-ko-nu mining

Monoxide is the first sharding mechanism that eliminates the need for generating
randomness and implements Nakamoto consensus algorithm for its intra-
consensus. It introduces a one-off bootstrapping in the beginning, to allocate each
node (including miners and non-miners) into different shards based on their identity
addresses. By using the proposed Chu-ko-nu mining, Monoxide can achieve a
large-scale network with a huge number of shards and a flexible shard size. It
involves a Merkle Patricia tree (MPT) [70] root consisting of all proposed blocks
among multiple shards; thus, the P/n can be multiplied by a factor £ (k denotes the
number of shards a particular miner manages to mine on). Consequently, dispersing
mining power can be reaggregated to solve the 1% attack.

Chu-ko-nu mining is inspired by the merged mining first proposed in [71] and
discussed in [72]. Merged mining shares the mining power among a parent chain
and multiple auxiliary chains based on the same kind of PoW algorithms being run.
As such, those auxiliary chains with relatively smaller mining power can be pro-
tected by the total mining power of the parent chain. Likewise, Monoxide shares a
similar idea but conducting the mining process across multiple parallel shards
without any hierarchy. By involving an MPT root consisting of all proposed blocks
among the shards that a specific miner cares about, the effective mining power can
be amplified by a factor of k. Defined in [53], the effective mining power differs
from the physical mining power, in the sense that the physical mining power is
calculated in hashrate (the number of hash values that a miner can probe the nonce
per second) which directly corresponds to the total mining power P, and the
hardware performance (e.g., CPU or GPU), while the effective mining power is
indirectly obtained by observing the block period and difficulty. They are expected
to be equaled in a non-sharded system, while with Chu-ko-nu mining, the normal
block can be replaced by a batch-chaining-block (containing the information of the
involved shards, e.g., (1) the identity of each shard; (2) from/to which shard the
proposed block is received/sent; and (3) the MPT proof of the proposed new block
of the local shard associated with the given MPT root, etc.), so that a one-off
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physical mining can be done to meet the different (or identical) difficulties asso-
ciated with its shard. Thus, the similar block periods among the shards contribute to
an effective mining power of Pk/n~P as k—n, hence addressing the 1% attack.

To be specific, the PoW expression for a miner conducting Chu-ko-nu mining
is described as

H||H(x|MPT)) <y, (10.3)

where y denotes the PoW target corresponding to a certain difficulty; H denotes the
hash function; # denotes the nonce that fulfills (10.3); x denotes the header content,
including the aforementioned information of the involved shards and the other
fields defined in the normal PoW, as well as the inbound and outbound relay
transactions in regards to the cross-shard communication (discussed in
Section 10.3.2.1); MPT ), denotes the MPT root consisting of all proposed blocks of
each involved shard, i.e., [By, B1,...,B,_1] if kK = n, where each proposed block
excludes its 7 and contains its identity and the list of relay transactions.

Thus, the miner can subsequently send the finalized block to its corresponding
shard with a satisfied #, as well as a proof,

[MPT v, m, By, i), (10.4)

where 7; denotes the MPT proof of 53; in the given MPT with a root of MPT,. Any
node can verify B; with 7;, and malicious miners have to revert the history in all
involved shards, i.e., from 0 to n—1 in this case, to double-spend the transactions
because of MPT), being already updated with the change of leaves. Thus, the
effective mining power is amplified by a factor of x.

Note that, Chu-ko-nu mining can handle both the mixed and identical PoW
targets of shards in one batch.

e In the case of mixed PoW targets, a miner is allowed to finalize blocks and
send them to any shards i to j whose PoW targets have been fulfilled by the
current given #, with the rest of shards whose targets have yet to be satisfied.
After that the mining process resumes, while MPT), is updated because of the
just finalized blocks from shards i to .

e In the case of identical PoW targets, a miner can also finalize blocks and send
them to all shards regardless of whether the given # fulfills the PoW targets or
not (assume the PoW targets are asymptotically equal,” and there must be some
shards accepting its block and some rejecting). In addition to this, a global
subnet maintaining and broadcasting headers from all shards where all miners
must participate can significantly reduce the communication overhead, by
eliminating the need of ;.

Having known these two modes, it is observed that accepting/rejecting a block
of a single shard is independent of the decisions from other shards, i.e.,

fRational miners tend to mine on as many shards as possible so that the PoW difficulties will be self-
adapted to be identical.
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asynchronization. Such a feature greatly promotes the throughput of Monoxide in a
secure way and also allows the cross-shard-atomicity in Monoxide, i.c., Relay
transactions, as discussed in Section 10.3.2.1.

However, in order to meet the requirement of Pk/n~>~ P, Monoxide needs most
of miners to conduct Chu-ko-nu mining across as many shards as possible, i.e.,
k = n in the best case. However, this implies the fact that if miners only mine on k&
out of n shards, i.e., Pk/n, where k<n, the factor expected to amplify the effective
mining power will be too small to secure the mining process, hence reducing the
attack cost. On the other hand, rational miners tend to mine on all » shards to reap
the maximum profit, which may also result in the power centralization due to the
huge cost of bandwidth, disk storage, and computing processors that only the
professional mining facilities can afford.

Insight 10.1 The amplification to the effective mining power relies on an incentive
scheme that should encourage miners to mine across k—n shards in Chu-ko-nu mining.
This also poses the issue of power centralization and additional overhead to Monoxide.

10.3.1.2 BFT-based Elastico

Using BFT-based algorithms for the intra-consensus is an alternative to bypass the
vulnerability of Nakamoto-based algorithm (Insight 10.1). Thus, including but not
limited to Elastico, OmniLedger, RapidChain, Chainspace, and Ethereum
2.0 choose to implement BFT-based algorithm. Therein, Elastico uniformly (re)
allocates potential validators in terms of the different least-significant bits of the
unpredictable PoW solutions at the beginning of each epoch, followed by running
PBFT for the intra-consensus. The randomness used during the mining is generated
by a proposed distributed commit-and-xor scheme.

Consensus algorithm—PBFT'’s restrictions in sharding

Due to the weak scalability of PBFT, Elastico incurs an unacceptable failure
probability of 8% with f (k,m,p) = f(6, 16,0.25) based on the result of [68], while
it still incurs 2.76% with f(k,m,p) = f(34,100,0.25) even extending to a larger
scale network of m = 100 (which can be the bottleneck [58]) by running powerful
servers in cloud. This security issue has been hindering Elastico to be practically
used, which is greatly resolved and improved by OmniLedger and RapidChain.

Insight 10.2 The traditional non-scalable PBFT incurs unacceptably high failure
probability with total FT of only 25%, unless increasing the size of the consensus group,
which leads to a chicken-and-egg problem due to huge communication overhead.

Generating randomness—distributed commit-and-xor scheme

The distributed commit-and-xor scheme is implemented for the randomness gen-
eration in Elastico. It can be categorized into the commit-and-then-reveal scheme
[73], with an exception that the final result (randomness) varies depending on the
different combinations of seeds A; every validator chooses. Concretely, the
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randomness generation is conducted by a global subset, i.c., the final committee,
and it follows the procedures shown as next.

1. Each member of the final committee chooses a random seed A; in secret and
broadcasts Hash(A;) to any other members in the final committee. After that
members in the final committee agree on a single set of hash values S [74],
with the numbers of Hash(4;) ranging from [2m/3, 3m/2] (m denotes the size of
the final committee).

2. Only if S collects at least 2m/3 signatures, every validator in the final com-
mittee reveals their own seed 4; to the public. By collecting and verifying all
2m/3 (or m/2+1) pairs of (4;, Hash(4;)), the final randomness can be finalized
by taking an XOR operation among them. Note that in the case of 3m/2 pairs
are received, the chosen 4; values need to be attached with the PoW solution in
order to verify if the randomness is matched. This is because the combination
of the seeds chosen by a validator can vary (m/241 out of 3m/2).

This design, however, is not perfectly unbiased. It is exponentially biased and
bounded by the size of 4;, i.e., |4;|, and m. In order to prevent the attacks from
biasing the randomness by deliberately choosing a specific set of m/24-1 values of
A; in his favor, |4, should be large enough as m also increases. This incurs large
communication overhead, in addition to the overhead of the extra verification
during PoW process. In the case of only 2m/3 values of (;, Hash(4;)) being
received, the lack of verifiable secret sharing (VSS) [75-79] forces all senders of
these 2m/3 values to be online all the time with no network outage or delay.

Insight 10.3 The distributed commit-and-xor scheme of Elastico has weak avail-
ability and robustness, and it is not a perfectly unbiased randomness generator
unless paying more for the communication overhead.

10.3.1.3 BFT-based Chainspace

Chainspace uses an optimal implementation of PBFT, MOD-SMART [80], which
accounts for the intra-part of the S-BAC protocol proposed by Chainspace.
However, MOD-SMART does not scale PBFT to address the issue of 1% attack. It
decouples the communication and consensus primitives, while it only reduces the
overhead of the latter with an unchanged overhead of O(n?) by replacing the pro-
cess with the Validated and Provable Consensus. In addition, the high failure
probability of the intra-consensus in Elastico also takes effects in Chainspace,
which restricts the use of Chainspace in a large-scale network. Note that the stages
of propose and view change take as input the elected leader, while the detail of
randomness generator is not provided in [60].

*In fact, Elastico takes the discrepancies into account, where there can be 3m/2 messages received by a
validator, while there are only m validators in the shard due to the network delay. In this case, other
validators can choose only (3m/2)x(1/3)+1 = m/2+1 values of Hash(4;) to generate their own ran-
domness. In contrast, validators receiving only 2m/3 values need to choose all 2m/3 values of Hash(4;) to
generate their own randomness.
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ByzCoin ByzCoinX

Figure 10.2 (Left) ByzCoin implements a tree with a fixed branching factor and
an increasing depth. (Right) ByzCoinX implements a shadow tree
with a fixed depth and an increasing branching factor

10.3.1.4 BFT-based OmniLedger

OmniLedger combines RandHound [81] and Algorand-based verifiable random
function (VRF) [82] to produce an unpredictable and unbiasable randomness under
a 25% FT for reallocation and leader-election of each shard and subgroup. Also, a
new scalable BFT-based consensus algorithm, ByzCoinX, is proposed by opti-
mizing ByzCoin [69], which resolves the dilemma of BFT-based 1% attack in
sharding, by increasing the shard size to hundreds and up to a thousand.

Consensus algorithm—ByzCoinX

Initially, ByzCoin [69] was the first scalable consensus protocol that combines
PoW and BFT algorithms in a tree-based structure, by means of scalable collective
signing (CoSi) [83,84].

ByzCoinX® optimizes ByzCoin in terms of the better latency and more robust
FT for a shard with hundreds of validators. Concretely, ByzCoinX implements a
shallow tree with a fixed depth-3 and an increasing branching factor; see
Figure 10.2. Based on the shard size, each group leader is responsible for a group
forming a subtree with a fixed number of group members. Note that unlike
ByzCoin implementing PoW to elect the group leader within a shifting window,
ByzCoinX elects each group leader by the randomness generated at the beginning
of the current epoch, followed by evenly allocating the rest of the validators into
each group (thus the validators account for the leaves of each subtree). Also, the
group leaders maintain their roles until a view change phase occurs, which elim-
inates the shifting window, as well as the difference of keyblocks and microblocks,
as defined in ByzCoin. The leaders of each subtree aggregate at least 2/3 signatures
from its children (leaves), followed by the signature regarding each group being
sent to the root (protocol leader). The decision can be finalized whenever the root
receives at least 2/3 signatures from its children (group leaders).

By using such a new tree-based structure, ByzCoinX can outperform ByzCoin
by a better latency for a shard with hundreds of validators due to the shorter path
from leaves to the root with a fixed depth, and a robust FT due to the increasing
branching factor. When the number of validators goes above a threshold, the
latency of ByzCoin outperforms that of ByzCoinX due to the increasing branching
factor. On the other hand, ByzCoinX can achieve a failure probability around 1.5%

Shitps://github.com/dedis/cothority/tree/master/byzcoinx
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with f(k,m,p) = f(48,144,0.25), and even 1% with f(342, 1,024, 0.3) at the cost
of latency, as shown in Fig. 10 of [58].

Insight 10.4 ByzCoinX improves the scalability with a lower failure probability for
the intra-consensus of OmniLedger, by sacrificing the transaction latency in large-
scale networks.

Generating randomness—combination of RandHound and VRF
In order to address the issue of Insight 10.3, OmniLedger implements a scalable
bias-resistant-distributed randomness generator, RandHound [81], combined with a
VRF-based leader election algorithm proposed by Algorand [82].

RandHound takes advantage of the following technologies to achieve an
unbiasable and unpredictable randomness generator:

e Publicly VSS (PVSS) [77] that allows participating validators to be offline
during the reveal phase (as opposed to the traditional commit-and-then-reveal
scheme used in Elastico), by broadcasting the secret shares of the original 4; in
advanced;

e  Schnorr signature [85] that is the foundation of CoSi [83,84] used in ByzCoinX
and the threshold signatures [86-90],

so that the communication complexity can be reduced to O(cm?) from O(m*) (m denotes
the total number of participating validators; ¢ denotes the size of subgroup).

Several subgroups are created by dividing the entire group of the participating
validators, with ¢ validators conducting PVSS within their subgroups, respectively.
Thus, a client (the leader randomly elected by the VRF) can receive the secret
shares based on his choice from the corresponding subgroups in a global run of
CoSi. Consequently, the client can construct collective randomness by recovering
the received secret shards. Meanwhile, a proof to verify the produced randomness
is also recorded for third-party verifications.

OmniLedger implements a VRF-based election in order to randomly choose
such a leader as the client among these participating validators. To be specific,

R viewi> e viewi = VRF (confige||view, sk;), (10.5)

where confige denotes the settings predefined by a third party; sk; denotes the
private key of a validator-i; view denotes a view number related to a timeout A;
Re viewi and 7T yiey; denote the final randomness and its proof with specific epoch €
and view for validator-i. By default, the validator with the smallest Re ey, 1S
selected to be the leader, and view increases if this round of RandHound is timeout.

In the case of view >5 (proven <1% by [58]), the RandHound is replaced by a
coin-tossing scheme inspired by [91] that only implements a typical PVSS [78] in a
poor complexity of order O(m*). On the other hand, this protocol still relies on
third-party settings config E predefined in the genesis block to prevent the attackers
from biasing the result by secretly rerunning the protocol.
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Insight 10.5 The combination of RandHound and VRF suffers from the reliance on
a third-party initial randomness predefined in the genesis block. A falling-back to
an inefficient scheme occurs in the context of asynchronous networks, which limits
the salability that RandHound could have guaranteed.

10.3.1.5 BFT-based RapidChain

RapidChain [59] implements a VSS-based [75] distributed random generation
(DRG) protocol to agree on an unbiased randomness. On top of the DRG protocol,
RapidChain addresses Insight 10.5 by introducing a deterministic random graph
where a certain fraction (50% with high probability [59]) of the number of mal-
icious validators can be guaranteed in the initial set (the reference committee,
similar to the final committee in Elastico), which will be discussed in
Section 10.3.3.4. Inspired by [92], in addition, RapidChain resolves the dilemma of
BFT-based consensus algorithm in sharding, by increasing the FT of the intra-
consensus protocol up to 50%.

Consensus algorithm—50% BFT with pipelining
RapidChain aims for higher FT (50% BFT) of the intra-consensus protocol to
address the dilemma of BFT-based 1% attack for sharding mechanisms with a
small shard size. To be specific, RapidChain runs an autonomous prescheduled
scheme within a shard to agree on a timeout A, based on which the consensus speed
can be adjusted by the system to prevent the asynchronization. This ensures a
synchronous network in the long-term, in which a nonresponsive synchronous
(with constant rounds) BFT-based consensus protocol with FT of 50% can be used.
However, re-proposing the pending block by the new leader in the next itera-
tion greatly reduces the throughput by roughly half, while the current leader that is
corrupted equivocates the consensus (if based on the original version of [92]). In
order to address this issue, the pipelining is used where pending blocks can be re-
proposed along with the new block that is considered safe; see Figure 10.3, (H;41,
H;, ;) are proposed during iteration i+2. Note that, a new proposed block is con-
sidered safe so long as it points to a pending block that has been collected m/2+1
votes. Also note that a valid vote can be either,

e ftemporary vote: an echo associated with the proposed header, H; of iteration
I; or

e  permanent vote: an accept associated with the proposed header, H; of iteration i
(if and only if there is only one version of header H; received from the leader,
and at least m/2+1 echoes of the same H; received from others, tagging the
header as pending otherwise).

As there exist multiple versions of headers associated with a specific iteration, e.g.,
[Hiw1,H],,,H]., ...] of iteration i+1, only one version is selected by the leader of
iteration i+2 to be re-proposed along with H;,,. Here, H;,, is considered safe as
H;y1 has been collected m/2+41 echoes serving as a proof in iteration i+1.
Consequently, (H;+1, Hi+2) are accepted if any nodes have received at least m/2+1

echoes associated with both H;, and H;,.
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Figure 10.3 RapidChain implements a synchronous BFT-based consensus
protocol by prescheduling the timeout, based on which the consensus
speed can be adjusted by the system, hence achieving FT of 50%. In
addition, RapidChain significantly improves the throughput by
pipelining the consensus process, i.e., re-proposing the previous
pending blocks while agreeing on the current proposed block. The
dark red arrows denote that the leader gossips more than one version
of Hiy1, while the yellow arrows denote pending associated with the
proposed header of iteration i+1

Referring to (10.2), the design of 50% BFT achieves a failure probability
around 1.5% with f(k,m,p) = f(17,32,0.33), and even 1% with /' (51,100, 0.39)
at a cost of communication overhead.

Insight 10.6 Differing from ByzCoinX in OmniLedger, the 50% BFT of RapidChain
solves the BFT-based 1% attack by increasing the FT of intra-consensus protocol,
nevertheless, this can only suit small-sized shards (not scalable with communica-
tion overhead of O(n°)). In addition, the prescheduled scheme defining the timeout
is not conceivably proved synchronous enough to run the pipelining 50% BF'T.

Generating randomness—VSS-based DRG protocol

The proposed DRG protocol by RapidChain, in fact, only implements a basic VSS-
shares scheme, where all participating validators can reconstruct the final ran-
domness r by the share of r (the share equals to Y )", py; calculated by other
validators except validator-j) received from other validators. Note that p € F,
denoting a finite field of prime order p, and m denotes the size of the reference
committee. As a result, the DRG protocol encounters a similar issue to that of any
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other typical VSS scheme, i.e., non-scalable (even though it suits with the 50%
BFT in small-sized shards).

10.3.1.6 BFT-based Ethereum 2.0

Ethereum has been running publicly as the first decentralized blockchain platform
(blockchain 2.0 [93,94]) that implements a Turing-complete programming lan-
guage to develop smart contracts for the first time since 2014 [70]. With the gra-
dually rising demands of high throughput, Casper-FFG with sharding (Shasper) is
proposed [61] to allow the current Ethereum mainnet (a PoW-based single chain,
also referred to Ethereum 1.0) to migrate to the new architecture stably and
securely. Note that we mainly focus on Shasper that has been running on testnet at
the time of writing (referred to Ethereum 2.0), rather than the still-up-in-the-air
Casper-CBC [95], based on which Ethereum plans to end up implementing a PoW-
free proof-of-stake (PoS)-based sharded structure. Note that only the intra-
consensus protocol and cross-shard transactions of Shasper (referring to Phases 0
and 1, and Phase 4 in [96]) are discussed in this chapter, because the other sub-
protocols have not yet been finalized based on the description in [61].

Consensus algorithm—solving the intra-consensus in a global way

Shasper also chooses to use the second method (presented in Section 10.3.1), a
BFT-based consensus algorithm, to solve the 1% attack issue of intra-consensus.
Concretely, the Casper-FFG of Shasper can be regarded as a variation of BFT-
based PoS consensus algorithms [82,97] with careful designs for generating ran-
domness, as opposed to the virtual-mining PoS consensus algorithms [98—100].
Note that we assume a scalable BFT algorithm similar to ByzCoin [69] and
ByzCoinX of OmniLedger is used in Shasper.

Shasper decouples the member allocation and consensus process, which leads
to the fact that the intra-consensus within a shard also involves those validators
from other shards being the attesters. The members of attesters group associated
with a specific shard can be updated every slot. This also implies that an eligible
validator in Shasper should at least store all block headers (headers is called col-
lations in Shasper) of all shards regardless of which shard this validator is allocated
at the beginning of every epoch. The procedures are summarized as follows:

1. To become a validator, a node needs to deposit a certain amount of ETH
(currently it is set to 32ETH [101,102]) in an official smart contractY on the
original PoW-based mainnet. Having known the deposit, the system registers
this node as a valid validator on a new individual chain, i.e., the beacon chain,
while the beacon chain takes the role of a coordination device of the whole
Shasper protocol in regards to managing the global validator pool, randomness
generation, incentive, and message exchange.

2. An infrequent shuffling for the global validator pool is executed to reallocate
all validators to different shards based on the generated randomness. Such an
epoch is currently set to 6.4 min [62,101]. During each epoch, a proposer is

Yhttps://github.com/ethereum/eth2.0-specs/blob/dev/specs/core/0 deposit-contract.md
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elected on the basis of the randomness from the local validator pool in each
shard every 8-s slot [101]. A proposed collation containing transactions of each
shard is broadcasted to all attesters assigned to the same shard, followed by a
finalized collation being stored in the local ledger if the consensus process
succeeds.

3. Inaddition to the hash value of each block on the PoW-based mainnet required
to be stored on the beacon chain, a checkpoint is finalized by 400 validators
randomly selected from the global validator pool for each shard every 100
colations [103]. After that these selected validators aggregate all checkpoints
and upload them to the beacon chain. By storing the checkpoints as well as the
collation headers of all shards, the beacon chain is able to obtain the local state
and a group of finalized transactions (and its corresponding receipts) of each
shard, referring to the State root and Txgroup root fields in the beacon chain
headers, respectively. As a result, the deterministic finality can be achieved
rather than a probabilistic one that Ethereum 1.0 used to rely on.

It is worth noting that the members (attesters) participating in the intra-consensus of
a shard are, in fact, not limited to the indigenous validators (who have been allo-
cated in a shard at the beginning of the epoch and randomly selected by the gen-
erated randomness from the global pool). The group of attesters can be reallocated
for each proposed collation in a times slot, which provides the strongest security
but incurs huge overhead when, (1) each shard conducts the consensus among
continuously updated validators; (2) validators need to store data of more shards;
and (3) the 1-slot-period reallocation has to be executed.

Insight 10.7 The security level of Ethereum 2.0—Shasper provides more flexible
allocation for intra-consensus than that of any other considered sharding
mechanisms, nevertheless, by incurring larger overhead.

Generating randomness—combination of RANDAO and VDF
RANDAO [104] is implemented on the basis of the commit-and-then-reveal
scheme [73] written in a predefined smart contract running on the beacon chain. To
be specific, there are three functions defined in the smart contract, each of which
must run in order; see Figure 10.4.

They are described as follows:

1. Commit(): all participating validators select a seed A in secret (e.g., the hash of
the parent block), after they have been deposited 32E7TH in the smart contract.
Then each of the validators runs a verifiable delay function (VDF) [105] as a
“hash onion” [103,106],

VDF (A;) = Hash(Hash(. .. Hash(4;))), (10.6)

where the VDF conducts sufficient times of Hash(), e.g., 10,000 times shown
in [103] for a sufficiently long period (102 min [101]). As such, some mal-
icious manipulation can be significantly prevented, e.g., deciding not to reveal
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Figure 10.4 Ethereum 2.0 implements RANDAO and verifiable delay function to

generate randomness

its commitment if Ef_l A; is found biased to kth validator. The unbiased ran-
domness is guaranteed by the VDF where only the serial computing can be run
regardless of the computation power that is owned by this validator. Also note
that each validator can only commit once.

Reveal(): validators reveal their own seed A to the smart contract; thus, the
contract can verify if the seed matches up with their corresponding commit-
ment by verifying the 10,000 preimages,

Hash™' (Hash™' (... Hash™' (VDF (4;)))). (10.7)

Generate(): the smart contract generates a randomness by adding up all 4;.
Punishment is applied to those who fail to reveal their own 4 in time (corre-
sponding to the time overhead of the defined VDF).

However, this design still suffers from three flaws, as shown in the following:

A VDF consisting of n times Hash(-) incurs a computation overhead of O(n),
which is inefficient. There have been a few advanced VDF schemes proposed
by the recent researches [107-109].

This design is prone to the censorship attack [110]. Malicious validators can
send irrelevant transactions with a high gas fee to fill up a block. Thus, the
commit may have to be interrupted as the gas limit of the block is run out.
This design is also prone to the grinding attack [111] if the seed A is based on
the hash of the parent block, because validators can send arbitrary transactions
and try to find out the most biased seed by collecting different sets of
transactions.

Insight 10.8 Current design of randomness generator in Ethereum 2.0 incurs high
computation overhead and is overwhelmingly dependent on the incentive scheme
(punishment). It is prone to censorship attack and grinding attack, if the attack cost
is acceptable.
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10.3.2  Atomicity of cross-shard

It is of importance that a sharding mechanism can support the cross-shard-
verification and cross-shard transactions for validators allocated in different shards,
according to the result shown in [58,59] (showing that the probability of cross-
shard transactions approaches to 100% as the total number of shards increases).
Maintaining an individual global root chain may be one of the solutions to ver-
ification, but it does not natively support cross-shard transactions without any
additional mechanism, e.g., lock/unlock operation in synchronous networks or
lock-free operation in asynchronous networks. The demand for a secure protocol of
cross-shard transactions gradually outweighs a naive mechanism lacking the sup-
port of cross-shard transactions (even it can achieve a high improving factor N).

Differing from the traditional database system, the support of cross-shard
transactions proposes a challenge to guarantee the atomicity of the data that was
first defined in [66,67] across multiple shards. Not only a simple payment trans-
action involving withdraw and deposit operations needs to be atomically protected,
but also the demand for the complicated conditional statements attracts more
attention to the contract-oriented atomicity.

In this section, we compare and discuss the protocols to achieve cross-
shard-atomicity in the considered sharding mechanisms. We focus on the
design of cross-shard transaction, including Monoxide that supports asyn-
chronous lock-free simple payment transactions; OmniLedger, RapidChain,
and Ethereum 2.0 that supports simple payment transactions with lock/unlock
scheme; and Chainspace that supports cross-shard operations for smart con-
tracts (Elastico is vaguely discussed as it does not support atomic-safe cross-
shard transactions).

10.3.2.1 Monoxide—relay transactions

In order to bypass the overhead of lock/unlock operation that greatly constrains the
throughput and performance in regards to cross-shard transactions, Monoxide
proposes Eventual Atomicity where a single cross-shard transaction is decoupled
into an originated transaction in the local shard, and a relay transaction being put
into the outbound transactions set (and hence becoming an inbound transaction
when it is received by the destination shard). Rather than the immediate atomicity,
Eventual Atomicity features its lock-free design and takes advantage of Chu-ko-nu
mining across parallel shards in an asynchronous network, in order to maximize the
global throughput via simple message exchange.

Concretely, the miners of shard a, i.e., an originate shard for a cross-shard
transaction 7, generate a relay transaction 7, in its local outbound transaction set if
the withdraw operation passes the verification. Here, the withdraw operation is
verified in the form of a local transaction #,, decoupled from ¢, and stored in the
local ledger. On the other hand, there are two additional MPT roots regarding (1)
the outbound transaction set; (2) the inbound transactions and local non-cross-shard
transactions (denoted as MPT o and MPT;, respectively, and stored in the batch-
chaining block defined in Chu-ko-nu mining). By means of MPTy and MPT/, the
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miners of shard b, i.e., the destination shard for #, are able to verify 7, via the
attached proof,

[ShardID, ShardSize, BlockHeight, i, t., ;] (10.8)

where i denotes the index of #, in the outbound transaction set generated by shard a;
BlockHeight denotes the height of block B that is stored #; 7z, denotes the MPT
proof of #, in the given MPT with a root of MPT o stored in the header of 5. Thus, it
can be consequently observed that a cross-shard transaction in Monoxide achieves
an improving factor of N = n/2 as it is split into the locally executed transactions
and relay transactions expected to be outbound.

However, differing from the cross-shard transactions that can be proactively
rejected by an acknowledgment from an entity (this is in charge by clients in
OmnilLedger, as discussed later), the chain forking in Monoxide can cause a
reversion of the history and orphan the block containing the #, that has been exe-
cuted within a shard. Without any existing of acknowledgment reminding the ori-
ginated shard the status of 7. in the destination shard, the forking not only
invalidates 7, in the destination shard (if #, has been sent out before the forking
occurs) but also invalidates all the subsequent cross-shard transactions relayed to
any other shards. This implies the following drawbacks.

Incompatibility to smart contracts. There does not exist an upper bound of
timeout indicating if Eventual Atomicity of a cross-shard transaction has been
finalized, leading to the incompatibility of conditional transactions, e.g., compli-
cated operations in smart contracts.

Additional latency. There must be A confirmation blocks delaying the execu-
tion of the inbound transaction, i.e., #,, in order to ensure that the corresponding #, in
the originated shard is finalized and unlikely reverted. Also, the absence of
acknowledgment and strict upper bound of timeout deteriorates the latency and
throughput due to the inevitable message loss, which incurs additional latency.

Unexpected replay. To invalidate the inbound transactions #, and all the sub-
sequent #,s due to the failure and reversion of # in the originated shard and prevent
the history of all destination shards from being reverted, the history needs to be
rebuilt from the genesis block of each shard. This incurs unexpected overhead even
if a checkpoint scheme is introduced, e.g., the shard pruning in OmniLedger [58].

Insight 10.9 In order to maximize the global throughput, Eventual Atomicity
achieves the lock-free asynchronous cross-shard transactions at the cost of incur-
ring Incompatibility to smart contracts, additional latency, and unexpected replay.

10.3.2.2 Elastico—no cross-shard transactions

The elected leader of the traditional PBFT consensus algorithm in each shard
finalizes and sends an agreement in regards to local transactions to a global subset,
i.e., the final committee, as discussed in Section 10.3.1.2. A final global block is
stored in the global ledger and broadcasted to all validators among the network, so
that validators can verify the transactions from other shards. However, Elastico
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does not provide a secure protocol to ensure the atomicity across shards via this
global ledger. There will be a fund loss as an unexpected dead-lock occurs if the
cross-shard transaction sent to the destination shard gets rejected.

10.3.2.3 OmniLedger—Atomix Protocol
To simplify the cross-shard-atomicity, OmnilLedger proposes a client-driven
Atomix Protocol that is UTXO-based, where the communication overhead is shif-
ted outside the shards. This indicates that the clients act as a gateway exchanging
messages across multiple shards, by paying an extra cost of overhead.

Concretely, it consists of the following procedures:

1. [Initialize. A UTXO-based cross-shard-transaction is created and gossiped to all
input shards (ISs) by a client, where the inputs of this transaction spend
UTXOs in some ISs, while outputs create new UTXOs in some output
shards (OSs).

2. Lock. The cross-shard-transaction received from the client is stored in the local
ledger within the shard after the verification is conducted. Meanwhile, either a
proof-of-acceptance or a proof-of-rejection is created by the shard leaders
attached with the corresponding CoSi, in the case that success or failure is
returned by the verification, respectively. Therein, a proof-of-acceptance
contains an MPT proof and the transaction itself.

3. Unlock.

(i) Unlock to commit. The client issues an unlock to commit consisting of the
locked cross-shard transaction and the attached proof-of-acceptance and
gossips it to OSs, as soon as it receives proof-of-acceptance from all ISs.
After the success of verification, OSs store the cross-shard transaction in the
local ledger.

(i) Unlock to abort. The client issues an unlock to abort to those ISs issuing a
proof-of-acceptance to unlock the state, once it receives a proof-of-rejection
from one IS.

Consequently, a cross-shard transaction containing inputs from one single IS and
OS can achieve an improving factor of N = n/2, as this transaction is only stored in
two shards, i.e., this IS and OS. On the other hand, inputs and outputs of multiple
ISs and OSs result in the transaction being stored among the involved shards, i.e.,
an improving factor of N = 1 in the worst case that the entire network is involved.

Insight 10.10 Atomix Protocol is, in fact, a band-aid at best. It sacrifices the sup-
port of light-weighted clients but requires powerful performance for a client-driven
exchange of messages.

Insight 10.11 Atomix Protocol has poorer support for UTXO-based cross-shard
transactions as the number of participating shards increases, which is unable to
take full advantage of the UTXO format.
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Figure 10.5 (Top) Each committee (shard) maintains a routing table containing
log, n other committees. The routing table improves the efficient
communication among multiple shards, as described in
Section 10.3.3.2. Committee Cyy can locate Cs (via C,) responsible
for transactions with prefix 0x 11. (Bottom) To cross-validate a
UTXO-based cross-shard transaction, it requires this transaction to
be spilt in three-way confirmation

10.3.2.4 RapidChain—three-way confirmation

To verify a UTXO-based cross-shard transaction, there proposes a three-way con-
firmation in RapidChain to optimize the Atomix Protocol in OmniLedger, as shown
in the bottom part of Figure 10.5. Concretely, k—1 sub-transactions (7x and Tx;)
destined for each committee that stores its own /; of the cross-shard transaction,
with /; as the inputs and I] as the outputs, respectively, and k is the number of inputs
of this cross-shard transaction, are created by the output committee, i.e., C5 as the
C,us- After passing the verification on each input committees, i.e., C, and Cj as the
two Cy,(s) of the original cross-shard transaction, Txy and Tx, are stored in their
own local ledger, respectively. Finally, all Cy,(s) send the corresponding transac-
tions back to Cs and end up aggregating 7x3 to be finally stored in the local ledger
of C 3.

In order to determine the improving factor N, we assume that a single com-
mittee can only be either a sender committee or a receiver committee (practically a
shard can be both a sender and a receiver) at the same time for simplicity. In the
worst case where a full-sized cross-shard transaction contains only the input from a
single committee, C;, has to send this full-sized transaction twice (each corresponds
to invoking the intercommunication once), i.e., first and third handshaking. On the
other hand, the period from C;, sending C,,, the cross-shard transaction to it fin-
ishing verifying the sub-transactions received equals to the period from C,,,
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finishing verifying the original cross-shard transaction to it finishing verifying the
confirmations sent by Cj,, i.e., one block period. It is because the original cross-
shard transaction is spilt into

e the sub-transactions that are supposed to be stored in the local ledger of each
Ciy (a full-sized of the original cross-shard transaction with inputs from a
single committee or inputs involving all committees);

o the final transaction that is supposed to be stored in the local ledger of C,,;
(another full-sized of the original cross-shard transaction) at the end of the
protocol.

Consequently, either of these two kinds of transactions account for the intra-
throughput of a committee, hence one block period, as shown by the T at the
bottom of Figure 10.5. Therefore, an improving factor of N = n/2 can be achieved.

Insight 10.12 The routing table and three-way confirmation resolve the issue of
OmniLedger, by significantly reducing the overhead of communication, even with a
large number of participating shards in a single UTXO-based cross-shard trans-
action. However, by polluting specific routing tables, the eclipse attack [112]
becomes a concern.

10.3.2.5 Ethereum 2.0—using receipts

Having known the beacon chain, validators can not only address the issue of intra-
consensus but also address the issue of cross-shard-atomicity, i.e., cross-verifying
the normal transactions in each shard the validators care about, and enabling the
cross-shard transactions. Note that Shasper so far can only support a simple
account-based (as opposed to the UTXO-based) payment transaction, while the
design contract-oriented cross-shard transaction has not been finalized and
presented.

The cross-shard transactions in Shasper rely on the receipts. Receipts corre-
spond to accepted cross-shard transactions that are used to verify and log the
validity of the transactions’ operations. Also, the result of these operations can be
obtained by the involved validators conducting cross-validation in the destination
shards. By means of receipts whose identities are contained in 7xgroup root field
(receipt root), the cross-shard transactions are split into multiple sub-transactions
being executed in the originated and destination shards, respectively. This can be
regarded as a variation of the synchronous lock/unlock scheme implemented in
OmniLedger and RapidChain, while the receipts take the actual role of the lock.

Concretely, a proposed cross-shard transaction, ¢, is split into a group of #;, t,,
and 5.

1. The preliminary withdraw operation is executed and stored after ¢, is verified
in the originated shard (input shard, namely, IS). A receipt corresponding to 7,
denoted as 7, is included in Txgroup root of the latest collation being proposed
by the chosen proposer.



252 Blockchains for network security

2. Having waited for a period that #; has been deterministically finalized by the
checkpoints (this period can be shortened to meet different requirements,
which is similar to the trust-but-verify transaction validation scheme proposed
in OmniLedger; see the first point of Section 10.3.3 and Insight 10.14), a proof-
of-receipt is sent to the destination shard (output shard, namely, OS) as the
second sub-transaction, i.e., t,.

3. The OS can mark the r; as spent, as validators of the OS are able to verify the
status of r; by the corresponding Txgroup root that is stored in the beacon
chain, and the received proof-of-receipt. Meanwhile, the deposit operation is
executed.

4. The OS sends a proof-of-response as #; to the original IS, indicating that the
whole process of ¢ has been finalized. Validators of the IS can finally confirm
this fact by verifying the corresponding receipt of proof-of-receipt on the
beacon chain.

Consequently, a cross-shard transaction that is account-based in Ethereum
2.0 Shasper can achieve an improving factor of N = n/3 due to the preliminary
transaction, proof-of-receipt, and proof-of-response.

Insight 10.13 Ethereum 2.0—Shasper introduces account-based cross-shard
transactions by implementing the global (stored by all validators) beacon chain to
exchange the essential message, i.e., the receipts and proofs. However, Shasper
cannot be more than a transitional version due to the disadvantage of possible
overhead.

10.3.2.6 Chainspace—the inter-part of S-BAC
S-BAC refers to Sharded Byzantine Atomic Commit, whose intra-part makes the
use of an optimal PBFT, MOD-SMART, to handle the intra-consensus process; see
Section 10.3.1.3. Upon the intra-consensus being finalized within a shard
(Chainspace allocates nodes in different shards based on the objects management,
as described in Section 10.3.3.6), the elected leader of the shard, the BFT-Initiator,
takes responsibility for the atomicity of cross-shard transactions. It is worth noting
that Chainspace makes the use of the concept of BFT to ensure such atomicity,
which constitutes the inter-part of S-BAC.

Concretely, it resembles the Atomix Protocol in OmniLedger, with a crucial
optimization where BFT consensus process must be conducted instead of a naive
client-driven model. It consists of the following procedures:

1. Initialize and intra-consensus. An object-based cross-shard-transaction 7 is
created by a client and gossip to all shards that manage the input objects, upon
which the intra-consensus is conducted in each of these shards with an accept
or commit broadcast to other concerned shards. Objects are set to active by the
matching shards if ending up a commitment of 7.

2. Lock. All involved objects in 7 are locked whenever a commit is received.

3. Unlock.
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(1) Unlock to commit. The lock of each involved object in 7 is released if and
only if commit is received from all concerned shards, upon which the objects
are set to inactive and the output objects are created via BFT consensus
process in a certain shard.

(i1)  Unlock to abort. The same locks are released whenever an abort is received,
upon which the objects are set back to active and may be used by other
subsequent transactions.

Similar to the problem, the Atomix Protocol of OmniLedger has encountered, i.e.,
Insight 10.11, the improving factor upon a cross-shard transaction can be ranged
from N = n to N = 1 with T containing only one input object and no object being
output, and 7 involving all objects around the entire network, respectively.

10.3.3  General improvements

In this section, some general key challenges and improvements particularly pro-
posed by the considered sharding mechanisms are listed. Such improvements can
be generally implemented to address the new issues the considered sharding solu-
tions pose to the entire system. They include transaction latency, inter-
communication protocol, shards ledger pruning, decentralized bootstrapping,
securing the epoch reconfiguration, and sharded smart contract.

10.3.3.1 Reducing transaction latency

Apart from the throughput, the transaction latency, referring to how long a trans-
action is deterministically confirmed and finalized, is most likely more sensitive to
individual users. It has been shown that the BFT-based 1% attack (refers to
Section 10.3.1) can be either resolved by implementing a scalable BFT consensus,
e.g., OmniLedger and Ethereum 2.0, or increasing the FT within a single shard,
e.g., RapidChain. However, it remains the issue of transaction latency, as described
next.

o The transaction latency deteriorates as a scalable BFT consensus features a
large-scale shard size to address the 1% attack, according to the evaluation
shown in [58,69]. Thus, OmniLedger introduces the trust-but-verify transac-
tion validation scheme running within each shard to provide the real-time
transaction confirmation time, which can also be implemented in any compa-
tible sharding scheme, such as Ethereum 2.0. Concretely, validators of a shard
are split into an optimistic group and a core group. The optimistic group is
further split into multiple small subgroups (even a subgroup with only one
validator is allowed); hence, each subgroup can verify the transactions in a
real-time manner. Subsequently, the core group conducts the second verifica-
tion, where the inconsistent and malicious transactions can be censored. Note
that there can be multiple inputs from multiple optimistic subgroups to this
second verification in a concurrent manner. Finally, the transactions passing
the second verification can be contained in the proposed block and stored in
the local ledger.
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Insight 10.14 The real-time transaction latency is achieved by sacrificing the
security, as the further 1% attack can still happen in optimistic groups. Similar to
10TA [25], this real-time transaction latency can only be used in specific scenarios
with lower security requirements.

o  The transaction latency deteriorates as a non-scalable 50% BFT consensus
incurs larger communication overhead. Thus, upon the 50% consensus only
agreeing on a digest of the block. RapidChain implements the information
dispersal algorithm based gossip protocol [113,114] to transmit large payload
more efficiently. Concretely, the sender divides the original message into some
n-equal-sized chunks, followed by applying an (m, n) erasure code scheme to
encode the n chunks to m chunks. As a result, each node can reconstruct the
original message by receiving valid n chunks from its neighbors with the help
of some proofs, e.g., the MPT proofs, hence significantly reduces the latency.

10.3.3.2 Intercommunication protocol

Differing from the protocol to achieve the afomicity-cross-shard, the inter-
communication protocol focuses on the overhead of data transmission among shards.
The related schemes discussed in this survey include the following two major types:

e A global root chain acting as a message distributor is implemented, while each
validator (or miner in the context of Monoxide) needs to store this chain.
Sharding mechanisms using this kind include Ethereum 2.0, Monoxide with
identical PoW targets, and Elastico. !

Insight 10.15 The bottleneck is shifted to the global root chain due fto its single-
chained structure, as opposed to sharded structure. This can only be a transitional
version but not a real solution.

e The most straightforward way is used by OmniLedger and Chainspace, i.e.,
full-mesh connection. This requirement tends to hold in those latency-sensitive
systems, which incurs a considerable overhead.

In order to bypass the full-mesh connection, RapidChain proposes a novel inter-
communication protocol based on a routing table stored by each validator; see the top
side of Figure 10.5. It is inspired by Kademlia-based [115] routing protocol, where
each validator in a shard maintains a routing table containing all members of its shard
as well as log,log,n validators of log,n shards which are distance 2’ for 0 <i < log,
n — 1 away. The intercommunication is conducted by having all validators in the
sender shard send messages to all validators on the receiver side. By taking advan-
tage of P2P network, the communication overhead can be significantly reduced.

IElastico maintains a final committee where the finalized block is proposed and stored in the global root
chain, based on the agreement from each shard. The global chains implemented by OmniLedger and
RapidChain, i.e., the identity Blockchain and reference Blockchain, respectively, do not account for this
kind as the messages exchanged by these two chains are not related to the actual transactions.
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10.3.3.3 Shards ledger pruning

The reason most of the existing blockchain system with a single-chained structure
[1,70,116-118] tends to store the full version of its chain is that they intend to
improve the communication and computation overhead of censorship and audition.
Storing a full version of ledger of every shard incurs an unacceptable overhead of
disk storage to validators, referring to the calculation in Section 10.4, as validators
need to track the history of each shard in order to support the cross-shard transac-
tions, as well as the reallocation (bootstrapping) during each epoch. To solve this,
OmniLedger proposes the design of state blocks (SB).

SBs of a shard summarize the state as well as all transactions of its shard
associated with each epoch. At the end of each epoch &, the selected leader of a
shard i constructs an MPT consisting of all the transactions, while the corre-
sponding MPT root is stored in the header of SB; ;. As such, the body of SB; ;| can
be pruned if SB; passes the verification by other validations in shard i to become
the new genesis block of €. The regular blocks are also pruned as soon as SB, 4
is generated at the end of €, during which it is the clients’ responsibility to create
and store the transaction proofs to prove the existence of a past transaction to other
shards for cross-shard transactions.

The design of SBs is similar to stable checkpoints in PBFT [5], fast-sync mode
in Ethereum [116], and stable checkpoints of Node Hash-Chains in Chainspace
[60]. According to the evaluation in [60], such kind of pruning incurs an overhead
of O(m + logT) for a partial audit and O(7) for a full audit, where m denotes the
shard size, and 7T denotes the number of transactions. The partial audit allows any
users to obtain a proof to verify the existence of any transactions in any shards; the
full audit allows a full verification by replaying the entire history of a shard.
However, the design of SB raises two issues, (1) the overhead of transaction proofs
might become the bottleneck, but it can still be relieved by introducing the Simple
Payment Verification [1,116], several multi-hop backpointers [119-121], or proofs
of proof-of-work [122,123]; and (2) Insight 10.16.

Insight 10.16 The design of State blocks faces the same problem as that of the
Atomix Protocol in OmniLedger and light-client protocol in Ethereum 1.0 (if used
in Ethereum 2.0), i.e., shirking the most important duty to the client side.

10.3.3.4 Decentralized bootstrapping

For sharding mechanisms involving a randomness generator that is responsible for
a PoW-based entry ticket in the BFT-based intra-consensus protocol, it is important
to select the initial set with an honest majority, e.g., the final committee in Elastico,
and the reference committee in RapidChain.”

“*OmniLedger eliminates the necessity of an initial global set that is responsible for verifying the PoW
result, by using RandHound and VRF. However, an initial global randomness is still needed to derive
VRE. Ethereum 2.0 builds the design on top of PoW-based mainnet, where the PoS-based Casper is used
instead of PoW.
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Thus, RapidChain proposes a decentralized bootstrapping in the form of
sampler-graph election network [59], with only a hard-coded seed and some net-
work settings. In such an election network, participating validators are uniformly
distributed into a few groups, within each of which a PoW-based result is computed
by each member based on the randomness generated by the VSS-based DRG pro-
tocol (Section 10.3.1.5) and its identification ID. Based on the result, a subgroup
can be obtained for each group. Finally, a unique root group (it randomly selects
the members of the reference committee) can be obtained with 50% honest
majority (high probability), when this process is iterated. Consequently, the com-
munication overhead can be improved from Q(n%) to O(ny/n) with n denoting the
total number of participating validators.

10.3.3.5 Securing the epoch reconfiguration

For sharding mechanisms running a BFT-based intra-consensus protocol, (new)
validators have to be swapped-out and reallocated in other shards every epoch in
order to prevent attacks from slowly adaptive adversaries, i.e., attacker can corrupt
or distributed denial-of-service (DDoS)-attack validators, but it takes a bounded
time for such attacks to take effect. This indicates that the epoch length should be
carefully designed to be lower than the bounded time.

Recall that Elastico and Chainspace do not provide such a solution, while
Ethereum 2.0 solves the intra-consensus with a global validator pool by frequently
updating the member participating in the intra-consensus protocol for each shard.
Both of them require validators to track the status of each shard to speed up the
reconfiguration phase. OmniLedger implements a random permutation scheme to
swap-out the validators, ensuring that the number of validators being swapped is
bounded by k = logn/m at a given time, where n denotes the total number of
participating validators; m denotes the number of shards. Here, new validators that
require registering their ID on a global identity blockchain are also assigned to
random shards. As such, the number of remaining honest validators can be suffi-
cient to reach consensus, while some are swapped-out; thus, the idle phase can last
shorter to improve the throughput. However, this scheme incurs a significant delay
and scales moderately, which causes 1-day-long epoch that does not suit highly
adaptive adversaries (when the bounded time becomes smaller).

In contrast, RapidChain proposes a light-weighted reconfiguration protocol
based on the Cuckoo rule [124,125], where only a constant number of validators are
allowed to move between committees in each epoch. To be specific, the reference
committee (C,) announces a PoW puzzle based on the randomness generated in
epoch i—1 (R;) by the DRG protocol, thus validators that wish to participate in
epoch i+1 (including those that have participated in epoch i—1 and epoch i) can
solve the puzzle and inform C, by the end of epoch i. During epoch i+1, C, defines
the active and inactive lists of validators of epoch i+1 and swaps-out a constant
number of validators from one to another committee based on R;,; generated in
epoch i. Finally, C, agrees on a reference block stored in the local ledger of C, and
broadcasts it to the entire network. This design, compared to that of OmniLedger,
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incurs less overhead and allows a more frequent epoch reconfiguration to suit more
highly adaptive adversaries.

10.3.3.6 Sharded smart contract

None of the considered sharding mechanism has achieved the smart-contract-
oriented sharded so far except Chainspace that introduces such functionality for the
first time. Concretely, Chainspace, inspired by the UTXO model, proposes a new
transaction structure based on new atoms Objects denoted as o. Here, o records
state in the system with two kinds of unique identifier, i.e., id(o) (a crypto-
graphically id that cannot be forged within a polynomial time) and types(o) (a
pointer to a smart contract ¢ that defines types(o)). Meanwhile, a contract c,
referred to a special types of o, defines a namespace consisting of types(c) (the set
of types that the specific ¢ has defined) and a checker v denoted as v(input)— { True,
False}, as shown in (10.10). Such v is used to verify procedures proc(c), denoted as
pinput)—output (defining the operation logic, as shown in (10.9)), by means of a
pure function returning a Boolean value.

¢ - p(x,r.parameters) — y, returns, (10.9)
¢ - v(p,x,r.parameters, y, returns, dependencies) — {True, False};  (10.10)

[c, p, x,r.y,parameters, returns, dependencies| € Trace € Tx. (10.11)

Note that x denotes the input objects that must be active beforehand and be set to
inactive when the corresponding new output objects y set to active. r denotes the
reference objects that must also be active, nevertheless, the status of r remains
unchanged afterward. The dependencies, in the form of a list of Traces from other
contracts other than c, is along with all the other items (as shown in (10.11)) so that
a single Trace can be obtained to constitute a transaction (7).

The method to allocate nodes in different shards in Chainspace is by placing
the nodes that manage, record, and verify the same set of o to a single shard,
denoted as ¢(o0). Further, ®(7) is defined to denote the concerned nodes of a
transaction 7, where concerned nodes represent the set of nodes managing all x or r
of T. To verify a transaction 7, all ¢(o) with o being involved in 7 as input
or reference should ensure the active status. Meanwhile, all ®(7) (excluding
the dependencies) should run the checker v of the corresponding contract ¢ to
validate the Traces. As such, a cross-shard consensus algorithm that guarantees the

atomicity of smart contracts, i.e., S-BAC, is proposed (as discussed in
Section 10.3.2.6).

Insight 10.17 By modifying the transaction structure and involving the concept
of the new atoms and objects, it can safely fragment a smart contract with
strong atomicity, but at the cost of considerable overhead and hence low
throughput.
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10.3.3.7 Replay attacks and defenses against BFT-based cross-
shard protocols

As raised by [126] for the first time, the replay attacks and defenses against BFT-
based cross-shard protocols have attracted increasing attention (i.e., Monoxide is
Nakamoto-based and has a lock-free cross-shard protocol, thus immune to this kind
of replay attacks). By utilizing the property of unanimous voting, the replay attacks
strategy has the ability to compromise the cross-shard atomicity and launch the
double-spending attack with a low cost. Specifically, each shard participated in a
cross-shard transaction needs to transmit its own decision (i.e., accepting/aborting
the transaction) to the other participants, in order to lock/unlock the internal objects
and thus guaranteeing the cross-shard atomicity. However, an effective replay
attack can be easily launched by conducting the following strategy. Here, we
consider an attacker and an honest client who is about to sending a cross-shard
transaction 7'(xy,x2) — (v1,2,y3) where x; represents the input objects managed
by shard-i, and y; represents the output objects managed by shard-i.

1. Eliciting and invalidating the decision-message sent from shard-1: The
attacker races the client by sending a 7”(x,, . . .) to shard-2 so that the involved
objects will be locked in shard-2."" The attacker quickly follows up by sub-
mitting 7 to shard-1 and shard-2. As soon as 7 reached shard-1, an accept(T) is
sent out and can be prerecorded by the attacker. In contrast, 7 will be invali-
dated in shard-2. An abort(T) will be sent out and prerecorded by the attacker
due to the locked objects of shard-2.

2. Compromising the consistency: At any time, shard-1 is about to sending the
decisions, the attacker can race shard-1 by broadcasting and replaying the pre-
recorded message that always opposes to shard-1. As a result, the input objects
of shard-1 is still active, while new output objects have been created in shard-2
and shard-3, i.e., the consistency of the system is compromised. Authors in [126]
also point out the reasons making the replay attacks possible. First (@), there
lacks a way for the ISs to know the correspondence between a protocol message
received (i.e., accept(T) or abort(T)) and a specific transaction 7. Second (@),
there also lacks a way for the OSs to know the context of a specific transaction
as they are, in fact, excluded from the intermediate processing.

To address the limitations, a modified version of Chainspace, Byzcuit [126], is
proposed along with two new features. In regards to @, a sequence number scheme
is applied to each transaction to ensure the correspondence, while a dummy object
of each OS is added to the input field of a transaction (i.e., forcing the OSs to
participate in the intermediate processing) in order to address @.

Insight 10.18 The proposed replay attacks and defenses against BFT-based cross-

shard protocols that are significant and worth more attraction. However, the

The destination of T or 7' is replaced by a self-driven client in OmniLedger as such a client is con-
sidered to be the handler to achieve the cross-shard atomicity.
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sequence number scheme still has a synchronization issue, and the dummy object
remains poor at the scalability, both of which strive for optimization.

10.4 Discussions

We have elaborated on the designs and protocols of each considered sharding
mechanisms, i.e., Monoxide, Elastico, OmniLedger, RapidChain, Ethereum 2.0,
and Chainspace, in terms of the intra-consensus, cross-shard atomicity, and general
improvements, based on which a comprehensive comparison is presented in
Tables 10.2 and 10.3.

We conclude that RapidChain and Ethereum 2.0 implement optimizations that
reduce restrictions of Elastico and OmniLedger, which leads to RapidChain and
Ethereum 2.0 being the most advanced BFT-based sharding mechanisms in terms
of throughput and cost. On the other hand, Monoxide pushes the upper bound of
throughput to Mega level and opens up a new direction of the Nakamoto-based
sharding mechanisms. Chainspace has plenty of room for performance improve-
ment for sharded-smart contract.

Furthermore, we point out the challenges remaining unsolved practically, as
well as the future trend being discussed.

10.4.1 Future trend for reducing the overhead

Three common pitfalls in existing sharding mechanisms prevent the system from
being horizontally scaled to the theoretical upper bound due to the communication
and storage overhead.

o  An existing global chain that is needed to be stored by all participating miners/
validators. Such a global chain tends to be responsible for all global opera-
tions, such as generating randomness, cross-validating transactions in different
shards, reshuffling operation. However, this simply poses the bottleneck threat
(not only the performance bottleneck but also the security bottleneck) back to a
single global chain, which is the root issue sharding technologies would have
tried to solve. Insight 10.15 and other (most recently proposed) sharding
mechanisms hit this pitfall, e.g., SSChain [63] and Thinkey [64]. SSChain
simply utilizes a two-layer architecture where a global chain is set to deal with
all data migration and reshuffling operations. Thinkey also implements a root
chain to achieve the cross-shard transactions and reshuffling operations. Trend
1: restricting the use of a global chain in any operations, and the bottle-
neck requiring to be solved if used.

o  Requiring miners/validators to store ledgers from other shards. This is
necessary in some of the existing sharding mechanisms in order to cross-
validating transactions and reshuffling operation. However, it leads to miners/
validators incurring high communication and storage overhead in O(n) (n is the
number of shards). Insights 10.1, 10.7, 10.9, 10.10, 10.11, and 10.13 hit this
pitfall. Trend 2: Balancing the storage and communication overhead for
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miners/validators in sending cross-shard transactions and reshuffling, so
that the order can be lower than O(n). One of the potential solutions might
be the fraud proof that enables light nodes to be as secure as full nodes without
needing to store the whole ledger [127], yet it has not been mature at the time
of writing.

Allocating participating nodes to shards based on their business requirements
in order to bypass the overhead of cross-shard communication. Business-
driven members’ allocation for shards has been proposed and discussed in
some designs, e.g., Ethereum 2.0 [103]** and VAPOR [65],%% in order to
reduce (1) the frequency that a participating node gets swapped out; and (2) the
ratio of non-cross-shard transactions, for the ease of management and lower
overhead. However, this results in a very long epoch reconfiguration for par-
ticipating nodes and unevenly shard size, which ultimately poses a risk of
crowed transactions to a single shard as time passes and the size and
throughput increases, thus hitting the bottleneck of intra-consensus. Trend 3:
avoiding simple business-driven members’ allocation that risks shards
suffering from crowed transactions.

10.4.2  Future trend for strengthening the security and

atomicity

This trend corresponds to the intra-consensus and atomicity of cross-shard trans-
actions, respectively. We point out the potential direction on more secure intra-
consensus and more efficient cross-shard transactions, as shown in the following:

Intra-consensus:

Trend 4: Scaling the unbiased and unpredictable randomness generator in
large-scale networks with as few third-party hardcoded settings as possi-
ble. The unbiased and unpredictable randomness plays an important role in
BFT-based intra-consensus design. Improving this kind of algorithms can
significantly prevent the validators from being under DDoS attacks. Insights
10.3, 10.5, and 10.8 belong to this aspect.

Trend 5: Improving the PoW-based intra-consensus, and generalizing it
into other types of Nakamoto-based consensus algorithms. Chu-ko-nu
mining of Monoxide takes advantage of PoW to bypass the vortex of ran-
domness, nevertheless, the security of which is dependent on the storage. As
such, the future direction can potentially decouple the security and storage and
generalize the concept to other Nakamoto-based consensus algorithms,
e.g., PoS.

HA possible design proposed by Ethereum 2.0 is to merge shards that interact more frequently than
others.

%9 Another design proposed by VAPOR is to define a shard as a subset of nodes who care about some
transactions. Transactions in VAPOR feature the ownership and record the nodes that have ever held the
ownership.
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e Trend 6: Balancing the uses of stochastic and biased members’ allocation
for shards. All discussed sharding mechanisms (except Chainspace) use a
stochastic allocation. A stochastic allocation is helpful to protect the shards
from malicious biased allocations. On the other hand, new notions have been
proposed to improve the scalability by taking advantage of a biased allocation.
For example, [128] proposes a biased allocation to force the number of
members an attacker can own within a single shard to be upper bounded, in
order to achieve a total FT of 50%. However, a vulnerability of this mechanism
has been revealed that attackers can simply save the redundant resources from
a specific shard and has more sufficient resources to control more shards. Thus,
a balance of this use still strives for a solution.

Efficient atomicity:

e Trend 7: Enabling efficient conditional cross-shard transactions that
enable contract-orient operations. Only Chainspace and the future phase of
Ethereum 2.0 claim to support such conditional cross-shard transactions so far,
but at the cost of unacceptable overhead and latency, which requires more
focus in the future trend.

10.5 Conclusions

This chapter as a survey highlights the importance of sharding for the design of
scale-out blockchains and systematizes the state-of-the-art sharding mechanisms in
regards to the intra-consensus security, atomicity of cross-shard transactions, and
general challenges and improvements. We also proposed our insights analyzing the
features and restrictions, based on which a comprehensive comparison among the
considered sharding mechanisms was obtained.

A list of the key observations and conclusions is as follows:

e  For the first time, Monoxide proposes a Nakamoto-based sharding mechanism,
but at the cost of storing headers of all shards to guarantee the maximum intra-
consensus-safety.

e The traditional PBFT used in Elastico and Chainspace does not guarantee the
intra-consensus-safety due to its weak scalability, while the BFT-based
sharding mechanisms, i.e., OmnilLedger, RapidChain, and Ethereum 2.0,
improve the intra-consensus-safety in the sense that scaling the traditional
PBFT or increasing the FT of the traditional PBFT.

e The randomness generators of all considered sharding mechanisms in this
paper need strict network settings, otherwise the unpredictability and unbia-
sability in scaled networks will be compromised.

e Monoxide, OmniLedger, RapidChain, and Ethereum 2.0 all propose their own
solution to the issue of cross-shard transactions, none of which can support
cross-shard smart contracts. Only Chainspace proposes a smart-contract-
oriented sharding mechanism, but at the cost of low throughput.
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All considered sharding mechanisms introduce the optimizations to address the
new challenges their proposed sharding mechanisms pose to the system, i.e.,
latency and storage, but further improvements are necessary.
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Chapter 11

Blockchain for GIS: an overview

Yong Wang', Lizhe Wang', Dongfang Zhang' and
Chengjun Li’

Distributed technology is an important direction in the field of geographic infor-
mation system (GIS). However, distributed GIS is facing a number of challenges
such as decentralization, geospatial data sharing, and privacy and security vulner-
abilities. Blockchain technology brings the opportunities in addressing the chal-
lenges of GIS. In this chapter, we investigate the integration of blockchain
technology with GIS and discuss the opportunities of blockchain GIS. Moreover,
our novel architecture of blockchain GIS is proposed, while the potential applica-
tions of blockchain GIS are described in detail. Finally, we outline the open
research directions in the promising area.

11.1 Introduction

Looking back on the history of computing technology development, we can find at
least three eras. They are the eras of independent host, client/server computing
mode, and distributed computing. The requirement of higher performance, lower
cost, and more humanized operation mode is the main driving force of the evolu-
tion of computing technology. In line with the development of computing model,
geographic information system (GIS) architecture has also evolved from the single-
machine architecture GIS to the distributed pattern. Distributed GIS can store large
amounts of geospatial data by using more storage nodes and, also, can deal with
more users by dispensing requests to different servers [1]. However, due to
decentralization, how to guarantee geospatial data traceability and reliability
becomes a key technology.

Blockchain has numerous benefits such as decentralization, persistency,
anonymity, and auditability. There is a wide spectrum of blockchain applications
ranging from cryptocurrency, financial services, risk management, Internet of
Things (IoT) to public and social services [2]. At the beginning, blockchain
technology was proposed to support cryptocurrencies like Bitcoin. Thus,
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cryptocurrency blockchains and related applications are often labelled as
Blockchain 1.0. The introduction of smart contracts to realize decentralized appli-
cations (Dapps), decentralized autonomous organizations, smart property, smart
tokens, etc. paved the way to automated financial applications based on crypto-
currencies. All these novel applications in the financial area based on smart con-
tracts and digital currencies are labelled Blockchain 2.0. Further, all applications of
blockchain technology referable to the wider spectrum of non-cryptocurrency-
related distributed ledger are commonly called Blockchain 3.0 applications [3].
Blockchain applications are preferred in many areas for removing intermediaries in
order to obtain transparency and security at a low cost. Blockchain applications of
GIS belong to applications of blockchain 3.0.

Blockchain is essentially a perfect complement to GIS for the improvement on
privacy, security, reliability, and scalability. In this chapter, we investigate a new
paradigm of integrating GIS with blockchain and name it as blockchain GIS. In
fact, our blockchain GIS has the following characteristics:

e Decentralization: In traditional GIS systems, the centralization manner of
geospatial data centre results in extra cost, performance bottleneck, and single-
point failure at centralized service providers. Blockchain GIS provides the
possibility for processing massive spatial data by decentralization.

e Traceability: Each geospatial data block saved in a blockchain is attached with
a historic timestamp consequently assuring the data traceability.

e Reliability: Geospatial data can be ensured by the integrity enforced by cryp-
tographic mechanisms, including asymmetric encryption algorithms, hash
functions, and digital signature, all of which are inherent in blockchains.

The main contributions of this chapter are highlighted as follows: (1) the oppor-
tunities of integrating blockchain with GIS are discussed. By the way, an archi-
tecture of blockchain GIS is proposed based on the discussion by us. (2) We
describe application scenarios of blockchain GIS in detail, including reengineering
of process involving GIS, geospatial data sharing, and spatial decision-making. (3)
Furthermore, we summarize the challenges of efficiency, privacy protection, cross-
chain in blockchain GIS.

The rest of the chapter is organized as follows: Section 11.2 presents an
overview of distributed GIS and blockchain technology. The junction of blockchain
and GIS is discussed in Section 11.3. Section 11.4 describes application scenarios
of blockchain GIS. Challenges and issues in this field are discussed in Section 11.5.
Finally, Section 11.6 presents our conclusion.

11.2 Related technologies

11.2.1 Introduction to GIS

As a computer-based tool, GIS is used for storing, collecting, retrieving, trans-
forming, and displaying spatial data. GIS, which offers facilities for data manage-
ment, data manipulation, data capture, analysis, and presentation, is the
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combination of cartography, statistical analysis, software, hardware, and data. GIS
is usually used as a supporting system for decision-making by offering best possible
decisions through non-spatial and spatial data relations, processing, and visualiza-
tion. With GIS, it is easy to draw maps and visualize spatial distributions. Also, it is
possible to not only edit and alter existing data but also measure distances and areas
accurately. In the field of health, GIS application is extremely valuable. For
example, GIS is used for preparing and viewing diseases maps to easily track dis-
eases and control it over time. Moreover, GIS is employed for mapping populations
at risks to make accurate rescuing plans [4].

Over time, geospatial information has evolved from paper maps to desktop
GIS, then to web-based GISs, and finally arriving at the current stage of mobile
GISs and ubiquitous GIS [5]. Geospatial data are increasing dramatically and lead
to overloading in more and more GIS applications. Moreover, supported by global
position system, and mobile intelligent terminals, location-based services such as
Foursquare, Urbanspoon, and Flickr are developed vigorously. As a result, a large
amount of geospatial information is produced at any time.

It is not difficult to find that the distribution of both spatial data and computing
models is the main characteristic of GIS. Distributed technology is an important
direction of GIS development [6]. The main reasons are listed as follows:

1. Geographical data have the characteristic of distribution. The production and
updating of geospatial data result in huge workload and high costs, which
requires the participation of multiple units. These units located in different
regions produce their own geospatial databases. In addition, existing geo-
graphical data are often stored in different sectors due to different industry
functions. The use of distributed management can make full use of the existing
resources and save manpower, material, and financial resources.

2. Reliability and availability are improved. This is the most attractive point of
distributed techniques. In traditional centralized GIS database, if database or
software fails, the whole system cannot be used. However, when geospatial
data are distributed among multiple nodes, even if one node fails, other nodes
can continue to work.

3. Distributed technology can share local autonomous data without centralized
control. Each node has the corresponding autonomy to the local database.
Meanwhile, the local data can be shared by other nodes.

4. The data are independent. Distributed database system is not only physically
independent but logically independent also. Users can easily access any data
without caring about location of data source.

Although distributed technology promotes the development of GIS, however, due
to decentralization, how to guarantee geospatial data traceability and reliability is
still a key technology [7]. In distributed GIS, it is very important to reach consensus
among the untrustworthy nodes in a very short period of time, which is called the
consensus of the whole network.
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11.2.2  Blockchain technologies

11.2.2.1 History of blockchain development
The development of blockchain has gone through three stages: cryptocurrencies,
enterprise application, and value Internet. Details are introduced as follows.

In January 2009, 2 months after the publication of the Bitcoin system paper,
the Bitcoin system officially ran and opened the source code to the official birth of
the Bitcoin network. In Blockchain 1.0, the use of blockchain technology is mainly
concentrated in the field of encrypted digital currency, which is typically repre-
sented by Bitcoin system [8].

In order to support applications such as crowdfunding and traceability,
Blockchain 2.0 [9] begins to consider user-defined business logic and smart con-
tracts. Thus, blockchain is widely used in various industries. As a result, the trust
and cooperation costs in the process of social production and consumption are
greatly reduced. Meanwhile, the efficiency of cooperation within and between
industries is improved. Ethereum [10] is the typical representative of Blockchain
2.0, which was launched in 2013. In view of the performance problems existing in
the Blockchain 1.0, Ethereum has also been improved from the view of consensus
algorithm.

Furthermore, blockchains are not limited to cryptocurrencies, which are just a
possible implementation of the broader concept of distributed ledger technology.
As a matter of fact, distributed ledgers may contain arbitrary information, not
necessarily related to money of finance. All applications of blockchain technology
referable to the wider spectrum of non-cryptocurrency-related distributed ledger
uses are commonly called Blockchain 3.0 applications [11]. The value Internet is a
reliable network to realize the collaborative interconnection of various industries,
to realize the interconnection of people and all things, and to realize the efficient
and intelligent circulation of labour value. The technology is mainly used to solve
the problem of consensus cooperation between people, or people and things, and
then improve efficiency of trust mechanism.

11.2.2.2 Representative system and framework

Bitcoin system, the special system designed for Bitcoin, an encrypted digital cur-
rency, is the first typical application of blockchain system. Ethereum is another
blockchain system. The main purpose of Ethereum is to expand the Bitcoin
blockchain in more fields of applications, so that all developers can use the plat-
form to build a variety of Dapps. Ethereum has improved the mining method of
Bitcoin. Thus, the large-scale special mining machine no longer has the advantage,
and smart contract is added to the Ethereum platform. Then, developers can build
their own Dapps based on the intelligent contract development interface provided
by Ethereum virtual machine [12].

Hyperledger [13], an open-source platform of distributed ledger, which is
created by the Linux Foundation, was officially launched in December 2015 and
consists of a number of subprojects, including platforms and tools. Fabric, a sub-
project, is a fully functional blockchain system that supports multichannel, mainly
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Figure 11.1 Logical architecture of Fabric

oriented to enterprise applications [14]. Fabric is an alliance chain system with
license management. Traditional blockchain system has no restriction on the
addition of nodes, which makes the system very complex. Fabric adopts a node
management approach with license authentication. Although the identity of a node
is known to the system, the nodes do not trust each other. Here, a consensus
algorithm is needed between the nodes to ensure that data can be trusted. The
logical architecture of Fabric is shown in Figure 11.1.

Fabric system is mainly used to provide member management, blockchain
service, smart contract service, monitoring service, and so on.

11.3 Blockchain GIS

11.3.1 Opportunities of integrating blockchain with GIS

GIS systems are facing many challenges such as heterogeneity of GIS systems,
geospatial data sharing, and privacy and security vulnerabilities in distributed
environment. Blockchain technologies can complement GIS systems with the
enhanced data sharing capability and improved privacy and security. Moreover,
blockchain can also enhance the reliability and scalability of GIS systems. In short,
we name such integration of blockchain with GIS as blockchain GIS. Blockchain
GIS has the following potential benefits in contrast to incumbent GIS systems.
Improved security of GIS systems: On one hand, geospatial data can be secured
by blockchains since they are stored as blockchain transactions which are encrypted
and digitally signed by cryptographic keys (e.g. elliptic curve digital signature
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algorithm). Moreover, the integration of GIS systems with blockchain technologies
(like smart contracts) can help to improve the security of GIS systems.

Traceability and reliability of geospatial data: Blockchain data can be iden-
tified and verified anywhere and anytime. Meanwhile, all the historical transactions
stored in blockchains are traceable. For example, the work in [15] has developed a
blockchain-based product traceability system, which provides suppliers and retai-
lers with traceable services. In this manner, the geospatial data can be inspected and
verified. Moreover, the immutability of blockchains also assures the reliability of
geospatial data since it is almost impossible to alter or falsify any transactions
stored in blockchains.

Autonomic interactions of GIS systems: Blockchain technologies can grant
nodes of distributed GIS to interact with each other automatically. For example, the
work of [16] proposes distributed autonomous corporations (DACs) to automate
transactions, in which there are no traditional roles like governments or companies
involved with payment. Being implemented by smart contracts, DACs can work
automatically without human intervention consequently saving the cost.

11.3.2  Architecture of blockchain GIS

We propose the architecture of blockchain GIS as shown in Figure 11.2. In this
architecture, the blockchain-composite layer plays as a middleware between GIS
and applications. Our design has two merits: (1) offering an abstraction from the
lower layers in GIS and (2) providing users with blockchain-based services. In
particular, the blockchain-composite layer hides the heterogeneity of lower layers.
On the other hand, the blockchain-composite layer offers a number of blockchain-
based services, which are essentially application programming interfaces to support
various industrial applications. Generally, blockchain GIS applications can be
divided into presentation layer, application layer, business layer, and data layer.

Presentation layer Client UT

Y

Application layer | Application program

.
X v External business logic
Business layer . . Smart contract
Internal business logic ¢
[
Data layer Traditional geospatial Block [+ Block [« Block - Block
data

Figure 11.2  Application architecture of blockchain GIS
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Presentation layer: This layer contains what we usually call user interfaces,
such as registration interface, transaction interface, and application management
interface. This layer is not different from traditional web applications and mobile
apps. In fact, users are not aware of the existence of blockchain in this layer.

Application layer: The layer where the application logic is located, processes
the user input data, determines the specific service according to this data, and then
invokes the corresponding service processing interface. If the traditional internal
business of the enterprise needs to be dealt with, traditional business interface is
invoked. The interface of the blockchain will be called, provided that the block-
chain service is required.

Business layer: This layer encapsulates all the business logics of GIS appli-
cation and is the core part of the whole application. The business layer can be
divided into two categories: traditional business logic and blockchain business
logic. The traditional internal business logic is the same as the traditional appli-
cation business logic, while the blockchain business logic is realized by the smart
contract.

Data layer: This data layer is divided into traditional database storage and
ledger storage. The logical data and the internal privacy data of the enterprise exist
in the traditional database. In addition, the data involving multiple enterprise
business logic exist in the blockchain and are shared among enterprises through the
blockchain.

11.4 Application in GIS

As the first application of blockchain technology, Bitcoin has opened the prelude to
the use and promotion of blockchain technology in many fields. From the initial
encrypted digital currency to the later financial application, and then to the exten-
sive use in various industries in recent years, blockchain technology is deeply
affecting and changing people’s cognition and life with its unique value. The
application field of blockchain is gradually expanding along with deepening of our
understanding on blockchain. At first, we only unilaterally thought that blockchain
is fit for virtual currency transactions. However, with the understanding of its chain
structure principle and non-tampering characteristics, we are surprised to find that
the transactions fit for blockchain are not only limited to currency. In fact, block-
chain can be used in a large number of applications in traditional industries.

The essence of blockchain is for conveying trust. That is, where trust requires
to be transmitted, blockchain is needed. Financial industry is a branch of block-
chain application scenario. The application field of blockchain has been extended
to a variety of industries: supply chain, government services, loT, new energy, and
so on. Which fields are suitable for blockchain technology? We think that the
suitable scenarios at present have at least three characteristics: first, there are
decentralized, multiparty participation and write data requirements; second, the
data authenticity requirements are high; and third, there is a requirement for mul-
tiple participants who do not want to store each other to establish distributed trust in
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the initial situation. In fact, many GIS applications have the aforementioned
characteristics. It can be seen that blockchain is essentially a perfect complement
to GIS with the improved decentralization, privacy, security, reliability, and
scalability.

11.4.1 Reengineering of process involving GIS

Many companies and organizations are planning to reform their office automation
(OA) or enterprise resource planning (ERP) system for better supporting the col-
laboration with other different departments or among their departments to achieve
more business successes. Meanwhile, with the rapid development of various web
applications and mobile apps, approval and business processes need to be
reengineering. In order to improve efficiency, we even hope to simplify some
processes. However, how to ensure security and consistency of data in the process
is a very important question, since flowing through different nodes leads to
more risks.

The emergence of blockchain technology has further brought a good solution
to process reengineering. All parties to the alliance in the blockchain hold the
ledger, and in addition, modification and deletion of the data must implement the
intelligent contract and consensus established by the parties before it can be
dropped into the final data book. Since the ledger data will be stored in the parties
to the alliance, the high reliability of the data is ensured.

A supply chain consists of many organizations having different interests. The
organizations are often reluctant to share traceability information with each other
[17]. Through the process reengineering based on blockchain technology, the
security and efficiency of the supply chain can be improved. By adopting a
blockchain as data recording standard, it cuts intermediaries and the process can be
speeded up as well.

A land registration system is one of the fields where blockchain can be con-
sidered as another potential star candidate [18]. The cadastral data should be col-
lected and updated by different organizations, i.e. authorities and possibly private
companies, whose databases should be able to communicate with each other.
However, in order to maintain data security, cadastral OA and GIS in different
organizations are isolated. Based on blockchain network, the cadastral systems of
organizations can be connected securely and reengineering of cadastral process can
be seen in Figure 11.3. The efficiency of authenticity of applicant identification and
submitted materials is greatly improved. No one can tamper with survey cadastral
data or forge it. Approval process will be more transparent. Hence, corruption and
fraud can be avoided. By utilizing a blockchain-based ledger to store credentials
and licensures, sharing and verification of these licensures will become more
efficient. Blockchain is a digital decentralized ledger distributed across a network
of computers called ‘nodes’ that keep records of all the transactions, which take
place among peers running the same protocol. This ledger runs over the Internet
and is cryptographically secure, append-only, immutable, and updateable only via
consensus or agreement among the peers.
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11.4.2 Application of geospatial data sharing

In recent years, geospatial data have been widely used in many applications to meet
the requirement of departments or organizations, such as on traffic, hydrological,
administrative zoning, land cadastral, DEM, and so on, for different purpose. If
these data can be fully shared, a great deal of repeated collection work can be
avoided. Thus, resources of manpower and material can be saved, while the utili-
zation rate of resources can be improved. The COVID-19 pandemic is the biggest
global health challenge of the century in the world [19]. Individual geospatial data
sharing based on the quick response code tracing technology from Tencent and
Alibaba can slow the spreading and reduce the impact by tracing the primary and
secondary contacts of confirmed COVID-19. Therefore, with the development of
GIS technology and the growth of application requirement, more and more atten-
tion will be paid to the sharing and interoperation of data between different GIS.

Distributed GIS is one of the best solutions for massive geospatial data sharing.
In order to achieve data interoperability between heterogenecous databases in the
construction of distributed GIS, federated database system is proposed to eliminate
differences between heterogencous patterns. However, how to ensure the data
security and the consistency of each node in the distributed databases is still the
bottleneck.

The sharing service of spatial data mainly includes three levels of content:
directory service, data service, and functional service. Considering the limitations
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Figure 11.4 Application scenario of geospatial data sharing

of blockchain technology, directory service is the first choice of blockchain tech-
nology application. Directory service, a standard mode in which spatial metadata
system uses metadata technology to provide spatial information service, presents
information to users in the form of dynamic classification through the core ele-
ments of metadata standard. Users can quickly determine the scope of the required
spatial data by browsing the spatial metadata information of the portal and then
require the portal to search further within this scope. In blockchain of geospatial
data sharing as shown in Figure 11.4, the node of the blockchain mainly plays the
service role of integrating the information related to the distributed spatial database
of each website into one directory. This service mode not only can greatly facilitate
user query but also facilitate the release of network-related information. Blockchain
is competent to integrate heterogeneous distributed geospatial data. In addition,
directory service needs to be extended. Geospatial metadata ledger also contains
data transaction information. Any transaction ever completed is recorded in a
geospatial metadata ledger in a verifiable, secure, transparent, and permanent way,
with a timestamp and other details. In the blockchain of geospatial data sharing,
metadata, and transaction information, geospatial metadata ledger solves the pro-
blems of metadata sharing and data transaction supervision. However, due to the
limitation of storage capacity of blockchain ledger, as the main body of mass data
sharing, blockchain GIS needs to be further addressed to solve large data store for
one ledger.

11.4.3 Spatial decision-making

Spatial decision-making stresses the need for collaboration and knowledge sharing
between users and experts in order to bring a collaborative decision to fruition [20].
GIS based on planning support tools, which offer interactive map visualization and
analytical capabilities, has the potential to mediate collaborative spatial planning
processes [21]. Environmental pollution is a complex problem requiring many
kinds of expertise to fully understand, as pollutants disperse not only locally but
also regionally or even globally. GIS plays a very important role for improving
remote collaborative analysis experience on consequences of comprehensive
evaluation.



Blockchain for GIS: an overview 281

The concept of web-based GIS has been proposed as an effective tool for
collaborative/group spatial decision-making. Web can be used as an information
infrastructure for delivering spatial data and GIS functionalities to the general
public [22]. The integration of web-based GIS and multicriteria decision analysis
(MCDA) techniques can provide appropriate multicriteria spatial decision support
systems (MSDSS) for direct involvement of people in a collaborative spatial
planning process. Over the last decade or so, significant research efforts have been
made to use web-based GIS and MCDA tools for collaborative spatial decision-
making.

However, these efforts as the web-based participatory decision-making tools
lack a knowledge sharing mechanism or framework that allows for automatic
interpretation as well as exchange and sharing of GIS-MCDA knowledge elements
between decision makers. In these tools, exchange of decision knowledge relies on
decision makers’ common sense to manually interpret the meanings of each other’s
knowledge and use the right ones.

Agents can be used to carry out some set of knowledge sharing operations on
behalf of a decision maker, with some degrees of independence or autonomy, and,
in doing so, they employ some knowledge or representation of user’s goals and
desires [23]. The decision makers’ agents can interoperate and exchange decision
knowledge with intended and unambiguous meanings, as shown in Figure 11.5.
However, it is very important to ensure that agents perform the principal-agent
relationship according to the rules and the knowledge base is not tampered.
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The essence of blockchain is agent framework. The revolution of agent is
driven by the change of blockchain technology. Blockchain-based MSDSS (BC-
MSDSS) enhance the collaborative/participatory spatial decision-making by pro-
viding security knowledge and automatic contract. In BC-MSDSS, there are no
more agents and knowledge bases, but knowledge ledgers, as shown in Figure 11.6.

An extension of the current blockchain ledgers that store consensual knowl-
edge and decision rulers can ensure authenticity, automation, and traceability of
decision-making. Smart contracts in blockchain, the replacement of agents, are
executed automatically once the contract has been deployed on the blockchain.

Evaluation results confirm the effectiveness of comprehensive sharing among
user, data, physical, and interaction spaces for improving remote collaborative
analysis experience [24]. As different public bodies survey accident data, a colla-
borative environment is necessary. Moreover, a web-based solution is ideal for
permitting multi-user access and data insertion [25].

11.5 Challenges and future trends
11.5.1 Efficiency

Low throughput was a serious problem for Bitcoin systems, which greatly limits
their availability. Later, a large number of blockchain projects were realized aiming
at improving performance, either by increasing block size or by increasing block
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frequency [26]. In the framework of Bitcoin, adjusting such parameters can
improve throughput to some extent. However, the upper limit of throughput is
hundreds of transactions per second. It is difficult to make an essential break-
through. As the representative of the alliance chain, the throughput of Hyperledger
Fabric is only a few hundred to thousands of transactions per second, which cannot
meet the needs of the current financial system for throughput (tens of thousands of
transactions per second). The root cause of low throughput lies in the consensus
process. In a completely decentralized environment, in order to be recognized by
most nodes, multiple interactions are often required. Meanwhile, each interaction is
accompanied by network delay. Consequently, the throughput of blockchain sys-
tem is difficult to be improved.

Asynchronous consensus is a kind of approach in which there is no need to
reach a consensus immediately after the block is out of the block. In asynchronous
consensus, each node follows a certain rule and tries its best to get out of the block.
The mainstream approach is to synchronize all the nodes with each block and then
continue the next block after the consensus is passed. If the rules are reasonable, the
individual nodes can still reach one after a while. The famous asynchronous graph
algorithm is one of representatives of asynchronous consensus [27].

Random consensus is another method. When participating in consensus among
all nodes in the whole network is showing low efficiency, the direct idea to improve
the performance is to replace the consensus among all nodes with the consensus
among some ones. In fact, there is a solution: if ‘part’ is completely randomly
extracted from the node, when a certain sample size is reached, the ‘full” meaning
can be statistically expressed. The whole consensus process is then divided into
several steps. In each step, a committee composed of several nodes is randomly
elected, and the consensus is completed by this committee. The next step is the
random election of another committee, in a longer time span, for fairness, but also
for the goal of efficient consensus. However, because of the complexity, the per-
formance of random consensus in the actual network needs to be verified [28].

11.5.2  Privacy protection

Blockchain is a distributed ledger, which has the advantages of openness, trans-
parency, non-tampering, and so on. However, when blockchain is applied to the
real business world, new problems are required to be addressed. First of all, privacy
protection needs to be handled. In detail, how to solve the contradiction between
openness, transparency, and privacy protection has been an important direction of
the development of blockchain technology.

Bitcoin has good anonymity because the account address of Bitcoin is obtained
by series of operations with the public key of asymmetric key. All transactions that
Bitcoin transmits online are public. There is no privacy in Bitcoin system.
Ethereum also has exposed privacy protection problems. If someone records
someone else’s privacy information on the public chain of the Ethereum in the form
of additional information to the transaction information, no one can delete the
information, which exists permanently on the public chain of the Ethereum [29].
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For data encryption on the chain, only the parties involved in the transaction can
decrypt, which can solve most of the privacy protection problems. However, the
blockchain system must directly face such a problem: how to achieve multiparty
checksum under the condition of data encryption on the chain?

Homomorphic encryption, which processes ciphertext directly, is the same as
encrypting the processing result after processing plaintext [30]. From the point of
view of abstract algebra, it maintains homomorphism. At present, there is only
addition homomorphism technology, which can reach the commercial level of
homomorphism encryption technology. The top technology companies in the world
are also developing full homomorphism encryption schemes. However, because the
performance of multiplication homomorphism encryption is still poor, there is no
visible commercial product that supports full homomorphism encryption.

11.5.3 Application of cross-blockchain GIS

Blockchain brings us tamper proof, decentralized, irreversibility, smart contract,
and other valuable features that we can use as a separate blockchain system to build
a perfect distributed ledger. However, it is also very necessary to interconnect
multiple blockchains. Different GIS applications may work on different block-
chain. Since their data are maintained on different blockchains, with interconnec-
tion, participants can perform their internal transactions in parallel, resulting in
higher performance. To perform communication between different applications,
one approach is to use cross-chain swap operation. Through designing a trust
mechanism between blockchain systems, one blockchain can receive and verify
transactions on another blockchain. A cross-chain transaction contains multiple
sub-transactions.

CAPER was introduced in [25], a permissioned blockchain system to support
both internal and cross-application transactions of collaborating distributed appli-
cations. In CAPER, the blockchain ledger is formed as a directed acyclic graph
where each application accesses and maintains only its own view of the ledger,
including its internal and all cross-application transactions.

11.6 Conclusion

The incumbent GIS systems are facing a number of challenges, including hetero-
geneity, geospatial data sharing, privacy, and security vulnerability. The block-
chain technologies essentially offer a solution to the issues with the enhanced data
sharing capability, privacy, security, traceability, and reliability.

In this chapter, we have investigated integrating blockchain with GIS. We
analysed the characteristics of blockchain and GIS and discussed the opportunities
of blockchain GIS. The architecture of blockchain GIS is depicted. Furthermore,
we have discussed the potential applications of blockchain GIS and outlined the
challenges and opened research directions in blockchain GIS.
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Chapter 12

Blockchain application in remote sensing big
data management and production

Jining Yan', Lizhe Wang', Feng Zhang', Xiaodao Chen’,
Xiaohui Huang' and Jiabao Li’

In the field of Earth observation (EO), the main challenges in remote sensing big
data management and production include the detection of data tampering, process
recording, process accuracy evaluation, and data protection. These challenges
result in low data utilization and unreliable decision-making. Blockchain tech-
nology presents a possible solution to these problems due to its openness, trans-
parency, decentralization, traceability, and tamper resistance. In this chapter, we
present a prospective study on blockchain-based strategies for remote sensing big
data management and production. Specifically, (1) we propose remote sensing big
data management rules that when metadata enters the chain, image files remain in
the original storage and watermarking is added to maintain on-chain and off-chain
consistency; (2) we establish a unified metadata model (UMM) to solve the pro-
blem of heterogeneous metadata in multisource data integration; (3) we devise a
data block structure containing metadata identification, image encryption paths,
and other information and propose technical solutions for multisource remote
sensing data integration, chain entry, and sharing; (4) we establish the specific
steps and technical details of the blockchain-based remote sensing big data pro-
duction; (5) and construct a logical blockchain-based system serving remote sen-
sing big data management and production under a multi-satellite data center
scenario. This prospective study will definitely provide practical guidance for
blockchain technology to truly serve remote sensing big data management and
product production.

12.1 Introduction
The development of EO technology has caused the rapid growth of remote

sensing data volume and the continuous expansion of its application fields; this
also brings great challenges for data management and production [1]. The ability
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to effectively track the collection, storage, processing, and application chains of
various data sources while ensuring tamper resistance is one of the most urgent
challenges in current remote sensing big data management [2]. Tracing the
precise source of remote sensing products at all levels is also a critical issue in
this regard [3]. For remote sensing data processing and production, the proces-
sing accuracy of remote sensing data sources at various levels directly deter-
mines the resulting decision value. For example, the level 2 remote sensing data
distributed by each satellite ground station must undergo accurate geometric
correction [4], atmospheric correction [5], and other processes before it can be
applied to surface parameter inversion and information extraction. However,
evaluating the accuracy of processes such as geometric and atmospheric cor-
rection to ensure that the value-added products [6] obtained by subsequent
processing are of high quality, and ultimately obtain high-credibility decision-
making knowledge, is one of the main problems facing remote sensing data
processing and production. In addition, in the context of the era of big data [7],
fusing multisource remote sensing data for feature extraction has become the
current technical trend [8]. However, how extracting hidden ground observation
information from nonpublic remote sensing data to study global change while
protecting its privacy is another important issue faced by the current remote
sensing data processing and production.

Blockchain is a data structure composed of data blocks in a chronological
order similar to a linked list and cryptographically ensures a non-tamperable and
unforgeable distributed decentralized ledger, which can safely store the simple
and sequential related data that can be verified within the system [9,10]. The
blockchain uses proof-of-work [11], proof-of-stake (PoS) [12], or other con-
sensus mechanisms, as well as encryption technology, to change an untrusted
network into a trusted one in which all participants can agree on a certain aspect
without trusting a single node. Blockchain technology can record the full life
cycle of data processing, thereby solving the traceability problem of various
remote sensing data [13], and can use the features of openness, transparency,
traceability, non-tampering, and consensus mechanisms to solve the problems of
data copyright protection and public trust [14].

Therefore, we present a prospective study on the application of blockchain
technology in remote sensing big data management and production, propose key
technology solutions, and build a blockchain-based logical system architecture for
data management and production to provide technical support and suggestions for
the comprehensive application of blockchain technology in remote sensing.

The remainder of this chapter is organized as follows. In the next section, we
discuss in detail the main problems and challenges for remote sensing big data
management and product production. In Sections 12.3 and 12.4, we propose
solutions for remote sensing big data management and production based on
blockchain technology. In Section 12.5, we propose logical system architecture
based on blockchain technology for remote sensing data management and pro-
duction. Finally, in Section 12.6, we summarize this study identifying areas of
focus for future work.
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12.2 Challenges in remote sensing big data management

and production

At present, the main challenges in remote sensing big data management and pro-
duction are as follows:

It is impossible to detect whether the remote sensing data have been tampered
with during transmission and sharing, and the quality of the data obtained by
the user cannot be guaranteed. From data collected in satellite ground stations
to serve the public, remote sensing data sources require the union services of
remote sensing data collectors, primary data processors, data providers, data
servicers, and data sharing parties. However, ensuring that the data have not
been tampered with arbitrarily [15] in the collecting—storage—transferring—
sharing chain [16] and that the remote sensing data obtained by the user are
indeed a product directly processed by the data collector is one of the main
challenges in remote sensing data management.

It is impossible to trace what processes were performed on the remote sensing
data in the entire life cycle, and there is a lack of credible data processing
accounting books. Once collected in the satellite ground station, the remote
sensing data that obtained by the user must undergo data unpacking, cloud
detection, system geometric correction, system radiation correction, geometric
precision correction, radiation correction, atmospheric correction, etc. [17]. In
general, processing from raw data to the digital number (DN) product is
completed by the processing system of the satellite ground station. However,
from processing DN product to surface reflectance product, as well as various
levels of value-added products, should be performed by remote sensing data
servers or users themselves. Nonetheless, accurately recording the processing
of the data throughout the entire data—information—knowledge lifecycle [18],
increasing the transparency in the process of realizing the value of remote
sensing data, and providing users with true and reliable data sets are the other
major problems for remote sensing big data management.

It is impossible to evaluate the accuracy of the processing steps of remote
sensing data in the entire lifecycle, which results in final decision-making
knowledge that is not credible. From raw data to value-added products, remote
sensing data must undergo a variety of algorithms or model processing [19].
However, each step of the processing algorithm may have multiple choices or
require the adjustment of multiple parameters. Ensuring that the parameter
settings of each step of data processing are completely correct, that the value-
added products [20] obtained by each processing step are of high quality, and
that the decision-making knowledge obtained is credible are the main chal-
lenges faced by remote sensing production.

It is impossible to produce multisource remote sensing products on the premise
of ensuring the privacy of nonpublic data. In the context of the current big data
era, the use of multiple remote sensing data sources for information extraction
has become a major trend. However, as a data set reflecting the physical
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parameters of the Earth’s surface, the production process of remote sensing
data often consumes significant human resources manpower, financial resour-
ces, and computing power; that is, remote sensing data have certain commodity
attributes [21]. In addition, some remote sensing data are often secret due to
problems such as temporal and spatial resolution and cannot be freely disclosed
or given. Therefore, considering the constraints of laws, regulations, and other
factors, the production of remote sensing value-added products is carried out
without the disclosure of private data, which is another important challenge for
remote sensing production.

In view of the aforementioned challenges, this study proposes to use blockchain
technology to overcome challenges to data tampering detection, process recording,
process accuracy evaluation, and privacy protection.

12.3 Blockchain-based remote sensing big data
management

Blockchain-based remote sensing big data management mainly uses the blockchain’s
open, transparent, decentralized, traceable, and non-tamperable features to accurately
record the processes undergone in the collection, storage, processing, and application
of remote sensing data, thereby solving the problems of the low-quality and unreliable
decision-making knowledge caused by arbitrary data tampering.

At present, various remote sensing data sources are distributed and stored in
separate data centers and use independent data storage containers. For example, a
land satellite data center stores Landsat series satellite data, and the Fengyun (FY)
satellite center mainly stores FY series satellite data. Considering the large volume
of remote sensing images archived in various data centers and their diverse storage
formats, it is unrealistic to directly record the original remote sensing images in the
blockchain. Therefore, based on the UMM [22], this study intends to integrate the
metadata of the remote sensing images of each data center and record the metadata
identification, image hash values, and image storage paths into the blockchain,
while the original images remain in the local or cloud storage of each data center. In
addition to preventing the recorded remote sensing from being modified offline,
each remote sensing image will be marked with a digital watermark during the
integration process to ensure the consistency of both the on-chain and off-chain
data storage.

According to the processes of data integration, storage, blockchain entry, and
sharing, the blockchain-based remote sensing big data management technology
mainly involves distributed data integration, data entering the blockchain, dis-
tributed data storage and digital watermarking, and data sharing.

12.3.1 Distributed data integration

Distributed data integration ingests the metadata of remote sensing images from
each data center through active or passive modes to realize the unified discovery
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and access of the distributed storage multisource remote sensing data. This includes
metadata standardization, metadata integration, metadata identification establish-
ment, and data entering the blockchain.

12.3.1.1 Metadata standardization

Remote sensing image metadata, which are the descriptive information of remote
sensing images, include information about the image identification, image collec-
tion time, image collection location, product level, image quality, spatial reference
system, and other characteristics of the image. At present, the metadata standards of
remote sensing images adopted by various satellite data centers are different,
typically including the directory interchange format (DIF) 10 [23], earth observing
systems Clearinghouse (ECHO) metadata model [24,25], and ISO (International
Standardization Organization) 19115 standards.

The DIF is simply the “container” for the metadata elements that are main-
tained in the Committee on Earth Observation Satellite International Directory
Network database. It is used to create directory entries that describe a group of data.
The ECHO metadata standards, which were originally used in the Independent
Information Management System project that originated in 1998, are used for the
integration, retrieval, and acquisition of ground observation data in distributed data
centers to provide users with a unified multicenter data query service. ISO 19115,
which is the geographic information-metadata standard issued by the ISO Technical
Committee-211, mainly defines the metadata model used to describe geographic
information and services and provides other attribute information such as identifi-
cation, quality, space, time, content, spatial reference system, and distribution of
geographic information and services. ISO 19115-2, which is an extension of image
and grid data of the ISO 19115, provides information on remote sensing data
acquisition and band description.

With the continuous development of EO technology, the amount of remote
sensing images received and archived in satellite data centers around the world is
exploding; the worldwide integration and sharing of remote sensing data has
become an inevitable trend. However, different remote sensing metadata standards
pose great difficulties for data integration and management. Therefore, a widely
accepted UMM must be developed, and the remote sensing metadata of each dis-
tributed satellite data center must be converted to a standard format before data
integration. Referring to NASA’s Common Metadata Repository [26] metadata
standard, we established the UMM and formulated specific mapping rules for DIF
10, ECHO 10, and ISO 19115-2: 2009 (Table 12.1).

In this study, the metadata standardization process is performed using the
smart contract method [27] on the blockchain. The smart contract is stored and
synchronized at each node of the blockchain, and the blockchain will automatically
perform verification based on the code on the smart contract. Because the execution
process of smart contracts is open and transparent, both it and the execution results
are auditable. This will ensure high availability, improve the integration efficiency
of multisource remote sensing images, and ensure that no single point of failure
will occur in the data integration system.



Table 12.1 The mapping rules for DIF 10, ECHO 10, and ISO 19115-2: 2009 with UMM (part)

DIF 10 ECHO 10 1SO19115-2:2009 UMM
/gmi:MI Metadata
/DIF/Platform /Collection/Platforms /Platform /gmi:acquisitionInformation/gmi:MI AcquisitionInformation/  Platform
gmi:platform
/eos:EOS Platform
/DIF/Platform /Instrument  /Collection/Platforms /Platform/In-  /gmi:MI Metadata/gmd:identificationInfo/gmd:MD Datalden- Instrument
struments /Instrument tification/gmd:descriptiveKeywords
/gmi:MI Metadata
/DIF/Project /Collection/Campaigns /Campaign  /gmi:acquisitionInformation/gmi:MI AcquisitionInformation/  Project
gmi:operation
/gmi:MI Operation
/gmi:MI Metadata
/DIF/Spatial Coverage /Collection/Spatial /gmd:identificationInfo SpatialExtent
/gmd:MD Dataldentification
/DIF/Temporal Coverage/  /Collection/Temporal /gmi:MI Metadata /gmd:identificationInfo/gmd:MD Datalden- TemporalExtent

Range DateTime

tification
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12.3.1.2 Metadata integration

Metadata integration is achieved through the smart contract on the blockchain
to aggregate the remote sensing metadata distributed in various satellite data
centers [28]. Smart contracts for metadata integration on the blockchain mainly
comprise remote sensing metadata extraction scripts, file ingestion scripts, file
transmission scripts, file identification scripts, and file entering blockchain
scripts.

First, the remote sensing metadata extraction script (metadataCrawler) auto-
matically and repeatedly executes the metadata extraction process within a certain
time interval for each satellite data type. At the same time, the extracted remote
sensing metadata are converted into the standard metadata format according to the
UMM and stored in the staging area of each data center.

Next, the file ingestion script (filelngestion) will automatically and repeatedly
scan the metadata staging area of each data center within a certain time interval. At
the same time, the pre-ingestion process begins, and the hash value verification
method [29] is used to compare whether the blockchain data center has integrated
the remote sensing image metadata of each data center. If the metadata of the
remote sensing image already exist in the blockchain data center, the comparison
process of the next image metadata is entered. Otherwise, the file transfer script
(fileTransfer) transfers the metadata information to the file buffer of the blockchain
data center and waits to enter the blockchain.

Finally, the file entering blockchain script (fileintoBlock) will automatically
scan the file cache container of the blockchain data center at regular intervals. At
the same time, to prevent the repeated ingestion of the metadata that has been
added to the blockchain, the file blockchain entry script (fileintoBlock) still com-
pares whether the metadata of a remote sensing image have been added to the
blockchain through the pre-ingestion process. If the metadata are not in the
blockchain, the file encoding script (fileEncoding) performs metadata identification
establishment, and the file entering blockchain script (fileintoBlock) initiates a data
entering request to the blockchain data center.

The remote sensing metadata integration process is shown in Figure 12.1.

12.3.1.3 Metadata identification establishment

As with typical spatial data, the use of multiple terms such as “satellite plat-
form+sensor+collection time+spatial range+product level” is unavoidable in
remote sensing data retrieval. Therefore, to realize the integrated remote sensing
data retrieval, these multiple elements must be used to establish unified identifi-
cation for each integrated data.

In this study, unified metadata identification is composed of the codings of
retrieval requiring multiple terms. The encoding rules for multiple elements used in
remote sensing data retrieval are as follows:

e Satellite platform and sensor encoding rules: Encoding satellite platform and
sensor of string type into 8-bit binary digits.
e Collection time encoding rule: Unified encoding as eight decimal digits.
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Figure 12.1 The schematic diagram of remote sensing metadata integration

e Spatial encoding rule: As a spatial grid coding algorithm, GeoHash [30] can
convert two-dimensional latitude and longitude coordinates into a simple
string that can be sorted and compared, effectively reducing the dimension
of spatial attribute parameters. Thus, the center-point latitude and longitude of
the remote sensing image are used for GeoHash spatial coding as the spatial
attribute part of the metadata identification.

e Product level encoding rule: According to the conventional grading standards,
remote sensing products can be divided into four levels, from bottom to top are
the original image, fine processing products, inversion index products, and
thematic products [31]. Each level of products can also be divided into mul-
tiple sublevels, and there are hierarchical relationships between the four levels
and each sublevel product. The specific encoding rules for these four levels
and sublevels are as follows: (1) the first-layer coding contains two binary
numbers (0 and 1), and the original image, fine processing products, inversion
index products, and thematic products will be coded as 00, 01, 10, and 11,
respectively. (2) The second-layer coding is mainly aimed at each sublevel
products, in which 3-bit binary numbers are used to encode as many levels as
possible. (3) The third-layer coding uses four binary digits to encode the pro-
duct name (Table 12.2).
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Table 12.2 The coding rules of remote sensing products (part)

Classify Level Level Level Typical product
1 2 3
Original image 00 000 0000  Digital number
01 000 0000  Accurate geometric correction product
Fine processing 01 000 0001  Atmospheric correction product
products

01 000 0010  Mosaic product

01 000 0011  Fusion product

10 000 0000  Surface reflectance
Inversion index 10 001 0000 Normalized difference vegetation index

products (NDVI)

10 010 0000 Leaf area index (LAI)

10 011 0000  Photosynthetically active radiation (PAR)

10 100 0000  Fraction of photosynthetically active

radiation (FPAR)

10 101 0000  Net primary productivity (NPP)
Thematic products 11 000 0000  Agricultural product

11 000 0001  Forest product

11 000 0010  Marine product

11 000 0011  Mineral product

11 000 0100  City product

Table 12.3 The coding samples of Landsat8-OIL-NDVI

Terms Example Example
encoding

Satellite Landsat8

Sensor OLI 00010010

Collection time 2015-01-01 20150101

Spatial location 116.389550,39.928167 wx4g0e

Product level NDVI 100010000

Following this, the unified metadata identification of each remote sensing image
can be obtained. For example, the metadata identification of normalized vegetation
index (NDVI) products, which is generated from Landsat§8-OLI data collected at
the central point (116.389550,39.928167) on January 1, 2015, can be established as
“0001001020150101wx4g0e100010000,” as shown in Table 12.3.

12.3.2 Data entering blockchain

After the metadata integrated and the identification established, the metadata
identification, image hash value, and image storage path can be recorded into the
blockchain.
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12.3.2.1 Entry steps

Once the original remote sensing image (DN) is registered to the blockchain by
each satellite data center, the genesis block of the blockchain is constructed.
Next, for the data processing, transformation, product production, and other data

modification processes, they must adhere to the following block entry steps
(Figure 12.2):

e Transaction (entering chain application) initiation

If user A in the blockchain wants to modify the ocean satellite data in data
center C, they must use the private key of the data center to digitally sign the
ocean data to be entered into the chain and append the digital signature to the
end of the application (transaction) of this chain to create the entry-chain
application form (transaction form) 7.

e Transaction (entering chain application) broadcast

User A in the blockchain broadcasts the entry-chain application form
(transaction form) 7 ;¢ to nodes B and D in the blockchain network. Both B
and D will collect many unverified entry-chain applications (transaction) into
their respective blocks.

e Block generation

If node B, which did not participate in the transaction in the blockchain,
completes the verification of the consensus mechanism first, node B will
become a miner node. The miner node will generate, sign, and time-stamp a
new block b. To reduce potential risks, the consensus mechanism in this study
stipulates that miner nodes cannot process transactions involving themselves.

The generation of miner node B is implemented using the delegated PoS
(DPoS) [32] consensus mechanism. The basic idea of the DPoS consensus
mechanism is similar to the board decision approach. Specifically, each
shareholder node in the system can grant its sharcholder’s equity as a vote to a
representative, and the top 101 nodes that receive the most votes and are
willing to become representative nodes (miner node) will enter the “Board of
Directors.” The Board takes turns packaging and settling transactions in
accordance with the established schedule and signs new blocks. Before each
block is signed, it must be verified that its predecessor has been signed by a
trusted representative node. The authorized representative node of the board
can obtain reward points (i.e., incentives) from each transaction. To become an
authorized representative node, a certain amount of reward points must be
paid; the number of points is equivalent to 100 times the reward points
obtained by generating a new block.

The authorized representative node must be responsible to other shareholder
nodes. If it misses signing the corresponding block, the shareholder will
withdraw the votes and vote the node out of the Board. Therefore, authorized
representative nodes must usually guarantee more than 99% of online time to
achieve profitability goals. In the DPoS consensus mechanism, each node can
independently determine its trusted authorized nodes and these nodes take
turns in accounting to generate new blocks. Thus, the number of nodes
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participating in verification and accounting is greatly reduced, and rapid con-
sensus verification is achieved.
Block verification

Miner node B will propagate the newly generated block to all nodes (A, C,
D) in the network through the peer-to-peer [33] networks for full node ver-
ification. Other nodes will confirm the validity of the transaction contained in
the block and confirm that it has not been doubly spent (repetitive consump-
tion) and has a valid digital signature. They will then accept the block and feed
back to miner node B.
Blockchain synchronization
After the newly generated block b is verified by other nodes in the entire
network, it will be officially linked to the blockchain by miner node B to
generate a new blockchain AC, which cannot be tampered with. Next, other
nodes in the network will be synchronized to obtain the latest state of the
blockchain at the current moment [34]. In order to ensure the stability of the
system, the computing power of the entire network changes continuously with
the block creation time, thereby preventing the newly created remote sensing
data or products being barred from the chain due to calculation efficiency
problems.

12.3.2.2 Structure of the data block

The

structure of the data block generally includes a block header and a block body

(Figure 12.3) [35].

1.

The block header encapsulates the predecessor block hash value, the random
number set of the current block, the signature set of participating transaction
nodes, the time stamp, the Merkle root [36], and other information.

(i) The predecessor block hash value is used to verify whether the current
transaction is correct. Specifically, according to the hierarchical rela-
tionship of remote sensing products, the same products recorded in the
current block should be generated from the data sources recorded in the
previous block. Therefore, only if the predecessor block hash value is
verified, it can be guaranteed that the remote sensing product recorded in
the current block originates from the data sources recorded in the pre-
vious block, thereby preventing data from being tampered with
arbitrarily.

(i) The random number set of the current block consensus process is mainly
determined by the data key distributed by the key center of the block-
chain. In other words, the nodes (remote sensing data users) that have
obtained the data download or data modification key (the right random
number set) and have been verified by all miners will have the data
download or data modification rights of the current block.

(iii) The signature set of participating transaction nodes is mainly used to ensure
that the current transaction has passed the authentication of all nodes; that is
to say, since the original remote sensing data are added to the blockchain by
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(iv)

)
(vi)

the satellite data center, subsequent data processing must be certified by all
nodes. Thus, the true and high-quality characteristics of the data products are
guaranteed.

The time stamp indicates the time when the data are written into the block,
which can be used as a proof of existence of the block data. This helps to
form a non-tamperable and non-forgeable blockchain database, which lays
the foundation for the application of the blockchain in time-sensitive fields
such as notarization and intellectual property registration. The stamping of
the time stamp enables the blocks on the main chain to be arranged in
chronological order, thereby forming an infinitely extended chain structure
starting from the genesis block, which records the complete history of the
development and change of the data source. Thus, the list structure of the
blockchain can provide the traceability functions of remote sensing products
of various levels, thereby allowing the detection of data tampering during
collection, processing, and application.

The Merkle root in the block header is the hash value of the remote
sensing image file, which is used to ensure the integrity of the image file.
The block body includes the established metadata identification and its
corresponding image file storage path, transaction initiator signature,
and all verified transaction records generated during the block creation
process. These records will generate a unique Merkle tree root through
the hashing process of the Merkle tree and record it into the block
header.

In this study, each transaction record is a data block of remote sensing image if

the data storage containers adopt the distributed file system (DFS) of each satellite
data center. In the DFS, such as HDFS (Hadoop Distributed File System) and GFS
(Google File System), each file can be divided into 128 MB of data blocks and
stored in distributed data nodes. This file splitting mechanism can not only be able
to store large image files, thereby saving storage space, but also greatly improve the
transmission efficiency of large image files [37,38]. Otherwise, if the satellite data
center uses the NFS (network file system) and the Lustre object-based file system
[39], the image file contains only one data block; that is, the block body contains
only one transaction record.

(@)
(i)

(iii)

(iv)

The established metadata identification is mainly used to data retrieval, but it
must be encrypted before it can be stored in the block.

The image file storage path is used to point to the access address of the remote
sensing image. But it should be signed with the private key distributed in the
satellite data center, i.e., the file path information is encrypted.

The signature of the transaction initiator is mainly used to verify the authenticity
of this transaction. In other words, this modification of the remote sensing data
was indeed done by the node who obtained the key.

The Merkle tree usually contains the underlying database of the block body
(transaction), the root hash value of the block header (the Merkle root), and
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all branches along the underlying block data to the root hash. The main
function of the Merkle tree is to quickly summarize and verify the existence
and integrity of block data. The Merkle tree calculation process is generally
for grouping the block data and inserting the new hash value into the Merkle
tree so that the recursion recorded only until the last root hash value is given
as the Merkle root of the block header.

The Merkle tree has many advantages. First, it greatly improves the operating effi-
ciency and scalability of the blockchain so that the block header only needs to contain
the root hash value without having to encapsulate all the underlying data. This allows
the hash operation [40] to efficiently run on smartphones and even Internet of Things
devices [41,42]. Second, the Merkle tree can support the simplified payment ver-
ification protocol [43]; that is, it can verify transaction data without running a com-
plete blockchain network node. For example, we need to transmit the large remote
sensing image shown in the upper right side of Figure 12.3, which contains four data
blocks. To improve the data transmission efficiency, the four data blocks can be
transmitted separately. Next, the hash value of each received data block is calculated
and compared with the hash values of all the original downloaded data blocks. If the
hash values are consistent, the transmission is considered completed; otherwise is
incomplete. With the Merkle tree, there is no need to download the hash values of all
the original data blocks. For example, to verify whether the data block 4 has been
transmitted, we can request a hash sequence from the hash value of transaction 4
along the Merkle tree to the block header root hash (hash nodes 4, 3, 34, 12, 1234) to
quickly confirm the existence and correctness of the transaction. In general,
the algorithm complexity of confirming any transaction in a block composed of
N transactions is only log, N [44]. This considerably reduces the bandwidth and
verification time required for the operation of the blockchain and makes it
possible for lightweight clients to save only part of the relevant blockchain data.

12.3.3 Distributed data storage and digital watermarking

After the metadata of the remote sensing images distributed in each data center is
ingested, the image file will be distributed by the key center to a private key and
digitally signed [45] using the smart contract script (dataEncryption). This signature
adds digital watermarking, making it clear that the metadata have indeed entered the
blockchain. Once the off-chain images change, their corresponding digital water-
marking will change to ensure the consistency of both on-chain and off-chain data.

In addition, the image file path recorded on the chain is signed with the private
key distributed in the respective data center; that is, the file path information is
encrypted. Because the distributed ledger of the blockchain is public [46], anyone
can search or browse all the remote sensing data that have been integrated.
However, some remote sensing data need require payment to download. Therefore,
this study encrypts the image file path recorded in the blockchain, meaning the user
needs to provide the private key as the identity authentication along with the
decryption key. Only when the correct signature is matched, the encrypted image
file path will be shown to an authorized user. Next, the data interaction system
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accesses the storage container of the satellite data center where the image file is
stored and returns the required remote sensing image to the authorized user. Here,
the private keys of users are distributed by the key center according to the type of
registered users, such as paid users and free users.

12.3.4 Data sharing

The essence of blockchain-based remote sensing data sharing is to share the image
file path through a consensus mechanism, thereby establishing a virtual mapping
from the satellite data center to the shared user storage directory [47]. Each virtual
mapping is associated with a user ID, different users are isolated from each other,
and the data sharing processes do not affect one another. Each user’s renaming,
moving, and deleting of remote sensing image files are used only for the mod-
ification of the virtual mapping, and the storage files in the distributed data centers
are not substantially altered. Finally, the virtual mapping information is digitally
signed by the user’s private key and stored in the blockchain, thus ensuring the
privacy of the user’s personal information (Figure 12.4).

12.4 Blockchain-based remote sensing big data
production

Remote sensing products, which are generated by one or more original ground
observation data through processing, transformation, information extraction, and
other steps, are a set of remote sensing data that can reflect physical parameters
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Figure 12.4 Blockchain-based data sharing
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such as land, ocean, and weather [48]. According to incomplete statistics, there are
currently up to 11,000 kinds of remote sensing products widely used. There is often
a serious hierarchical dependency relationship between various remote sensing
products. In other words, the production of a remote sensing product often requires
multiple original remote sensing images (i.e., DN) or other low-level products.
However, if the accuracy of low-level remote sensing products is low, it
directly affects the accuracy of remote sensing products at all subsequent levels,
which leads to unreliable decision-making knowledge. In addition, if the remote
sensing data sources needed to produce high-level products cannot be arbitrarily
disclosed or shared, meaning the remote sensing data sources are nonpublic, it will
directly affect the generation of the products. Thus, effectively evaluating the
accuracy of various levels of remote sensing products and generating them without
revealing privacy data are the main problems that this study seeks to solve.

12.4.1 Advantages

The blockchain-based remote sensing product generation can fully mobilize the
enthusiasm of data centers, remote sensing professionals, and industry departments
and utilize their respective professional advantages to produce high-quality and
high-reliable remote sensing value-added products. This provides sufficient and
reliable decision-making knowledge for global change research, environmental
protection, and land planning.

In addition, the blockchain’s linked list storage structure, decentralization, and
other features ensure high reliability of the entire system (no single point of failure) and
that no third party can tamper with blockchain data without permission. Moreover, the
verification process of the data entry chain is completely transparent, which ensures the
high-quality characteristics of the remote sensing products at all levels in the block-
chain and solves the problem of unreliable decision-making knowledge.

12.4.2 Implementation process

The specific implementation process of the blockchain-based remote sensing pro-
duct generation is as follows (Figure 12.5):

e The data provider adds the remote sensing original image into the blockchain
to create a genesis block and encrypts the access path of the data set using the
key distributed by the key center. This process is data entering blockchain,
which was discussed in the previous section.

e The product generators use the smart contract script “orderAnalysis” to
determine the required computing nodes, data sets, and intermediate products
through order analysis of the production task. Next, the smart contract script
“productionFlow” is used to build the product generation flow. The original
data set and intermediate products required for product generation are derived
from the remote sensing product hierarchy relationship using the smart contract
script “productsDatabase.” The computing node is determined by the data center
where the data sources required for product generation are located. For example,
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Figure 12.5 The logical flow of blockchain-based remote sensing products
production

suppose that one wants to produce an NDVI monthly product with a spatial
resolution of 30 m. The original data required by order analysis are HJ-1A/B
data stored in the land satellite data center [49]. The computing nodes are the
computing clusters where the land satellite data center is connected to the
blockchain, and all production tasks are executed in these computing clusters.

e Next, the product generator uploads the constructed production flow to the
blockchain using the smart contract script “productionOrderSubmit.” The
blockchain key center will use the smart contract script “productionDataMap” to
match and encrypt the production flow and return the processing result to the
product generator computing nodes.

e The computing nodes receive the encryption processing order fed back by the
key center and use the smart contract script “productionRun” to perform data
processing and production. All data scheduling and resource scheduling per-
formed in the entire calculation process are encrypted.

e  Once the production task on the computing nodes is complete, the generated
products will be saved in the distributed storage of the data center with the
computing nodes using the smart contract script “productSave.” The corre-
sponding metadata will be uploaded to the blockchain database by the smart
contract script “metadataintoBlock.” The process of recording the remote
sensing products into the blockchain is the same as that of data entering
blockchain, which was discussed in the previous section. The blockchain key
center also distributes the product keys and uses the smart contract script
“dataEncryption” to encrypt its storage path.

12.5 Blockchain-based remote sensing big data
management and production system

Based on the strategies proposed earlier, we constructed a blockchain-based remote
sensing big data management and production system. Its logical architecture, from
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bottom to top, can be divided into the data, network, consensus, incentive, contract,

and

1.

application layers (Figure 12.6).

Data layer

The data layer encapsulates the data blocks and related data encryption,
digital watermarking, and time-stamping technologies constructed using the
physical data from each data center and the generated products. This includes
distributed data integration, data entering the blockchain, distributed data sto-
rage and digital watermarking, and data sharing; these were discussed in detail
in the previous section.
Network layer

The network layer encapsulates elements such as the networking methods,
message propagation protocols, and data verification mechanisms of the
blockchain system. Through designing a specific propagation protocol and data
verification mechanism, each node in the blockchain system can participate in
the block data verification and accounting processes in the actual applications.
Only when the block data passes the verification of most nodes in the entire
network, it is recorded into the blockchain.
Consensus layer

The consensus layer encapsulates the consensus mechanism of each node of
the blockchain to become a miner. In this study, it specifically refers to the
DPoS consensus mechanism. Only once verified by the DPoS consensus
mechanism enables miners to obtain accounting authority. The construction of
the consensus mechanism in the blockchain can enable each node to efficiently
reach consensus on the validity of block data in a decentralized system with
highly dispersed decision-making power.
Incentive layer

By aggregating the computing resources of large-scale consensus nodes, the
blockchain consensus process can achieve data verification and accounting for
shared blockchain ledgers. Thus, the blockchain consensus process is essen-
tially a task crowdsourcing process between consensus nodes. In a decen-
tralized system, the consensus node is self-interested, and maximizing its own
revenue is the fundamental goal of its participation in data verification and
accounting. Therefore, it is necessary to design a reasonable crowdsourcing
mechanism, so that the individual tendency of the consensus node to maximize
its own profits is consistent with the overall goal of ensuring the safety and
effectiveness of the decentralized blockchain system. By designing a moderate
economic incentive mechanism and integrating with the consensus process, the
blockchain system brings together large-scale nodes to participate and form a
stable consensus on the blockchain. In this study, the incentive mechanism
specifically refers to the reward of miners’ points. Each node that enters the
chain needs to earn enough points to become a node of the “Board of
Directors,” which provides the opportunity to obtain the accounting authority
of the blockchain.
Contract layer
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The data layer, network layer, and consensus layer are viewed as the
underlying “virtual machine” of the blockchain, respectively, undertaking the
functions of data representation, data propagation, and data verification. Thus,
the contract layer is the business logic and algorithm built on the underlying
“virtual machine,” which is the basis for the flexible programming and opera-
tion data of the blockchain system. The contract layer encapsulates various
scripts, algorithms, and more complex smart contracts generated by the block-
chain system. In this study, the contract layer primarily encapsulates two types
of scripts [50], data management and product generation, which are responsible
for the integration, in-chain, downloading, sharing, and product generation of
remote sensing big data.

6. Application layer
The application layer encapsulates various application scenarios and use cases
of the blockchain. In this study, it provides the application interface of remote
sensing big data retrieval, sharing, downloading, product generation, and other
application cases.

12.6 Conclusions

The rise of blockchain technology provides new ideas for remote sensing big data
management and production and overcomes challenges to data tampering detec-
tion, process recording, process accuracy evaluation, and private data protection.
The introduction of blockchain technology into remote sensing big data management
and production will surely give full play to the value of remote sensing data sources
and provide increasingly credible decision-making knowledge for global change
research. Therefore, we carried out a prospective study on blockchain-based strategies
for remote sensing big data management and product generation. Specifically, we
proposed remote sensing big data management rules for metadata entering chain,
image files remaining in the original storage, and watermarking to maintain con-
sistency on-chain and off-chain. In addition, we established the UMM to solve the
problem of heterogeneous metadata in multisource data integration and constructed a
data block structure containing metadata identification, image encryption paths, and
other information. We proposed technical solutions for multisource remote sensing
data integration, chain entry, and sharing and established the specific steps and tech-
nical details of the blockchain-based product production. Finally, we constructed a
logical blockchain-based system serving remote sensing big data management and
product generation under a multi-satellite data center scenario.

The application of blockchain technology to remote sensing big data man-
agement and product production is still in its preliminary stage, and the technical
level in all aspects is not sufficiently mature. We performed a prospective study on
a theoretical level. A blockchain system that serves remote sensing big data man-
agement and product generation has not been completed. Thus, future work will
focus on the implementation details of blockchain infrastructure, software system
construction, and smart contract code writing.
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In addition, there are still a number of problems to be solved in the block-

chain’s own storage requirements, privacy and security, and scalability and inter-
operability [51]. The existing mainstream blockchains such as Bitcoin [52],
Ethereum [53], and Hyperledger [54] cannot meet the needs of remote sensing big
data management and product production. For this reason, the design of a highly
scalable, highly interconnected blockchain suitable for remote sensing big data
management and product generation needs a critical area of focus for future work.
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